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Abstract. Companies are increasingly adopting a product-line approach to the
development of safety-critical systems. A product line offers large-scale reuse
by exploiting common features and assets shared by systems within a specific
domain. In this paper, we discuss the challenges of justifying the safety of ar-
chitectural configurations and variation when developing product-line safety
cases. We then address these challenges by defining an approach to developing
product-line safety cases using the patterns and modular extensions of the Goal
Structuring Notation (GSN). In this approach, we use the GSN patterns exten-
sion for explicitly capturing safety case variations and tracing these variations
to their extrinsic source in the architectural model. Further, we use the GSN
modular extension to organise the safety case into core and variable argument
modules which are loosely coupled by means of argument contracts. We dem-
onstrate this approach in a case study based on a product line of aero-engine
control systems.
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1 Introduction

To reduce the engineering costs of safety-critical systems, companies are increasingly
adopting a product-line approach which offers large-scale reuse by exploiting com-
mon features and assets shared by systems within a specific domain. In particular, the
safety case in a safety-critical product line is a valuable asset which should be sys-
tematically documented, reused and maintained. Otherwise, the value of a safety-
critical product line can be easily undermined if the safety case is developed from
scratch, or in an ad-hoc manner, for each product within the product line. Given that
products in a product line share most of their functional features, components, failure
modes and risk mitigation measures, it is reasonable to expect that these products also
share strategies which can be used to argue why they are acceptably safe to operate
within certain environments. For example, if products derived from a product-line
share a set of functional configurations, which pose similar risks managed using
common risk-mitigation measures, it would be sensible to expect that the safety case
for these products share a set of core (i.e. common) argumentation strategies too.
However, like most reusable product-line assets, the challenges do not lie simply in
exploiting and managing commonalities. Rather, the key challenges often lie in the
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management of the way in which assets may vary, according to predefined architec-
tural constraints. In other words, it is important to identify and manage both the com-
mon and the variable structures of the product-line safety case and the ways in which
these structures may be reused and composed in order to derive a compelling, com-
prehensible and traceable safety case for each individual product.

In this paper, we describe and evaluate a safety case approach to justifying the ar-
chitectures of safety-critical product lines. We start by introducing product-lines. We
then discuss the challenges of managing variations within product-line safety cases
and how they can correspond to architectural configurations. We then present an ap-
proach to developing product-line safety cases using the patterns and modular exten-
sions of the Goal Structuring Notation (GSN) [3]. Finally, this approach is evaluated
in an aerospace case study.

2 Product-Line Engineering

A product line comprises a configurable architecture and a set of reusable core assets.
Products can be derived from the product-line architecture and core assets based on a
predefined process that manages and controls permitted configurations and variations.
These variations in a product line are not an indication that the development is unstable.
Instead, they indicate that differences between products are identified, analysed and
controlled. Product-line development is an integrated approach in that any development
or assessment artefacts, particularly early-lifecycle artefacts such as requirements and
analysis models, can be reused as long as they adhere to the context, architectural con-
straints and variation rules defined in the product line. To reap the benefits of product
lines, the development should be carried out according to defined processes and within
certain technical and business constraints. The following definition by the Software
Engineering Institute (SEI) provides a comprehensive description of product lines
[1]:“A software product line is a set of software-intensive systems that share a common,
managed set of features satisfying the specific needs of a particular market segment or
mission and that are developed from a common set of core assets in a prescribed way” .
What distinguishes the SEI’s definition from many other accounts of product lines is
that it explicitly addresses the need to develop the product-line core assets and derive
new products “in a prescribed way”, i.e. according to defined processes. There are two
essential processes in any product line, namely:

e  Product-line establishment process (domain engineering)
e  Product derivation process (application engineering)

In the domain engineering process, the product-line scope is defined, permitted varia-
tions are identified and the reference architecture and core assets are developed [2].
Subsequently, in the product derivation process, products within the scope of the
product line are developed from the reusable assets, according to permitted variations.

3 Variation in Product-Line Safety Cases

The safety case of a product line is not immune from the impact of environmental and
system variations. Ignoring or underestimating the impact of these variations may
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seriously weaken confidence in the product-line safety case. For example, any mis-
matches between the product line’s permitted architectural options and the assumed
architectural options considered in the safety case can invalidate certain safety case
claims and evidence. Fig. 2 shows an example safety argument, represented in GSN,
for a safety-critical system. GSN represents safety arguments in terms of basic ele-
ments such as goals, solutions, and strategies (Fig. 1). Arguments are created in GSN
by linking these elements using two main relationships, ‘supported by’ and ‘in context
of to form a goal structure. The principal purpose of any goal structure is to show
how goals (claims about the system) are successively broken down into sub-goals
until a point is reached where claims can be supported by direct reference to available
evidence (solutions). As part of this decomposition, using the GSN it is also possible
to make clear the argument strategies adopted (e.g. adopting a quantitative or qualita-
tive approach), the rationale for the approach and the context in which goals are stated
(e.g. the system scope or operational role). GSN has been adopted by a growing num-
ber of companies within safety-critical industries (such as aerospace, railways and
defence) for the presentation of safety arguments within safety cases. The key benefit
experienced by those companies adopting GSN is that it improves the comprehension
of the safety argument amongst all of the key project stakeholders (i.e. system devel-
opers, safety engineers, independent assessors and certification authorities). In turn,
this has improved the quality of the debate and discussion amongst the stakeholders
and has reduced the time taken to reach agreement on the argument approaches being
adopted.

Goal Solution Strategy Undeveloped Goal
System is acceptably Mathematical Argume_nt by Component X is
safe Proof addressing hazards acceptably reliable

Context

Justification

Assumption

Supports
Sys;_ems Requirements are Certification has been _— >
architecture already defined obtained In context of

Fig. 1. Core Elements of GSN

The style of the reasoning in the argument in Fig. 2 is hazard/risk directed. Briefly,
the top-level claim, that the system is safe to operate within the specified environment
(SysSafe), is substantiated by arguing that the risk posed by the identified hazards is
acceptable. The top-level claim is made in the context of some definition of the sys-
tem and its environment (CSys and CEnvironment). Next, the argument considers the
acceptability of the risk posed by each identified hazard in the context of specific risk
tolerability criteria (CTolerabilityCri). Finally, the risk acceptability of each hazard is
supported by appealing to the deployment of sufficient risk-mitigation measures
(CRiskMitig) which are implemented by a number of components and interactions
(CompSafel, CompSafe2, CompSafe3 and Comlinter).



A Safety Case Approach to Assuring Configurable Architectures 145

Csafe
Definition of
‘acceptably
safe'

CSys
System
Definition

SysSafe T .
Variation in

product definition
and context

~~— | The system is acceptably |
safe to operate in specified

environment CEnvironment

(Example variation source:
Context and feature

Environment of

[ the system models)
|
ArgSysHz
CTolerabilityCri Argument over risk of CldHz
Risk tolerability ir:’e”“f:'d system Identified Variation in relevance
teri azards ot
criteria hazards and classification of
- — N risks
/ / \\ N
v v v ‘ iation source:
HzRisk2 HzRisk4 HzRisk HzRisk3 Context feature and reference
Risk of hazard H2 | |Risk of hazard H4 Risk of hazard H1 Risk of hazard H3 architecture models)
is acceptable is acceptable is acceptable is acceptable
,//' -~
Variation in
ArgRiskMitig CRiskMitig selection of risk
Argument by — | Risk mitigation mitigation decisions
applealling to risk measures
mitigation measures (Example variation source:
- - o Reference architecture
N T model)
/ \
/' ¥ N
\Y/ f / \ \ Variation in
4 4 A A implementation of
CompSafe CompSafe2 CompSafe3 Cominter risk mitigation
Component C1 Component C2 Component C3 Interactions between decisions
functions as functions as functions as com
. . . . ponents are as
intended (detection) intended (recovery) intended (backup) ) (Example variation source:
intended "
Reference architecture
and component models)

Fig. 2. Impact of Product-Line Variation on the Safety Argument

Product-line variation can potentially affect the argument in Fig. 2 in any of the

following ways:

Context and system definition: In a product line, the context and feature models
define how products, derived from the product line, vary from one another. To
this end, the safety argument context elements (CSys and CEnvironment) have to
vary to correspond accurately to the way in which each product is configured,
based on the context and feature models.

Hazard identification and risk assessment: Depending on the features selected
and the environmental conditions assumed for each derived product, the way in
which the argument considers the risk posed by hazards could vary (ArgSysHz).
Not all hazards may be relevant to all product configurations. Also, the risk
assessment results for each applicable hazard may vary due to some variable ex-
ternal or system features. Further, the risk tolerability criteria may vary across
products if these products are deployed in different environments with different
certification requirements, e.g. civil vs. military applications.
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e Risk mitigation measures: The product-line reference architecture may offer a
number of options for mitigating certain risks (CRiskMitig). Not all these options
may be selected for each product. Consequently, the product-line safety argument
needs to accommodate variation concerning how each derived product may miti-
gate its associated risks.

e Implementation of risk mitigation measures: Two derived products may share
the same risk-mitigation strategy, but may vary in how they implement such a
strategy. For example, two products may adopt a strategy for fault-detection by
means of monitoring. However, the product-line reference architecture may offer
two or more alternatives for implementing a monitor, e.g. either in software or in
hardware. The product-line safety case should therefore explicitly address possi-
ble variation in how risk mitigation measures may be implemented.

The above example safety case variations show the importance of developing the
product-line safety case in such a way that permitted safety case variations are explic-
itly defined and traced to other variations in the environment and architectural con-
figuration of a derived product.

4 Managing Product-Line Safety Cases Using GSN

In this paper, we address the challenges presented in the previous section by defining
an approach to developing product-line safety cases using the patterns and modular
extensions of GSN. The patterns and modular extensions of GSN are introduced in
the next two sections, followed by a detailed description and analysis of how they can
be used to create and manage product-line safety cases.

4.1 GSN Patterns Extension

Based in part on the principles of the work on design patterns by Christopher Alexan-
der [9] and the ‘Gang of Four’ (Erich Gamma, Richard Helm, Ralph Johnson and
John Vlissides) [10], the concept of a safety case pattern was developed as “a means
of documenting and reusing successful safety argument structures” [3]. A safety case
pattern captures argument structures observed to be common in forming the backbone
of certain safety cases in a particular domain or across different domains. To create
safety case patterns, the core of GSN was extended by adding the following types of
abstraction (Fig. 3):

e Structural Abstraction — supporting generalised n-ary, optional and alterna-
tive relationships between GSN elements

e Entity Abstraction — supporting generalisation/specialisation of GSN
elements

Safety case patterns are created in GSN by abstracting the details of commonly-used
safety argument structures. These patterns describe a successful and a proven style of
argumentation rather than a concrete argument for a particular system.
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Fig. 3. GSN Pattern Notation — Entity Abstraction Extensions [3]

4.2 GSN Modular Extension

To support the certification of highly-integrated, modular and reconfigurable systems
such as Integrated Modular Avionics (IMA), the core of GSN was extended with
modular features [4]. These features support the development of modular and compo-
sitional safety cases. One fundamental objective of modular and compositional safety
cases is to reduce the amount of effort needed for the reassessment of a safety case
after system changes or reconfiguration. Rather than considering the safety case as a
single monolithic structure, it can be viewed as a set of well-defined and scoped mod-
ules, the composition of which defines the system safety case. Each argument module
is specified by an interface, comprising [4]:

Goals addressed by the module
Evidence presented within the module
Context defined within the module
4. Arguments requiring support from other modules
Inter-module dependencies:
5. Reliance on goals addressed in other modules
6. Reliance on evidence presented within other modules
7. Reliance on context defined within other modules

W=

Elements 5, 6 and 7 are called Away Goals, Away Context and Away Solutions
(Fig. 4). In particular, an Away Goal is a goal reference which is used to support, or
provide contextual backing for, an argument presented in one module. However, the
argument supporting that goal is presented in another module (hence creating interde-
pendencies between the safety case modules).
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Fig. 4. GSN Modular Notation [4] [5]

Further, in order to promote loose coupling and therefore minimise the impact of
change between interrelated safety case modules, the concept of an argument contract
was created in [4], and later refined in [S] [7] (Fig. 4). Argument contracts preserve
the overall integrity of the modular safety case when the internal details of one or
more argument modules are modified. This is mainly because these contracts are
specified using the interfaces of the interrelated argument modules rather than using
the internal details of these modules (hence protecting interdependent modules from
changes to the internal details of the arguments contained in these modules). Essen-
tially, a safety case contract captures a ‘rely-guarantee’ relationship between two
argument modules. In a contract, items 4 to 7 in a module interface define the ‘rely’
conditions whereas item 1 defines the guarantee conditions (items 2 and 3 should hold
during the composition of the two or more argument modules).

5 Capturing Safety Case Variations Using the GSN Patterns
Extension

In this section, we show how the GSN patterns extension can be used to capture varia-
tion in the product-line safety case. A product-line safety case comprises reusable
argument structures and evidence used as the basis for the definition of the safety case
for each product derived from the product-line assets. Some of these argument struc-
tures and evidence are shared between all product safety cases, and therefore are core,
while others differ from one product safety case to another, and therefore are variable.
Generally, there are two types of product-line safety case variation: intrinsic and ex-
trinsic variation.

Intrinsic variation exists whenever there is more than one argumentation style to
support the safety claims of a particular product-line instance. Extrinsic variation, in
contrast, is more peculiar to product-line safety cases. The source of this type of
variation is not the product-line safety case itself but rather the reusable assets refer-
enced in the safety case from product-line models such as the feature and reference
architectural models. This is because many of these assets are expected to vary in how
they are developed, configured and composed. This variation may change the contri-
bution of these assets to safety and therefore may change the way in which the safety
of the system is justified in the safety case. To this end, it is important that extrinsic
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variation in a product-line safety case be explicitly linked to, and constrained by, its
source, be it a variation in the context model, the feature model or the reference archi-
tecture model.

PL PlantObjects

PlantObjects . .
et {Moving objects:
LA (Automated Vehicles),
{Moving objects} (People) or (Automated

Vehicles and People)}

AN
MComp PL MComp
. i i Monitoring Component
Monitoring Component q’?e""“ Onioes
0 accepstlably rgliable {(Sensor T 13) or (Sensor
— T 54) } is acceptably reliable
AN

Fig. 5. Defining Safety Case Variations using Entity Abstraction Extensions

As discussed in Section 4.1, there are two types of abstraction supported in the
GSN patterns extension: Entity Abstraction (supporting generalisation/specialisation)
and Structural Abstraction (supporting optionality and multiplicity). Here, we use
Entity Abstraction to capture and restrict variation in GSN elements (goals, strategies,
context, assumptions, justifications and evidence). On the other hand, we use Struc-
tural Abstraction to capture and restrict variation in the relationships between the
GSN elements (‘supported by’ and ‘in the context of relationships). The left hand
side of Fig. 5 shows example un-instantiated GSN elements (types of Entity Abstrac-
tion). The items in the curly brackets represent types of un-instantiated information
(‘Moving objects’, ‘X’ and ‘Coverage Analysis Data’). These items need to be instan-
tiated before they can be used as part of a concrete safety argument. When represent-
ing extrinsic variation in the product-line safety case, the un-instantiated GSN
elements should be explicitly associated with their source of variation. As shown on
right hand side of Fig. 5, ‘Moving objects’ are limited to ‘Automated Vehicles’, ‘Peo-
ple’ or ‘Automated Vehicles and People’, which are objects defined in the product-
line context model. In other words, these are the moving objects which are assumed to
be within the scope of the product-line and, as such, the safety argument is only valid
in the context of one of these sets of moving objects. Similarly for the ‘Monitoring
Component {X}’ in the ‘MComp’ Goal, two variants of this component exist in the
‘PL_MComp’ Goal: ‘Sensor T.13’ and ‘Sensor T.54’. These variants are alternative
design components offered by the reference architecture. Variations in the safety case
do not only affect the GSN elements, but they also affect the way in which these ele-
ments are connected. To capture and restrict variation in the relationships between the
GSN elements of a product-line safety case, we use the Multiplicity and Optionality
symbols which are part of the GSN patterns extension (Structural Abstraction).
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Fig. 6. Thrust Reverse Deployment Protection Argument (adapted from [6])

Fig. 6 illustrates how variation in the way in which GSN elements may be con-
nected can be captured and traced to the product-line models. For each multiplicity
and optionality, we attach a GSN element called ‘Obligation’ (octagon symbol),
which describes the basis on which options and alternatives may be selected. More
specifically, each obligation element that is based on extrinsic variations should be
traced to one or more product-line variations in the context, feature or reference archi-
tectural models. The argument in Fig. 6 is an adaptation of the thrust reverse deploy-
ment defined in [6]. In order to prevent an inadvertent deployment of thrust reversers
in flight, three core checks should be performed: ‘The EEC commands the Isolation
Valve closed’ (R2), ‘The EEC and Airframe command the Directional Control Valve
Forward’ (R3) and ‘The Aircraft commands the Tertiary Locks on’ (R4). The use of
throttle interlocks on certain engines is optional (labelled in Fig. 6 as design variation
point ‘D22’). In other words, the use of throttle interlocks is only required by some
airframe manufacturers. As such, ‘Obligation 13’ is used in Fig. 6 to indicate that
‘R5’ is optional and its selection depends on the instantiation of the design variation
point ‘D22’ (the design assumption here is that, regardless of whether ‘D22’ is instan-
tiated or not, as a minimum requirement, the overall failure rate is not greater than
107 per flight hour).

6 Composing Product-Line Safety Cases Using the GSN Modular
Extension

The product-line safety case should be highly reconfigurable in order to support the
derivation of a safety case for each product developed from the product-line assets. In
the previous section, we described how to embed variations into the product-line
safety case using the GSN patterns extension. These variations need to be instantiated
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for each derived product safety case. However, a key constraint is to instantiate these
variations in a way that minimises the effort needed to assess the suitability of a de-
rived safety case used for the assurance of a particular product. In this section, we
propose that the effort needed for the assessment of each product safety case could be
reduced by the adoption of the concept of modular and compositional safety cases.
Modularity is a proven design technique for improving the flexibility of software
systems, particularly through promoting loose coupling and high cohesion between
modules interacting through a stable set of interfaces. These interfaces hide the details
of each module, exposing only information required for module integration, hence
reducing unnecessary dependencies between interacting modules.

In this section, we use the GSN modular extension, reviewed in Section 4.2, to
structure the safety case into core and variable argument modules. These argument
modules are defined and composed in a way that protects core argument modules
from the permitted variation in the optional argument modules by means of prede-
fined argument contracts. In order to improve the process of deriving a safety case
instance from the product-line safety case, we establish a clear and traceable mapping
between the structures of the product-line safety argument and the structures of the
product-line feature and reference architecture models. Further, it is important to
define a product-line safety case in such a way that variations, e.g. options and
choices, can be added or removed with little impact on the overall structure of the
product-line safety case and its instances. This can be achieved by defining the safety
case in terms of loosely-coupled argument modules. One mechanism for defining
loosely-coupled argument modules is to reduce ‘hardwired’ dependencies between
the argument modules by means of predefined argument contracts [5]. These argu-
ment contracts can serve as a mediator or a proxy between interrelated argument
modules, isolating the way in which one argument module is ‘supported’, or ‘contex-
tually-backed’, by another argument module. More specifically, argument contracts
can be used to contain the impact of variation in one argument module and prevent it
from propagating to other argument modules. The way in which argument contracts
can be used to contain the impact of product-line variations within a safety case is
illustrated in Fig. 7. The top-left hand side of Fig. 7 shows an argument structure in
which the argument module ‘Function X’ is supported by either the argument module
‘Redundancy’ or the argument module ‘Monitoring’, i.e. variation in the form of al-
ternativity. Here, because these two argument modules are directly connected to the
argument module ‘Function X’, a change to these modules may propagate to the ar-
gument module ‘Function X’ and vice versa. The top right hand side of Fig. 7 shows
how the insertion of an argument contract between the argument module ‘Function X’
and the argument modules ‘Redundancy’ and ‘Monitoring’ creates a ‘buffer zone’ that
masks the way in which the argument module ‘Function X’ is supported. For exam-
ple, if a new optional argument module is later added to the product-line safety case
to support the argument module ‘Function X’, any required change should be con-
tained within the argument contract and should not propagate to the argument module
‘Function X’. Fig. 7 also shows internal details of the argument contract, showing
how the public goal ‘SysDesign’, which is part of the public interface of the argument
module ‘Function X', is supported by a strategy which is based on either a claim of
adequate redundancy, provided by the argument module ‘Redundancy’, or a claim of
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adequate monitoring, provided by the argument module ‘Monitoring’. In other words,
within the scope of the argument module ‘Function X, the actual way in which the
goal ‘SysDesign’ is supported is unknown but entrusted to the argument contract, i.e.
breaking any direct coupling between the argument module ‘Function X’ and the
argument modules ‘Redundancy’ and ‘Monitoring’.
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Fig. 7. Variations within an Argument Contract

In short, modularity in the product-line safety case can support the encapsulation of
the arguments behind product-line functions and components in reusable and self-
contained modules. Equally importantly, dependencies between these modules should
be minimised in order to contain potential ripple-effects resulting from changes in the
options and choices provided by the product line.
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7 Case Study — Assuring Safety of Aero-Engine Sensors

We have demonstrated how a product-line safety case can be constructed using the
patterns and modular extensions of GSN by means of case studies from the aerospace
and automotive domains. The case study presented in this section is partly based on
an aero-engine control system described in [8].

7.1 System Overview

Modern aircraft gas turbine engines are controlled by a Full Authority Digital Electron-
ics Control (FADEC) system. This control system is a high-integrity computer system
that controls and monitors the operation of the engine. Within aero-engine product
lines, not only may these product lines vary at the engine level (e.g. optional/alternative
physical and interface characteristics), but also they can vary at the control system
level (e.g. optional/alternative functional and technological characteristics). The con-
trol system variants can be considered as part of a product line embedded within the
larger engine product line. In this case study, we focus on the commonalities and vari-
abilities within an engine control system product line.

bdd Engine Control System BDD
g JPT  Jet Pipe Temperature

T Inlet Air Temperature

«blockn P1 Inlet Air Pressure
Engine Control P2 Compressor Outlet Air
System PO Ambient Pressure

| l | |
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P1T1 ‘ P2 ‘ Electronic Engine
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Aircraft Interface
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Fig. 8. Block Definition Diagram

A depiction of the reference architecture of the control system product line is
shown in Fig. 8 and Fig. 9 (specified in the Systems Modelling Language (SysML)
[11]). Here we focus on three different types of variations within this architecture.
Firstly, the reference architecture provides two alternative means for measuring the
engine’s inlet air temperature (T1) and inlet air pressure (P1) using either passive or
smart sensors. The key differences between these two types of sensor are as follows.
The reliability of T1 and P1 measurements is higher when smart sensor are used.
Also, signal conditioning, signal selection, fault detection and fault accommodation
can be carried out locally by the smart sensors T1 and P1 (as opposed to being fully
performed by the Electronic Engine Controller when passive sensors are used). Fur-
ther, smart sensors can communicate with the Electronic Engine Controller via the
Engine Databus, and not through a dedicated pipe, and therefore can simplify “wiring
and connections, piping and reduce weight” [8]. The second key architectural varia-
tion lies in the Aircraft Interface block. This variation supports the realisation of vari-
ous interface requirements requested by different customers (e.g. special interface
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requirements by aircraft manufacturers). Finally, the reference architecture offers
engine health monitoring as an optional block. This block comprises an Engine Health
Monitoring Unit and PO (ambient pressure) and vibration sensors.

7.2 Safety Case

In this case study, we developed a safety case which considered six different hazards.
In this paper, due to page constraint, we only consider the argument over the risk of
hazardous overspeed. Fig. 10 shows the argument over the mitigation of the faults
contributing to hazardous overspeed, e.g. faults in fuel flow, speed measurements and
T1/P1 measurements. In particular, the ‘T1/P1’ argument module, referenced in the
above argument concerning the contribution of the T1/P1 measurements, requires
further instantiation as it embodies variations which are associated with the ability to
choose between the deployment of either smart or passive sensors.

The argument within the ‘7//P1’ module is shown in Fig. 11. In this argument, the
top-level claim is made in the context of either passive or smart sensors. This choice
is captured using the GSN choice pattern symbol. This choice is associated with ‘Ob-
ligation 2’ which references design variation concerning the selection of either pas-
sive or smart sensors in the reference architecture. Here, regardless of the selected
design choice, the reasoning strategy is common — arguing over the T1/P1 reading,
conditioning and transmission. The claims concerning the T1/P1 reading, condition-
ing and transmission are supported by three argument contracts, each of which
requires instantiation based on the T1/P1 design choice. The importance of these
argument contracts is that they defer the instantiation of variations associated with the
T1/P1 design choice and therefore preserve the overall integrity of the T1/P1 argu-
ment, i.e. localising the impact of the T1/P1 design choice by hiding this impact
behind the contracts.
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Fig. 12 shows the argument presented within the ‘TI1/P1-EEC’ contract. The claim
that the transmission of T1/P1 values to EEC is acceptably safe is either supported
by arguing over Engine Databus partitioning if smart sensors are chosen or arguing
over pipe redundancy if passive sensors are chosen. The choice is made based on the
instantiated design variation in the reference architecture regarding the T1/P1 sensor
alternatives. Subsequently, depending on the T1/P1 sensor choice, the instantiated
contract relies either on the ‘Engine Databus’ argument module or the ‘T1/PI Pipe’
argument module to fulfill the guarantee in supporting the claim that the transmis-
sion of T1/P1 values to EEC is acceptably safe (‘T1/P1TransEEC”).

Finally, in order to show a modular viewpoint of the safety case developed in this
case study, we have generated the safety case model shown in Fig. 13. This viewpoint
represents a high-level depiction of the top-level safety case in terms of the safety
case’s argument modules and contracts. This viewpoint also shows the distinction
between core argument modules such as the ‘Engine Shutdown’ and ‘Fuel Metering’
modules and variable argument modules such as the ‘AC Communication’ and
‘TI/PI’ modules (variability indicated using the un-instantiation symbol). Further,
this viewpoint reveals some ‘structural stability’ in the way in which the safety case is
organised where the higher-level modules address individual hazards and lower-level
modules address how the architectural blocks and properties contribute to these haz-
ards. Also, at these two levels, the impact of product-line variation is contained within
the argument modules and contracts.

8 Related Work

Safety standards acknowledge the economic need to employ previously developed
systems, functions and components [12] [13] [14] [15]. In civil aerospace for exam-
ple, systems may be reused across different aircraft types, without the need for addi-
tional assessment, provided that evidence of similar design, installation, application
and operation can be produced [15]. Otherwise, the safety assessment process should
be performed to examine the impact of the reusable systems on the aircraft functions.
Also in civil aerospace, particularly for airborne software, the American Federal
Aviation Administration (FAA) created an Advisory Circular (AC), offering means to
satisfy the requirements of the aerospace software guidance DO-178B regarding the
use of reusable software components [16].

Generally, most standards place additional constraints on the way in which reusable
components are developed, verified, integrated, and maintained. The goal of such con-
straints is to ensure that the safety of the overall system is not compromised as a result
of incorporating reusable components. For example, the flexibility developed into
reusable software components may result in unreachable code, and therefore, some
standards require that system developers demonstrate that the risk of leaving unreach-
able code is less than the risk of removing it [13]. In extreme cases where a reusable
component was not developed to the safety integrity level of a new system, reverse
engineering and the application of more rigorous techniques may be required (in addi-
tion to the generation of a new safety argument). In short, although most safety stan-
dards do not address product-lines explicitly, they take into account the need to employ
previously developed artefacts. They often require additional activities to assess the
impact of a reusable component or function on the safety of the overall system.



158 I. Habli and T. Kelly

Research in the field of product-line safety has focused on adapting traditional
safety analysis techniques, such as Fault Tree Analysis (FTA) and Failure Modes and
Effects Analysis (FMEA), to suit product-line processes. The majority of this work
has been produced within the Laboratory for Software Safety at Iowa State Univer-
sity. Most noticeable is the extension of Software FTA (SFTA) to address the impact
of product-line variation on safety analysis [17] [18] [19] [20]. This approach is based
on a technique for the development of a product-line SFTA in the domain engineering
phase and a pruning (or trimming) technique for reusing this SFTA for the analysis of
new product-line instances. The approach offers a systematic approach to treating
SFTA results as a reusable product-line asset. In particular, the ability to partially
automate the pruning of a product-line SFTA, supported by domain expert reviews,
should improve confidence in the analysis outcomes. The approach was later ex-
tended to demonstrate how to integrate product-line SFTA with the product-line re-
quirements [21]. Further, it was used to integrate the results of the product-line SFTA
with state-based models [21]. Based on this integration, reusable test scenarios can be
generated for examining the validity of design definitions.

Finally, in a case study examining the impact of product-line variation on the
safety assessment data for a Full Authority Digital Engine Control (FADEC), ob-
tained from Rolls-Royce Controls, Stephenson et al created a dependency matrix that
traces “areas of vulnerability” in the safety assessment data as a consequence of
changes “when moving from one product to another”. A key conclusion of this case
study was that a dependency matrix has the potential to improve traceability between
product-line design and safety assessment, particularly in “enhancing the complete-
ness and robustness of a product line’s safety-related requirements” [23].

9 Summary and Conclusions

In this paper, we showed how a product-line safety case can be developed in such a
way that it can be reused for the assurance of individual product-line instances. We
showed that, in addition to the reuse of typical design assets, safety case structures
can form a key part of a safety-critical product line’s core assets. We adopted a ‘neat’
way for developing product-line safety cases using the GSN patterns and modular
extensions. In particular, we demonstrated how optionalities and multiplicities in
GSN patterns can be restricted to address the extrinsic variation in a product-line
safety case in a traceable way. This traceability was realised using explicit obligations
linking extrinsic safety case variation to their source in the context, feature and archi-
tectural models. Further, this paper did not introduce any new symbols which would
unnecessarily complicate the development or comprehension of GSN-based safety
arguments. This paper only introduced guidance on how the existing GSN (core,
patterns and modular GSN) can be used to develop product-line safety cases.

Finally, it is important to note that the approach presented in this paper is suitable for
safety-critical product-lines where the impact of variation can be traceably identified,
examined and justified. For example, aerospace and automotive applications often satisfy
this criterion by being driven by the need to reduce unnecessary complexity in order to
simplify the design, and therefore the assessment, of safety-critical functions. To this end,
this approach is not suitable for novel and complex applications in poorly understood
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domains, as variation would aggravate an already complex problem, an aspect that
should be avoided for safety applications. It is also noteworthy that, like in any intellec-
tual design activity, the usage of a particular notation does not mechanically guarantee
the production of the intended artefact. Therefore, although the modular and patterns
extensions of GSN can help in defining a clear, structured and configurable product-line
safety case, engineers needs first and foremost to demonstrate a good understanding of
design concepts related to abstraction, information hiding and separation of concerns.
The product-line safety case approach presented in this paper can only be of value to
competent safety case developers with adequate understanding of the product-line scope
and domain.

References

1. Clements, P., Northrop, L.: Software Product Lines: Practices and Patterns. Addison-
Wesley, Reading (2001)

2. Weiss, D.M., Robert, C.T.: Product-Line Engineering: A Family-Based Software Devel-
opment Process. Addison-Wesley Professional, Reading (1999)

3. Kelly, T.P.: Arguing Safety — A Systematic Approach to Safety Case Management. DPhil
Thesis, Department of Computer Science, University of York, UK (1998)

4. Bate, IJ., Kelly, T.P.: Architectural Considerations in the Certification of Modular Sys-
tems. In: Anderson, S., Bologna, S., Felici, M. (eds.) SAFECOMP 2002. LNCS, vol. 2434,
p- 321. Springer, Heidelberg (2002)

5. Industrial Avionics Working Group (IAWG): Modular Software Safety Case Process —
Part A: Process Definition (October 2007), http://www.assconline.co.uk/

6. Attwood, K., Kelly, T.P., McDermid, J.A.: The Use of Satisfaction Arguments for Trace-
ability in Requirements Reuse for System Families. In: International Workshop on Re-
quirements Reuse in System Family Engineering (2004)

7. Fenn, J., Hawkins, R., Kelly, T.P., Williams, P.: Safety Case Composition Using Contracts
— Refinements Based on Feedback from an Industrial Case Study. In: 15" Safety Critical
Systems Symposium (2007)

8. Dowding, M.: Maintenance of the Certification Basis for a Distributed Control System —
Developing a Safety Case Architecture. MSc Report, Department of Computer Science,
University of York, UK (2002)

9. Alexander, C.: A Pattern Language: Towns, Buildings, Construction. OUP, USA (1978)

10. Gamma, E., Helm, R., Johnson, R., Vlissides, J.: Design Patterns: Elements of Reusable
Object-Oriented Software. Addison-Wesley, Reading (1995)

11. Object Management Group (OMG): Systems Modelling Language. vol. 1.1, OMG (2008)

12. EUROCAE/RTCA: ED-12B/DO-178B: Software Considerations in Airborne Systems and
Equipment Certification. EUROCAE/RTCA (1994)

13. UK Ministry of Defence (MoD): 00-55 Requirements of Safety Related Software in De-
fence Equipment. Part 2: Guidance, Issue 2, Defence Standard, UK Ministry of Defence
(1997)

14. International Organization for Standardization (ISO): 1SO26262 Road vehicles — Func-
tional safety. Draft, Baseline 15 (2009)

15. Society of Automotive Engineers (SAE): Aerospace Recommended Practice 4754: Certifi-
cation Considerations for Highly-Integrated or Complex Aircraft Systems. SAE
(November 1996)



160

16.

17.

18.

19.

20.

21.

22.

23.

I. Habli and T. Kelly

Federal Aviation Administration (FAA): AC 20-148: Reusable Software Components
(December 2004)

Dehlinger, J., Lutz, R.: PLFaultCAT: A Product-Line Software Fault Tree Analysis Tool.
Automated Software Engineering 13(1), 169-193 (2006)

Feng, Q., Lutz, R.: Bi-Directional Safety Analysis of Product Lines. Journal of Systems
and Software 78(2), 111-127 (2005)

Dehlinger, J., Lutz, R.: Software Fault Tree Analysis for Product Lines. In: 8" IEEE Inter-
national Symposium on High Assurance Systems Engineering (HASE 2004), Florida,
USA (2004)

Dehlinger, J., Lutz, R.: Fault Contribution Trees for Product Families. In: 13th Interna-
tional Symposium on Software Reliability Engineering (2002)

Dehlinger, J., Humphrey, M., Suvorov, L., Padmanabahn, P., Lutz, R.: Decimal and
PLFaultCAT: From Product-Line Requirements to Product-Line Member Software Fault
Trees, Research Demonstration. In: 29th International Conference on Software Engineer-
ing (ICSE 2007), Minneapolis (2007)

Liu, J., Dehlinger, J., Lutz, R.: Safety Analysis of Software Product Lines Using State-
Based Modeling. Journal of Systems and Software 80(11), 1879-1892 (2007)

Stephenson, Z.R., de Souza, S., McDermid, J.A.: Product Line Analysis and the System
Safety Process. In: 22nd International System Safety Conference (2004)



	A Safety Case Approach to Assuring Configurable Architectures of Safety-Critical Product Lines
	Introduction
	Product-Line Engineering
	Variation in Product-Line Safety Cases
	Managing Product-Line Safety Cases Using GSN
	GSN Patterns Extension
	GSN Modular Extension

	Capturing Safety Case Variations Using the GSN Patterns Extension
	Composing Product-Line Safety Cases Using the GSN Modular Extension
	Case Study – Assuring Safety of Aero-Engine Sensors
	System Overview
	Safety Case

	Related Work
	Summary and Conclusions
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




