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Abstract. Outlier detection is an important research topic that focuses
on detecting abnormal information in data sets and processes. This pa-
per addresses the problem of determining which class of kernels should
be used in a geometric framework for nearest neighbor-based outlier de-
tection. It introduces the class of similarity kernels and employs it within
that framework. We also propose the use of isotropic stationary kernels
for the case of normed input spaces. Two definitions of similarity scores
using kernels are given: the k-NN kernel similarity score (kNNSS) and
the summation kernel similarity score (SKSS). The paper concludes with
preliminary experimental results comparing the performance of kKNNSS
and SKSS for outlier detection on four data sets. SKSS compared favor-
ably to kNNSS.

Keywords: similarity kernels, similarity scores, outlier detection, near-
est neighbors.

1 Introduction

Outlier detection is a growing field within the data mining community. It fo-
cuses on detecting abnormal observations in data sets and processes. Detection
of credit card fraud, computer networks attacks and suspicious activity in elec-
tronic commerce are common applications. Hawkins defined an outlier as “an
observation that deviates so much from other observations as to arouse suspi-
cion that it was generated by a different mechanism” [I0]. Some of the current
definitions of outliers use a global approach, e.g. [12], while others focus on a
neighborhood around each data point. The work of Breunig et al. [4] was the
first one using scores to describe outliers. Outlier detection methods range from
traditional approaches like nearest neighbor-based and statistical methods to
more recent approaches such as information theoretic and spectral outlier detec-
tion. Our work focuses on the nearest neighbor-based approach, which relies on
similarities (or equivalently, on distances) between data points. A recent survey
on the different approaches to outlier detection can be found in [5].
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The computational complexity of straightforward implementations of nearest
neighbor-based outlier detection is O(n?), where n is the number of data points.
Although this is not efficient for large data sets, there are techniques that allow
for almost linear complexity without sacrificing much accuracy [3T7122].

A great number of outlier-detection algorithms are limited to numerical data.
They benefit from a variety of statistical techniques and well-established met-
rics. Currently, there is an increasing interest in working on data sets with
non-numerical attributes. Accordingly, several similarity-based outlier detection
algorithms have been proposed to deal with non-numerical data. [5].

Kernels methods have given researchers the ability to deal with both numeric
and non-numeric data types within a single framework [19]. Several works have
proposed the “kernelization” of different outlier detection algorithms
[RITOUTAITRITEI20]. Kernel functions map input data points to a high dimensional
feature space to which simple algorithms are applied implicitly. Of particular in-
terest to our work is the geometric framework proposed in [§]. It applies nearest-
neighbor outlier detection techniques to the high dimensional feature space. The
distances between two points in the feature space can be easily calculated using
the kernel function. However, it is an open problem to determine which classes
of kernel functions are well suited to outlier detection problems [2IJT6].

Our work has three main contributions. First, we introduce the concept of
similarity kernels and we argue that similarity kernels should be used for kernel
nearest neighbor-based outlier detection. It is noted that our concept of similarity
kernel extends the class of isotropic stationary kernels as defined in [9]. For the
case of normed input spaces, we propose to restrict kernel nearest neighbor-
based outlier detection to the class of isotropic stationary kernels. Those kernels
guarantee invariance to translations and rotations in the input space.

Second, two similarity scores using kernels are defined: the k-NN kernel simi-
larity score (kNNSS) and the summation kernel similarity score (SKSS). kNNSS
is a characterization in terms of similarity kernels of the well-known k-NN score
[5]. Recently, in [I], the outlier score of an observation x was defined as the sum
of distances from x to a fixed number of its nearest neighbors. In contrast to
that work, SKSS is computed as the sum of the similarities between x and all
observations within a ball of a fixed radius centered on z. To our knowledge,
SKSS is a new type of density-based score.

Finally, SKSS is compared to kNNSS on two numerical data sets and two
categorical data sets. The Gaussian kernel was used in the numerical cases.
The Hamming distance kernel [6] and a diffusion kernel [I3] were used on the
categorical data. It is proved that those categorical kernels are similarity kernels.
Preliminary results suggest that SKSS can be a valuable similarity score for
nearest neighbor-based outlier detection.

The paper is structured as follows: in Section [2] we provide a brief description
of concepts and methods that are relevant to our paper. Our approach is pre-
sented in section Bl Our experimental findings are shown in Section [l Finally,
concluding remarks and a few comments regarding future work are provided in
Section
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2 Related Work

2.1 Kernels

Kernel functions were introduced in machine learning as a way of finding non-
linear patterns in data sets through the application of linear methods to a high
dimensional representation of the data [7]. Kernels are positive semi-definite
functions defined as follows: [19]

Definition 1. A symmetric function K : X x X — R is called a positive semi-
definite kernel function if and only if for any positive integer n, any choice of
n objects x1,..,x, € X, and any choice of real numbers c1,..,c, the following

property holds:
Z Z K(z;,zj) >0 (1)

Kernel functions are defined on pairs of objects from a variety of data types.
For every kernel function K : X x X — R there exists a unique mapping ¢,
¢ : X — H, where H is a high dimensional feature space. Typically, the mapping
¢ is used implicitly through the expression K (z;,z;) =< ¢(x;), d(x;) >, where
z; and x; are data points in X and <,> denotes the inner product on H.
Throughout this paper we often refer to a kernel matriz K instead of the kernel
function K. A kernel matrix is an n x n matrix containing the values of the
corresponding kernel function evaluated on all possible pairs of data points from
a data set containing n objects. Kernels have been categorized based on whether
they are local or not, stationary or non-stationary, separable or non-separable,
among other characteristics [9]. Isotropic stationary kernels are of particular
interest to our work:

Definition 2. A kernel function K : X x X — R is isotropic stationary if there
1s a function gx : R — R such that:

K(z,2) = gx(|z — =) (2)

It follows from this definition that isotropic stationary kernels are invariant to
translations and rotations. The well-known Gaussian RBF kernel is an example
of an isotropic stationary kernel. On the other hand, the linear kernel K (z;, z;) =
xZij and the polynomial kernel of degree p, defined as K (z;,z;) = ($2T$j +1)P,
are examples of kernels that are not isotropic stationary. [9]

2.2 The Hamming Distance Kernel

The Hamming distance kernel [0] is based on the well-known Hamming distance.
To follow the notation given in [6], let us assume a categorical data set consisting
of m attributes, where the ith-attribute takes values in a finite categorical domain
D;. The cross product over all domains D; is denoted by D™, i.e. D™ = H;Zl D;.
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Definition 3. The Hamming distance kernel function Kg (s, t) between two in-
put categorical objects s and t is defined as:

KH(Sa t) = ZuEDm HZ"Zl Aé(Ui’Si))‘é(ui,ti)
where X € (0,1) and §(s;,t;) is 0 when s; =t;, and 1 otherwise.

2.3 Diffusion Kernels

Diffusion kernels are a family of kernel functions defined on graphs [13]. Every
data point that could possibly appear on the data set is considered a vertex of
the graph. Two vertices are linked if and only if they differ on only one attribute.
The following expression shows the diffusion kernel we used in our experiments:

. 1— e IDilB 5(xi,y:)
Rl = 1:[1 (1 + (| Di | —1)eDi|ﬁ> (3)

where m is the number of attributes in the data set, z = (z1,..,2m) and y =
(y1, .-, Ym ) are categorical data points, |D;| is the number of values that the i-th
attribute can take, and 6(x;,y;) returns 0 for z; = y; and 1 otherwise.

2.4 Geometric Framework for Unsupervised Anomaly Detection

Nearest neighbor-based outlier detection techniques are based on the assumption
that outliers appear in low density regions while normal data points are located
in highly dense neighborhoods. A distance measure is thus required to be able to
define neighborhoods for points in the data set. The geometric framework in [§] is
based on the fact that the feature space H is a Hilbert space. Therefore, for every
data points y;, y; in H the inner product < y;,y; > is well defined, and it can be
calculated as K (¢~ (y;), o' (y;)). Given two data points z;, z; from X, the dis-
tance dg(x;, x;) between x; and x; is defined as d(¢(z;), ¢(y;)). By using the well-
known distance equation d(y;, y;) = \/< Yi, ¥i > + < yj,¥5 > —2 <y, y; >, the
following distance equation is obtained:

de(vi,x5) = \/K(l‘z‘,l‘z‘) + K(xj,7;) — 2K (v, x;5) (4)

Nearest neighbor-based outlier detection methods can be applied to data sets of
arbitrary type, provided there is a kernel for that data type.

3 Proposed Approach

This section is divided in three subsections. In the first subsection, we introduce
the class of similarity kernels and discuss some basic properties. In the second
subsection, a relationship between the class of similarity kernels and the class
of isotropic stationary kernels is presented. The advantage of using isotropic
stationary kernels for normed input spaces is discussed as well. In the third
subsection we offer a definition for two kernel similarity scores on which outlier
detection can be based.
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3.1 Similarity Kernels for Nearest Neighbor-Based Outlier
Detection

To the best of our knowledge, nothing has been published about the classes of
kernels that should be used within the geometric framework proposed in [§]. In
this paper, we address that question by establishing a relationship between the
concept of similarity and a class of kernel functions that we define as similarity
kernels. It is required that any similarity function must fulfill the following three
properties: First, for any fixed input space X, the similarity of any object to
itself is always equal to a constant c¢. Second, that constant ¢ is an upper bound
to the similarity between any two objects in X. Finally, there exists a number
d such that d is a lower bound to the similarity of any two objects in X. Based
on these properties, we introduce the following definition:

Definition 4. A positive semi-definite kernel function K defined on some in-
put space X is a similarity kernel if and only if there exist ¢ € R* such that
K(z,x)=c foralz e X.

Note that given a similarity kernel K, equation d can be written as:

Qo 25) = 20 — 2K (25,25) (5)

Consequently, K(z;,z;) can be interpreted as a similarity measure between x;
and x;. It remains to show that all similarity kernels K satisfy the properties
we require from a similarity measure. The first of those properties is fulfilled by
definition. To prove that ¢ = K (x, x) is an upper bound for all values of K, let us
assume an arbitrary data set D with n objects {1, xa, ..., 5, }. Let us denote by
K the corresponding n x n kernel matrix. Let x; and z; be two arbitrary objects
from D, and let z be a vector of length n containing 1 in the position i, —1 in
position j and 0 in all remaining positions. Because K is positive semi-definite,
we have 2T Kz > 0. Consequently:

Kz = K(vi,2) + K(2j, ;) — 2K (23, 25) = 2¢ — 2K (z5,25) > 0 (6)
K(zi,25) < c (7)

Following the same approach, but assuming that z is the vector containing 1 in
positions ¢ and j and 0 in all remaining positions, it is concluded that -c is a
lower bound for all values of the kernel matrix. As a direct consequence of these
properties, similarity kernels can be normalized to the interval [—1, 1] simply by
dividing the kernel by c.

It is worthy of noting that the closure properties given in section 3.4.1 of [19],
which establish how to obtain new kernels from previously defined kernels, are
preserved for the class of similarity kernels, i.e.:

1. The sum of two similarity kernels is also a similarity kernel.

2. The product of a similarity kernel and a positive scalar is a similarity kernel.

3. If Ky (x,y) and Ks(x, y) are similarity kernels then K (z,y) = K1 (v, y) K2 (2, y)
is also a similarity kernel.
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4. If K(x,y) is a similarity kernel, and ¢ : X — R", then K(p(x),¢(y)) is a
similarity kernel.

Other classical operations over similarity kernels produce similarity kernels as
well. For instance, a polynomial function with positive coefficients composed
with a similarity kernel is a similarity kernel. The composition of an exponential
function with a similarity kernel is also a similarity kernel.

3.2 Similarity Kernels and Isotropic Stationary Kernels

From definition 2] it is obvious that all isotropic stationary kernels are within the
class of similarity kernels. Isotropic stationary kernels must be defined on normed
spaces, while similarity kernels are not constrained to any particular input space.
Consequently, the class of isotropic stationary kernels is a proper subset of the
class of similarity kernels. For any isotropic stationary kernel, equation @l can be
written as follows:

dy (i, 2;) = \/2050(0) — 295 (s — ;1)) (8)

When X is a normed space, nearest neighbor-based outlier detection methods
should be invariant to translations and rotations in X. From definition 2] it is
clear that any nearest neighbor-based outlier detection based on an isotropic
stationary kernel will remain invariant to translations and rotations in X. On
the other hand, given any non-stationary kernel function K, there exists input
values x1,x2 and ¢t € X such that K (z1,22) # K (z1 +t, 22 + t). However, it
is not clear whether the non-stationary quality of K could actually influence
the accuracy of outlier detection in the presence of arbitrary translations or
rotations. The following example provides a positive answer to that question for
the case of an arbitrary translation.

We generated a two-dimensional data set containing 4 outliers and 46 non-
outliers. A second data set was obtained by adding the vector (100, 100) to all
points in the original data set. Figure [Il shows the performance of k-NN outlier
detection [8] on both data sets. The polynomial kernel with p = 2 was used. The
number of neighbors, k, was set equal to 3, and four data points were selected
as outliers. The different results obtained show that outlier detection results can
become inconsistent under translations in X when a non-stationary kernel is
used. We believe that similar examples could be devised for arbitrary rotations
when non-isotropic kernels are used. For the sake of invariance, we suggest the
use of isotropic stationary kernels whenever possible.

3.3 Kernel Similarity Scores

Our kernel similarity scores make use of the interpretation of each value K ;
of a n X n similarity kernel matrix K as a similarity measurement. The goal is
to calculate a similarity score vector s, where s; provides an estimate of how
similar z; is to other objects within a certain neighborhood. Consequently, for
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Fig. 1. Outlier detection using k-NN scores with a polynomial kernel of degree 3 and
k=3. Detected outliers are denoted by '*’. Left: Original data set. Right: Original
data set translated by (100, 100).

two objects x; and z;, if s; < 's; then x; is more likely to be an outlier than x;.
The vector s allows ranking objects by their likelihood of being outliers. Those
objects having the lowest similarity scores are more likely to be outliers.

In this section we define two specific kernel similarity scores: the k-NN kernel
similarity score (kNNSS) and the summation kernel similarity score (SKSS). The
k-NN kernel similarity score is a characterization of the well-known k-NN score
[5]. It assigns scores to data points based on the sum of their similarities to their
k nearest neighbors. To our knowledge, SKSS has not been proposed before in
the literature. It uses a density-based approach [I2/TT], but instead of counting
the number of nearest neighbors within a neighborhood of each data point z;,
the SKSS score of x; is equal to the sum of the similarities between z; and all
data points within a ball of a fixed radius implicitly determined by a parameter
p. The definitions for kNNSS and SKSSS follow:

Definition 5. Let z; be a point in a data set X with n data points, K € R™"*" a
similarity kernel matriz defined on X, K; € R"™ the i-th row of K, and k a posi-
tive integer parameter. The k-NN kernel similarity score of x;, kNN SS(z;, K, k),
s defined as:

kNNSS(z;, K, k) Z (9)

where K € R"™1 is the row vector obtained by sorting K; in descending order
without including the diagonal element K, ;.

Definition 6. Let x; be a point in a data set X with n data points, K € R™*"
a similarity kernel matrix defined on X, and K; € R™ the i-th row of K. The
summation kernel similarity Score (SKSS) of x;, SKSS(z;, K, p), is defined by:

SKSS(ui, Kop) = 3 (K:)) (10)

K3 ;2p
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where p is a real-valued similarity threshold, and K € R"™1 is the row vector
obtained from K; by removing the diagonal element K; ;.

Counsidering that similarity kernels can be normalized in the interval [-1, 1] (or
[0,1] when all kernel values are non-negative), it is safe to assume that p lies on
that normalized interval.

The computational complexity of calculating both kernel similarity scores for
a data set X with n data points is O(n?), assuming the kernel matrix K is given.
Consequently, approximation techniques such as the one mentioned in [§] should
be used for applications with large data sets. Because our experiments involved
small data sets we did not implement any approximation technique in this work.
However, it is worth of noting that kNNSS is slightly more expensive to compute
than SKSS when using straightforward implementations. That is because of the
sorting step involved in determined the k nearest neighbors for each object.

4 Experimental Comparison of Kernel Similarity Scores

4.1 The Data Sets

We used two numerical data sets and two categorical data sets to compare the
performance of kKNNSS and SKSS for outlier detection. The data sets were ob-
tained from the UCI Machine Learning Repository [2]. The Gaussian kernel was
employed in the numerical cases. The Hamming distance kernel and the diffusion
kernel from equation [3 were used in the categorical cases. For some data sets, we
randomly removed a substantial amount of samples from one of the classes, in
order to comply with the assumption that outliers constitute a small percentage
of the data. A brief description of each data set follows.

The yeast data set: A data set consisting of 1484 data points with 8 real-
valued attributes. The data points correspond to proteins taken from the SWISS-
PROT database. They are classified into ten different classes of localization sites.
We chose the 463 proteins with cytosolic or cytoskeletal localization as non-
outliers. The 20 proteins corresponding to peroxisomal localization were labeled
as outliers.

The breast cancer Winsconsin (diagnostic) data set: It consists of 569
data points with 32 real-valued attributes. It categorizes points as benign or
malignant. We used the 357 benign cases from the data set as non-outliers. A
random sample of 15 malignant cases were kept as outliers.

The lymphography data set: It contains 148 instances with 18 categorical
attributes. Those instances corresponding to the metastases and malign lymph
classes form the majority of the data set. The other 6 points, related to the
normal and fibrosis categories, were considered outliers.

The post-operative data set: A categorical data set containing 148 in-
stances with 18 attributes. Instances are classified according to where patients
should go after surgery: the ICU, home, or the general hospital. The 64 instances
where the patients were sent to the general hospital constituted our non-outliers
observations. We randomly chose 4 entries from the rest of the data to be outliers.
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4.2 The Similarity Kernels

Here we prove that the Hamming distance kernel and the diffusion kernel satisfy
our definition of similarity kernels.

From the definition of the diffusion kernel given in section 2.3} it is clear that
Kgp(xz,z) = 1 for all z € X. Because all diffusion kernels are positive semi-
definite, it is concluded that the diffusion kernel used in this work is a similarity
kernel.

The Hamming distance kernel is defined in [6] in the framework of positive
semi-definite kernels. It is not immediate from its definition whether it has a
constant diagonal. However, the Hamming distance kernel is characterized by
the following recursive formulas: [6]

KOs, t) =1 (11)
Ki(s,t) = [N(| Dj | =1 —0(sj,t;)) + (2A = 1)é(sj,t;) + 1] K77 (s,t)  (12)
Ku(s,t) = K™(s,t) (13)

where 1 < j < m and m is the number of attributes in the data set.

Table 1. Experimental results. The columns labeled as ‘q’ indicate the number of data
points to return as outliers. Values in the other columns represent how many of the ¢
tentative outliers were true outliers. The last row of each table shows the sum of true
outliers detected through each score.

Yeast data set Breast cancer data set
Gaussian kernel Gaussian kernel
c=3 oc=0>5 0c=200 o =50
kNNSS SKSS kNNSS SKSS
q k=16p=025 k=10 p=0.

5 3 5 5 5

10 8 9 8 9

15 9 9 11 10

20 11 11 12 12

25 11 11 12 12

sum: 42 45 48 48
Lymphography data set Post-operative data set

Hamming kernel Diffusion kernel Hamming kernel Diffusion kernel
A=02A=043=030=05X12=01X=018=09 =03
kNNSS SKSS kNNSS SKSS kNNSS SKSS kNNSS SKSS

q k=8 p=02k=16p=005 k=2 p=0.05 k=2 p=0.35
2 2 2 2 2 1 1 1 1
4 4 4 4 4 1 2 1 1
6 5 6 4 4 1 2 1 2
8 5 6 6 5 1 2 2 3
10 6 6 6 6 2 2 2 3
sum: 22 24 22 21 6 9 7 10
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Tt is easy to see that Kp(s,s) is an algebraic expression that depends only
on A and D;. Consequently, Kp(s,s) is equal to a constant value regardless
of the particular data point s. To show that this constant is positive, we set
K%(s,s) = 1 as a base step and prove by induction that if K%(s,s) > 0 then
Ki*l(s,8) >0 for 1 <j <m:

K7t (s,8) = (N*(| Dj41 | —1) + 1) K'(s,s) (14)
= (A Djr1 )+ (1= X)) K(s,5) > 0 (15)

4.3 Experimental Results

A tuning process allowed us to obtain the best values for each kernel and score
parameter. The best value of the parameter o for the Gaussian kernel was ob-
tained from the interval [0.1,1000] for each similarity score. The best value for
the parameters of the categorical kernels were determined, for each similarity
score, from the set {0.1,0.2,...,0.9}. The values for the score parameter k were
chosen from the set {1,2,3,4,5,6,8,10,13,16}. The values of p were restricted
to the interval [0.05,0.5]. The experimental results are shown in table[Il

For the breast cancer and the lymphography data sets, both similarity scores
performed about equally. For the yeast and post-operative data sets the highest
detection rates corresponded to SKSS. Overall, SKSS showed slightly better
results than kNNSS.

5 Conclusions

In this paper, the concept “similarity kernel” was introduced by giving a for-
mal definition for it. Similarity kernels should be used for unsupervised nearest
neighbor-based outlier detection. For any similarity kernel K, the distance be-
tween two points z; and z; in the feature space are inversely proportional to
K (z;, xj). Consequently, the kernel values can be considered as similarity val-
ues. Additionally, our definition of similarity kernels satisfy desirable properties
of similarity measures. Isotropic stationary kernels should be used for nearest
neighbor-based outlier detection whenever possible, in order to maintain invari-
ance to translations and rotations. The class of isotropic stationary kernels is a
proper subset of the class of similarity kernels. It would be interesting to deter-
mine whether both classes of kernels are the same when constrained to normed
spaces.

Two kernel similarity scores were defined in this work: kKNNSS and SKSS.
The first one is a characterization of the well-known k-NN score in terms of
kernels. The second one is a new density-based similarity score. The two scores
were compared on four data sets, where SKSS compared favorably to kNNSS.
Although these are preliminary results, they suggest that SKSS might be a good
alternative to the kNN approach for unsupervised outlier detection. The fact
that no sorting procedure is needed to calculate SKSS is another point favoring
the use of SKSS.
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We believe that the kernel nearest-neighbor approach is an excellent option
for domains with a large number of attributes. It could be particularly useful for
input spaces with complex data structures for which effective similarity kernels
could be defined. However, the values of kernel and score parameters need to
be determined in order to obtain good detection accuracy. Consequently, an
interesting follow up to this work would be to devise methods for automatic
estimation of those parameters. Another interesting path would be to determine
which other kernel functions are also similarity kernels.
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