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Abstract. Exposing a secret-key is one of the most disastrous threats
in cryptographic protocols. The key-insulated security is proposed with
the aim of realizing the protection against such key-exposure problems.
In this paper, we study key-insulated authentication schemes with
information-theoretic security. More specifically, we focus on one of
information-theoretically secure authentication, called multireceiver
authentication codes, and we newly define a model and security
notions of information-theoretically secure key-insulated multireceiver
authentication codes (KI-MRA for short) based on the ideas of both
computationally secure key-insulated signature schemes and multi-
receiver authentication-codes with information-theoretic setting. In
addition, we show lower bounds of sizes of entities’ secret-keys. We
also provide two kinds of constructions of KI-MRA: direct and generic
constructions which are provably secure in our security definitions. It is
shown that the direct construction meets the lower bounds of key-sizes
with equality. Therefore, it turns out that our lower bounds are tight,
and that the direct construction is optimal.

Keywords: information-theoretic security, key-insulated security,
multireceiver authentication-code, unconditional security.

1 Introduction

1.1 Background

The security of most of present cryptographic techniques is based on the assump-
tion of difficulty of computationally hard problems such as the integer factoring
or discrete logarithm problems. However, taking into account recent rapid devel-
opment of algorithms and computer technologies, such a scheme based on the
assumption of difficulty of computationally hard problems might not maintain
sufficient long-term security. In fact, it is known that quantum computers can
solve the factoring and discrete logarithm problems in polynomial time [19]. From
these aspects, it is necessary and interesting to consider cryptographic techniques
whose security does not depend on any computationally hard problems.

One of the most serious threats in cryptographic protocols is exposure of
secret-keys. For example, digital signature schemes require use of the secret-keys
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to sign a message, and if a secret-key is compromised, this implies an attacker
gaining ability to generate a signature of all messages. Hence, it leads to a total
break of the systems. However, we would want to minimize the risk of damage
even if such an unfortunate situation as exposure of secret-keys does occur. For
this purpose, there have been several approaches proposed to minimize the risk of
key-exposure: Key-splitting is a method which divides portions of a single secret-
key among multiple entities so that no entity will have the ability to reconstruct
a whole secret-key [3][5][20]; Another approach is to consider key-evolution to
realize forward-secure schemes [1][2][4] where lifetime of systems is divided into
discrete periods and a secret-key is updated at each new period. It ensures that
the security of past periods remains uncompromised even if the current secret-
key is exposed. The security notion that is one solution to the key-exposure
problems is proposed by Dodis et al., and it is called Key-Insulated Security
[7][8], which is based on the ideas of combining key-splitting and key-evolution.
This method extracts benefits from both approaches: having the information
manageable in case of loss of key and leaving authentication as a stand-alone
user operation at the same time.

In the model of key-insulated signature schemes, a signer has two kinds of
devises: a trusted device (e.g. a smart card, USB flash memory) in which a
master-key is stored; and an insecure device in which a signer’s secret-key is
stored. The actual secret-key updating is performed in the insecure device. When
the signer wants to get a signing-key at a period j, the following process is
performed in the beginning of the period j: first, the trusted device generates
key-updating information by using the master-key and sends it to the signer; and
then, the signer updates his secret-key by using the key-updating information,
and he deletes the previous secret-key. In key-insulated signature schemes, if
the trusted device is not compromised, then signer’s secret-keys of at most γ
periods can be exposed without losing security, where γ is a predefined number.
In addition, even if the trusted device is exposed, the system will not be violated
if no signer’s secret-key is exposed. This property is called strong key-insulation
[7][8]. Hence the system having strong key-insulation guarantees the security
against two different types of attacks: (i) the attack to steal a secret-key stored
in an insecure device via a network; and (ii) the attack to steal a master-key
stored in a (physically-protected) secure device directly. We consider that the
property of strong key-insulation is important and useful when using a system
in the real world.

As mentioned earlier, the first constructions of key-insulated schemes are pro-
posed in [7][8]. Since then, many papers on this subject have been reported to
give theoretical and practical key-insulated schemes. Also, Itkis et al. proposed
an extended version of key-insulated signature schemes, Intrusion-resilient sig-
natures [13]. The security of most of key-insulated schemes described so far is
based on the assumption of difficulty of computationally hard problem such as
the integer factoring or discrete logarithm problems. In this paper, we study
key-insulated schemes in the setting of the information-theoretic security (a.k.a.
unconditional security) rather than the computational security.
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1.2 Our Contribution

Confidentiality (secrecy) and authenticity (integrity) are currently funda-
mental cryptographic functions, and encryption and authentication/signature
schemes are usually used for providing confidentiality and authenticity, respec-
tively. As key-insulated schemes with information-theoretic security, Hanaoka
et al. first proposed the information-theoretically secure key-insulated en-
cryption schemes [11]. However, information-theoretically secure authentica-
tion/signature schemes with key-insulated security have not proposed so far.
Therefore, we study authentication schemes which have both information-
theoretic and key-insulated security, and the purpose of this paper is to consider
a simple model of information-theoretically secure key-insulated authentication
schemes.

We note that information-theoretically secure signature schemes were pro-
posed by Shikata et al. in [12] [18]. Thus, one may consider the information-
theoretically secure key-insulated signature schemes. However, the model of those
schemes in [12] [18] is not so simple, since it requires complicated security no-
tions. On the other hand, we note that the model of multireceiver authentication
codes (MRA-codes for short) was proposed by Desmedt et al. in [6] and later
generalized by Safavi-Naini et al. [17] and Johansson [14]. The MRA-code is
one of the information-theoretically secure authentication schemes which allows
a single honest sender to transmit an authenticated message to a group of re-
ceivers via a broadcast channel. And each receiver can individually verify the
authenticated message. Note that the model of MRA-codes is simpler than that
of information-theoretically secure signature schemes.

In this paper, we study the model of key-insulated MRA-codes (KI-MRA
for short), which are information-theoretically secure authentication schemes
with key-insulated security, rather than information-theoretically secure key-
insulated signature schemes, since the model of MRA-codes is simpler than
that of information-theoretically secure signature schemes. More specifically, we
newly introduce the model and security definitions, and show lower bounds and
constructions of KI-MRA. We begin by formalizing the model and security no-
tions of KI-MRA based on those of MRA-codes and computationally secure key-
insulated signature schemes. In particular, the notion of strong key-insulation
is formalized along with our model. In addition, we show lower bounds of sizes
of entities’ secret-keys. We also provide two kinds of constructions of KI-MRA,
direct and generic constructions which are provably secure in our security def-
initions: we propose the direct construction by using polynomials over finite
fields; and we provide the generic construction of KI-MRA starting from cover-
free-families(CFF) [9] and MRA-codes. Furthermore, it is shown that the direct
construction meets the lower bounds of key-sizes with equality. Therefore, it
turns out that our lower bounds are tight, and that the direct construction is
optimal.

The rest of this paper is organized as follows. In Section 2, we introduce the
model of KI-MRA based on the ideas according to [7], [8], [17], and formalize
the security notions of KI-MRA. We also show lower bounds of memory-sizes of
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secret-keys of entities. In Section 3, we propose two kinds of constructions: direct
and generic constructions which are provably secure in our security notions.
Finally, in Section 4, we give concluding remarks of the paper.

2 The Model and Security Definitions

In this section, we introduce the model and security notions of KI-MRA, based
on those of key-insulated signatures with computational security and those of
MRA-codes with information-theoretic security.

2.1 The Model

We show the model of KI-MRA, which is the model of MRA-codes with key-
insulated security. As in the models of many schemes with information-theoretic
security (e.g. [16] [17] [18]), we assume that there is a trusted authority whose
role is to generate and to distribute secret-keys of entities. We call this model the
trusted initializer model as in [16]. In KI-MRA, there are n+3 entities, a sender
S, a secure device H , n receivers R1, R2, . . . , Rn and a trusted initializer TI.
We assume that the sender is honest in the model. In our model, the notion of a
secure device implies that it is usually isolated from a network (e.g. the Internet
or LAN) and that the attacker can neither wiretap nor substitute information
stored in the device via the network. For example, a smart card or USB flash
memory seems to be a candidate of such devices. In addition, in KI-MRA, we
assume that lifetime of the system is divided into N periods. For simplicity, we
consider a one-time model of KI-MRA, in which the sender is allowed to generate
and broadcast an authenticated message at most only once per period1.

Informally, KI-MRA is executed as follows. In the initial phase, TI generates
secret-keys on behalf of S, H and Ri (1 ≤ I ≤ n). After distributing these
secret-keys via a secure channel, TI deletes them in his memory. For updating
the sender’s secret-key for the period j, S receives key-updating information from
H by connecting with H , and S computes a secret-key at the period j by using
the secret-key of the previous period and the key-updating information. S then
deletes the secret-key of the previous period and the key-updating information.
On the other hand, each receiver’s secret-key used to check the validity of an
authenticated messages will not be updated at each period as key-insulated
signature schemes with computational security. If S generates and broadcasts an
authenticated message α at a period j, each receiver, Ri, can check the validity
of α by using his secret-key. Formally, we give the definition as follows.

Definition 1 (KI-MRA). A key-insulated multireceiver authentication codes
(KI-MRA for short) Π involves n + 3 entities, TI, S, H and R1, R2, . . . , Rn,
1 We can consider a more general setting: the number up to which the sender is

allowed to generate authenticated messages is more than one per period. However,
the one-time model of KI-MRA is simpler than this model in terms of the number
of generating authenticated messages. Therefore, we focus on the model since our
purpose is to study a simple model as mentioned in Section 1.2.
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and consists of a five-tuple of algorithms (KGen, KUpd∗, KUpd, KAuth, KVer)
with eight spaces, M, A, I, T , T̃ , MK, ES and ER, where all of the above
algorithms except KGen are deterministic and all of the above spaces are finite.
In addition, Π is executed with four phases as follows.

– Notation:
- TI is a trusted initializer, S is a sender, H is a secure device and Ri

(i = 1, 2, . . . , n) is a receiver. Let R := {R1, R2, . . . , Rn} be a set of
receivers.

- M is a set of possible messages with a probability distribution PrM.
- A is a set of possible authenticated messages.
- I is a set of possible key-updating information.
- T := {1, 2, . . . , N} is a set of time periods. Let T̃ := T ∪ {0}.
- MK is a set of possible master-keys for the device H with a probability

distribution PrMK.
- E(j)

S is a set of possible secret-keys at the period j for the sender with a
probability distribution Pr

E
(j)
S

. Let ES := E(0)
S ∪ E(1)

S ∪ . . . ∪ E(N)
S .

- Ei is a set of secret-keys for a receiver Ri with a probability distribution
PrEi

. Let ER := E1 ∪ E2 ∪ . . . ∪ En.
- KGen is a key generation algorithm which on input a security parameter

1k, outputs a master-key, a sender’s secret-key and each receiver’s secret-
key.

- KUpd∗: MK×T̃ ×T → I is a key-updating algorithm for the device H .
- KUpd : ES × I → ES is a key-updating algorithm for the sender S.
- KAuth: ES ×M → A is an authentication algorithm for producing au-

thenticated messages.
- KVer : ER ×A× T → {true, false} is a verification algorithm.

1. Key Generation and Distribution by TI. In the initial phase, TI gen-
erates the following keys by using KGen: a master-key mk ∈ MK; an initial
secret-key e

(0)
S ∈ E(0)

S (i.e., a secret-key at the period 0) for the sender;
and the receiver Ri’s secret-key ei ∈ Ei (i = 1, 2, . . . , n). These keys are
distributed to corresponding entities via secure channels. After distributing
these keys, TI deletes these keys from his memory. And, H , S, and Ri keep
their keys secret, respectively.

2. Updating Sender’s Secret-keys. For updating a sender’s secret-key for a
period j from a period h, H generates key-updating information mk(h,j) =
KUpd∗(mk, h, j) ∈ I by using the master-key mk, the information on periods
h ∈ T̃ , j ∈ T and KUpd∗, and then sends it to S via a secure channel. After
that, S computes a secret-key e

(j)
S =KUpd(e(h)

S , mk(h,j)) ∈ E(j)
S at the period

j. Then, S deletes e
(h)
S and mk(h,j) from his memory.

3. Authentication. During a period j, for a message m ∈ M, S generates an
authenticated message α =KAuth(e(j)

S , m) ∈ A by using a secret-key e
(j)
S at

the period j. Then, S sends the authenticated message with information on
j, namely (α, j), to all receivers via a broadcast channel.
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4. Verification. After receiving (α, j) from S, each receiver Ri can verify the
validity of it by using secret-key ei and KVer. If KVer(ei, α, j) = true, then
Ri accepts (α, j) as valid, and rejects it otherwise.

In the model of KI-MRA, we require the following equation holds: for all possible
j ∈ T , m ∈ M, e

(j)
S ∈ E(j)

S , and ei ∈ Ei, we have

KVer(ei,KAuth(e(j)
S , m), j) = true

The above requirement implies that any legal authenticated message can be
accepted without error if entities correctly follows the specification of KI-MRA.

In addition, we define several notation as follows. Let ω be the number of
possible colluders, and let γ be the number of possible periods at which sender’s
secret-keys may be exposed. And, for any set Z and any nonnegative integer z, let
P(Z, z) := {Z ⊂ Z||Z| ≤ z} be the family of all subsets of Z whose cardinality
is less than or equal to z. And also, let W := {Ri1 , Ri2 , . . . , Riω} ∈ P(R, ω)
be a set of possible colluders and EW := Ei1 × Ei2 . . . × Eiω be a set of possible
secret-keys held by W . Furthermore, let Γ := {j1, j2, . . . , jγ} ⊂ P(T , γ) be a
set of periods at which sender’s secret-keys are exposed, and EΓ := E(j1)

S × E(j2)
S

× . . . × E(jγ)
S be a set of sender’s secret-keys exposed. With these notation, we

will discuss KI-MRA in the following sections.

2.2 Security Notions and Their Formalization

We now provide security notions and their formalization of KI-MRA in the
one-time model based on key-insulated signature schemes with computational
security [7] [8] and MRA-codes[17]. In MRA-codes, there are two kinds of attacks:
impersonation attack and substitution attacks (see Appendix A for the detail of
those attacks). Therefore, we consider similar attacks in KI-MRA. In the model
of KI-MRA, we assume that the adversary can corrupt at most ω dishonest
receivers among R, and we do not think about any attack by the sender, since
he is assumed to be honest in the model as in that of MRA-codes. In addition,
we need to consider the following two types of exposure as in [7] [8]:

– Type A: Sender’s secret-key exposure, which models compromise of sender’s
secret-keys from the insecure device.

– Type B: Master-key exposure, which models compromise (robbery) of the
secure device by physical means.

Therefore, by combining two kinds of attacks (i.e., impersonation and substi-
tution attacks) in MRA-codes and two types of key-exposure (i.e., Types A and
B) above, we consider four kinds of security notions of KI-MRA as follows.

Definition 2 (Security of KI-MRA). Let Π be a KI-MRA. The scheme Π
is said to be an (n, ω; N , γ; εA, εB)-one-time secure if PΠ,A ≤ εA and PΠ,B ≤ εB,
where PΠ,A and PΠ,B are defined as follows.
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A-1) Impersonation attack in the exposure type A. The adversary who
corrupts at most ω receivers tries to generate a fraudulent authenticated
message at a period t, (α, t), that has not been legally generated by the
sender S but will be accepted by a receiver Ri. Here, we assume that Ri is
not included in the colluders, and the adversary can gather information by
pooling secret-keys of corrupted receivers, at most γ sender’s secret-keys
exposed (but, the adversary cannot obtain the secret-key at the target pe-
riod t). The success probability of this attack denoted by PΠ,IA is defined
as follows: For any set of colluders W ∈ P(R, ω), any set of key-exposure
periods Γ ∈ P(T , γ), any targeted honest receiver Ri /∈ W and target
period t /∈ Γ , we define PΠ,IA(Ri, W , Γ , t) as

PΠ,IA(Ri, W, Γ, t) := max
eW

max
eΓ

max
(α,t)

Pr(KVer(ei, α, t) = true|eW , eΓ ),

where the probability is taken over random choice of KGen, and the max-
imum is taken over: all possible sets of the colluders’ secret-keys eW ∈
EW ; all possible sets of sender’s secret-keys eΓ ∈ EΓ exposed such that
e
(t)
S /∈ eΓ ; and all possible authenticated messages (α, t) ∈ A × T . Then,

the probability PΠ,IA is defined as PΠ,IA := max
Ri,W,Γ,t

PΠ,IA(Ri, W, Γ, t).

A-2) Substitution attack in the exposure type A. The adversary who
corrupts at most ω receivers tries to generate a fraudulent authenticated
message at a period t, (α, t), that has not been legally generated by the
sender S but will be accepted by a receiver Ri, after observing a valid
authenticated message at the same period, (α′, t). Here, we assume that
Ri is not included in the colluders, and the adversary can gather infor-
mation by pooling secret-keys of corrupted receivers, at most γ sender’s
secret-keys exposed (but, the adversary cannot obtain the secret-key at
the target period t). The success probability of this attack denoted by
PΠ,SA is defined as follows: For any set of colluders W ∈ P(R, ω), any
set of key-exposure periods Γ ∈ P(T , γ), any targeted honest receiver
Ri /∈ W and target period t /∈ Γ , we define PΠ,SA(Ri, W , Γ , t) as

PΠ,SA(Ri, W, Γ, t) := max
eW

max
eΓ

max
(α′,t)

max
(α,t) �=(α′,t)

Pr(KVer(ei, α, t) = true|eW , eΓ , (α′, t)),

where the probability is taken over random choice of KGen, and the max-
imum is taken over: all possible sets of the colluders’ secret-keys eW ∈
EW ; all possible sets of sender’s secret-keys exposed eΓ ∈ EΓ such that
e
(t)
S /∈ eΓ ; and all possible authenticated messages (α′, t), (α, t) ∈ A × T

such that α �= α′. Then, the probability PΠ,SA is defined as PΠ,SA :=
max

Ri,W,Γ,t
PΠ,SA(Ri, W, Γ, t). And, we define PΠ,A := max(PΠ,IA , PΠ,SA).

B-1) Impersonation attack in the exposure type B. The adversary who
corrupts at most ω receivers tries to generate a fraudulent authenticated
message (α, t) that has not been legally generated by the sender S but
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will be accepted by a receiver Ri. Here, we assume that Ri is not included
in the colluders, and the adversary can gather information by pooling
secret-keys of corrupted receivers and a master-key exposed. The success
probability of this attack denoted by PΠ,IB is defined as follows: For any
set of colluders W ∈ P(R, ω), any targeted honest receiver Ri /∈ W and
target period t, we define PΠ,IB (Ri, W, t) as

PΠ,IB (Ri, W, t) := max
eW

max
mk

max
(α,t)

Pr(KVer(ei, α, t) = true|eW , mk),

where the probability is taken over random choice of KGen, and the maxi-
mum is taken over: all possible sets of the colluders’ secret-keys eW ∈ EW ;
all possible master-keys exposed mk ∈ MK; and all possible authenti-
cated messages (α, t) ∈ A× T . Then, the probability PΠ,IB is defined as
PΠ,IB := max

Ri,W,t
PΠ,IB (Ri, W, t).

B-2) Substitution attack in the exposure type B. The adversary who
corrupts at most ω receivers tries to generate a fraudulent authenticated
message at a period t, (α, t), that has not been legally generated by the
sender S but will be accepted by a receiver Ri, after observing a valid
authenticated message at the same period, (α′, t). Here, we assume that Ri

is not included in the colluders, and the adversary can gather information
by pooling secret-keys of corrupted receivers and a master-key exposed.
The success probability of this attack denoted by PΠ,SB is defined as
follows: For any set of colluders W ∈ P(R, ω), any targeted honest receiver
Ri /∈ W and target period t, we define PΠ,SB (Ri, W, t) as

PΠ,SB (Ri, W, t) := max
eW

max
mk

max
(α′,t)

max
(α,t) �=(α′,t)

Pr(KVer(ei, α, t) = true|eW , mk, (α′, t)),

where the probability is taken over random choice of KGen, and the maxi-
mum is taken over: all possible sets of the colluders’ secret-keys eW ∈ EW ;
all possible master-keys exposed mk ∈ MK; and all possible authenti-
cated messages (α′, t), (α, t) ∈ A× T such that α �= α′. Then, the proba-
bility PΠ,SB is defined as PΠ,SB := max

Ri,W,t
PΠ,SB (Ri, W, t). And, we define

PΠ,B := max(PΠ,IB , PΠ,SB ).

Instead of Definition 2, one can consider a more general attacking model as
follows: in addition to information in Definition 2, the adversary may observe
authenticated messages in all periods which are generated by the honest sender,
since he can broadcast at most one authenticated message per period. However,
this model is not so simple. Furthermore, even if we consider the general at-
tacking model, we will obtain the very similar results (i.e., lower bounds and
constructions) shown in Sections 2.3 and 3. Therefore, we consider the attacking
model in Definition 2, since the purpose of this paper is to consider a simple
and essential model of multireceiver authentication systems with key-insulated
security.
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2.3 Lower Bounds

In this section, we derive lower bounds of success probabilities of attacks and
memory-sizes required for an (n, ω; N , γ; εA, εB)-one-time secure KI-MRA. Let
A(t) := {α ∈ A|KAuth(e(t)

S , m) = α for some e
(t)
S ∈ E(t)

S , m ∈ M} be a set of
possible authenticated messages which can be generated at a period t by the
sender. Also, let I(h,j) ⊂ I be a finite set of possible key-updating information
which is used for key-updating process from a period h to a period j. And, let
I(h,j), EW and EΓ be random variables which take values on I(h,j), EW and EΓ ,
respectively. And also, let (A(t), Ã(t)) be a joint random variable which takes
values on the set A(t) ×A(t) such that A(t) �= Ã(t).

We assume that there exist the following mappings in the model of KI-MRA,
π(j) : E(j)

S → E(j)
1 × . . . × E(j)

n and fi : Ei → E(1)
i × . . . × E(N)

i , where E(j)
i

is a set of possible Ri’s keys which are actually used at the period j2. Note
that the assumption is natural and not so strange, since we will actually see
these mappings in our constructions in Section 3. In the following, let E

(j)
i be a

random variable which takes values on E(j)
i .

Then, we can derive lower bounds of success probabilities of attacks as follows.
The proof of sketch is given in Appendix C.

Theorem 1. For any i ∈ {1, 2, . . . , n}, any colluding group W with Ri �∈ W ,
any t ∈ T , and any set of key-exposed time periods Γ with t �∈ Γ , we have the
following inequalities:

1. PΠ,IA(Ri, W , Γ , t) ≥ 2−I(A(t);E
(t)
i |EW ,EΓ ),

2. PΠ,SA(Ri, W , Γ , t) ≥ 2−I(Ã(t);E
(t)
i |EW ,EΓ ,A(t)),

3. PΠ,IB (Ri, W , t) ≥ 2−I(A(t);E
(t)
i |EW ,MK),

4. PΠ,SB (Ri, W , t) ≥ 2−I(Ã(t);E
(t)
i |EW ,MK,A(t)),

where I(X ; Y |Z) means the conditional mutual information of random variables
X and Y given Z.

We next show lower bounds of memory-sizes of entities in KI-MRA. From The-
orem 1, we obtain the following lower bounds of memory-sizes.

Theorem 2. Let Π be an (n, ω; N , γ; ε, ε)-one-time secure KI-MRA. Let
q := ε−1. Then, for any i ∈ {1, 2, . . . , n}, j ∈ T and h ∈ T̃ , we have: (i)
|E(j)

S | ≥ q2(ω+1); (ii) |Ei| ≥ q2(γ+1); (iii) |MK| ≥ q2γ(ω+1); (iv) |I(h,j)| ≥ q2(ω+1);
and (v) |A(j)| ≥ 2H(M)qω+1. In particular, if PrM is the uniform distribution,
|A(j)| ≥ qω+1|M|.

Proof. The proof is given in Appendix B.

As we will see in the next section, the above lower bounds are tight. Therefore,
we define optimality of constructions of KI-MRA as follows.

2 Note that, e
(j)
i , a Ri’s key actually used for a period j, may be a part of an entire

key ei or may be equal to the entire key itself.
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Definition 3. A construction of (n, ω; N , γ; ε, ε)-one-time secure KI-MRA is
said to be optimal if it meets all the inequalities (i)-(v) in Theorem 2 with
equalities.

3 Constructions

In this section, we propose two kinds of constructions of KI-MRA, direct and
generic constructions.

3.1 Direct Construction

We provide a direct construction which is one-time secure KI-MRA in our model
by using polynomials over finite fields. In addition, it is shown that the direct
construction meets the lower bounds of key-sizes with equalities. Therefore, it
turns out that the direct construction is optimal. The construction is given as
follows.

1. Key Generation Algorithm KGen. For a security parameter 1k, the
algorithm KGen outputs matching secret-keys e

(0)
S , mk, ei(1 ≤ i ≤ n) for

S, H , Ri(1 ≤ i ≤ n) as follows. KGen picks a k-bit prime power q, where
q > max(n, N), and constructs the finite field Fq with q elements. We assume
that the identity of each receiver Ri is also denoted by Ri and that Ri ⊂
Fq \ {0}. Also, we assume M ⊂ Fq \ {0}, T = {1, 2, . . . , N} ⊂ Fq \ {0} and
T̃ := T ∪ {0} ⊂ Fq by using appropriate encoding. And, KGen takes two
random polynomials over Fq:

F (x, z) =
ω∑

i=0

1∑

k=0

ai,0,kxizk

mk(x, y, z) =
ω∑

i=0

γ∑

j=1

1∑

k=0

ai,j,kxiyjzk,

where each coefficient ai,j,k is chosen uniformly at random from Fq , and we
define x0 = z0 = 1. KGen also computes n + 1 polynomials e

(0)
S (x, z) :=

F (x, z) and ei(y, z) := F (x, z)|x=Ri + mk(x, y, z)|x=Ri (1 ≤ i ≤ n). Then,
the algorithm KGen outputs secret-keys e

(0)
S := e

(0)
S (x, z), mk := mk(x, y, z)

and ei := ei(y, z) (1 ≤ i ≤ n) for S, H and Ri, respectively.
2. DeviceKey-UpdatingAlgorithmKUpd∗ andSender’sKey-Updating

AlgorithmKUpd. For two periods h ∈ T̃ , j ∈ T and mk = mk(x, y, z), the
algorithm KUpd∗ generates a polynomial mk(h,j)(x, z) := mk(x, y, z)|y=j −
mk(x, y, z)|y=h. Then, KUpd∗ outputs key-updating information mk(h,j) :=
mk(h,j)(x, z). For mk(h,j) and e

(h)
S := e

(h)
S (x, z), the algorithm KUpd gen-

erates the polynomial e
(j)
S (x, z) := e

(h)
S (x, z) + mk(h,j)(x, z). Then, KUpd

outputs the secret-key at the period j, e
(j)
S := e

(j)
S (x, z).
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3. Authentication Algorithm KAuth. For a message m ∈ Fq and
e
(j)
S = e

(j)
S (x, z), the algorithm KAuth generates the polynomial α(x) :=

e
(j)
S (x, z)|z=m, and outputs the authenticated message at the period j,

α := (m, α(x)).
4. Verification Algorithm KVer. For an authenticated message at a period

t, (α, t) (α = α(x)), and ei = ei(y, z), the algorithm KVer outputs true if
α(x)|x=Ri = ei(y, z)|y=t,z=m holds, and otherwise outputs false.

We can show security of the above construction as follows. The proof of sketch
is given in Appendix C.

Theorem 3. The resulting KI-MRA by the above construction is (n, w; N, γ;
1
q , 1

q )-one-time secure. Furthermore, the required memory-sizes of secret-keys and
the size of authenticated messages are given as follows.

|E(j)
S | = q2(ω+1), |Ei| = q2(γ+1), |MK| = q2γ(ω+1)

|I(h,j)| = q2(ω+1), |A(j)| = qω+1|M |.

Therefore, the above construction is optimal.

3.2 Generic Construction

We propose a generic construction (i.e., a black box construction) of one-time
secure KI-MRA by using CFFs (cover free families) and MRA-codes. In gen-
eral, the merit to consider a generic construction lies in that it is possible to
take general settings of parameters in the construction starting from underlying
primitives, though it is often the case that generic constructions are inefficient
compared to direct constructions. From this point of view, we propose a generic
construction of KI-MRA by using both CFFs and MRA-codes. As we will see, our
construction is simple and better CFFs and MRA-codes lead to better KI-MRAs.
We start with describing the definition of CFF and the model of MRA-codes as
follows.

Definition 4 (CFF[9]). Let L := {l1, l2, . . . , ld} be a universal set and F :=
{F1, F2, . . . , FN} be a family of subsets of L. Then, we call it (d, N, γ)-CFF
(Cover Free Family) if Fi0 �⊂ Fi1 ∪ Fi2 ∪ . . . ∪ Fiγ for all Fi0 , Fi1 . . ., Fiγ ∈ F
where Fij �= Fik

if j �= k.

A trivial CFF is the family consisting of single-elements subsets, in which we
have N = d i.e., L = {1, 2, . . . , d} and F = {{1}, {2}, . . . , {d}}. We note that
there exist non-trivial constructions of CFFs. The constructions of CFFs are
studied in various areas in mathematics such as finite geometry, design theory
and probability theory. We also note that concrete methods for generating CFFs
are given in [9][15]. Next, we describe a model of MRA-codes in [17].

MRA-codes. We consider the scenario where there are n + 1 entities, a sender
S̃ and n receivers R̃1, . . . , R̃n. The MRA-code Π̃ consists of a three-tuple of
algorithms (MGen, MAuth, MVer) with four spaces, M̃, D, U and V , where M̃
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is a finite set of possible messages, D is a finite set of possible authenticated mes-
sages, U and V are finite sets of possible secret-keys for the sender and receivers,
respectively. MGen is a key generation algorithm, which takes security param-
eter on input and outputs matching keys u ∈ U and vi ∈ V (i = 1, 2, . . . , n),
where u and vi are secret-keys for S̃ and R̃i, respectively. MAuth is an algorithm
for generating an authenticated message, and it is used when the sender wants
to broadcast the authenticated message to all verifiers via an insecure broadcast
channel. MAuth takes a secret-key u ∈ U and message m ∈ M̃ on input and
outputs an authenticated message δ ∈ D, and we write δ =MAuth(u, m) for
it. On receiving δ, the receiver R̃i can check the validity of it by using MVer.
MVer takes a secret-key vi ∈ V and an authenticated message δ ∈ D on input,
and outputs true or false, where true is output if and only if δ is valid, and we
write true=MVer(vi, δ) or false=MVer(vi, δ) for it. In MRA-codes, there are two
kinds of attacks: the impersonation attack and substitution attack. The formal
definitions of those attacks are given in Appendix A.

Our generic construction of KI-MRA is given as follows.

1. Key Generation Algorithm KGen. For a security parameter 1k, the al-
gorithm KGen outputs matching secret-keys for S, H R1, . . . , Rn as follows.
KGen generates (d, N, γ)-CFF L := {l1, . . . , ld} and F := {F1, . . . , FN},
and makes them public to all entities. And KGen calls MGen N times with
taking on input the security parameter 1k. Let (u(j)

0 , v
(j)
1,0, . . . , v

(j)
n,0) be the

j-th output from MGen (1 ≤ j ≤ N). Similarly, KGen calls MGen d times,
and let (u(lj)

1 , v
(lj)
1,1 , . . . , v

(lj)
n,1 ) be the j-th output (1 ≤ j ≤ d)3. Also, it sets

U (0) := ∅. Then, the algorithm KGen outputs secret-keys e
(0)
S := (u(1)

0 , u
(2)
0 ,

. . . , u
(N)
0 , U (0)), mk := (u(l1)

1 , u
(l2)
1 , . . . , u

(ld)
1 ) and ei := (v(1)

i,0 , v
(2)
i,0 , . . . , v

(N)
i,0 ,

v
(l1)
i,1 , v

(l2)
i,1 , . . . , v

(ld)
i,1 ) for S, H and Ri, respectively.

2. DeviceKey-UpdatingAlgorithmKUpd∗ andSender’sKey-Updating
Algorithm KUpd. For two periods h ∈ T̃ , j ∈ T and mk = (u(l1)

1 , . . . ,
u

(ld)
1 ), KUpd∗ generates U (j) := {u(l)

1 |l ∈ Fj}. Then, KUpd∗ outputs the
key-updating information mk(h,j) := U (j).

For mk(h,j) and e
(h)
S = (u(1)

0 , . . . , u
(N)
0 , U (h)), KUpd generates the secret-

key at the period j, e
(j)
S := (u(1)

0 , . . . , u
(N)
0 , U (j)), and outputs it.

3. Authentication Algorithm KAuth. For a message m ∈ M and e
(j)
S =

(u(1)
0 , . . . , u

(N)
0 , U (j)), KAuth generates the authenticated message at the

period j, α := (m, δ
(j)
0 , δ

(j)
i1

, . . . , δ
(j)
i|Fj |), where δ

(j)
0 :=MAuth(u(j)

0 , m) and

δ
(j)
ig

:=MAuth(u(ig)
1 , m) for all ig ∈ Fj . KAuth then outputs α.

4. Verification Algorithm KVer. For an authenticated message at a pe-
riod j, (α, j), where α = (m, δ

(j)
0 , δ

(j)
l1

, . . ., δ
(j)
l|Fj |) and ei = (v(1)

i,0 , . . . ,

v
(N)
i,0 , v

(l1)
i,1 , . . . , v

(ld)
i,1 ), KVer outputs true if MVer(v(j)

i,0 , δ
(j)
0 ) =true and

MVer(v(lg)
i,1 , δ

(j)
lg

) =true for all lg ∈ Fj , and otherwise outputs false.

3 We note that (u
(lj)

1 , v
(lj)

1,1 , . . . , v
(lj)

n,1 ) is corresponding to lj ∈ L.
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The security of the above generic construction is shown as follows. The proof
of sketch is given in Appendix C.

Theorem 4. Given a (d, N, γ)-CFF F and an (n, ω, ε)-secure MRA-code Π̃,
then the KI-MRA Π formed by the above construction based on the CFF and
Π̃ is (n, ω; N, γ; εA, εB)-one-time secure, where εA ≤ εφ and εB ≤ ε. Here,
φ := min(|Fi0 −{Fi1 ∪ . . .∪Fiγ }|), where the minimum is taken over all Fi0 , Fi1 ,
. . ., Fiγ ∈ F . Furthermore, required memory-sizes of authenticated messages and
secret-keys are given as follows:

|E(j)
S | = (N + |Fj |)|U|, |Ei| = (N + d)|V|, |MK| = d|U|

|I(h,j)| = |Fj ||U|, |A(j)| = (|Fj | + 1)|D|.

Remark 1. In [17], the generic construction of MRA-codes by combining CFFs
and A-codes [10][21] is proposed. Therefore, by combining our generic construc-
tion and the one in [17], KI-MRA can be constructed by using two kinds of
simple primitives, CFFs and A-codes.

4 Concluding Remarks

In this paper, we studied information-theoretically secure authentication schemes
with key-insulated security. Specifically, we introduced a model of information-
theoretically secure multireceiver authentication codes (KI-MRA), and proposed
security notions and their formalizations in our model. In addition, we derived
tight lower bounds of memory-sizes required for the KI-MRA. Furthermore, we
provided two kinds of constructions: direct and generic constructions which were
provably secure in our security definition. In particular, It was shown that the
direct construction was optimal.

In this paper, for simplicity, we discussed the one-time model of KI-MRA.
However, it would be interesting to extend our one-time model to the multi-use
model of KI-MRA. Also, it would be a future research to study information-
theoretically secure key-insulated signature schemes which have security notions
stronger than those of KI-MRAs.
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Appendix A: Security Notions of MRA-Codes

We describe the security notions of MRA-codes shown in [6], [17], [14]. In MRA-
codes, two kinds of attacks are considered: impersonation attack and substitution
attack. We describe the formal definitions of those security notions as follows.

Definition 5. [17] Let Π̃ be a MRA-codes. The scheme Π̃ said to be (ñ, ω̃, ε̃)-
secure if max(PΠ̃,I , PΠ̃,S) ≤ ε̃ where PΠ̃,I and PΠ̃,S are defined as follows.

1) Impersonation Attack: The adversary who corrupts at most ω̃ receivers
tries to generate a fraudulent authenticated message δ that has not been
legally generated by the sender S̃ but will be accepted by a receiver R̃i.
Here, we assume that R̃i is not included in the colluders, and the adver-
sary can obtain information by pooling secret-keys of corrupted receivers.
Success probability of this attack denoted by PΠ̃,I is defined as follows. For
any W̃ ∈ P(R̃, ω̃) and R̃i /∈ W̃ , we define PΠ̃,I(R̃i, W̃ ) as follows.

PΠ̃,I(R̃i, W̃ ) := max
eW̃

max
δ

Pr(MVer(vi, δ) = true|eW̃ )

where the probability is taken over random choice of MGen, and the maxi-
mum is taken over: all possible sets of the colluders’ secret-keys eW̃ ∈ EW̃ ;
and all possible authenticated messages δ ∈ D. Then, the probability PΠ̃,I is
defined as PΠ̃,I := max

R̃i,W̃
(R̃i, W̃ ).

2) Substitution Attack: The adversary who corrupts at most ω̃ receivers tries
to generate a fraudulent authenticated message δ that has not been legally
generated by the sender S̃ but will be accepted by a receiver R̃i, after observ-
ing the transmitted authenticated message δ′. Here, we assume that R̃i is
not included in the colluders, and the adversary can obtain information by
pooling secret-keys of corrupted receivers. Success probability of this attack
denoted by PΠ̃,S is defined as follows. For any W̃ ∈ P(R̃, ω̃) and R̃i /∈ W̃ ,
we define PΠ̃,S(R̃i, W̃ ) as follows.

PΠ̃,S(R̃i, W̃ ) := max
eW̃

max
δ′

max
δ �=δ′

Pr(MVer(vi, δ) = true|eW̃ , δ′)

where the probability is taken over random choice of MGen, and the maxi-
mum is taken over: all possible sets of the colluders’ secret-keys eW̃ ∈ EW̃ ;
and all possible authenticated messages δ′, δ ∈ D such that δ �= δ′. Then, the
probability PΠ̃,S is defined as PΠ̃,S := max

R̃i,W̃
(R̃i, W̃ ).

Appendix B: Proof of Theorem 2

The proof of Theorem 2 follows from Lemmas 2-6 below.
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Lemma 1. Let Ri be a receiver and t be a period. For any W ∈ P(R, ω) and
any Γ ∈ P(T , γ) such that Ri �∈ W and t �∈ Γ , we have PΠ,SA(Ri, W, Γ, t) ≥
2−H(E

(t)
i |EW ,EΓ ,A(t)).

Proof. The lemma follows from Theorem 1 straightforwardly, since I(Ã(t); E(t)
i

| EW , EΓ , A(t)) = H(E(t)
i |EW , EΓ , A(t)) − H(E(t)

i | EW , EΓ , Ã(t), A(t)) ≤
H(E(t)

i |EW , EΓ , A(t)). �

Lemma 2. |E(j)
S | ≥ q2(ω+1) for any j ∈ T̃ .

Proof. We first prove that H(E(j)
S |EΓ ) ≥ 2(ω + 1) log q for any Γ ∈ P(T , γ) and

j ∈ T with j �∈ Γ . Let Wi := {R1, . . . , Ri−1, Ri+1, . . . , Rω+1}. Then, for any
Γ ∈ P(T , γ) and j ∈ T with j �∈ Γ , we have

ω+1∏

i=1

PΠ,IA(Ri, Wi, Γ, j)PΠ,SA(Ri, Wi, Γ, j) ≥ 2−
∑ ω+1

i=1 H(E
(j)
i |E(j)

1 ,...,E
(j)
i−1,EΓ )(1)

= 2−H(E
(j)
1 ,...,E

(j)
ω+1|EΓ )

≥ 2−H(E
(j)
S |EΓ ), (2)

where (1) follows from Theorem 1 and Lemma 1, and (2) is shown by considering
the mapping π(j) : E(j)

S → E(j)
1 × . . . × E(j)

n .
Since

∏ω+1
i=1 PΠ,IA(Ri, Wi, Γ, j)PΠ,SA(Ri, Wi, Γ, j) ≤

∏ω+1
i=1 (1

q )2 = (1
q )2(ω+1),

we obtain 2−H(E
(j)
S |EΓ ) ≤ (1

q )2(ω+1) and hence H(E(j)
S |EΓ ) ≥ 2(ω + 1) log q.

Therefore, we have |E(j)
S | ≥ q2(ω+1), since H(E(j)

S |EΓ ) ≤ log |E(j)
S |. �

Lemma 3. |Ei| ≥ q2(γ+1) for any i ∈ {1, 2, . . . , n}.

Proof. Let Γj := {1, . . . , j − 1, j + 1, . . . , γ + 1}. Then, for W = ∅, we have

γ+1∏

j=1

PΠ,IA(Ri, W, Γj , j)PΠ,SA(Ri, W, Γj , j) ≥
γ+1∏

j=1

2−H(E
(j)
i |E(1)

S ,...,E
(j−1)
S ) (3)

≥
γ+1∏

j=1

2−H(E
(j)
i |E(1)

i ,...,E
(j−1)
i ) (4)

= 2−H(E
(1)
i ,...,E

(γ+1)
i )

≥ 2−H(Ei). (5)

In the above expressions, (3) follows from Theorem 1 and Lemma 1, (4) is shown
by considering the mapping p

(k)
i ◦ π(k) : E(k)

S → E(k)
i for 1 ≤ k ≤ j − 1, where

p
(k)
i : E(k)

1 × . . . × E(k)
n → E(k)

i is the i-th projection, and (5) is shown by
considering the mapping fi : Ei → E(1)

i × . . . × E(N)
i .

Since
∏γ+1

i=1 PΠ,IA(Ri, W, Γj , j)PΠ,SA(Ri, W, Γj, j) ≤
∏γ+1

i=1 (1
q )2 = (1

q )2(γ+1),
we obtain |Ei| ≥ 2H(Ei) ≥ q2(γ+1). �
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Lemma 4. |MK| ≥ q2γ(ω+1).

Proof. For any Γ = {k1, k2, . . . , kγ} ∈ P(T , γ) with |Γ | = γ, and j ∈ T such
that j �∈ Γ , we have

H(MK) ≥ H(MK|E(j)
S )

≥ I(E(k1)
S , . . . , E

(kγ )
S ; MK|E(j)

S )

= H(E(k1)
S , . . . , E

(kγ)
S |E(j)

S )

=
γ∑

i=1

H(E(ki)
S |E(j)

S , E
(k1)
S , . . . , E

(ki−1)
S )

≥ 2γ(ω + 1) log q, (6)

where (6) follows from the proof of Lemma 2. Therefore, we have |MK| ≥
2H(MK) ≥ q2γ(ω+1). �

Lemma 5. |I(h,j)| ≥ q2(ω+1) for any h ∈ T̃ and j ∈ T .

Proof. From the deterministic algorithm (i.e., mapping) KUpd : ES × I → ES , it
follows that H(I(h,j)|E(h)

S ) ≥ H(E(j)
S |E(h)

S ). Thus, we have

H(I(h,j)) ≥ H(I(h,j)|E(h)
S ) ≥ H(E(j)

S |E(h)
S ) ≥ 2(ω + 1) log q,

where the last inequality follows from the proof of Lemma 2. Therefore, we have
|I(h,j)| ≥ 2H(I(h,j)) ≥ q2(ω+1). �

Lemma 6. |A(j)| ≥ 2H(M)qω+1 for any j ∈ T . In particular, if PrM is the
uniform distribution, we have |A(j)| ≥ qω+1|M | for any j ∈ T .

Proof. For any j ∈ T and any Γ ∈ P(T , γ) such that j �∈ Γ , we have
I(A(j); ES |EΓ ) ≥ I(A(j); E1, . . . , Eω+1|EΓ ) by considering the mapping π :
ES → E1 × · · · × En. Let Wi := {R1, R2, . . . , Ri−1}. Then, we have

2−I(A(j);ES |EΓ ) ≤ 2−I(A(j);E1,...,Eω+1|EΓ )

= 2−
∑ ω+1

i=1 I(A(j);Ei|E1,...,Ei−1,EΓ )

≤
ω+1∏

i=1

2−I(A(j);E
(j)
i |E1,...,Ei−1,EΓ ) (7)

≤
ω+1∏

i=1

PΠ,IA(Ri, Wi, Γ, j) (8)

≤ (PΠ,A)ω+1 ≤
(

1
q

)ω+1

,

where (7) is shown by considering the mapping fi : Ei → E(1)
i × . . . × E(N)

i , and
(8) follows from Theorem 1. In addition, for Γ = ∅, we have

2−I(A(j);ES|EΓ ) = 2−H(A(j))+H(A(j)|ES) ≥ 2H(M)

|A(j)| ,
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where the last inequality follows from the deterministic algorithm KAuth: ES ×
M → A. Therefore, we obtain |A(j)| ≥ 2H(M)qω+1. �

Appendix C: Sketch Proofs

Sketch Proof of Theorem 1. The proof can be shown in a way similar to the proof
of Theorem 3.2 in [17]. Here, we only show a sketch proof of the first inequality.
We define a characteristic function XIA as follows.

XIA((α, t), e
(t)
i , eW , eΓ ) =

{
1 if KVer(ei, α, t) = true ∧ Pr((α, t), e

(t)
i , eW , eΓ ) �= 0

0 otherwise.

Then, from Definition 2, we can express PΠ,IA(Ri, W, Γ, t) as

PΠ,IA(Ri, W, Γ, t) = max
eW

max
eΓ

max
(α,t)

∑

e
(t)
i

XIA((α, t), e(t)
i , eW , eΓ )Pr(e(t)

i |eW , eΓ ).

By a way similar to the proof of Theorem 3.2 in [17], we have PΠ,IA(Ri, W , Γ ,
t) ≥ 2−I(A(t);E

(t)
i |EW ,EΓ ). Similarly, other inequalities can also be proved. �

Sketch Proof of Theorem 3. The proof can be directly shown as in the proofs of
constructions of MRA (For example, see [17] [14]). Here, we only describe the
outline of the proof of PΠ,S ≤ 1

q , since other ones can be shown by a similar
idea. To succeed in the substitution attack in the exposure type A, the adver-
sary will generate a fraudulent authenticated message at a period t (α, t), where
α = (m, α(x)), under the following conditions: the adversary can obtain γ ex-
posed secret-keys for the sender, ω secret-keys for corrupted receivers and a valid
authenticated message at the same period (α′, t), where α′ �= α. However, the
degrees of F (x, z) + mk(x, y, z) with respect to x, y and z are at most ω, γ and
1, respectively. Thus, for the message m, the adversary cannot guess the polyno-
mial α(x) = F (x, m) + mk(x, t, m) with probability more than 1/q. Therefore,
we have PΠ,SA ≤ 1

q . In a manner similar to this, we can prove that PΠ,IA ≤ 1
q .

Thus, we have PΠ,A = max(PΠ,IA , PΠ,SA) ≤ 1
q . Similarly, we can also prove that

PΠ,B = max(PΠ,IB , PΠ,SB ) ≤ 1
q . Furthermore, it is straightforward to evaluate

memory-sizes required in the construction. �

Sketch Proof of Theorem 4. The proof of security can be directly shown by the
definition of CFF and security of MRA. Here, we only describe the outline of
the proof of PΠ,SA ≤ εφ, since other ones can be shown by a similar idea. The
adversary can know γ sets U (1), U (2), . . . , U (γ) from γ exposed secret-keys for
the sender. However, from the definition of CFF, the adversary cannot obtain at
least φ elements of the set U (t) = {u(l)

1 |l ∈ Ft}. Therefore, the adversary needs
to forge at least φ authenticated messages of the underlying MRA-code. Thus,
we have PΠ,SA ≤ εφ. In a manner similar to this, we can prove that PΠ,IA ≤ εφ.
Thus, we have PΠ,A = max(PΠ,IA , PΠ,SA) ≤ εφ. Similarly, we can also prove that
PΠ,B = max(PΠ,IB , PΠ,SB ) ≤ ε. Furthermore, it is straightforward to evaluate
memory-sizes required in the construction. �
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