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Abstract. In this paper we present an autonomous biometric device developed
in the framework of a national project. This system is able to capture speech,
hand-geometry, online signature and face, and can open a door when the user is
positively verified. Nevertheless the main purpose is to acquire a database
without supervision (normal databases are collected in the presence of a super-
visor that tells you what to do in front of the device, which is an unrealistic sit-
uation). This system will permit us to explain the main differences between
what we call "real conditions" as opposed to "laboratory conditions".

1 Introduction

Biometric system developments are usually achieved by means of experimentation
with existing biometric databases, such as the ones described in [1]. System perform-
ance is usually measured using the identification rate (percentage of users whose
identity is correctly assigned) and verification errors: False Acceptance Rate (FAR,
percentage of impostors permitted to enter the system), False Rejection Rate (FRR,
percentage of genuine users whose access is denied) and combinations of these two
basic ratios, such as Equal Error Rate (EER, or adjusting point where FAR=FRR) and
Detection Cost Function (DCF) [2].

A strong problem in system comparison is that most of the times the experimental
conditions of different experiments performed by different teams are not straight
forward comparable. In order to illustrate this problem, let us see a simple example in
the motoring sector. Imagine two cars with the fuel consumption depicted in table 1.
According to this table, looking at the distance (which is equal in both cases) and the
speed (which is also equal) we could conclude that car number 1 is more efficient.
Nevertheless, if we look at figure 1, we realize that the experimental conditions are
very different and, in fact, nothing can be concluded. This is an unfair comparison.

It is well known that car makers cannot do that. Slope, wind, etc., must be very
controlled and it is not up to the car maker. Nevertheless the situation is not the same
in biometrics, because there is no “standard” database to measure performance. Each
fabricant can use its own database. This can let to unfair comparisons, as we explain
next.
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Table 1. Toy example for car fuel consumption comparison

Distance 100Km

Speed 100 Km/h 100Km/h

Fuel consumption | 8 liters 12 liters
Slope Flat

100 Km

Car1: 8 liters

100 Km Car2: 12 liters

Fig. 1. Experimental conditions corresponding to table 1

We will assume that training and testing of a given biometric system will be done
using different training and testing samples, because this is the situation in real oper-
ating systems in normal life. Otherwise, this is known as “Testing on the training set”:
the test scores are obtained using the training data, which is an optimal and unrealistic
situation. This is a trivial problem where the system only needs to memorize the sam-
ples, and the generalization capability is not evaluated.

The comparison of different biometric systems is quite straight forward: if a given
system shows higher identification rate and lower verification error than its competi-
tor, it will be considered better. Nevertheless, there is a set of facts that must be con-
sidered, because they can let to reach a wrong conclusion.

Nevertheless, there is a set of facts that must be considered, because they can let to
reach a wrong conclusion. We will describe these situations in the next sections.

A.  Comparison of results obtained with different databases

When comparing two biometric systems performing over different databases, it must
be taken into account that one database can be more trivial than the other one. For
instance, it does not have the same difficulty to identify people inside the ORL data-
base [3] (it contains 40 people) than in the FERET database [4] (around 1000 people).
For a study of this situation, see [5]. Thus, as a conclusion, a given system A perform-
ing better on Database DB/ than another system B performing worse on database
DB?2, is not necessarily better, because the comparison can be unfair.

B. Comparison of results obtained with the same database

When comparing two biometric systems performing over the same database, and
following the same protocol (same samples for training both competing systems and
the remaining samples for testing), it seems that the comparison is fair. In fact it is,
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Fig. 2. Car testing in different scenarios. The car must be the same. It does not have too much
sense to design a different car for each scenario and to present experimental results in different
scenarios for different cars.

but there is a problem: how can you be sure that these results will hold on when using
a different database? Certainly you cannot. For this reason, researchers usually test
their systems with different databases acquired by different laboratories. In the auto-
mobile example, probably, you will get the fuel consumption in several situations
(urban, highway, different speeds, etc.) because one car can be more efficient in a
particular scenario but it can be worse in a different one. Of course the car must be the
same in all the scenarios. It will be unfair to trim the car design before making the test
(one design for urban path, one design for rural path, another one for highway, etc.
This would be the schematized situation in figure 2, which obviously does not have
too much sense).

However, this is the usual situation in biometrics, where a new classifier is de-
signed for each scenario. Instead of this, we propose to design a classifier, to keep it
fix, and then to apply it to a different scenario (a different biometric database).The
usual approaches for biometric recognition, when moving from one database to an-
other one, imply to fit a new model because different databases contain different us-
ers. Thus, there is a risk of fine-tuning on a given database. For instance, in on-line
signature recognition, [6] describes the following: “for any given database, perhaps a
composite of multiple individual databases, we can always fine tune a signature veri-
fication system to provide the best overall error trade-off curve for that database —for
the three databases here, I was able to bring my overall equal-error rate down to about
2.5%- but we must always ask ourselves, does this fine tune make common sense in
the real world? If the fine tuning does not make common sense, it is in all likelihood
exploiting a peculiarity of the database. Then, if we do plan to introduce the system
into the market place, we are better off without the fine tuning.” This problematic can
be illustrated in table 2.

From the example of table 2, if we only look at some results, we obtain the follow-
ing conclusions:
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a) Comparing (A, DB1) with (B, DB1) we conclude that system B is better.

b) Comparing (A, DB2) with (B, DB2) we conclude that both systems perform
the same.

c) Looking at the last column we conclude that system A is the best.

Table 2. Comparison of systems A and B performing on two different laboratory databases and
in a real scenario

system DB1 | DB2 | “Real” scenario
A 1% 1% 1%
B 0.5% | 1% 5%

In which comparison is interested the system seller? Probably in the most favorable
one for his/ her product. In which comparison are we (the buyers) interested? Obvi-
ously the best characterization of biometric systems is the one that we achieve with a
fully operating system, where users interact with the biometric system in a “normal”
and “real” way. For instance, in a door opening system, such as the system described
in [7-8].

An important point is that the system must store the biometric test samples if we
want to be able to repeat the experiments in the future with a different algorithm.
Unfortunately, it is not easy to set up this kind of experiments and for this reason most
of the research is performed in laboratory conditions. In this case, we have the risk
that a well-performing system, such as system B in table 2, may be unable to general-
ize its good performance in a real application.

A good way to avoid the unfair comparisons represented in figures 1 and 2 is by
means of international competitions such as SVC (Signature Verification Competi-
tion), FVC (Fingerprint Verification Competition), etc. In this case, all the algorithms
are tested using the same evaluation protocol. Even in this case, if we fully re-train a
new classifier when moving from one database to another one, we are producing a
very time consuming and inefficient mechanism.

In this paper we want to emphasize the main differences between databases collected
under “real conditions”, as opposed to “laboratory conditions”. This is a milestone to
produce applications able to work in civilian applications. Next sections summarize the
main differences between our proposed approach and classical approaches.

1.1 Classic Design (Step 1)

Biometric system design implies the availability of some biometric data to train the
classifiers and test the results. Figure 4 on the left summarizes the flow chart of the
procedure, which consists on the following steps:

1. A database is acquired in laboratory conditions. There is a human supervisor
that tells the user what to do. Alternatively, in some cases, programs exist for creating
synthetic databases, such as SFINGE [9] for fingerprints. Another example would be
the software Faces 4.0 [10] for synthetic face generation. Figure 3 shows a synthetic
fingerprint and face generated with these programs. Nevertheless, synthetic samples
have a limited validity to train classifiers when applied to classify real data.
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Usually databases consist of a fixed number of users with a regular number of
samples per acquisition session and a concrete number of acquisition sessions. Thus,
the number of available samples and the time interval between samples is quite regu-
lar and homogeneous for the whole set of users.

Step 3 - Density map and ridge pattern gene. .. [

Biometric
Database
(laboratory)
A 4
ALGORITHMS
A
BIOMETRIC BIOMETRIC
DATABASE SECURITY
APPLICATIONS
A4
ALGORITHM
v STEP 2
v Biometric
Database
BIOMETRIC (operational)
SECURITY
APPLICATION
Classic design Proposed approach

Fig. 4. Classic design (on the left) versus proposed approach (on the right)
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2. After Database acquisition, a subset of the available samples is used for training
a classifier, user model, etc. The algorithm is tested and trimmed using some other
samples of the database (testing subset).

3. The developed system jumps from the laboratory to real world operation (physi-
cal access, web access, etc.).

This procedure is certainly useful for developing a biometric system, for comparing
several different algorithms under the same training and testing conditions, etc., but it
suffers a set of drawbacks, such as:

a) In real world conditions the system will be autonomous and the user will not
have chance to obtain the guidance of a human supervisor.

b) Laboratory databases have removed those samples with low quality, because if
the human supervisor detects a noisy speech recording, blurred face image,
etc., will discard the sample and will ask the user for a new one. This implies
that laboratory databases do not contain low quality samples. This kind of
samples is useful in order to manage the failure to acquire/ failure to enroll
situations.

c¢) Database acquisition with a human supervisor is a time consuming task. This
implies that the time interval between recording sessions and the number of
samples acquired in each session tends to be quite modest.

d) Real systems must manage a heterogeneous number of samples per user.
Laboratory system developments will probably ignore this situation and thus,
will provide a suboptimal performance due to mismatch between the present
conditions during development and normal operation.

1.2 Proposed Approach (Step 2)

A more sophisticated approach involves two main steps (see figure 4 on the right).
The operation can be summarized in the next steps:

1. Based on algorithms developed under the “classical approach”, a physical ac-
cess control system is operated.

2. Simultaneously to system operation, biometric acquired samples are stored in a
database.

This procedure provides the following characteristics:

a) In general, the number of samples per user and the time interval between ac-
quisitions will be different for each user. While this can be seen as a drawback
in fact this is a chance to develop algorithms in conditions similar to “real
world” where the user’s accesses are not necessary regular.

b) While supervised databases contain a limited number of recording sessions, this
approach permits to obtain, in an easy way, a long term evolution database.

¢) Biometric samples must be checked and labeled a posteriori, while this task is
easier in supervised acquisitions.

d) While incorrect (noisy, blurred, etc.) samples are discarded in supervised data-
bases, they exhibit a great interest when trying to program an application able
to manage the Failure to Acquire rate. In addition, these bad quality samples
are obtained in a realistic situation that hardly can be obtained in laboratory
conditions.
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2 Multimodal Interface for Biometric Recognition and Database
Acquisition

In this section we present a multimodal device specially designed to acquire speech,
on-line signature, hand-geometry and face. This system has been developed under the
frame of a national coordinated project between four universities, with the next main
responsibilities: Universidad de Las Palmas de Gran Canaria (acquisition protocol and
contact-less hand-geometry software), Universidad Auténoma de Madrid (box design,
speech and on-line signature algorithms) and Escola Universitaria Politecnica de
Mataré (operational database collection philosophy and face recognition algorithm).

Micro:speech Webcam: face Webcam: hand

Touch screen: signature

IR-board Tablet-PC

Connectors Power supply Fans

Fig. 5. Multimodal interface for biometric database acquisition (hand-geometry, speech, face
and on-line signature). Frontal view (top) and rear view (bottom).
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Figure 5 shows the aspect of the multimodal interface. While the system is pre-
pared for four biometric traits, the acquisition protocol asks the user to provide his/her
identity and two biometric traits (randomly selected). If both biometric traits are posi-
tively identified, the user is declared as “genuine”. In case of tilt, a third biometric
trait is checked. The core of this system is a hewlett-packard notebook with touch
screen (suitable for online signature acquisition). The technological solutions behind
each biometric trait are DCT-NN [11] for face recognition, SVM for hand-geometry,
HMM for signature and GMM for speaker recognition.

Figure 6 shows some snapshots of the screen and figure 7 shows a physical instal-
lation in a wall for door opening system.

Fig. 6. Some snapshots of the screen: main menu, administrative functions, and enrolment
screens (on the bottom)

FEEE BERE

Fig. 7. Physical installation (at EUPML) in a wall for door opening system
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3 Real World: One Step Further from Laboratory Conditions

The goal of research should be to develop applications useful for daily usage. How-
ever, nowadays, most of the research is performed in laboratory conditions, which are
far from “real world” conditions. While this laboratory conditions are interesting and
necessary in the first steps, it is important to jump from laboratory to real world con-
ditions. This implies to find a solution for a large number of problems that never ap-
pear inside the laboratory. They can be summarized in the following list:

e The user must face the system without the help of a supervisor.

e The system must be able to manage acquisitions with low quality (Failure to
Acquire).

e The algorithms should consider the protocol to remove and to add users in an
easy and efficient way (in a reasonable amount of time).

e The system must manage users outside the database (“open world” situation).

e The system must be able to detect coherence between training samples in or-
der to ask for additional samples in case of troubles. In this sense, we have
proposed an intelligent enrolment in [6].

In conclusion, the goal is not a fine trimming that provides a very small error in labo-
ratory conditions. The goal is a system able to generalize (manage new samples not
seen in the laboratory). It is important to emphasize that the classical Equal Error Rate
(EER) for biometric system adjustment implies that the verification threshold is set up
a posteriori (after knowing the whole set of test scores). While this is possible in labo-
ratory conditions, this has no sense in a real world operation system. Thus, system
performance measured by means of EER offers a limited utility.

Although a large number or different “real world” scenarios exist, and each one
will presents its own particularities, most of them will have to deal with the main
features described in this section.

4 Conclusions

In this paper we have presented a multimodal interface for biometric database acquisi-
tion. This system makes feasible the acquisition of four different biometric traits:
hand-geometry, voice, on-line signature and still face image. In this paper we have
emphasized the convenience of unsupervised database acquisition.

Acknowledgements

This work has been supported by FEDER and MEC, TEC2006-13141-C03/TCM, and
COST-2102.

References

1. Faundez-Zanuy, M., Fierrez-Aguilar, J., Ortega-Garcia, J., Gonzalez-Rodriguez, J.: Mul-
timodal biometric databases: an overview. IEEE Aerospace and electronic systems maga-
zine 21(9), 29-37 (2006)



206

10.
11.

M. Faundez-Zanuy et al.

Martin, A., Doddington, G., Kamm, T., Ordowski, M., Przybocki, M.: The DET curve in
assessment of detection performance. In: European speech Processing Conference Eu-
rospeech 1997, vol. 4, pp. 1895-1898 (1997)

Samaria, F., Harter, A.: Parameterization of a stochastic model for human face identifica-
tion. In: 2nd IEEE Workshop on Applications of Computer Vision, December 1994, Sara-
sota, Florida (1994)

Color FERET. Facial Image Database, Image Group, Information Access Division, ITL,
National Institute of Standards and Technology (October 2003)

. Roure-Alcobé, J., Faundez-Zanuy, M.: Face recognition with small and large size data-

bases. In: IEEE 39th International Carnahan Conference on Security Technology ICCST
2005 Las Palmas de Gran Canaria, October 2005, pp. 153-156 (2005)

Jain, A.K., Bolle, R., Pankanti, S. (eds.): Biometrics, personal identification in networked
society. Kluwer academic publishers, Dordrecht (1999)

Faundez-Zanuy, M.: Door-opening system using a low-cost fingerprint scanner and a PC.
IEEE Aerospace and Electronic Systems Magazine 19(8), 23-26 (2004)

Faundez-Zanuy, M., Fabregas, J.: Testing report of a fingerprint-based door-opening sys-
tem. IEEE Aerospace and Electronic Systems Magazine 20(6), 18-20 (2005)
http://biolab.csr.unibo.it/research.asp?organize=Activities&
select=&selObj=12&pathSubj=111%7C%7Cl2&
http://www.igbiometrix.com/products_faces_40.html

Faundez-Zanuy, M., Roure-Alcobé, J., Espinosa-Durd, V., Ortega, J.A.: An efficient face
verification method in a transformed domain. Pattern recognition letters 28(7), 854-858
(2007)



	Biometric Database Acquisition Close to “Real World” Conditions
	Introduction
	Classic Design (Step 1)
	Proposed Approach (Step 2)

	Multimodal Interface for Biometric Recognition and Database Acquisition
	Real World: One Step Further from Laboratory Conditions
	Conclusions
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




