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Abstract. Considering that the binary images are featured little capability in
data hiding, difficulty in watermarking embedding and two values, in order to
improve the robustness and invisibility of watermarkings embedded into the bi-
nary images, a novel algorithm is presented which is based on DWT (Discrete
Wavelet Transformation). The original watermarking signal is embedded into
the lowest frequency sub-band of the wavelet domain. Combined with the tech-
nique of encryption, the extracted invariant pixel distribution features of the
binary image establish another layer virtual watermarking and a mapping
relationship between the two layer watermarkings. The mapping enables the
self-restoration of the original watermarking with virtual watermarking when
the binary image is attacked. The watermarking can be well extracted without
the original binary image. The invisibility and robustness of the proposed
algorithm are demonstrated by the Simulations such as Gaussian noise, JPEG
compression and some geometric attacks.

Keywords: DWT, pixel distribution features, virtual watermarking, watermark-
ing restoration.

1 Introduction

As an effective method of multimedia copyright protection and information security
maintenance, digital watermarking technique is becoming a hot topic in the area of
information processing. At present, a large amount of references mainly involve gray
image, color image and the research of the video and audio watermarking. The binary
image is bi-level and it is difficult to embed watermarking into it, so the binary image
watermarking is seldom considered. With the global progress of the information digi-
talization, a lot of important binary text data, such as personal files, medical records,
academic certificates, patent certificates, handwriting signatures, design patterns,
library books, confidential documents have turned into digital documents by scan. In
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addition, with the increasingly prevalent e-commerce and e-government, the copy
tracing and the integrity authentication of the electronic binary text documents are
urgently required. We can deem most of these documents as binary text images. In
some fields, the binary images are much more valuable than common gray and color
images or video and audio files. So the copyright protection and information security
maintenance of the binary images are especially important.

Currently, few domestic papers about binary image watermarking are found. The
familiar binary image watermarking methods are line space encoding and character
space encoding. Line space encoding is proposed by Brassil etc [1] in bell lab and
implements watermarking embedding by means of changing the line space. Character
space encoding is proposed by Huang etc [2] and implements watermarking embed-
ding by means of left-right shifts of a word.

In general, we can classify image watermarking into two categories depending on
the embedding domain: the spatial domain techniques and the frequency domain
techniques. In spatial domain, the watermarking is embedded in the original image by
modifying the pixel values or the least significant bits (LSB). All of the above bi-level
image watermarking schemes are based on spatial domain. Compared with the
schemes based on transform domain, these schemes are featured little capability in
data hiding, poor robustness and complicated watermarking extraction process. More-
over, Chinese characters have no character space and baseline in the sense of English,
so the effectiveness of Chinese character watermarking embedding is not always ideal
by above methods. Recently, some works has focused on the frequency domain wa-
termarking. Among the transform domains, the wavelet, due to its similarity to human
visual system (HVS), is a proper domain for watermarking embedding. By using this
transformation, modification is imposed on those regions that are less sensitive to
human eyes. Therefore it causes effective achievement in the fidelity and robustness
requirements. In addition, both newly JPEG2000 image and MPEG-4 video compres-
sion standard adopt this transformation, so the watermarking scheme is in well com-
patible with the new standards.

Dual digital watermarking technique embeds two layer watermarkings in one im-
age and effectively increases information quantity of the embedded watermarkings.
Traditional dual watermarking mainly emphasizes on realizing the functionally ex-
pansion of the watermarking to meet various practical requirements [3, 4]. Generally
speaking, it can actuate two or more functions simultaneously and obviously has ad-
vantage in information quantity, but it is also far inferior to others in invisibility [5].
The algorithm features such as higher complex computation restrict the self-
development of the dual watermarking.

The paper presents a new dual digital watermarking scheme which is based on
wavelet domain and invariant distribution features of pixels in binary images. There-
fore, a blind binary image watermarking algorithm with excellent robustness, invisi-
bility and low computational complexity is realized.

The rest of the paper is structured as follows. As the backgrounds of the water-
marking scheme, the pixel distribution features are presented in section 2. The entire
watermarking scheme, including the two layer watermarking embedding process and
the watermarking restoration, is introduced in detail in section 3. In section 4, the
performance of the proposed watermarking method is evaluated by applying some
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familiar attacks to the watermarked binary images. Finally in section 5 we conclude
our method.

2 Pixel Distribution Features of Binary Images

As for a binary image f(x,y), target pixels (If the coordinate of the target pixel is
(a, b), then f(a,b)=1) are parts of the global image region, so gravity center

(x, y) can be selected as the centroid of the image and it meets the below equations.

x= (02X f U NI Y f ) - (1)
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“ R ” represents the target pixel region of the binary image. Computing the Euclidean
distance between the centroid and every target pixel and finding out the maximum

distance (denoted as D __ ) must be executed after getting the centroid. Subse-

max
quently, we obtain a circumcircle of the target pixel region. The circle center of the

circumcircle is the centroid and the radius of itis D .

Assuming that there are K bits of watermarkings to be embedded into the original
image and the total number of target pixels is X , we can divide the circumcircle of

the target pixel region into one circle sub-region and \_K / (\_log2 X J+ I)J—l con-
centric ring sub-regions and all sub-regions have the same circle center (the centroid).
These sub-regions are separately denoted as R,,R,, -+, R,, from inside to outside
(M = \_K / (\_log2 X J+1)J). There are two sub-region division methods namely

equidistant division method and equal-area division method [6].
Here we use the equal-area division method. Every sub-region interval has the

same area with the assumption that 1 < i < M . It is described in equation (4).

Ri :{(-x,y)l(i_l)XDmaxz/M <(X—;)2 +(y_;)2 Si><l)ma)(2/]‘4} (4)

Fig. 1 shows the results under the condition of M =4 . Certainly, in the real applica-
tion, M is much larger than 4.
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Fig. 1. One circle and three concentric ring sub-regions divided by equal-area method under the
condition of M =4

The target pixel number of every sub-region can be represented to
S.(i=12,---,M). With the maximum value of S, (S . = max (S,)), we
i=1,2,--,M

can calculate the probability density of the target pixels of every sub-region.

r=S81S_ (i=12,M). 5)

In theory, 7,(i =1,2,---,M) is comparatively invariant under all kinds of famil-
iar geometric attacks such as rotation, translation and scaling, so we can encode every
element of r,(i=12,---,M) with Llog2 XJ+1 binary bits and then get
M x (|_10g2 XJ-%— 1) binary bits. If M X (Llog2 XJ+ 1) is less than K, in order

to make the length of the obtained binary code be equal to K , we fill it with the low-
est K —M X (|_10g2 X J+ I) bits of S, . . In the end, the obtained binary code with

the length of K bits are denoted as B . We can define the binary code as the pixel
distribution features of the binary image.

3 The Watermarking Scheme

Without affecting the results, we suppose that the size of the original host image F

and the watermarking image W, are bXb and aXa respectively, as shown below.

W, ={w(, ) Iw(, ))=0;1<i<al< j<a}. 6)

F={fG, ) f(G,j)=0;1<i<b1< j<b}. 7

The watermarking embedding steps are described as follows.

3.1 The First Layer Watermarking Scheme

As shown in Fig. 2, after One-level wavelet transformation, the original image is
decomposed into four sub-bands: LL, HL, LH, HH. As for binary image, the higher
frequency sub-bands include ample texture features, poor energies and are liable to
the affection of interference, so the coefficients in LL (lowest frequency sub-band)
sub-band are selected to implement watermarking scheme.
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LL | HL

LH | HH

Fig. 2. Four sub-bands after One-level wavelet decomposition

Using L-level wavelet transformation, the original image is decomposed into its
sub-bands. The coefficient matrix (denoted by FA, ) in the lowest frequency sub-

band of the last level is selected and L can be obtained by the following formula.

L<|log,(b/a)] . ®)

The robustness is better and the decomposition and reconstruction time becomes
longer when L is increasing.
Finally we can embed watermarking into /A, by means of modifying the coeffi-

cients in it and a binary logical table in relation to the original watermarking is pro-
duced. It is actually a superposition method. Some related formulae are listed here.

FA, (i, j) = FA, (i, j)+ oW, i, ) . ©)
FA, (i, j) = round (FA, (i, j)/1) . (10)
FA, (i, j) = FA, (i, j)xt . (1)
kk(i, j) = FA, (i, )ymod?2 . (12)
key(i, j) = kk(i, j) ®W,(, j) . (13)

“a ” represents the watermarking embedding strength. Aiming at the robustness and
invisibility of the watermarking scheme, the value range of the quantization parameter

t is 0~0.5 according to the coefficients in FA 1, - “round” in equation (10) is the inte-
gral function by rounding rule. After watermarking embedding and quantization, the

selected coefficient matrix is transformed to FA . - HASH function is used to assure

the reliability of the binary logical table (denoted as key(i, j)). The binary logical
table is necessary for original watermarking extraction. As the secret key, it can be
used to apply to the third party for copyright protection.

Watermarking extraction is the reverse process of the watermarking embedding.

L -level wavelet decomposition of the watermarked image is carried out to extract the
coefficient matrix in the lowest frequency sub-band of the last level. The matrix is
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denoted as T _FA,(i,j). We can easily extract watermarking (denoted as

W' (i, j)) according to the matrix and the produced binary logical table. The original
image is not required in this method. It is described as below equations.

T _FA, (i, j)=round(T _FA, (i, j)/1) . (14)
kk™(i, jy=T _FA, (i, j)ymod2 . (15)
W'(i, j) =kk" (i, j) @ key(i, j) . (16)

3.2 The Second Layer Watermarking Scheme

Using the method discussed in section 2, a pixel distribution feature matrix (denoted
as B) of the watermarked image can be obtained and the size of the matrix is bXb .

We get the second layer watermarking W, using the following formula.
W, (i, j) = E(B(, j))®W,(, j)) . (17)

E is the encryption function for the purpose of increasing the security of the water-
marking. A variety of encryption methods can be employed. Here we use disorder

processing with M and S _,  being the secret keys. @ is XOR opera-
tor(1®1=0,0©0=0, 1®0=1,0@1=1). W, is virtual because in fact, it is

not embedded into the host image. On the contrary, together with M and S max > 1018
stored in an encrypted XML document [7]. When the watermarked image suffer some
serious attacks, the virtual watermarking may be useful to restore the first layer origi-
nal watermarking which is in fact embedded into the host binary image. We can see it
in section 3.3 and well realize it later from experiments. Furthermore, the equation
(17) establishes a mapping relationship between the first and the second layer water-

marking.

3.3 Watermarking Restoration

It has been widely recognized that the robustness of the watermarking is an important
issue in applications of the watermarking algorithm. It can be defined as “ability to
detect the watermarking after common signal processing operations”. Watermarkings
could be removed intentionally or unintentionally after some distortions such as com-
pression, noise adding, shear transformation. For image watermarking, the robustness
of the watermarking under geometric transformations, among other possible distor-
tions, has to be addressed first and foremost, because they can dramatically affect the
correct detection of the watermarking.

In the sequel we propose a low complexity watermarking restoration scheme which
is computationally simple. It is based on the stability of the pixel probability density
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which is formerly put forward. The restorarion scheme is especially effective under
attacks such as rotation, scaling and translation. Even under other attacks, the pixel
probability density of an image is comparatively stable only if the watermarked image
is not damaged a lot under these attacks. So we can also compute the pixel probability
density of every target pixel sub-region of the watermarked image under attacks.
According to the discussion in section 3.2, with the extraction and using of M
and S that are stored in the XML document, after computing the pixel probability

density of every target pixel sub-region of the watermarked image under attacks, we
can get a matrix T. The size of the matrix is equal to that of the second layer virtual
watermarking. The formula of watermarking restoration process is a simple XOR
operation.

W, (i, j) =T, j) ® EW,(, j)) . (18)

E is the decryption function which is the reverse process of E in equation (17). The

matrix W, is the final result of the watermarking restoration process.

4 Experimental Results

In order to evaluate the proposed scheme, we choose an original binary image of size
384X384 and a watermarking image of size 96X96 and perform experiments as
following.

Fig. 3 shows the process of embedding and extraction of the watermarking without
any attacks. The result of comparing the original image with the watermarked image
shows that the algorithm has good imperceptibility and the result of comparing the
original watermarking and the extracted watermarking shows the effectiveness of the
extraction.

EhEREREPREAES

4 A

(a) (b) )] (d

Fig. 3. (a) Original image, (b) Watermarked image, (c) Original watermarking, (d) Extracted
watermarking

Subsequently, let us see the robustness of the dual watermarking scheme under
some familiar attacks.

Fig. 4 shows the robustness under JPEG compression attacks with compression
rate of 10%, 50% and 90% respectively. According to the extracted watermarkings
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Fig. 4. (a) 10% compression, (b) 50% compression, (c) 90% compression, (d) Watermarking
from (a), (e) Watermarking from (b), (f) Watermarking from (c)

from the three watermarked images, even the compression rate is 10%, the water-
marking is very easy to be seen.

Fig. 5 shows the robustness under 20% shearing attack. The result shows that the
extracted watermarking is slightly fuzzy in a small part of the center region using the
usual single DWT watermarking scheme. Using the restoration scheme described in
section 3.3, we can see that the restored watermarking image can be clearly identified.
By the way, the issue “restored watermarking” in this paper is always obtained by the
restoration scheme described in section 3.3.

fEhERBFERPREEES
BIFO—HHATR, WF k
SRS PETLH#

Jrphsl.

(a) (b) (c)

Fig. 5. (a) 20% sheared image, (b) Extracted watermarking using usual DWT scheme, (c) Re-
stored watermarking using dual watermarking scheme

Fig. 6 shows the good robustness under Gaussian noise attacks with intensity of
0.005, 0.010, 0.015 and 0.020 respectively. From the extracted watermarking
images, it is obvious that the scheme has good ability of resisting Gaussian noise
attacks. Comparing the extracted watermarkings using the usual single DWT wa-
termarking scheme and the restored watermarkings, it implies that at the same in-
tensity level of the noise, the quality of the restored watermarking image is higher
than that of the extracted watermarking image using the usual single DWT water-
marking scheme.
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Fig. 6. (a) Extracted watermarking under 0.005 Gaussian noise using usual DWT scheme, (b)
Restored watermarking under 0.005 Gaussian noise using dual watermarking scheme, (c) Ex-
tracted watermarking under 0.010 Gaussian noise using usual DWT scheme, (d) Restored
watermarking under 0.010 Gaussian noise using dual watermarking scheme, (e) Extracted
watermarking under 0.015 Gaussian noise using usual DWT scheme, (f) Restored watermark-
ing under 0.015 Gaussian noise using dual watermarking scheme, (g) Extracted watermarking
under 0.020 Gaussian noise using usual DWT scheme, (h) Restored watermarking under 0.020
Gaussian noise using dual watermarking scheme

Fig. 7 shows the robustness under translation attack. After translating the water-
marked image down and to the right by 25 pixels, the extracted image is very fuzzy
using the usual single DWT watermarking scheme, but as we see, the restored water-
marking image is almost the same as the original watermarking image.

/
i VAN
(a) (b)

Fig. 7. (a) Extracted watermarking under translation attack using usual DWT scheme, (b) Re-
stored watermarking under translation attack using dual watermarking scheme

Fig. 8 shows the robustness under 0.75-time scaling attack. The quality of the wa-
termarked image under the scaling attack declines obviously. After scaling to the
original size of the watermarked image, we obtain a satisfied result of the extracted
watermarking using the usual single DWT watermarking scheme. But sometimes, not
knowing the original size of the watermarked image, we are still satisfied with the
quality of the restored watermarking.
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Fig. 8. (a) Watermarked image after 0.75-time scaling attack, (b) Extracted watermarking after
scaling to the original size using usual DWT scheme, (c) Restored watermarking using dual
watermarking scheme

Fig. 9 shows the powerful restoration scheme again. The extracted watermarkings
are too fuzzy to be identified using the usual single DWT watermarking scheme. The
result shows that the quality of the restored watermarkings are all fairly good by rotat-
ing the watermarked image by 20, 40 and 60 degrees respectively.
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Fig. 9. (a) Watermarked image after rotated by 20 degrees, (b) Watermarked image after ro-
tated by 40 degrees, (c) Watermarked image after rotated by 60 degrees, (d) Restored water-
marking from (a), (e) Restored watermarking from (b), (f) Restored watermarking from (c)

5 Conclusion

In this paper, a dual DWT and pixel distribution features based blind binary image
watermarking scheme has been proposed. The comparatively invariant pixel distribu-
tion features against a lot of attacks are used to form the second layer virtual water-
marking and establish a mapping relationship between the two layer watermarkings.
So the watermarking scheme is robust against all kinds of familiar attacks. Using
DWT decomposition, the lowest frequency sub-band of the last level is selected to
embed the first layer original watermarking because it is not liable to the interference.
Therefore the scheme has excellent invisibility. The invariant features described in
this paper can be easily obtained. In other words, the watermarking algorithm has low
complexity and it is easy to manipulate. In addition, compared with other schemes,
less virtual watermarkings are required to be stored in the encrypted XML document.
These arguments are strongly supported by the experiment results.
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