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Abstract. Symbolic characterizations of bisimilarities for the applied
pi-calculus proposed so far are sound but incomplete, even restricted
to the finite fragment of the calculus. In this paper we present a novel
approach to symbolic semantics for the applied pi-calculus, leading to
a notion of symbolic bisimulation which is both sound and complete with
respect to the standard concrete bisimulation. Moreover, our approach
accommodates recursions hence works for the full calculus.

1 Introduction

The applied pi-calculus [2] can be regarded as a generalization of the spi-
calculus [3] in that it allows user-provided primitives for cryptographic oper-
ations. The calculus inherits the constructs for communication, concurrency and
scope extrusion from the original pi-calculus [21]. It has a special mechanism
for outputting compound messages which entails an auxiliary substitution con-
struct of the form {M/x}, known as an “active substitution” that behaves like
a floating “let” and serves to capture the partial environmental knowledge.

As in the standard operational semantics for the pi-calculus and value-passing
CCS, in the applied pi-calculus an input may give rise to an infinite num-
ber of branches, which hinders the efforts to develop automated tools for the
calculus. The standard approach is to develop symbolic theory which enables
more amenable and more efficient automatic verification. Symbolic semantics
have been developed smoothly for the value-passing CCS and many of its
derivatives[15,9,18], in which all possible values offered by the environment are
replaced by a single “symbolic variable”. However it turns out that defining
a symbolic semantics for the applied pi-calculus is unexpectedly technically dif-
ficult [13]. Despite various efforts from the community, up till now no complete
symbolic semantics has been established for the applied pi-calculus, even when
restricted to the finite fragment of the calculus, i.e. the fragment without recur-
sions.
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Symbolic bisimulations for value-passing CCS [15] and the pure pi-
calculus [18,9] are indexed by boolean conditions to constrain the sets of values
which symbolic variables may take. To achieve completeness, when comparing
two processes for bisimilarity, it is necessary to “partition” the indexing condi-
tion into some sub-conditions in such a way that the two processes can simu-
late each other’s transitions under each sub-condition. In the applied pi-calculus
a symbolic bisimulation will be indexed by constraints each of which encompass
a similar condition as well as deducibilities. The concept of deducibilities is by
now widely used in modeling security protocols to represent all the messages
that can be computed by intruders using a given set of messages [20,12,4,13].
As such deducibilities can not, and should not, be partitioned. In the previous
work on symbolic bisimulation for the applied pi-calculus, not only conditions
and deducibilities are entangled together in constraints, but also constraints and
processes are mixed in transitions and bisimulations. This makes it impossible
to partition indexing conditions, causing incompleteness.

To harness the difficulty we need to separate constraints from processes and
conditions from deducibilities. To this end we extend the language for boolean
expressions with two novel operators, σ � Φ, read “σ guards Φ”, and Hn. Φ,
read “hide n in Φ”. In σ � Φ, the substitution σ represents (partial) environ-
mental knowledge for the variables occurring in Φ. In Hn. Φ the name n is made
local in Φ. With these operators we are able to make constraints completely
independent of processes and to clearly separate conditions from deducibilities.
As a result our notion of a symbolic bisimulation will be of the form A ≈(D,Φ) B,
where D is a special set of deducibilities and Φ a condition formula, only the
later is subject to partitioning when A and B are compared for bisimilarity.
Besides, recursions were outside the scope of [13,14], due to difficulties arising
from infinite name binders. Having hiding in formulas helps to keep track of the
scope of names in constraints, which enables us to handle recursions smoothly
with an “on-the-fly” approach.

The main contributions of the paper are twofold: (1) establishing the first
sound and complete theory of symbolic bisimulation for the applied pi-calculus,
and (2) our result covers recursions and is the first symbolic theory for the full
applied pi-calculus.

Related work. Our work is inspired by [13,14] and the notion of “intermediate
processes” used in this paper is taken from there. An ad hoc symbolic method
relying on a notion of unification is proposed in [8] for the analysis of security
protocols in a calculus akin to the applied pi-calculus. In [17,5] two variants
of the applied pi-calculus, called the extended pi-calculi and psi-calculi respec-
tively, are proposed aiming at being more amenable to technical treatments.
Automated tools for security protocols in the context of the applied pi calculus
are reported in [6,7]. A sound symbolic semantics for spi-calculus is introduced
in [11]. Recently this semantics is revised to achieve completeness in [10], but
their techniques are not applicable to the applied pi-calculus.

Due to space limitation proofs have been omitted from this extended abstract.
They can be found in the full version of this paper [19].
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2 Applied Pi-Calculus

2.1 Syntax

We assume two disjoint, infinite sets N and V of names and variables, respec-
tively. A signature is a finite set of function symbols, such as f, h, each having
a non-negative arity. Terms are defined by the grammar:

M, N ::= a, b, c, · · · , k, · · · , m, n, · · · , s name
x, y, z variable
f(M1, · · · , M�) function application

We write names(M) and vars(M) for the sets of names and resp. variables in M .
Let atoms(M) = vars(M) ∪ names(M). A ground term is a term containing no
variable.

We rely on a sort system including a universal base sort and a channel sort.
The sort system splits N and V respectively into channel names Nch and base
names Nb, channel variables Vch and base variables Vb. Function symbols take
arguments and produce results of the base sort only. We will use a, b, c as channel
names, s, k as base names, and m, n as names of any sort. We use meta variables
u, v, w to range over both names and variables. We abbreviate tuples u1, · · · , u�

and M1, · · · , M� to ũ and ˜M respectively.
Plain processes are constructed using the standard operators 0 (nil), | (paral-

lel composition), νn (name restriction), if-then-else (conditional), u(x) (input),
u〈N〉 (output), and recursion. Extended processes are created by extending plain
processes with active substitutions that float and apply to any process coming
into contact with it. The grammar for plain processes and extended processes
are given below:

Pr, Qr, Rr ::= plain processes Ar, Br, Cr ::= extended processes
0 Pr

Pr | Qr Ar | Br

νn.Pr νn.Ar

if M = N then Pr then Qr νx.Ar

u(x).Pr {M/x}
u〈N〉.Pr

K〈˜M〉

As in the pi-calculus, u(x), νn and νx are binding, which lead to the usual notions
of bound and free names and variables. We shall use fn(Ar), bn(Ar), fv(Ar), and
bv(Ar) to denote the sets of free names and bound names (resp. variables), of
Ar. Let fnv(Ar) = fn(Ar) ∪ fv(Ar) and bnv(Ar) = bn(Ar) ∪ bv(Ar). We shall
identify α-convertible processes. Capture of bound names and bound variables
is avoided by implicit α-conversion.

To define recursive processes we use process constants, ranged over by K,
each of which is associated with a declaration of the form K(x̃) � Pr, where
fv(Pr) ⊆ {x̃} and fn(Pr) = ∅.
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Substitutions are sort-respecting partial mappings of finite domains. Substi-
tutions of terms for variables, ranged over by σ, θ, are always required to be
cycle-free. The domain and range of σ are denoted by dom(σ) and range(σ),
respectively. We say σ is idempotent if dom(σ) ∩ vars(range(σ)) = ∅. We write
vars(σ) and names(σ) for the sets of variables and names occurring in σ, respec-
tively. Also let atoms(σ) = vars(σ) ∪ names(σ). Let Z be an expression which
may be a term, a process, or a substitution. The application of σ to Z is written
in postfix notation, Zσ. Let {M1/x1, · · · , Mn/xn}σ = {M1σ/x1, · · · , Mnσ/xn}.
The composition of substitutions is denoted σ1 ◦ σ2, and Z(σ1 ◦ σ2) = (Zσ2)σ1.
σ∗ is the result of composing with σ repeatedly until obtaining an idempotent
substitution. We use σ1∪σ2 to denote the union when their domains are disjoint.

Due to technical reasons active substitutions are required to be defined on
the base sort only, but this does not impose any restrictions on applications.
In an extended process, active substitutions must be cycle-free and there is at
most one substitution for each variable and exactly one when the variable is
restricted. We say Ar is closed if every variable is either bound or defined by an
active substitution. A frame is an extended process built up from 0 and active
substitutions by parallel composition and restriction. The domain of frame φ,
denoted by dom(φ), is the set of variables x for which φ contains a substitution
{M/x} not under νx. The frame of an extended process Ar, denoted by φ(Ar),
is obtained by replacing every plain process embedded in Ar with 0. Note that
dom(Ar) is the same as dom(φ(Ar)).

2.2 Semantics

A context is an extended process with a hole. An evaluation context is a context
in which the hole is not under an input, an output or a conditional. A term
context is a term with holes. Terms are equipped with an equational theory =E

that is an equivalence relation closed under substitutions of terms for variables,
one-to-one renamings and term contexts. We write M 
=E N for the negation
of M =E N . Structural equivalence ≡ is the smallest equivalence relation on
extended processes closed by evaluation contexts, α-conversion and such that:

Ar ≡ Ar | 0
Ar | Br ≡ Br | Ar

Ar | (Br | Cr) ≡ (Ar | Br) | Cr

νx.{M/x} ≡ 0 νn.0 ≡ 0
{M/x} ≡ {N/x} when M =E N νu.νv.Ar ≡ νv.νu.Ar

{M/x} | Ar ≡ {M/x} | Ar{M/x} Ar | νu.Br ≡ νu.(Ar | Br) when u /∈ fnv(Ar)

The labeled operational semantics is given in Fig. 1. To handle recursions, we
take advantage of an internal transition to unfold them.1 We denote by =⇒ the

1 We have chosen to use recursions with K〈˜M〉 τ−→ Pr{˜M/x̃} to avoid the technical

difficulties arising from the structural equivalence rule K〈˜M〉 ≡ Pr{˜M/x̃} or !P ≡
P |!P . Our results will carry over if replication is used with this rule removed and
replaced by !P

τ−→ P |!P in the operational semantics.
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Then if M = M then Pr else Qr
τ−→ Pr Else if M = N then Pr else Qr

τ−→ Qr

if M, N are ground terms and M �=E N

Comm a〈M〉.Pr | a(x).Qr
τ−→ Pr | Qr{M/x} Rec K〈˜M〉 τ−→ Pr{˜M/x̃} where K(x̃) � Pr

In a(x).Pr
a(M)−−−→ Pr{M/x} Out-atom a〈u〉.Pr

a〈u〉−−−→ Pr where u ∈ Nch ∪ Vb

Open-atom
Ar

a〈u〉−−−→ Br a �= u

νu.Ar
νu.a〈u〉−−−−−→ Br

Scope
Ar

α−→ Br u does not occur in α

νu.Ar
α−→ νu.Br

Par
Ar

α−→ A′
r bnv(α) ∩ fnv(Br) = ∅

Ar | Br
α−→ A′

r | Br

Struct
Ar ≡ Cr

α−→ C′
r ≡ Br

Ar
α−→ Br

Fig. 1. The Operational Semantics

reflexive and transitive closure of τ−→, and write α=⇒ for =⇒ α−→=⇒, and α̂=⇒ for
α=⇒ if α is not τ and =⇒ otherwise.
We say two terms M and N are equal in the frame φ, written (M = N)φ,

iff φ ≡ νñ.σ, Mσ =E Nσ and {ñ} ∩ names(M, N) = ∅ for some names ñ and
substitution σ. The notion of static equivalence is introduced to ensure that two
processes expose the same information to the environment. Static equivalence is
decidable for a large class of equational theories [1].

Definition 1. Two closed frames φ1 and φ2 are statically equivalent, written
φ1 ∼ φ2, if dom(φ1) = dom(φ2), and for all terms M and N such that
vars(M, N) ⊆ dom(φ1) it holds (M = N)φ1 iff (M = N)φ2. Two closed ex-
tended processes Ar and Br are statically equivalent, written Ar ∼ Br, when
their frames are.

Definition 2. Labeled bisimilarity (≈) is the largest symmetric relation R on
closed extended processes such that ArRBr implies:

1. Ar ∼ Br

2. if Ar
α−→ A′

r and fv (α) ⊆ dom(Ar) and bn(α) ∩ fn(Br) = ∅, then Br
α̂=⇒ B′

r

and A′
r RB′

r for some B′
r.

2.3 Intermediate Representation

The intermediate representation was introduced in [13] as a means to circumvent
the difficulties caused by structural equivalence for developing symbolic seman-
tics. In the sequel we shall abbreviate “intermediate” to “inter.”. The grammar
of inter. processes is given below:

P, Q, R := inter. plain processes F, G, H := inter. framed processes
0 P
P | Q {M/x}
if M = N then P else Q F | G
u(x).P A, B, C := inter. extended processes
u〈M〉.P F

K〈˜M〉 νn.A
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Γ (0) = 0 Γ (u(x).Pr) = νñ.u(x).P where Γ (Pr) = νñ.P

Γ (K〈˜M〉) = K〈˜M〉 Γ (u〈N〉.Pr) = νñ.u〈N〉.P where Γ (Pr) = νñ.P

Γ (if M = N then Pr else Qr) = νñ.νm̃. if M = N then P else Q
where Γ (Pr) = νñ.P, Γ (Qr) = νm̃.Q

Γ (Ar | Br) = νñ.νm̃.(F | G)ϕ(F | G)∗ where Γ (Ar) = νñ.F, Γ (Br) = νm̃.G

Γ ({M/x}) = {M/x} Γ (νn.Ar) = νn.Γ (Ar) Γ (νx.Ar) = Γ (Ar)\x

where Γ (Ar)\x is obtained by replacing {M/x} in Γ (Ar) with 0

Fig. 2. Transformation

Inter. processes are required to be applied, that is, each variable in dom(A)
occurs only once in A. Thus, for example, a〈f(k)〉 | {f(k)/x} is applied while
a〈x〉 | {f(k)/x} is not. For an inter. framed process F , we write ϕ(F ) for the
substitution obtained by taking the union of the active substitutions in F . As an
example, ϕ(a〈f(k)〉 | {k/x} | {h(k)/y}) = {k/x, h(k)/y}. An inter. evaluation
context is an inter. extended process with a hole not under an input, an output
or a conditional. We shall also identify α-convertible inter. processes.

The function Γ in Fig. 2 turns an extended processes into an inter. extended
process(“↓” in [13]) where we assume bound names are pairwise-distinct and dif-
ferent from free names. It transforms an extended process into an inter. extended
process by pulling all name binders to the top level, applying active substitu-
tions and eliminating variable restrictions. For example, Γ (νx.(a〈f(x)〉.νn.a〈n〉 |
νk.{h(k)/x})) = νn.νk.(a〈f(h(k))〉.a〈n〉 | 0). For a recursion K〈˜M〉 it is feasi-
ble to work “on-the-fly” and keep K〈˜M〉 invariant under Γ . It can be shown
that Γ preserves α-conversion.

The inter. processes are a selected subset of the original processes. It turns out
that it is sufficient to build symbolic semantics on top of inter. processes only.
Thus this representation behaves like some kind of “normal form” and indeed
facilitates the development of a symbolic framework.

3 Constraints

Symbolic bisimulations for value-passing CCS [15] and original pi-calculus [18,9]
are indexed by boolean conditions under which transitions can be fired, and to
achieve completeness it is essential to partition the indexing boolean conditions
when comparing processes for bisimilarity. In the applied pi-calculus a symbolic
bisimulation will be indexed by constraints, each of which encompass a similar
condition as well as deducibilities. The concept of deducibilities is by now widely
used in modeling security protocols to represent all the messages that can be
computed by intruders using a given set of messages [20,12,4,13]. In the previous
work on symbolic bisimulation for the applied pi-calculus, not only conditions
and deducibilities are entangled together in constraints, but constraints and
processes are mixed in transitions and bisimulations. This makes it impossible
to partition conditions, thus causing incompleteness.
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In our framework constraints are separated from processes. Furthermore,
a constraint is split into a “trail” of deducibilities and a formula, only the latter
is subject to partitioning when two processes are compared for bisimilarity.

A deducibility takes the form x : U where x ∈ V , U is a finite subset of
Nch ∪ Vb, and x /∈ U . Let names(U) = U ∩ N and vars(U) = U ∩ V . We say
that a set of deducibilities is a trail if it can be ordered as x1 : U1, · · · , x� : U�

satisfying the following conditions:

1. x1, · · · , x� are pairwise-distinct and do not appear in any Uj (1 ≤ j ≤ 
);
2. for each 1 ≤ i < 
, names(Ui) ⊇ names(Ui+1) and vars(Ui) ⊆ vars(Ui+1).

We shall use D, E ,F to range over trails.
Let E = { xi : Ui | 1 ≤ i ≤ 
 } be a trail. We write dom(E) for the set

{x1, · · · , x�} and atoms(E) for the set dom(E) ∪ ⋃ �
i=1 Ui. We shall often abuse

the notation by writing fnv (E) for atoms(E). A substitution θ respects E if

1. dom(θ) = dom(E), and
2. for any 1 ≤ i ≤ 
, vars(xiθ) ⊆ Ui and names(xi θ) ∩ Ui = ∅.

Given an inter. extended process A = νñ.F , we say E is compatible with A if

1. dom(E) ∩ dom(A) = ∅,
2. vars(

⋃�
i=1 Ui) ⊆ dom(A), fv (A) ⊆ dom(A) ∪ dom(E), and

3. for any xi : Ui and y ∈ vars(Ui), xi /∈ vars(yϕ(F )).

Our notion of a deducibility relies on a set of names and variables rather than a set
of terms [20,4] or a frame [13]. By dropping the details, a collection of processes can
share a common trail. In the above definition of trail, the sets Ui are in increasing
order on variables while decreasing on names. It records the variables which can be
usedandnameswhich cannotbeusedbyxi . Intuitively vars(Ui) canbeunderstood
as a snapshot of environmental knowledge at the time when xi is input. Since the
knowledge never decreases, the order of deducibilities on variables reflects a coarse-
grained order of inputs recorded by timing information in [11,10].

Example 1. Let A = x3〈k〉 | c(x) | {f(x1)/y} | {g(x1, x2)/z}, D =
{x1 : ∅, x2 : {y}, x3 : {y, z}} and E = {x3 : {c}, x1 : ∅, x2 : {y}}. Clearly both D
and E are trails and compatible with A. Let θ = {k/x1, f(y)/x2, c/x3}. Then
θ respects D but not E , because E forbids x3 to access c.

Formulas are specified by the following grammar:

Φ, Ψ ::= Hn.Φ | Φ ∧ Φ | σ � Φatom | Φatom

Φatom ::= true | M = N | M 
= N

where σ is idempotent. We identify σ � Φatom with Φatom when dom(σ) = ∅.
We write fn(Φ) and fv (Φ) for the sets of free names and free variables of Φ,
respectively. In particular,

fn(Hn.Φ) � fn(Φ) \ {n} fv (Hn.Φ) � fv (Φ)
fn(σ � Φ) � names(σ) ∪ fn(Φ) fv (σ � Φ) � vars(σ) ∪ fv(Φ)

In Hn.Φ the name n is binding, and we shall identify α-convertible formulas.



A Complete Symbolic Bisimulation for Full Applied Pi Calculus 559

The satisfiability relation |= between idempotent substitutions θ and formu-
las Φ are defined by induction on the structure of Φ:

θ |= true
θ |= M = N if Mθ =E Nθ
θ |= M 
= N if Mθ 
=E Nθ
θ |= σ � Φ if θσ is cycle-free and (θσ)∗ |= Φ
θ |= Φ ∧ Ψ if θ |= Φ and θ |= Ψ
θ |= Hn.Φ if n /∈ names(θ) and θ |= Φ

In σ � Φ, σ represents the environmental knowledge accumulated so far to define
some variables occurring in Φ, hence Φ should be evaluated with the application
of σ. Having substitutions embedded in formulas echoes the fact that active sub-
stitutions are part of the syntax for the extended processes in applied pi-calculus.
Hn. Φ hides n in Φ. In the original pi-calculus, a restricted name can never ap-
pear in any constraint since this private information cannot be accessed. In
contrast, the applied pi-calculus provides a mechanism to indirectly access a da-
tum which may contain restricted names. For example, by the rules in Fig. 1, we

have νk. (a(x). if x = k then c else 0 | {k/y}) a(y)−−−→ νk. ( if y = k then c else 0 |
{k/y}) ≡ νk. ( if k = k then c else 0 | {k/y}) τ−→ νk. (c | {k/y}). To reflect
this we equip every equality test on terms with its own “private” environmen-
tal knowledge, which relies on the introduction of hidden names in formulas.
This makes it possible for formulas to “stand alone”, without depending on
processes, which significantly simplifies technical developments. In particular,
α-conversion, which was forbidden in the symbolic semantics of [13,14], is
allowed in our framework. Furthermore, introducing hidden names enables us to
handle recursions smoothly, which is beyond the scope of any previous approach.

We call a pair (D, Φ) a constraint, where D is a trail and Φ a formula. We
denote by Ω(D, Φ) the set of substitutions that respect D and satisfy Φ. Note
that “θ respects D” if and only if θ ∈ Ω(D, true), and Ω(D, Φ) ⊆ Ω(D, true) for
any Φ. We also observe that Ω(D, Φ ∧ Ψ) = Ω(D, Φ) ∩ Ω(D, Ψ). For a collection
of formulas Σ, we use Ω(D,

∨

Σ) to refer to the set
⋃

Ψ∈Σ Ω(D, Ψ).

Definition 3. A collection of formulas Σ is a partition of Φ under D if
Ω(D, Φ) ⊆ Ω(D,

∨

Σ).

Example 2. Let Φ = Hm.Hs.({enc(m, s)/y} � (dec(x, s) = m)) where enc
and dec are encryption and decryption functions, respectively, with the equa-
tion dec(enc(x, y), y) =E x. Clearly {enc(m, s)/x} |= dec(x, s) = m. From
{y/x}{enc(m, s)/y} = {enc(m, s)/x}, we have {y/x} |= Φ. Let D = {x : {y}}.
Then Ω(D, Φ) = Ω(D, x = y) = { {M/x} | vars(M) ⊆ {y}, M =E y }.

4 Symbolic Semantics

Symbolic structural equivalence ≡s is the smallest equivalence relation on inter.
extended processes which is closed by application of inter. evaluation contexts
and α-conversion and satisfies:
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assume u, v ∈ Nch ∪ Vch

Thens if M = N then P else Q
M=N, τ−−−−−→ P

Elses if M = N then P else Q
M �=N, τ−−−−−→ Q

Comms u〈M〉.P | v(x).Q
u=v, τ−−−−→ P | Q{M/x}

Ins u(x).P
true, u(x)−−−−−−−→ P Outchs u〈v〉.P true, u〈v〉−−−−−−→ P

Outts u〈M〉.P true, νx.u〈x〉−−−−−−−−→ P | {M/x} Recs K〈˜M〉 true, τ−−−−→ νm̃.P{˜M/x̃}
x ∈ Vb, x /∈ fv(u〈M〉.P ) K(x̃)�Pr, Γ (Pr)=νm̃.P, {m̃}∩fn(˜M)=∅

Pars
A

Ψ, α−−−→ νñ.F bv(α)∩fv(B)={ñ}∩fn(B)= ∅

A | B
Φ, α−−−→ νñ.(F | B)

Φ=

{

Ψ if fv(Ψ) = ∅
(σ ∪ ϕ(B)) � Ψ1 else ifΨ=σ � Ψ1 and dom(B)∩dom(σ)=∅

Scopes
A

Ψ, α−−−→ A′
n/∈names(α)

νn.A
Φ, α−−−→ νn.A′ Φ =

{

Ψ if n /∈ fn(Ψ)
Hn.Ψ otherwise

Openchs
A

Φ, u〈c〉−−−−→ A′
u �=c, c∈Nch

νc.A
Φ, νc.u〈c〉−−−−−−→ A′

Structs
A ≡s B

Φ, α−−−→ B′ ≡s A′

A
Φ, α−−−→ A′

Fig. 3. Symbolic Operational Semantics

A ≡s A | 0 A | B ≡s B | A A | (B | C) ≡s (A | B) | C

A symbolic action is either an internal action τ , an input action u(x) with u ∈
Nch ∪ Vch and x ∈ V , an output action u〈v〉 with u, v ∈ Nch ∪ Vch, or an bound
output action νw.u〈w〉 with u ∈ Nch ∪ Vch and w ∈ Nch ∪ Vb.

Symbolic transition relations
Φ, α−−→, where Φ is a formula and α a symbolic

action, are defined by the rules in Fig. 3.
In Scopes, we hide the restricted name n in Ψ so that it will not be exposed

to the environment. In Pars, when A is put in parallel with B, some of the
variables recorded in the formula Ψ will be subject to the active substitutions
in B, therefore we extract these substitutions from B (using operator ϕ) and add
them to Ψ so that the formula Φ contains necessary environmental knowledge.

Example 3. By Thens, Pars and Scopes, we have νk.( if x = k then P else Q |
{h(k)/y}) Φ, τ−−→ νk.(P | {h(k)/y}) with Φ = Hk.({h(k)/y} � (x = k)).

When unfolding a recursion K〈˜M〉, we transform Pr to Γ (Pr) first. This causes
a problem that the result of evolution of an inter. framed process may contain
bound names. To obtain an inter. extended process, in Pars rule the parallel
component is placed inside the restricted names before juxtaposing it.

Example 4. Let K(x) � Pr with Pr = x(z).νn.z〈h(n)〉.K〈x〉. Clearly Γ (Pr) =
νn. x(z).z〈h(n)〉.K〈x〉. By Recs and Pars, K〈a〉 true, τ−−−−→ νn. a(z).z〈h(n)〉.K〈a〉
and K〈a〉 | a〈c〉 true, τ−−−−→ νn. (a(z).z〈h(n)〉.K〈a〉 | a〈c〉).
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Suppose a trail D = { xi : Ui | 1 ≤ i ≤ 
 } is compatible with A and A
Φ,α−−→ A′.

Then we define

X (α, dom(A),D) �

⎧

⎨

⎩

D ∪ {x : dom(A)} α is u(x)
{ xi : Ui ∪ {c} | 1 ≤ i ≤ 
 } α is νc. u〈c〉
D otherwise

and we can show that X (α, dom(A),D) is also a trail compatible with A′. In-
tuitively, function X updates the current trail so that the resulting trail will be
compatible with the residual process after a transition. It records the current
environmental knowledge on inputs and prevents the prior input variables from
using the fresh names generated by bound outputs.

Example 5. Starting with an empty trail, we have

νk.νc. (a(x).b〈c〉 | {h(k)/z}) ∅
true,a(x)−−−−−−→ νk.νc. (b〈c〉 | {h(k)/z}) {x : {z}}
true,νc.b〈c〉−−−−−−−→ νk. {h(k)/z} {x : {c, z}}

The updated trails are shown on the right. When inputting x, the knowledge
represented by z is available to x. The private channel name c are opened after
the input of x, hence x cannot access c.

To compare the knowledge of two inter. processes, we define symbolic static
equivalence similar to [13,4].

Definition 4. Let (D, Φ) be a constraint, A = νñ1.F1 and B = νñ2.F2 inter.
extended processes. A and B are symbolically statically equivalent w.r.t. (D, Φ),
written A ∼(D,Φ) B if

1. D is compatible with A and B,
2. dom(A) = dom(B),
3. for some fresh variables x, y ∈ Vb, then Ω(E , Φ∧Φ1) = Ω(E , Φ∧Φ2) where

E = D∪{x : dom(A), y : dom(A) } and Φi = Hñi. ϕ(Fi) � (x = y), i = 1, 2.

Intuitively, x = y can be understood as representing a set of concrete equality
tests on terms like M = N . The above definition symbolically characterizes the
idea that such equality tests will be satisfied simultaneously by the frames of the
concrete processes corresponding to A and B.

The symbolic weak transition relations
Φ, γ
=⇒ (γ is α or ε) are defined thus:

A
true, ε
=⇒ A A

Φ, α−−→ B implies A
Φ, α
=⇒ B

A
Φ, τ−−→Ψ, γ

=⇒ B implies A
Φ∧Ψ, γ

=⇒ B A
Φ, γ
=⇒ Ψ, τ−−→ B implies A

Φ∧Ψ, γ
=⇒ B

We write
Φ, α̂
=⇒ to mean

Φ, α
=⇒ if α is not τ and

Φ, ε
=⇒ otherwise. Let

[α = β] �

⎧

⎪

⎪

⎨

⎪

⎪

⎩

u = v α = u(x), β = v(x)
or α = νw.u〈w〉, β = νw.v〈w〉

(u = v) ∧ (w = w′) α = u〈w〉, β = v〈w′〉
true α = β = τ
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We now proceed to define the notion of a symbolic bisimulation. In the definition
below, we assume x ∈ Vch, y ∈ Vb and c ∈ Nch.

Definition 5. A constraint indexed family of symmetric relations S = {S(D,Φ)}
between inter. extended processes is a symbolic bisimulation if for any (A, B) ∈
S(D,Φ),

1. A ∼(D,Φ) B
2. for some Δ = {x, y, c} and Δ ∩ fnv(A, B,D, Φ) = ∅, if A

Φ1, α−−−→ A′ and
bnv(α) ⊂ Δ, let F = X (α, dom(A),D), then there is a partition Σ of Φ∧Φ1

under F , such that for any Ψ ∈ Σ there are Φ2, β, B′ satisfying

(a) B
Φ2, ̂β
=⇒ B′

(b) Ω(F , Ψ) ⊆ Ω(F , [α = β] ∧ Φ2)
(c) (A′, B′) ∈ S(F ,Ψ).

We write A ≈(D,Φ) B if there is a symbolic bisimulation S such that (A, B) ∈
S(D,Φ) and S(D,Φ) ∈ S.

Now we state the main result of this paper:

Theorem 1. Let Ar and Br be two closed extended processes. Then Ar ≈ Br

iff Γ (Ar) ≈(∅, true) Γ (Br).

Example 6. Let A = νc. a(x). x〈c〉 and B = νc. a(x). if x = a then a〈c〉 else x〈c〉.
Clearly A ≈ B. Let B1 = νc. if x = a then a〈c〉 else x〈c〉. The following sets con-
stitute a symbolic bisimulation (the symmetric pairs are omitted):

S(∅, true) = {(A, B)} S({x: ∅}, true) = {(νc. x〈c〉, B1)}
S({x: ∅}, x=a) = {(νc. x〈c〉, νc. a〈c〉)} S({x: ∅}, x �=a) = {(νc. x〈c〉, νc. x〈c〉)}
S({x: {c}}, x=a) = {(0, 0)} S({x: {c}}, x �=a) = {(0, 0)}.
Hence A ≈(∅, true) B.

This is a typical example which shows partitions of indexing conditions are
necessary for symbolic bisimulations to be complete. Simple as they are, A and B
are not symbolically equivalent according to any previous symbolic theory for
the applied pi-calculus [13,14].

Observational equivalence has been shown to coincide with the labeled bisim-
ilarity in [2]. Hence by transitivity, our symbolic bisimulation is fully abstract
w.r.t observational equivalence.

5 Conclusion

We have presented a symbolic framework for the applied pi calculus in which
a sound and complete notion of symbolic bisimulation is devised. This is achieved
by a careful separation of condition formulas from deducibilities, and constraints
from processes. Moreover, our framework accommodates recursions hence our
result works for the full applied pi calculus. To the best of our knowledge, this
is the first symbolic theory for the applied pi calculus which is both sound and
complete and which allows recursion.

As future work we would like to formulate a symbolic style proof system for
the applied pi calculus along the lines of [16,9,18].
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