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Abstract. In this paper, for the first time in the literature, we introduce
the notion of online/offline ring signature scheme. Our primitive enables
ring signature schemes to be used in practice, since the online mecha-
nism can be performed very efficiently and hence, it is very suitable to
be used in a mobile-device environment. We provide a formal model to
capture our primitive, and we proceed with a concrete construction of
online/offline ring signature schemes. Finally, we show that our scheme
is secure in our model.

1 Introduction

Bluetooth is a short-range exchange data enabler protocol that allows mobile
devices to communicate in an ad-hoc way. It was originally motivated as the
wireless alternative to the RS232 data cable. This technology enables mobile
devices, such as iPhone, Windows devices or Android devices, to communicate
wirelessly in an ad-hoc manner. It will enable an ad-hoc communication built
among business people meeting in a conference room, since the communication
can be done efficiently and in a very simple manner. This technology will al-
low cryptographic techniques to be embedded to it, for instance to create an
authenticated message on behalf of the group. One possible solution is by incor-
porating the primitive put forth by Rivest, Shamir and Tauman known as the
ring signature schemes [26]. In fact, this has been “implied” since the invention
of ring signatures that these types of primitives can be used on top of ad-hoc
technology, such as Bluetooth.

A ring signature scheme (for examples [11[7}8] 1415126, B3}, 13,3124, 221 32,
23,3120 2L 4L 2T, 25]) allows members of a group to sign messages on behalf of
the group without revealing their identities, i.e. signer anonymity. In addition,
it is not possible to decide whether two signatures have been issued by the same
group member. Different from a group signature scheme (for examples, [I1], [9]
and [5]), the group formation is spontaneous and there is no group manager to
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revoke the identity of the signer. That is, under the assumption that each user is
already associated with a public key of some standard signature scheme, a user
can form a group by simply collecting the public keys of all the group members
including his own. These diversion group members can be totally unaware of
being conscripted into the group.

Ring signature schemes could be used for whistle blowing [26], anonymous
membership authentication for ad hoc groups [§ and many other applica-
tions which do not want complicated group formation stage but require signer
anonymity. For example, in the whistle blowing scenario, a whistleblower gives
out a secret as well as a ring signature of the secret to the public. From the
signature, the public can be sure that the secret is indeed given out by a group
member while cannot figure out who the whistleblower is. At the same time,
the whistleblower does not need any collaboration of other users who have been
conscripted by him into the group of members associated with the ring signa-
ture. Hence the anonymity of the whistleblower is ensured and the public is also
certain that the secret is indeed leaked by one of the group members associated
with the ring signature.

Ring signature scheme can be used to derive other primitives as well. It had
been utilized to construct non-interactive deniable ring authentication [29], per-
fect concurrent signature [30] and multi-designated verifiers signature [19].

Nevertheless, the existing ring signature schemes requires very heavy compu-
tations. Usually the number of exponentiations required during the signing stage
is proportional to the number of users included in the ring signature. Say, if the
signature includes 10000 users, the signing stage requires at least 10000 expo-
nentiations. This may not be a big problem for personal computers. However,
the schemes will not be suitable in practice to be used in mobile devices as these
computations will drain the battery quickly.

In this paper, we address the above problem specifically by introducing the
notion of “online/offline ring signatures”. In our primitive, the signing stage is
divided into two phases. Similar to other online/offline signatures [16] 28] [I8]
[T2,17,[6], the offline mechanism can be quite computationally heavy, but the
online mechanism should be very efficient. This way, we can achieve an ad-hoc
communication among mobile devices using the available technology, such as
Bluetooth. Our primitive has enabled the use of ring signature schemes in a
more practical way.

However, there is one major difference between normal online/offline signa-
tures and online/offline ring signatures. For a normal signature, there is only
1 user. For a ring signature, there are n different users included. The crux
of constructing such a scheme relies on the fact that during the offline phase,
the signers are not known in advance. The group of signers will only be known
during the online phase, and therefore this creates some subtleties in the scheme.
Otherwise, by using some generic construction of normal online/offline signature
schemes such as [2§], it is quite trivial to construct one from a normal ring sig-
nature scheme.
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In the practical point of view, if we need to fix the possible signers in the
offline phase, it is not useful. Suppose we need to create a ring signature during
a meeting using a mobile device. The offline phase should be done before the
meeting. However, it maybe impossible to know who are going to attend the
meeting at this moment yet. We are not interested in this model as it is not
practical to be used in many applications. Instead, we do not need to know any
possible signers in the offline phase. Furthermore, we even allow any third party
to generate the offline phase. That is, no secret key is needed and no secret
information is generated in the offline phase. This creates even more flexibility
for different kinds of scenarios. Therefore it is quite challenging to design and
construct such a scheme with these nice properties.

1.1 Contribution

In this paper, we propose a new notion called online/offline ring signature
scheme. It is the “online/offline” version of ring signature scheme, with the fol-
lowing additional properties:

1. Most of the heavy computations are done in the offline phase, while the
online phase just requires relatively light computation.

2. The online computation requirement is independent to the number of possi-
ble signers included in the ring signature. In our construction we just require
2 exponentiations in this phase, no matter how many possible signers are in-
cluded in the signature.

3. The offline phase does not require the public keys of the possible signers.
That is, the public keys are not needed to be fixed at this phase yet.

4. The offline phase can be done by any third party. All information produced or
generated during this phase is publicly known. There is no secret information
included or required in this phase.

Our scheme is proven secure in the random oracle model, under the standard
RSA assumption.

2 Definitions

2.1 Mathematical Assumption

The security of our scheme relies on the RSA assumption with safe prime, which
is defined as follow:

Definition 1 (Safe Prime). p is a safe prime if it can be expressed as 2p’ + 1
where p’ is also a prime.

Definition 2 (RSA Assumption with Safe Prime). Let N = pg where p
and q are k-bits length safe primes. Let e be a number such that e and ¢(N) are
co-prime. Given an element v € Zy chosen at random, find an integer x such
that ¢ = r mod N. An adversary A has at least an € advantage if

Pr[A(N,e,r) =z | 2° =7 mod N| > ¢
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We say that the (¢, T, k)-RSA assumption holds if no algorithm running in time at
most T can solve that RSA problem with advantage at least €, where the modulus
s a product of two safe primes with k-bits length.

2.2 Security Definition

Definition 3. A online/offline ring signature scheme is defined by the following
algorithms:

— Key-Gen is a probabilistic algorithm taking as input a security parameter. It
returns the user secret key sk and public key pk.

— Offline-Sign is a probabilistic algorithm taking n’ as input, where n’ is the
maximum number of users to be included in the ring signature. Optionally,
it may also take the actual signer’s secret key sk and public key pk as input.
It returns an offline signature &.

— On-Sign is a probabilistic algorithm taking (L, m, sk, &) as input, where L is
the list of n public keys to be included in the ring signature and n < n’ and
m is the message to be signed. It returns a signature o.

— Verify is a deterministic algorithm taking (L, m, o) as input. It outputs either
Accept or Reject.

The security of a ring signature scheme consists of two requirements, namely
Signer Ambiguity and FExistential Unforgeability. They are defined as follows.

Definition 4 (Signer Ambiguity). Let L = {pki, ---, pkn,} be the list of
public keys and Ly, = {ski, -+, skn} be the corresponding secret keys. Each
key is generated by Key-Gen. A ring signature scheme is said to be uncondi-
tionally signer ambiguous if, for any L, any message m, and any signature
o «— On-Sign(L, m, sk, Offline-Sign(|L|)) where skr € Ly, any unbound ad-
versary A accepts as inputs L, m and o, outputs m with probability 1/n.

It means that even all the private keys are known, it remains uncertain that
which signer out of n possible signers actually generates a ring signature.

Definition 5 (Existential Unforgeability). For a ring signature scheme with
n public keys, the existential unforgeability is defined as the following game be-
tween a challenger and an adversary A:

1. The challenger runs algorithm Key-Gen. Let L = {pki,---,pk,} be the set
of n public keys and Ly, = {ski, - - -, sk, } be the corresponding secret keys.
A is given L.

2. A can adaptively queries the signing oracle gg times: On input any message
m and L' where L' C L (the corresponding secret keys are denoted by L)
returns a ring signature o < On-Sign(L’, m, sk, Offline-Sign(|L’|)), where
skr € L'g, and Verify(L',m, o) = Accept.

3. Finally A outputs a tuple (L*, m*, o*).



84 J.K. Liu et al.

A wins the game if:

1. L* C L.
2. (L*,m") has not been submitted to the signing oracle.
3. Verify(L*, m*,0*) = Accept

We define A’s advantage in this game to be Adv(A) = Pr[A wins |.

3 The Proposed Scheme

3.1 Construction

Let kq, ko, k3 be security parameters such that &y < ks — 1. Assume G is a hash
function that maps any arbitrary string into k;-bits odd integer.

Key-Gen: Each user selects two safe primes p, ¢ of length ko-bits, such that p =
20" +1,q9 = 2¢' + 1 where p’, ¢’ are also primes. His secret key is (p, ¢) and public
key is N = pq.

Offline-Sign: Assume there are maximum n’ users to be included in the ring
signature (their public keys are not yet known in this stage, except the real
signer). For i = 1,...,n/ — 1, randomly selects integers x; € {0,1}2%271 ¢, €
{0, 1}*s and computes y; = J:Z-G(ei) (without modulus). Stores the offline signature

o= (mlveluylv'~'7$n’7176n’7lvyn’71)'

Online-Sign: Let L = {N1, ..., N,,} be alist of n public keys to be included in the
ring signature, where n < n’. Let H; : {0,1}* — Zx, be some hash functions for
1 =1,...,n. W.lo.g., we assume user n is the actual signer. The actual signer
executes the following steps:

1. Randomly generates an integer e, €gr {0,1}*s and computes d, =
1/G(en) mod $(Ny).

2. Randomly generates r, €r Zy, , computes ¢; = Hi (L, m,r,).

3. Fori=1,...,n—1, computes ¢;+1 = H;11(L,m,¢; +y; mod N;).

4. Computes z,, = (r, — ¢,)% mod N,,.

If |z,| = 2ko bits, repeats step 2 - 4 until getting another xz,, which is strictly
less than 2ks bits. Outputs the signature o = (z1,e1,...,Zn, ep,c1).

Verify: To verify a signature for message m and public keys L = {Ny,..., N, },

For i = 1,...,n computes r; = ¢; + xiG(ei) mod N; and ¢;41 = Hip1(L, m,r;) if
i #n. Accept if ¢y = Hy(L,m,r,). Otherwise reject.

Remarks

1. The offline signing phase can be executed by any third party. We do not
require the secret key of the actual signer. There is neither any secret infor-
mation (such as secret randomness) produced at this stage. All data gener-
ated here are publicly known. The tradeoff is, we require a modulus inverse
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1/G(ey,) in the online part. To further improve efficiency, this part (step 1 of
the online signing stage) can be put into the offline signing phase. However,
since this step requires the knowledge of the secret key (factorization of N,,),
by doing so, the offline signing phase also requires the secret key as the input
and (e, d,) are stored as part of the offline signature.

2. The expected running time of step 2 - 4 in Online-Sign is 2. It is calculated
as follow: For each time,

Pr{|z,| = 2k2] < 0.5

as |N,| = 2ko. That means at least with probability 0.5 the computation of
step 4 is successful (|z,| < 2kz2). The expected running time .S should be:

1 1 1 1
S:1><2+2><22+3><23+4><24+... (1)
From (), multiply both sides by %, we get
1 1 2 3 4

S = 2
2 22+23+24+25+ 2)

@ - @), we get

1, 1 1 1 1 5
— = =1
29T o T s T ogu ™ 1-1 )

From (B]), we can get the result S = 2.

3.2 Security Analysis
Theorem 1. Our ring signature scheme is unconditionally signer ambiguous.

Proof. All e; are taken randomly from {0, 1}’“3 and all x; except z, are also
taken randomly from {0,1}?*2=1. At the closing point, x, € {0,1}?2~! also
distributes randomly as 7, is randomly chosen, ¢,, depends on previous z; and
e; which are all random numbers. The remaining ¢; is uniquely determined from
L,m and r,.

Note that the reason why we need to restrict x, to be at most 2ky — 1 bits
is that, as other x; are all at most 2ko — 1 bits, if z,, is 2ko bits, one may know
that user n is the actual signer. a

Theorem 2. Suppose the (7/,€',ka)-RSA assumption with safe prime holds.
Then our ring signature scheme with n users is (T,qs, qn, 4q, €)-Secure against
existential forgery under an adaptive chosen message attack provided that:

rs 2(1_13}:1?1‘2)(1_]\7"1”'")(1_2k21_1>€ /

€ > T =T
an(qn + 1)ggn

where Npin 1S the smallest modulus among n public keys, qs is the maximum

number of signing oracle queries allowed, qp is the maximum number of H;

random oracle queries allowed, g, is the mazimum number of G random oracle

queries allowed.
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Proof. Setup: The proof uses the approach described in [I]. Suppose the ad-
versary A can forge the ring signature scheme with n users. We construct an
algorithm S that uses A to solve the (7', ¢, k2)-RSA problem.

S receives the problem instance (N, e,r), where N is the product of two safe
prime numbers of length ks-bits, e is coprime to ¢(N),2 < e < Nand0 <r < N.
S is asked to output an integer = such that ¢ = r mod N. For simplicity, we let
k1 = ko — 1 to be the length of the output string of G random oracle.

S randomly chooses 7 € [1,n] and assigns the public key of user 7 to be N
(the problem instance). For the other n — 1 users’ public keys, S generates them
according to the algorithm.

§ also chooses three integers u, v, w such that 1 <u < v < g, and 1 < w < g4.

Oracle Simulation:

— H; Random Oracle: For simplicity, the H; random oracles are treated as
single oracle that takes Q; = (¢,Lj, mj,r;) as the j-th query and returns
a random value that corresponds to H;(L;, mj,r;) maintaining consistency
against duplicated queries.

— G Random Oracle: S assigns e (the problem instance) to be the output of
the w-th query. For the other queries, it just returns a random value and
maintaining consistency against duplicated queries.

— Signing Oracle: Upon receiving the signing query for (L;,m;), S simulates
the signing oracle in the following way.

1. Randomly choose ¢; €r Zn;, .
2. Fori=1,...,|L;|, randomly select integers z; € {0, 1
{0,1}*2, compute r; = J:Z-G(ei)
HiJrl(Lju mg, 7"]‘) if 4 7é |LJ‘
3. Assign c1 to the value of Hy(Lj,mj,7L;|)-

}2k2=1 and e; €g

+ ¢; mod N;, and then compute ¢;41 =

Output Calculation: Since the queries form a ring, there exists at least one index,
say Kk, in {1,...,n} such that Q,, = (k+1, L,m,r;) and Q, (k, L, m,r,_1) satisfy
u < v. Namely, x is in between the gap of query order. We call such (u,v) a gap
index. Note that u = v happens only if n = 1, which means that the resulting
L contains only one public-key. If there are two or more gap indices with regard
to a signature, only the smallest one is considered.

At the beginning of the simulation, & has chosen a pair of index (u,v) ran-
domly such that 1 < u < v < gp. If the guess is correct, S receives Q, =
(k +1,L,m,r,) and Q, = (k,L,m,r,_1) so that (u,v) is a gap index. When
query @, is made (u-th query has been already made by this moment), S returns
¢y =1 —r mod N, (r is the problem instance) as the value of H (L, m,r.—1).
If A is successful in forgery, it outputs x, that satisfies r, = ¢, +x§(‘*) mod N,.
Since r, = ¢, + r mod N,, we obtain z, as the inverse of r with regard to N,
if e,; is the w-th G-query. That is, the output of that particular query is e (the
problem instance).
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Probability Analysis: S is successful if

1. A outputs a valid forged signature;
2. There is no abortion or failure in any oracle simulation; and
3. All guesses are correct.

A outputs a valid forged signature with probability e.

S fails if Step 3 in the signing oracle simulation causes inconsistency in Hj.
It happens with probability at most gp/Nin where N, is the smallest N; in
L. Hence, the simulation is successful g5 times with probability at least

dh s dhqs
1- ) >1-
( Nmin o Nmin

For H; random oracle, with probability at least 1 — 1/Nyp;p,, there exist queries
Q;j = (1 +1,L,m,r;) for all i = 1,...,n due to the ideal randomness of H.
Similarly, for G random oracle, with probability at least 1 — 1/2%271 there will
be no collision occur.

At the beginning of the simulation, B selects a pair of index (u,v). With
probability 2/qp(gn + 1), the guess is correct. B also selects an index w for
the G random oracle query, whose output is assigned to the problem instance.
With probability 1/¢4, the guess is correct. B needs to guess the index of the
user corresponding to the (u,v) gap. B is correct if 7 = k. This happens with
probability 1/n.

Combining all cases, overall successful probability of B is at least

2(1- 5 ) (1= i) (1= b )e
an(gn + 1)ggn

The running time of S is almost the same as 7 as S runs A only once and the
simulation cost for the signing oracle and the random oracles are assumed to be
sufficiently smaller than 7. O

4 Efficiency of Existing Ring Signatures

The following table (Table 1) summarizes the time complexities of existing ring
signatures. We breakdown the time complexity of the protocol into the num-
ber of multi-exponentiations (multi-EXPs). A multi-EXP computes the product

Table 1. Time Complexities of Existing Ring Signatures

Scheme Number of Multi-EXP
Rivest-Shamir-Tauman [26] n+1
Abe-Ohkubo-Suzuki [1] n+1
Dodis-Kiayias-Nicolosi-Shoup [15] 14
Chow-Wei-Liu-Yuen [I3] n
Shacham-Waters [27] 2n + 2
Chandran-Groth-Sahai [10] 5+ 6y/n+ "t

Our scheme 2
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of exponentiations faster than performing the exponentiations separately. Nor-
mally, a multi-based exponentiation takes only 10% more time compared with
a single-based exponentiation. We assume that one multi-EXP operation multi-
plies up to 3 exponentiations. Let n be the size of the ring and the number of
multi-EXP is taken after the n public keys and the message are known.

5 Conclusion

In this paper, we have proposed a new notion called Online/Offline Ring Signa-
ture scheme. Under this notion, most of the heavy computations are done in the
offline phase. At this phase the public keys of all users and the message to be
signed are yet to be known. In the online phase, only very little computations are
needed after knowing those public keys and the signing message. We provided
a concrete construction of this notion. In our construction, the offline phase
can be done by other third party. This allows more flexibility. We believe the
online/offline ring signature scheme can be used in many different applications
such as authentication or whistle blowing using mobile devices.

There are some future improvements that can be done. One of them is to
further reduce the online computation requirement. Currently we still require
about 2 exponentiations during the online phase. It is better to eliminate it
totally. Another open problem is to construct a constant size online/offline ring
signature scheme as the signature size of our current construction is still linear
with the number of users included in the ring. Finally, it would be interesting
to construct an online/offline ring signatures that do not require random oracle
models.
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