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Abstract. In this paper we consider a discrete-time availability model of an in-
trusion tolerant system with two detection modes; automatic detection mode and
manual detection mode. The stochastic behavior of the system is formulated by a
discrete-time semi-Markov process and analyzed through an embedded Markov
chain (EMC) approach. We derive the optimal switching time from an automatic
detection mode to a manual detection mode, which maximizes the steady-state
system availability. Numerical examples are presented for illustrating the optimal
switching of detection mode and its availability performance. availability, detec-
tion mode, EMC approach, Cloud computing environment.

Keywords: SITAR, availability, intrusion tolerance, discrete-time modeling, de-
tection mode, EMC approach, cloud computing circumstance.

1 Introduction

Cloud Computing is one of computing technologies in which dynamically scalable and
often virtualized resources are provided as a service over the Internet. Since users need
not have knowledge of expertise and the technology infrastructure in the network that
supports them, recently this low-cost computing paradigm is becoming popular as an
expected Internet-based computing in the next generation. Since the cloud computing is
highly vulnerable to the Internet epidemics, many attacking events compromise a huge
number of host computers rapidly and cause DoS around the Internet. Such epidemics
result in extensive widespread damage costing billions of dollars, and countering the
propagating worms in time becomes an increasingly emergency issue on the Internet
security. Although traditional security approaches which may be categorized into intru-
sion detection approaches establish proactive barriers like a firewall, unfortunately, the
efficiency of a single barrier is not still enough to prevent attack from sophisticated new
skills by malicious attackers. As the result, the number of network attack incidents is
tremendously increasing day by day. In contrast to pursue the nearly impossibility of
a perfect barrier unit, the concept of intrusion tolerance is becoming much popular in
recent years. An intrusion tolerant system can avoid severe security failures caused by
intrusion and/or attack and can provide the intended services to users in a timely man-
ner even under attack. This is inspired from traditional techniques commonly used for
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tolerating accidental faults in hardware and/or software systems, and can provide the
system dependability which is defined as a property of a computer-based system, such
that reliance can justifiably be placed on the service it delivers [1]. So far, most efforts
in security have been focused on specification, design and implementation issues. In
fact, several implementation techniques of intrusion tolerance at the architecture level
have been developed for real computer-based systems. For an excellent survey on this
research topic, see Deswarte and Powell [2].

In other words, since these methods can be categorized by a design diversity tech-
nique in secure systems and need much cost for the development, the effect on
implementation has to be evaluated carefully and quantitatively. To assess quantita-
tively security effects of computer-based systems, reliability/performance evaluation
with stochastic modeling is quite effective. Littlewood et al. [4] applied fundamental
techniques in reliability theory to assess the security of operational software systems and
proposed some quantitative security measures. Jonsson and Olovsson [3] also developed
a quantitative method to study attacker’s behavior with the empirical data observed in
experiments. Ortalo, Deswarte and Kaaniche [7] used both privilege graph and Markov
chain to evaluate system vulnerability, and derived the mean effort to security failure.
Uemura and Dohi [8] focused on the typical DoS attacks for a server system and formu-
lated an optimal patch management problem via continuous-time semi-Markov models
(CTSMM). Recently, the same authors [9] considered a secure design of an intrusion
tolerant database system [12] with a control parameter to switch an automatic detection
mode to a manual detection mode after receiving an attack, and described its stochastic
behavior by a CTSMM. In this way considerable attentions have been paid to stochastic
modeling in security evaluation of computer-based systems.

In this paper we consider an existing system architecture with intrusion tolerance,
called SITAR (Scalable Intrusion Tolerant Architecture). SITAR was developed in
MCNC Inc. and Duke University [11]. Madan et al. [5], [6] considered the security
evaluation of SITAR and described its stochastic behavior by a CTSMM. More pre-
cisely, they investigated effects of the intrusion tolerant architecture under some attack
patterns such as DoS attacks. In this paper we consider the similar but somewhat differ-
ent models from Madan et al. [5], [6]. By introducing an additional control parameter
[9], [12], called the switching time from an automatic detection mode to a manual de-
tection mode, we consider a discrete-time semi-Markov model (DTSMM). The authors
considered in their previous work [10] to control the patch release timing from a vul-
nerable state. In COTS (commercial-off-the-shelf) distributed servers like SITAR, on
the other hand, the intrusion-detection function equipped for a proactive security man-
agement is not perfect and is often switched to a manual detection mode, in order to
detect intrusions/vulnerable parts more speedy [9], [12]. Then the problem here is to
find the optimal switching time which maximizes the steady-state system availability.
We describe the stochastic behavior of the underlying SITAR with two detection modes
and develop an availability model based on a DTSMM.

The paper is organized as follows: In Section 2 we explain SITAR and describe
the stochastic behavior [5], [6]. Section 3 concerns the EMC approach and obtain the
representation of an embedded DTMC in a DTSMM. We derive the steady-state prob-
ability in the DTSMM by using the mean sojourn time and the steady-state probability



180 T. Uemura, T. Dohi, and N. Kaio

in the embedded DTMC. In Sections 4 and 5, we formulate the maximization prob-
lems of steady-state system availability in continuous-time and discrete-time cases, re-
spectively. Actually, we showed in a different context that the control scheme which
included auto patch would be useful to guarantee several security attributes [12], but
at the same time that the design of the optimal PPMT was quite effective to optimize
some quantitative measures [9]. We derive analytically the optimal PPMTs maximiz-
ing the system availability. It is worth mentioning in these optimization phases that
the treatment of DTSMM is rather complex. Numerical examples are presented in Sec-
tion 6 for illustrating the optimal preventive patch management policies and performing
sensitivity analysis of model parameters. It is illustrated that the preventive patch man-
agement policies can improve effectively the system availability in some cases, and that
the implementation of both preventive maintenance and intrusion tolerance may lead
to keeping the whole Internet availability/survivability. Finally the paper is concluded
with some remarks in Section 7.

2 SITAR

The SITAR is a COTS distributed server with an intrusion tolerant function [11] and
consists of five major components; proxy server, acceptance monitor, ballot monitor,
adaptive reconfiguration module, and audit control module. Since the usual COTS server
is vulnerable for an intrusion from outside, an additional intrusion tolerant structure is
introduced in SITAR. Madan et al. [5], [6] described the stochastic behavior of SITAR
by means of CTSMM and gave its embedded DTMC representation. Figure 1 depicts
the configuration of SITAR behavior under consideration. Let G be the normal state in
which the COTS server can protect itself from adversaries. However, if a vulnerable
part is detected by them, a state transition occurs from G to the vulnerable state V .

Good  :  G Vulnerable  :  V

Attack  :  A

Detection
Limit : DL

Detection
Completed :  C

Masked
Compromised : MC

Triage  :  TR

Failure  :  F

Evaluation
Completed :  C2

Graceful
Degradation :  GD

Fail-Secure  :  FS

Probability  p

Probability  1 - p

Probability  q

Probability  1 - q

Fig. 1. Block diagram of SITAR behavior
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Further if adversaries attack the vulnerable part, the state moves to A. On the other
hand, if the vulnerable part is detected by vulnerability identifiers such as benign users,
the vulnerable state V goes back to the normal state G again.

In the attack state A, two possible states can be taken. If the problem caused by the
attack cannot be resolved and the containment of the damaged part fails, the correspond-
ing event can be regarded as a security failure, and the initialization/reconfiguration of
the system is performed as a corrective maintenance (repair) at DL. After completing
it, the system state makes a transition to G again and becomes as good as new. While,
if the intrusion/attack is detected, then the state goes to C. In the state C, one of two
instantaneous transitions without time delay, which are denoted by dotted-lines in Fig.
1, can occur, i.e., if the damaged part by attacking is not so significant and does not lead
to a serious system failure directly, the system state makes a transition from C to MC
with probability 1 − p (0 ≤ p ≤ 1), and the damaged part can be contained by means
of the fail safe function. After the containment, the system state moves back to G by
masking the damaged part.

Otherwise, i.e. if the containment of the damaged part with serious effects to the
system fails, the state goes to TR with probability p. We call this probability the triage
probability in this paper. In the state TR, several corrective inspections are tried in par-
allel with services. If the system is diagnosed as failure, the state moves to F , the service
operation is stopped, and the recovery operation starts immediately. After completing
the recovery from the system failure, the system becomes as good as new in G. Other-
wise, it goes to the so-called non-failure state denoted by C2. Here, two states can be
taken; it may be switched to the gracefully service degradation in GD with probability
q (0 ≤ q ≤ 1), or the service operation is forced to stop and the corrective maintenance
starts immediately.

G V A

MC

TR

F

FS

GD

fGD,G (n)

fF,G (n)

fFS,G (n)fMC,G (n)

fG,V (n)

fV,A (n)

fA,UC (n)

fUC,G (n)

p  fA,C (n)

(1 - p)  fA,C (n)

q  fTR,C2 (n)

(1 - q)  fTR,C2 (n)

fTR,F (n)

fV,G (n)

UC

Fig. 2. Transition diagram of DTSMM
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The main differences from Madan et al. [5], [6] are (i) an automatic intrusion-
detection can be switched to a manual detection mode at any timing in A, although
Madan et al. [5], [6] did not take account of switching of automatic detection mode,
(ii) In two states C and C2 instantaneous transitions are allowed in the present model,
although Madan et al. [5], [6] assumed random transitions with time delay. We define
the time interval from G to G as one cycle and suppose that the same cycle repeats
again and again over an infinite time horizon. For respective states, let Fi,j(n) (i, j ∈
{G, V, A, PM, UC, C, MC, TR, C2, FS, GD, F} denote the discrete transition prob-
ability distributions with p.m.f. fi,j(n) in the DTSMM, where fi,j(0) = 0 and mean
μi,j (> 0).

In Fig. 2, we give the trandition diagram of the DTSMM. It is assumed that the auto-
matic detection function in SITAR is switched just after n0 (≥ 0) time unit elapses in an
active attack state A in the DTSMM. More specifically, let FA,UC(n) be the transition
probability from A to UC which denotes the manual detection mode. When it is given
by the step function, i.e., FA,UC(n) = 1 (n ≥ n0) and FA,UC(n) = 0 (n < n0), the
switching time from an automatic detection mode to a manual detection model is given
by the (integer-valued) constant time n0. From the preliminary above, we formulate the
steady-state system availability as a function of the switching time n0.

3 Availability Analysis

3.1 EMC Approach

The embedded DTMC representation of the DTSMM is illustrated in Fig.3. Let pk, hk

and πk denote the steady-state probability of the DTSMM in Fig.2, the mean sojourn
time and the steady-state probability of the embedded DTMC in Fig. 3, respectively,
where k ∈ {G, V, A, DL, MC, TR, FS, GD, F}. From the definition, we can derive
the the steady-state probability πk of the DTSMM by

πG = hG/φ, (1)

πV = hV /φ, (2)

πA = pAhA/φ, (3)

πDL = pA(1 − pMC − pTR)hDL/φ, (4)

πMC = pApMChMC/φ, (5)

πTR = pApTRhTR/φ, (6)

πFS = pApTRpFShFS/φ, (7)

πGD = pApTRpGDhGD/φ, (8)

πF = pApTR(1 − pFS − pGD)hF /φ, (9)

where

φ = hG + hV + pA

[
hA + (1 − pMC − pTR)hDL + pMChMC

+pTR

{
hTR + pFShFS + pGDhGD + (1 − pFS − pGD)hF

}]
. (10)
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G V A

MC

TR

F

FS

GD

pA

pTR
1 - pMC - pTR

pMC

pGD

pFS

1 - pA

1 - pFS - pGD

UC

Fig. 3. EMC representation

3.2 Semi-markov Model

From the transition diagram of the DTSMM in Fig.3, we obtain

pA =
∞∑

x=0

∞∑
w=x

fV,G(w)fV,A(x), (11)

pMC = pMC(n0) = (1 − p)FA,C(n0 − 1), (12)

pTR = pTR(n0) = pFA,C(n0 − 1), (13)

pFS = (1 − q)
∞∑

z=0

∞∑
y=z

fTR,F (y)fTR,C2(z), (14)

pGD = q
∞∑

z=0

∞∑
y=z

fTR,F (y)fTR,C2(z) (15)

and

hG = μG,V , (16)

hV =
∞∑

x=0

x−1∑
w=0

wfV,G(w)fV,A(x) +
∞∑

x=0

∞∑
w=x

xfV,G(w)fV,A(x), (17)

hA = hA(n0) =
n0−1∑
n=0

FA,C(n), (18)
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hDL = μUC,G, (19)

hMC = μMC,G, (20)

hTR =
∞∑

z=0

z−1∑
y=0

yfTR,F (y)fTR,C2(z) +
∞∑

z=0

∞∑
y=z

zfTR,F (y)fTR,C2(z), (21)

hFS = μFS,G, (22)

hGD = μGD,G, (23)

hF = μF,G, (24)

where FA,C(n) = 1−FA,C(n). Then it is straightforward to get the steady-state system
availability as a function of n0 by

AV (n0) = πG + πV + πA + πMC + πTR + πGD = U(n0)/T (n0), (25)

where

U(n0) = HG,V +
∞∑

x=0

∞∑
w=x

fV,G(w)fV,A(x)
{ n0−1∑

n=0

FA,C(n) + αFA,C(n0 − 1)
}
,

(26)

T (n0) = HG,V +
∞∑

x=0

∞∑
w=x

fV,G(w)fV,A(x)
{ n0−1∑

n=0

FA,C(n)

+μDL,GFA,C(n0 − 1) + βFA,C(n0 − 1)
}
, (27)

FA,C(n) = 1 − FA,C(n − 1) =
∞∑

k=n

fA,C(k), (28)

hG,V = μG,V +
∞∑

n=0

nfV,A(n)FV,G(n) +
∞∑

n=0

nfV,G(n)F V,A(n), (29)

α = (1 − p)hMC + p(hTR + pGDhGD), (30)

β = α + p
{
pFShFS + (1 − pFS − pGD)hF

}
. (31)

In the above expressions, α and β mean that the mean up time and the total mean time
length from state C to G, respectively.

3.3 Optimal Switching Time

Taking the difference of AV (n0) with respect to n0, we define

q(n0) =
{
1 + (α − 1)rA,C(n0)

}
T (n0)

−U(n0)
{

1 + (β − μDL,G − 1)rA,C(n0)
}

, (32)

where rA,C(n0) = fA,C(n)/FA,C(n) is the discrete hazard rate. We make the follow-
ing two parametric assumptions:
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Table 1. Dependence of steady-state system availability on parameter r in discrete-time operation

Case 1 Case 2
r n∗

0 AV (n∗
0) Δ (%) n∗

0 AV (n∗
0) Δ (%)

1 ∞ 1 0 1 0.9322 0.0788
2 ∞ 1 0 8 0.9328 0.0162
3 ∞ 1 0 17 0.9338 0.0071
4 ∞ 1 0 25 0.9348 0.0043
5 ∞ 1 0 32 0.9358 0.0031

Case 3 Case 4
r n∗

0 AV (n∗
0) Δ (%) n∗

0 AV (n∗
0) Δ (%)

1 1 0.9322 10.5087 1 0.9322 3.5860
2 1 0.9322 10.1917 1 0.9322 3.4108
3 1 0.9322 9.8861 1 0.9322 3.2414
4 2 0.9324 9.6078 3 0.9326 3.1157
5 3 0.9327 9.3587 5 0.9330 3.0072

(A-1) α + μDL,G < β,
(A-2) αμDL,G < hG,V (β − α − μDL,G).

From the definition it is evident that α < β. The assumption (A-1) implies that the sum
of mean up time after state C and the mean time overhead for switching to a manual
detection mode is strictly smaller than the total mean time length. On the other hand, the
assumption (A-2) seems to be somewhat technical but is needed to guarantee a unique
optimal switching time. These both assumptions were numerically checked and could
be validated in many parametric cases.

We characterize the optimal switching time from an automatic detection mode to a
manual detection mode maximizing the steady-state system availability as follows:

Proposition: (1) Suppose that FA,C(n) is strictly IHR (Increasing Failure rate), i.e., the
hazard rate rA,C(n) is strictly increasing in n, under (A-1) and (A-2). (i) If q(0) > 0 and
q(∞) < 0, then there exist (at least one, at most two) optimal switching time n∗

0 (0 <
n∗

0 < ∞) satisfying the simultaneous inequalities q(n∗
0 − 1) > 0 and q(n∗

0) ≤ 0. The
corresponding steady-state system availability AV (n∗

0) must satisfy

K(n∗
0 + 1) ≤ AV (n∗

0) < K(n∗
0), (33)

where

K(n) =
1 + (α − 1)rA,C(n)

1 + (β − μDL,G − 1)rA,C(n)
. (34)

(ii) If q(0) ≤ 0, then the optimal switching time is n∗
0 = 0, i.e., it is always optimal

to detect in only a manual mode, and the corresponding maximum steady-state system
availability is given by

AV (0) =
hG,V

HG,V + μDL,G

∑∞
x=0

∑∞
w=x fV,G(w)fV,A(x)

. (35)
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Table 2. Dependence of steady-state system availability on parameter ξ in discrete-time operation

Case 1 Case 2
ξ n∗

0 AV (n∗
0) Δ (%) n∗

0 AV (n∗
0) Δ (%)

0.01 ∞ 1 0 ∞ 0.9692 0
0.05 ∞ 1 0 ∞ 0.9439 0
0.2 ∞ 1 0 17 0.9338 0.0071
0.5 ∞ 1 0 2 0.9323 0.1113

Case 3 Case 4
ξ n∗

0 AV (n∗
0) Δ (%) n∗

0 AV (n∗
0) Δ (%)

0.01 111 0.9470 2.1128 ∞ 0.9531 0
0.05 8 0.9335 7.2209 15 0.9346 1.9234
0.2 1 0.9322 9.8861 1 0.9322 3.2414
0.5 1 0.9322 10.5898 1 0.9322 3.6307

(iii) If q(∞) ≥ 0, then the optimal switching time is n∗
0 → ∞, i.e., it is always opti-

mal to detect in only an automatic mode, and the corresponding maximum steady-state
system availability is given by

AV (∞) =
hG,V + (μA,C + α)

∑∞
x=0

∑∞
w=x fV,G(w)fV,A(x)

HG,V + (μA,C + β)
∑∞

x=0

∑∞
w=x fV,G(w)fV,A(x)

. (36)

(2) Suppose that FA,C(n) is DHR (Decreasing hazard Rate), i.e., the hazard rate rA,C(n)
is decreasing in n, under (A-1) and (A-2). If AV (0) > AV (∞), then n∗

0 = 0, otherwise,
n∗

0 → ∞.

Proof: Taking the difference of Eq.(32), we obtain

q(n0 + 1) − q(n0) =
∞∑

x=0

∞∑
w=x

fV,G(w)fV,A(x)
[
{T (n0 + 1) − T (n0)} − {U(n0 + 1) − U(n0)}

+rA,C(n0 + 1)
{
(α − 1)T (n0 + 1) − (β − μDL,G − 1)U(n0 + 1)

}

+rA,C(n0)
{
(α − 1)T (n0) − (β − μDL,G − 1)U(n0)

}]
. (37)

If FA,C(n) is strictly IHR, the r.h.s. of Eq.(37) is strictly negative under (A-1) and (A-
2), and the function q(n0) is strictly decreasing in n0. Since the steady-state system
availability AV (n0) is a strictly quasi-concave in n0 in the sense of discrete, if q(0) >
0 and q(∞) < 0, then there exists at least one at most two optimal switching time
n∗

0 (0 < n∗
0 < ∞) so as to satisfy q(n∗

0 − 1) > 0 and q(n∗
0) ≤ 0 which lead to the

inequalities in Eq.(33). If q(0) ≤ 0 or q(∞) ≥ 0, then the function AV (n0) decreases
or increases, and the resulting optimal switching time becomes n∗

0 = 0 or n∗
0 → ∞.

On the other hand, if FA,C(n) is DHR, the function AV (n0) is a quasi-convex function
of n0 in the sense of discrete, and the optimal switching time is given by n∗

0 = 0 or
n∗

0 → ∞.
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Fig. 4. Behavior of system availability AV (n0)

4 Numerical Examples

In this section we derive the optimal switching time n∗
0 numerically and quantify the

steady-state system availability. Suppose the following parametric circumstance:
μG,V = 72CμV,G = 15C μV,A = 24CμDL,G = 15CμMC,G = 12CμTR,F =
6CμTR,C2 = 8CμFS,G = 30, μGD,G = 40 and μF,G = 48. Especially we concern
the following four cases:

(i) Case 1: p = 0, i.e., the system state makes a transition from C to MC with proba-
bility one.

(ii) Case 2: p = 0.5 and q = 0.5.

(iii) Case 3: p = 1 and q = 0, i.e., the service operation at C2 is forced to stop with
probability one.

(iv) Case 4: p = 1 and q = 1, i.e., the graceful degradation can be observed with
probability one.

Suppose that fA,C(n) is given by the negative binomial p.m.f.:

fA,C(n) =
(

n − 1
r − 1

)
ξr(1 − ξ)n−r, (38)

where ξ ∈ (0, 1) and r = 1, 2, · · · is the natural number. Figure 4 illustrates the behav-
ior of the steady-state system availability with respect to the switching time n0. From
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this figure, it can be checked that each behavior of AV (n0) is rather different from each
other among four cases. Table 1 presents the dependence of optimal switching time and
its associated system availability for varying the parameter r under four different sce-
narios, where the increment Δ is calculated by {AV (n∗

0) − AV (∞)}×100/AV (n∗
0).

By switching from an automatic mode to a manual mode at the best timing, it is seen
that the steady-state system availability can be improved more than the case without
switching to the manual mode. Especially, in Case 3, it is worth noting that the system
availability could be improved up to Δ = 10.5%. Further, we execute the sensitivity
analysis of optimal switching time for varying ξ in Table 2. It could be observed that
the system availability monotonically decreased as ξ increased and that the increment
of system availability was remarkable in Case 3 and Case 4. From these quantitative
results it can be concluded that the control of the switching time would be useful to
improve the system availability.

5 Conclusion

In this paper we have considered an availability models of an intrusion tolerant system
by introducing a control parameter called the switching time from an automatic detec-
tion mode to a manual detection mode. We have derived the optimal time analytically
so as to maximize the steady-state system availability. We have also investigated quan-
titative effects of the optimal control of switching timing in numerical examples. The
lesson learned from the numerical examples was that the optimal switching could im-
prove the system availability effectively. Hence, it has been shown that the combination
between an intrusion tolerance architecture and a control of detection mode was quite
effective in some cases. In the future work, we will examine an effect of the optimal
switching policy on the mean time to security failure which is an alternative depend-
ability/security measure of intrusion tolerant systems.
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