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Abstract. In this paper, we investigate simple but efficient construc-
tions of signcryption schemes. Firstly, we show how symmetric primi-
tives can be used to efficiently achieve outsider multi-user security, lead-
ing to a signcryption scheme with the currently lowest ciphertext and
computational overhead. For the mixed security notions outsider confi-
dentiality /insider unforgeability and insider confidentiality /outsider un-
forgeability, this approach yields lower ciphertext overhead and a higher
level of security, respectively, compared to the current schemes. Secondly,
we show a simple optimization to the well known “sign-then-encrypt”
and “encrypt-then-sign” approaches to the construction of signcryption
schemes by using tag-based encryption. Instantiations with our proposed
tag-based schemes yield multi-user insider secure signcryption schemes
in the random oracle model which is at least as efficient as any other
existing scheme both in terms of ciphertext overhead and computational
cost. Furthermore, we show that very efficient standard model signcryp-
tion schemes can be constructed using this technique as well. Lastly,
we show how signatures and encryption can be combined in a non-black-
box manner to achieve higher efficiency than schemes based on the above
approach. We refer to signature and encryption schemes which can be
combined in this way as signcryption composable, and we show that a
number of the most efficient standard model encryption and signature
schemes satisfy this, leading to the most efficient standard model sign-
cryption schemes. Since all of our constructions are fairly simple and
efficient, they provide a benchmark which can be used to evaluate future
signcryption schemes.
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1 Introduction

The notion signeryption was introduced by Zheng [A7] as a primitive providing
the combined functionality of signatures and encryption i.e. unforgeability, mes-
sage confidentiality, and possibly non-repudiation. The main motivation given
in [47] for introducing signeryption as a new primitive was to achieve higher
efficiency than simply combining signature and encryption. While the scheme
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proposed in [47] was not formally proved secure, this was done in subsequent
works [Bl6]. Furthermore, An et al. [3] formally analyzed the security of the
simple composition of signature and public key encryption (PKE).

Since the introduction of the primitive, many signcryption schemes have been
proposed, e.g. [473124129I30T8IRI2K8201421431/44]. However, these schemes pro-
vide different security levels depending on the used security model. The simplest
security model for a signcryption scheme considers a two-user system consisting
only of a single sender and a single receiver. While two-user security models have
been considered in some of the earlier papers (e.g. [3I18]), they are of limited in-
terest since most practical systems will include many users, and for signcryption
schemes, two-user security does not imply multi-user securityld. Another aspect
of the security model is whether the adversary is considered to be an insider,
possibly playing the part of either the sender or receiver, or an outsider trying
to attack an uncompromised sender and receiver pair. Note that many schemes
are proved secure using a “mix” of these security notions. e.g. insider confiden-
tiality and outsider unforgeability [BlJ6], or outsider confidentiality and insider
unforgeability [24)20]. The efforts to construct schemes providing security in the
strongest sense, i.e. insider security for both confidentiality and unforgeability,
have met some challenges. For example, the scheme proposed in [31] was shown
to be insecure in [38/46], “fixed” in [46], only to be broken again in [39]. Finally,
Libert et al. [29] updated the original scheme [31] while Li et al. [28] indepen-
dently proposed a scheme based on [46], which both seem to be resistant to the
attacks in [B8A6I39]. In a similar way, the scheme proposed in [32] was shown
to be insecure in [40], updated in [33], only to be shown insecure in [41]. Lastly,
Libert et al. [30] updated the original scheme to be resistant to the attack in
[40]. This illustrates that care must be taken when designing fully insider secure
signeryption schemes.

Except the composition results by An et al. [3] and the relation between key
agreement and signcryption key encapsulation mechanisms (signeryption KEMs)
studied by Gorantla et al. [20], most constructions of signcryption schemes make
very little use of existing primitives and the established security properties of
these. Furthermore, the proposed signcryption schemes are rarely compared to
the often simpler constructions of signcryption using existing primitives and the
efficiency achieved by these. As the proposed constructions get increasingly com-
plex, as in the case of the recently proposed standard model schemes [42/43][44],
this leaves open the question whether the direct constructions provide any ad-
vantages compared to the signcryption schemes relying on other primitives, when
these are instantiated properly.

Our Contribution. We focus on simple but efficient constructions of signcryption
using existing primitives or simple extension of these. Firstly, we show how the

! E.g. see [6] for a discussion of this. Furthermore, note that An et al. [3] showed how
a simple composition of signatures and encryption achieving two-user security can
be transformed into a scheme achieving multi-user security, but this transformation
is not applicable in general.
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properties of symmetric key encryption (SKE) and message authentication codes
(MAC) can be used to provide outsider security. As a tool, we use a tag-based
non-interactive key exchange (TNIKE) scheme, which is a simple extension of
an ordinary non-interactive key exchange (NIKE) scheme [T9/T5] and is easy to
instantiate in the random oracle model. The resulting scheme has a lower com-
putational cost and ciphertext overhead than any of the existing signcryption
schemes. If insider unforgeability is required (and only outsider confidentiality),
this approach still yield the lowest ciphertext overhead (roughly 25% shorter
than the scheme by Zheng [47]), but is not as computationally efficient as [47].
If insider confidentiality is required (and only outsider unforgeability), this ap-
proach yields a scheme with exactly the same ciphertext overhead and slightly
more expensive computational cost than the currently most efficient scheme by
Gorantla et al. [20] instantiated with HMQV [27]. However, our approach is
secure in a stronger security model.

We furthermore propose a simple optimization of the “sign-then-encrypt”
and “encrypt-then-sign” constructions of signcryption, using tag-based encryp-
tion (TBE) HEI,@E While both constructions are shown to be insider secure,
the latter requires a special one-to-one property of the signature scheme which,
in practice, limits instantiations to the random oracle model. However, the ad-
vantage of this approach is that it achieves strong unforgeability which is not
achieved by the former approach. To instantiate these schemes, we show how the
most efficient standard and random oracle model PKE schemes can be turned
into TBE schemes with practically no additional cost. This leads to an insider
secure random oracle model scheme that is at least as efficient as any other ex-
isting scheme both in terms of ciphertext overhead and computational cost, as
well as efficient standard model schemes.

Lastly, we show how a signature scheme and an encryption scheme which
satisfy a few special requirements can be combined in a non-black-box way to
achieve higher efficiency than a simple composition. The basic idea of this ap-
proach is simple and essentially lets the signature and encryption use “shared
randomness”. We call schemes that can be combined in this way signcryption-
composable, and we show that some of the most efficient standard model encryp-
tion and signature schemes satisfy this. The resulting signcryption schemes are
the most efficient insider secure standard model schemes.

We emphasize that the advantage of the above compositions lies not only in
the achieved efficiency by the obtained signcryption schemes, but also in their
simplicity, which allows us to prove security using already established security
results for the underlying primitives. We believe that the constructions obtained
via our compositions can be used as a benchmark to evaluate future signcryption
schemes.

While in this paper we concentrate on schemes providing the basic secu-
rity properties of signcryption, i.e. confidentiality and unforgeability, we con-
jecture that schemes providing additional properties, such as non-repudiation
and anonymity, can be constructed using similar techniques.

2 TBE has previously been introduced under the name encryption with labels [37]).
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2 Building Blocks

In our constructions of signcryption schemes we will make use of a number of
different primitives including tag-based encryption (TBE), tag-based key encap-
sulation mechanism (TBKEM), signatures, symmetric key encryption (SKE),
data encapsulation mechanism (DEM), message authentication codes (MAC),
and tag-based non-interactive key establishment (TNIKE).

A TBE scheme is a public key encryption scheme in which the encryption
and decryption algorithm take a tag as an additional input, and has been used
in several other papers (e.g [37I34125]). We will use TBE schemes which provide
full CCA security [25] and a weaker selective tag variant, which we will denote
IND-tag-CCA and IND-stag-CCA, respectively. A TBKEM is the key encapsu-
lation analogue of a TBE scheme for which we will also consider the security
notions IND-tag-CCA and IND-stag-CCA.

For signatures, we use the standard security definitions of weak and strong
unforgeability [3], denoted wUF-CMA and sUF-CMA, for SKE we use the security
notions IND-CPA, IND-CCA and INT-CTXT as defined in [7], and for MAC we use
the security notions wUF-CMA and sUF-CMA [7]. We define a DEM to be a special
case of a SKE in which the encryption algorithm is deterministic.

A non-interactive key exchange (NIKE), introduced in [T9] and formally de-
fined in [I5], is given by a setup algorithm Setup which returns a set of public
parameters par, a key generation algorithm KG which on input par returns a
public/private key pair (pk, sk), a shared key generation algorithm Share which
on input par, a public key of one entity pk; and a private key of another en-
tity sko, returns a shared key K. It is required for all par « Setup(1*) and
all (pki,ski) and (pke, sko) output from KG(par) that Share(par,pki, ske) =
Share(par, pka, sk1). A TNIKE is a tag-based extension of a NIKE in which the
shared key generation algorithm takes as additional input a tag. We require a
(T)NIKE to be secure against active attacks [15].

Due to space limitations, the formal definitions of these primitives are not
included, and we refer the reader to the full version of the paper [35] for these.

3 Signcryption

A signcryption scheme is given by the following algorithms: a setup algorithm
Setup which on input 1* returns a set of public parameters par; a sender key
generation algorithm KGg which on input par returns a public/private sender
key pair (pks, skg); a receiver key generation algorithm XGz which on input par
returns a public/private receiver key pair (pkg, skgr); a signcryption algorithm
SC which on input par, skg, pkr, and a message m, returns a ciphertext c; an
unsigneryption algorithm USC which on input par, pks, skgr, and ¢, returns either
m or an error symbol L.

3 Note that this primitive is different from the Tag-KEM introduced in [2], although
they are closely related. It is easy to see that every IND-CCA Tag-KEM can be used
as an IND-tag-CCA TBKEM.
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It is required for all par « Setup(1%), all (pks, sks) < KGs(par), all (pkr, skr)
— KGg(par),and all messages m that m = USC(par, pks, skr, SC(par, sks, pkr,m)).

3.1 Security

As mentioned in the introduction, a multi-user security definition is required for
signcryption schemes. However, a number of slightly different models have been
introduced in the literature (e.g. see [BI6I3T20]). In the following definitions, the
differences of these will be highlighted. We firstly consider security models with
insider security, and then discuss the weaker outsider counterparts.

Confidentiality. The strongest notion of confidentiality was introduced in [31]
and is based on a security model in which the adversary can freely choose all user
keys, except the challenge receiver key. We refer to this model as the dynamic
multi-user model, and in this model we consider the notion indistinguishability
against insider chosen ciphertext attacks (dM-IND-iCCA). More specifically, for a
signeryption scheme SC = (Setup, KGg,KGg, SC,USC) and a security parameter
1%, dM-IND-iCCA security is defined via the experiment Exp&elP71A(k) shown
in Flg [ (upper left). In the experiment, the adversary A = (./417 Aj) has access
to an unsigneryption oracle O = {Unsigncrypt} which is defined as follows:

— Unsigncrypt: Given a public sender key pks and ciphertext ¢, the oracle
returns m/ L « USC(par, pks, sk}, c) where sk}, is the private receiver key
generated in the beginning of the experiment. A query of the form (pk§, ¢*),
where pk§ is the challenge sender key specified by A and ¢* is the challenge
ciphertext, is not allowed.

A security model defining a slightly weaker security notion was used in [3/5]. In
this security model, which we will refer to as the fized challenge key multi-user
model, the adversary cannot choose the challenge sender key. More specifically,
in this model we define indistinguishability against insider chosen ciphertext
attacks (£M-IND-iCCA) for a signcryption scheme SC and security parameter
1* via the experiment Expfl GO0 (k) shown in Fig. M (upper right). In the
experiment, 4 = (A4;,.A2) has access to an unsigncryption oracle as defined
above.

Definition 1. A signcryption scheme SC' is said to be X-IND-iCCA secure, if
| Pr[ExpSANa %A (k) = 1] —1/2| is negligible in k for any probabilistic polynomial-
time algomthm A, where X € {aM, £M}.

Unforgeability. Like the confidentiality definition above, we consider unforge-
ability in both the dynamic and the fixed challenge key multi-user models. For
a signcryption scheme SC and security parameter 1%, we define (weak) un-
forgeability against insider chosen message attacks in the dynamic multi-user
model (dM-wUF-iCMA) via experiment ExpTe " (k) shown in Fig. [ (lower
left). In the experiment, the adversary A has access to a signcryption oracle
O = {Signcrypt} defined as follows:
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dM-IND-iCCA (k) : EXPfSMéI,Tl)_iCCA (k) :

E
*Psc.a par «— Setup(1¥)

ar «— Setup(1* . .
I()pk:* SIC* ) E(KG)R(]?GT) (pk5‘7 SkS) — KGs(par)
Do (Pkk, ski) — KGr(par)

k%, sk, mo, my, st) — AL (par, pki
(p 5 S’_ 07* b ) ! (f) ,f R) (m()vmlet) (_A?(par7pk§78k§7pk}k%7)
b {07 1}’ c < SC(par, Sk57ka7 mb) * * *
ARy S b {0,1}; ¢ — SC(par, sk, phiz, mo)
b — Az (Stvc ) ’ o *
i b — A5 (st,c*)
If b=10" return 1 ;
Else return 0 If b = b return 1
Else return 0

dM-wUF-iCMA ( k‘) . EXPfSMévjlﬁ'—iCMA ( k) .

EXP5C,A L — (; ar — Setup(1”
L —0; par — Setup(1¥) (P skgz)?<— KGs(paf)(- )
(pks, sks) — KGs(par) (k. sk) — KGr(par)
(P, sk, €*) — A9 (par, ph) o 2 A0 (par, phs ok sk)
m* «— USC(par, pk%, ski,c*) m* — USC](?pa;‘ppliipsl?’: 0%
If m*# LA (m",pkk) € L return 1 Ifm* £ LA (7;1*,;1::}})}:; T return 1

Else return 0 Else return 0

Fig. 1. Experiments for confidentiality and unforgeability

— Signcrypt: Given a public receiver key pkr and a message m, the oracle
returns ¢ < SC(par, skg, pkr, m), where sk¥ is the secret sender key gener-
ated in the beginning of the experiment. Furthermore, (pkr,m) is added to
the list L.

Likewise, we define (weak) unforgeability against insider chosen message at-
tacks in the fixed challenge key multi-user model (£M-wUF-iCMA) via experiment
Expgey ‘™ (k) shown in Fig. I (lower right), where A has access to a signcryp-

tion oracle as defined above.

Definition 2. A signcryption scheme SC' is said to be X-wUF-iCMA secure, if
Pr[ExpS gt ™A (k) = 1] is negligible in k for any probabilistic polynomial-time

algorithm A, where X € {dM, £M}.

Strong insider unforgeability (dM-sUF-iCMA and fM-sUF-iCMA security) is de-
fined in a similar way to the above, with the only change that the list L now
contains (pkr,m, c) for signcryptions queries made by A, and it is required that
(pkg, m*, c*) ¢ L for the forgery output by A.

Note that Libert et al. [3230] uses a different unforgeability definition which
is concerned about signature extracted from a ciphertext. However, this does
not imply the unforgeability mentioned here. (In fact, the scheme proposed in
[30] is insecure according to the above definition.)

Outsider Security. While insider security is inherent in the dynamic multi-user
model, we can consider a weaker version of the fixed challenge key multi-user
model in which the adversary knows neither the private sender key nor the pri-
vate receiver key for the challenge key pairs. This is modeled by limiting the input

given to the adversary A to (par, pk§g, pkp) in the experiments Exp§e 0 A (k)
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and Expfe"F (k) defined above. However, with this limited input, A can

no longer compute signcryptions using the challenge private sender key sk? in
Expgot 4 (k), and can no longer compute unsigneryptions using the challenge
private receiver key sk in ExpSey ‘™ (k). Hence, in both experiments, A is
given access to oracles (’) = {Slgncrypt Unsigncrypt} defined as in the above.

We denote these modified experiments ExpSe /P4 (k) and ExpSeryf ™M (k),
and define the outsider security notions £M-IND- oCCA and fM-wUF- oCMA in a sim-
ilar way to the corresponding insider security notions. We furthermore consider
the strong variant of the unforgeability notion fM-wUF-oCMA which will be de-
noted fM-sUF-oCMA, and is defined in a similar way to the corresponding insider
notion fM-sUF-iCMA.

Key Registration. In the above experiments, the adversary can freely choose the
public keys submitted to signcryption and unsigncryption oracles. However, in
systems based on a traditional PKI, users are required to obtain a certificate by
registering their public key at a certificate authority before the public key can
be used in interaction with other users. This allows additional security measures
such as requiring that a user prove knowledge of the secret key corresponding to
the public key he is registering. To model security in this scenario, we give the
adversary access to a key registration oracle in addition to normal queries. The
key registration oracle maintains a list Lpy of registered key pairs and interacts
with A as follows:

Register-key: Given a key pair (pk, sk), the oracle checks if (pk, sk) is a valid
key pair. If not, the oracle returns 0. Otherwise, it adds (pk,sk) to Lpk,
and returns 1.

When A submits a signceryption query (pkgr,m) or an unsigncryption query
(pks,c), it is then required that (pkg,*) € Lpk and (pks,*) € Lpk, respec-
tively. We write, for example, dM-sUF-iCMA (KR) to mean dM-sUF-iCMA security
with key registration in order to distinguish it from ordinary dM-sUF-iCMA.

Key registration has been used in connection with the dynamic multi-user
model in [44]. Furthermore, Gorantla et al. [20] defines a multi-user security
model in which the adversary cannot choose any of the keys used in the system,
but is only given a list of public user keys and access to a corruption oracle. This
model implicitly implies key registration and we refer to this as the static multi-
user model (see [20] for the details of the security definitions in this model).
Furthermore, we use the prefix sM- to denote this model. We note that dynamic
and fixed challenge key multi-user security with key registration trivially implies
the static multi-user security.

Comparison of Security Notions. The hierarchy of the above mentioned security
notions is shown in Fig. 2l The proofs of the implications shown in the figure
are straightforward and are not given here. We furthermore conjecture that a
separation exists between all of the security notions shown in the figure.
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dM-X-1iY »  fM-X-iY > fM-X-oY
v v v
dM-X-iY(KR) »fM-X-1Y (KR) > fM-X-oY (KR) > sM-X-oY > X-oY
A A
>  sM-X-iY > X-iY

Fig. 2. Implications between security notions. In the figure, “A — B” means that se-
curity wrt. security notion A implies security wrt. security notion B. (X,Y) is (IND, CCA)
for confidentiality, and is either (wUF,CMA) or (sUF, CMA) for unforgeability. The security
notions without any prefix {dM-, £M-, sM-} indicate the two-user security notion.

Setupsc(lk) : SC(par, sks, pkr,m) :
parn, — Setup, (17) tag < pks
parie «— Setup,, (1¥) ce < TEnc(parie, pkr2,tag, m)
Output par < (parn,parte). K « Share(parn, pkri, sks)

KGs(par) : o — Mac(K, (pkrz2l||cE))
Output (pks, sks) < KGy(par,).  Output ¢+ (cg,0).

KGgr(par) : UsC(par, pks, skgr,c) :
(pkr1, skr1) < KGn(pary) Parse c as (cg,0). tag «— pks
(pkr2, skr2) < KGie(parie) K « Share(pary, pks, skr1)
pkr < (pkr1,pkr2) If MVer (K, (pkr2||ce),0) = L
skr «— (skgri, skr2) then output L and stop.
Output (pkr, skr). Output TDec(parie, skrz,tag, ce).

Fig. 3. Simple composition using symmetric key primitives: TEtK&M

4 Simple Composition Using Symmetric Key Primitives

In this section we show that if only outsider security is required for either confi-
dentiality or unforgeability (or for both), then symmetric key primitives can be
used to construct efficient signcryption schemes. However, in order to make use
of symmetric key primitives, sender and receiver must share a symmetric key. To
achieve this, we employ a (T)NIKE which has the advantage of not requiring the
sender and receiver to exchange messages to compute a shared key. As we will
see, the combination of symmetric key primitives and (T)NIKE schemes secure
against active attacks provides the strongest notion of outsider security. These
constructions are only interesting if efficient instantiations of (T)NIKE schemes
secure against active attacks can be constructed. However, in Section [l we show
that this is indeed possible. Due to space limitations, all proofs of the theorems
in this section are given in the full version [35].

Tag-based-Encrypt then Key-exchange and MAC (TEtK&M). Firstly, we con-
sider a construction in which outsider unforgeability is achieved by the combined
use of a NIKE and a MAC scheme, and which we call “Tag-based-Encrypt then
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Setupse(lk) : SC(par, sks, pkr,m) :
par, «— Setup,, (17) tag < pks2
DPaTsig — Setupsig(lk) K « TShare(parin, pkr, sks1,tag)
Output par « (parin, parsig). cg «+ SEnc(K,m)

KGs(par) : o < Sign(parsig, sksz, (pkrllce))
(pks1, sks1) < KGen(paren) Output ¢ «— (cg,0).
(pksa2, sks2) < KGsig(parsig) UsC(par, pks, skr, c) :
pks «— (pks1,pks2) Parse c as (cg,0), tag < pksa
sks — (sksi, sks2) If SVer(parsig, pks2, (Pkr||ce),0) = L
Output (pks, sks). then output L and stop.

KGR (par) : K « TShare(parin, pksi, skr,tag)

Output (pkr, skr) «— KGin(pars,).  Output SDec(K, cg).

Fig. 4. Simple composition using symmetric key primitives: TK&SEtS

Setupse(lk) : SC(par, sks,pkr,m) :
Output par < Setup,, (1%). K « Share(par, pkr, sks)

KGs(par) : Output ¢ < SEnc(K,m).
Output (pks, sks) < KG,(par). USC(par,pks, skr,c) :

KGr(par) : K « Share(par, pks, skr)

Output (pkr,skr) < KGn(par).  Output SDec(K, c).

Fig. 5. Simple composition using symmetric key primitives: K&SE

Key-exchange and MAC” (TEtK&M). More specifically, let N = (Setup,,,KGy,
Share) be a NIKE scheme, let T'E = (Setup,, KGte, TEnc, TDec) be a TBE scheme,
and let M = (Mac,MVer) be a MAC scheme. Then TEtK&M is defined as shown in
Fig.Bl The security of the scheme is provided by the following theorems. Note that
the MAC scheme M is required to be one-to-ondd to guarantee confidentiality.

Theorem 3. Assume TE is IND-tag-CCA (resp. IND-stag-CCA) secure and M
is one-to-one. Then TEtK&M is dM-IND-iCCA (resp. £M-IND-iCCA) secure.

Theorem 4. Assume N is secure against active attacks and M is sUF-CMA
(resp. wUF-CMA) secure. Then TEtK&M is fM-sUF-oCMA (resp. £M-wUF-oCMA)
secure.

Tag-based-Key-exchange and Symmetric-key-Encrypt then Sign (TK&SEtS). Us-
ing a similar approach to the above, we consider a signcryption scheme in which
outsider confidentiality is achieved by the combined use of a TNIKE scheme and
a SKE scheme, and which we call “Tag-based-Key-exchange and Symmetric-
key-Encrypt then Sign” (TK&SEtS). For this scheme, the tag-based property
of TNIKE is required to ensure that a ciphertext is only valid under a single
public sender key. Specifically, let TN = (Setup,,,,KGin, TShare) be a TNIKE

4 A MAC is said to be one-to-one if given a key K and a message m, there is only one
MAC tag o such that MVer(K,m,o) = T.
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scheme, let S = (Setup,;,,KGsig, Sign,SVer) be a signature scheme, and let
SE = (SEnc,SDec) be a SKE scheme. Then TK&SELS is defined as shown in
Fig. @l The security of this scheme is provided by the following theorems. Note
that the SKE scheme SFE is only required to be IND-CPA secure to guarantee
confidentiality.

Theorem 5. Assume S is sUF-CMA secure, TN is secure against active attacks,
and SE is IND-CPA secure. Then TK&SEtS is £M-IND-oCCA secure.

Theorem 6. Assume S is sUF-CMA (resp. wUF-CMA) secure. Then TK&SELS is
dM-sUF-iCMA (resp. dM-wUF-iCMA) secure.

Key-exchange then Symmetric-key-Encrypt (K&SE). Finally, we consider a sign-
cryption scheme providing outsider unforgeability and outsider confidentiality.
This scheme, which we call “Key-exchange and Symmetric-key-Encrypt” (K&SE),
consists only of a NIKE scheme and a SKE scheme satisfying the security
of authenticated encryption [7]. Interestingly, in this scheme a ciphertext con-
sists only of the output of the underlying SKE scheme. Specifically, let N =
(Setup,,,KG,,, Share) be a NIKE scheme, and let SE = (SEnc, SDec) be a SKE
scheme. Then K&SE is defined as shown in Fig.[Bl The following state that K&SE
satisfies both outsider confidentiality and outsider unforgeability.

Theorem 7. Assume N is secure against active attacks and SFE is IND-CCA
secure. Then K&SE is £M-IND-oCCA secure.

Theorem 8. Assume N is secure against active attacks and SE is INT-CTXT
secure. Then K&SE is £M-sUF-oCMA secure.

5 Simple Composition Using Tag-Based Encryption

An et al. [3] analyzed the security of the simple composition of signature and en-
cryption, and showed that both sign-then-encrypt and encrypt-then-sign are se-
cure, but only for a weaker notion of confidentiality termed generalized
IND-CCA security. If ordinary IND-CCA security is required, the latter becomes
insecure, even if the used signature scheme is strongly unforgeable and the en-
cryption scheme is IND-CCA secure. Furthermore, simple composition does not
yield multi-user security. In [3], this is overcome by including the public sender
key in the plaintext, and the public receiver key in the input to the signing
algorithm. While this achieves multi-user security, it also introduces additional
ciphertext overhead.

Here we show that by using a TBE scheme, multi-user security can be achieved
without introducing additional ciphertext overhead. This is of course only useful
if it is possible to construct TBE schemes which do not have a higher cipher-
text overhead than ordinary PKE schemes. In Section [1] we show that this is
indeed possible for the currently most efficient encryption schemes in both the
standard and the random oracle model. Due to space limitations, the proofs of
the theorems in this section are given in the full version [35].
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Setup, (1) : KGs(par) :
pare — Setup,, (17) Output (pks, sks) < KGsig(parsig)-
DPaTsig — Setupsig(lk) KGr(par) :
Output par «— (parie, parsiqg). Output (pkr, skr) < KGie(parie).
Sign-then-Tag-based-Encrypt StTE
SC(par, sks, pkr,m) : UsC(par, pks, skgr,c) :
o < Sign(parsig, sks, (pkr||m)) tag < pks
tag <« pks (mllo)/L <« TDec(parie, skr, tag, c)
¢ < TEnc(pare, pkr, tag, (m]|o)) (if output is L, then output L and stop.)
Output c. If SVer(parsig, pks, (pkr||m),o) = T

then output m, otherwise output L.
Tag-based-Encrypt-then-Sign TEtS

SC(par, sks, pkr,m) : UsC(par, pks, skgr,c) :
tag < pks Parse c as (cg,0), tag«— pks
cg < TEnc(parie, pkr,tag, m) If SVer(parsig, pks, (Pkr||ce),0) = L
o < Sign(parsig, sks, (pkrl|cE)) then output L and stop.
Output ¢ < (cg,0). Output TDec(parie, skr,tag,ce).

Fig. 6. Simple composition of signature and TBE. Note that StTE and TEtS use the
same setup and key generation algorithms.

Let TE = (Setup,,, KGi, TEnc, TDec) be a TBE scheme and let § =
(Setupsig7 KGy;g, Sign, SVer) be a signature scheme. Then the “Sign-then-Tag-
based-Encrypt” (StTE) and “Tag-based-Encrypt-then-Sign” (TEtS) schemes are
defined as shown in Fig. [fl We achieve the following security results for StTE.

Theorem 9. Assume TE is IND-tag-CCA (resp. IND-stag-CCA) secure. Then
StTE is dM-IND-iCCA (resp. £M-IND-iCCA) secure.

Theorem 10. Assume S is wUF-CMA secure. Then StTE is dM-wUF-iCMA secure.

Note that the receiver trivially obtains a publicly verifiable signature of the
sender on the sent message m when unsigncrypting a valid ciphertext. Hence,
the receiver can convince any third party that the message m was indeed sent
by the sender (this provides a similar type of non-repudiation to [32], which
introduces the notion of detachable signatures).

Like the encrypt-then-sign approach, TEtS will generally not achieve IND-CCA
security, even if the used TBE scheme is IND-CCA secure. However, if the signa-
ture scheme is one-to-ond] the following results can be obtained.

Theorem 11. Assume T'E is IND-tag-CCA (resp. IND-stag-CCA) secure and
S is one-to-one. Then TEtS is dM-IND-iCCA (resp. £M-IND-iCCA) secure.

Furthermore, unlike StTE, if a strongly unforgeable signature scheme is used,
TEtS will also be strongly unforgeable (note that the one-to-one property is not
required in the following theorem).

5 A signature scheme is said to be one-to-one if given public parameters par, a
public key pk, and a message m, there exists only one signature o such that
SvVer(par,pk,m,o) = T.
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Theorem 12. Assume S is sUF-CMA (resp. wUF-CMA) secure. Then TEtS is
dM-sUF-iCMA (resp. dM-wUF-iCMA) secure.

Currently, only random oracle model signature schemes, like BLS [10], have the
one-to-one property. However, BLS is one of the most efficient schemes in terms
of signature size and signing cost, and as we will see in Section [@ constructing
TEtS using BLS and a tag-based variant of DHIES [I] (see also Section [7]) will
yield an insider secure signcryption scheme in the random oracle model, which
is at least as efficient as the currently most efficient insider secure schemes by
Libert et al. [29] and by Li et al. [28] which are also inspired by BLS and the
DHIES scheme.

6 Signcryption Composability

While the simple composition of signature and TBE yields signcryption schemes
which are at least as efficient as any other insider secure signcryption scheme
(see Section[d)), a part of the original motivation for considering signcryption as
a separate primitive, is to achieve higher efficiency than such black-box composi-
tions. In this section we show how to achieve insider secure signcryption schemes
in the standard model which is more efficient than a black-box composition of
the most efficient standard model signature and encryption schemes.

The idea behind our approach is fairly simple. Since both signature and en-
cryption in the standard model are probabilistic, the sender could potentially
reuse the same “randomness” for both signing and encryption. By doing so, both
ciphertext and computational overhead can potentially be reduced. Naturally, a
signature and an encryption schemes need to “match” to enable this, and to be
able to prove security of the resulting signcryption scheme, we require the indi-
vidual schemes to have a few special properties. We say that a pair of schemes
satisfying these requirements are signcryption composable (SC-composable), and
we will formally define the requirements below. Since we adopt the KEM/DEM
approach, our SC-definition will be concerned with a signature scheme and a
TBKEM scheme. We furthermore assume that both the TBKEM and the signa-
ture scheme are patitionableﬁ i.e. for a TBKEM, it is required that the encapsu-
lation algorithm can be divided into two deterministic algorithms TE; and TEs
such that an encapsulation of a key can be computed by picking random r «+— R
(the randomness space R is specified by par), computing ¢; < TE;(par,r) and
(co, K) «+ TEy(par, pk,tag,r), and returning the encapsulation ¢ < (c1, ¢2) and
the encapsulated key K, and given ¢; and a tag, there is at most one ¢y and one
K such that TDecap(par, sk, tag, (c1,c2)) = K. Partitionability of a signature
scheme is defined in a similar way, and we let S; and S, denote the message
independent part (taking only par and r as input) and the message dependent
part of the signing algorithm, respectively.

Definition 13. We say that a partitionable TBKEM TK = (Setup,,KGu,
TEncap, TDecap) and a partitionalble signature scheme S = (Setupsig,KGsig,

5 Partitionability of a signature scheme has previously been defined in [i1l.
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Sign, SVer) are signcryption composable (SC-composable) if they satisfy the fol-
lowing:

— Property 1. (Compatible Setup) There exists an algorithm Setup), that,
given public parameters pargg Setupsig(lk) as input, generates par
distributed identically to the output of Setuptk(lk). Furthermore, there exists
an algorithm Setupl, that, given pary, «— Setup,,, (1%) as input, generates
parsig distributed identically to the output of Setupsig(lk).

— Property 2. (Shared Randomness) Let Ry, and Rsig be the randomness
spaces specified by pary. and pars;, used by TEncap of TK and Sign of S,
respectively. It is required that

® Raig = Ruk XR;g i.e. the randomness space for TK is shared by both T K
and S (in the following we will use R to denote the common randomness
space). We allow R:‘Z-g to be empty.

e For all choices of (r,s) € R x R;g and all o1 — Si(parsig, (r,5)),
it is required that oy can be written as o1 = (c1,0)) such that ¢ =
TEi(pars,r). We allow oy to be an empty string.

— Property 3. (Signature/Ciphertext Simulatability) There exist algorithms

', Sh and TE, with the following properties:

e TE,: Given pary, a public/private key pair (pkuy, skix) < KGux(parw),
a tag tag, and ¢ = TEy(pary,r) for some r € R, this algorithm outputs
co and K such that (co, K) = TEa(pary, pku, tag,r).

e S\ Given parsg, c1 = TEi(pary,r) for some r € R, and s € R:ig,
this algorithm outputs o such that (c1,01) = Si(parsyg, (r,s)). If R;g
18 empty, we do not consider this algorithm.

e S,: Given parsg, (pksig, Sksig) «— KGsig(parsig), a message m, ¢; =
TE;(par,r) for some r € R, and s € R;g, this algorithm outputs
o2 such that oo = Sa(parsig, sksig, m, (1,5)).

Although the requirements might seem somewhat restrictive, as shown in Section
[8, tag-based variants of many of the existing standard model KEMs are in fact
SC-composable with a number of standard model signature schemes.

6.1 Signcryption from SC-Composable Schemes

Let TK = (Setup,;,KG, TEncap, TDecap) be a partitionable TBKEM scheme
in which TEncap = (TE;, TEz), let S = (Setup,,,,KGsig, Sign, SVer) be a parti-
tionable signature scheme in which Sign = (S1,S3), and let D = (DEnc, DDec) be
a DEM. Furthermore, let TK and S be SC-composable with shared randomness
space R. We assume that the encapsulated-key space of T'K and the key space
of D is the same (if this is not the case, we can use an appropriate key derivation
function).

Then, we construct a signcryption scheme SC as shown in Fig.[ll We note that
our scheme allows ¢5 in TK and ¢} in S to be empty strings. The security of SC
is guaranteed by the following theorems. To prove unforgeability, we require key
registration, as introduced in Section [311
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Setup, (1) KGg(par) :
pary, «— Setup,, (1%) Output (pks, sks) < KGsig(parsig).
PaTsig — Setup;ig (partk) KGr(par) :
Output par «— (park, parsig) Output (pkr, skr) < KGx(par:r).
SC(par, sks,pkr,m) : USC(par, pks, skgr,c) :
(r,s) «— R x R;g, tag < pks Parse c as (c1,c2,c3). tag < pks
(c1,01) < Si(parsig, (r,5)) K < TDecap(pari, skr, tag, (c1,c2))
02 = Sa(parsig, sks, (pkr||m), (r,s))  (mllo1|lo2) < DDec(K, cs)
(c2, K) < TEa(pari, pkr, tag,r) o «— (c1,01,02)
cs « DEnc(K, (m||o||o2)) If SVer(parsig, pks, (pkr||m), o) =T
Output ¢ « (c1,c2,c3). then output m, otherwise output L.

Fig. 7. Proposed composition SC from SC-composable TBKEM and signature schemes

Theorem 14. Assume TK is IND-tag-CCA (resp. IND-stag-CCA) secure, D is
IND-CCA secure, and TK and S are SC-composable. Then SC is dM-IND-iCCA
(resp. £M-IND-iCCA) secure.

Theorem 15. Assume S is sUF-CMA (resp. wUF-CMA ) secure and TK and S are
SC-composable. Then SC is dM-sUF-1CMA(KR) (resp. dM-wUF-1iCMA (KR) ) secure.

The proofs of the above theorems are given in the full version [35]. Note that,
unlike the simple compositions in the previous section, SC achieves strong un-
forgeability without imposing any restrictions which forces instantiations to be
in the random oracle model. Note also that, like StTE, in the unsigncryption
process the receiver obtains o = (c¢1, 07, 02) which is a publicly verifiable signa-
ture of the sender on the sent message m, and hence, the scheme can provide
non-repudiation.

7 How to Obtain Tag-Based Primitives

The constructions in Sections @], Bl and [6 depend on the existence of efficient
(T)NIKE schemes, TBE schemes and TBKEM schemes. In this section we will
show how existing schemes can be extended to tag-based schemes by exploiting
their internal structure. Although this approach is not generic, it is simple, ap-
plicable to many of the existing schemes and, importantly, achieves tag-based
schemes at practically no additional cost.

7.1 (T)NIKE Schemes in the Random Oracle Model

Consider the Hashed Diffie-Hellman (HDH) scheme which is defined as follows:
The setup algorithm Setup picks a group G with prime order p, a generator
g € G, and a hash function H : {0,1}* — {0,1}*. The key generation algorithm
KG picks = « Z, and sets (pk, sk) <« (g%, x). Suppose one party’s key pair is
(pk1,sk1) = (g%, x) and the other’s is (pks,sks) = (9¥,y), and suppose g* is
lexicographically smaller than ¢g¥. Then the shared key algorithm Share outputs
K« H(g"%, 9%, g"").
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It is relatively easy to show that this scheme is secure against active attacks
in the random oracle model assuming the gap Diffie-Hellman (GDH) assump-
tion holds in G, using a proof similar to [I5]. Furthermore, if the shared key is
computed as K — H(g*, g¥, g%Y, tag) where tag is a tag given as input to Share,
the resulting scheme will be a TNIKE scheme which we will denote tHDH. In a
similar manner to the HDH scheme, the security of tHDH can be shown assuming
the GDH assumption holds in G, using a proof similar to [15].

Lastly, note that a TNIKE scheme secure under the computational Diffie-
Hellman (CDH) assumption can be obtained by making a similar modification
to the Twin Diffie-Hellman protocol by [I5], but at the cost of an increase in
computational cost compared to tHDH.

7.2 TBE and TBKEM Schemes

It is possible to generically transform any IND-CCA secure PKE scheme into an
IND-tag-CCA secure TBE scheme, simply by encrypting the tag together with
the message [25]. Since a TBE is trivially a TBKEM, this approach also leads
to a generic construction of TBKEMs. However, a drawback of this approach is
that it leads to ciphertext expansion and possibly inefficient TBKEMs, and since
our main concern is efficiency, we take a different approach in the following.

TBE Schemes in the Random Oracle Model. To construct an efficient TBE
scheme, we consider the IND-CCA secure PKE schemes in the random oracle
model which have hybrid structure i.e. they can be rewritten in the KEM/DEM
style, and a random oracle is used as a key derivation function for a key of the
DEM part. Typical examples of such schemes are the DHIES scheme [I] and the
Twin ElGamal scheme [15]. We can turn such PKE schemes into IND-tag-CCA
secure TBE schemes simply by inputting a tag into the key derivation function.

Here, as an example, we show in Fig. [§ a tag-based variant of the DHIES
scheme which we denote tDHIES. We note that similar modification to the twin
ElGamal scheme [I5] will result in a corresponding secure tag-based variant
(which we denote tTwin).

Since the standard KEM/DEM composition theorem [I6] trivially applies to
the composition of an IND-tag-CCA secure TBKEM and an IND-CCA secure
DEM, it is sufficient to see that the TBKEM part of the tDHIES is actually
IND-tag-CCA secure. It is known that the KEM part of the original DHIES
is IND-CCA secure in the random oracle model based on the GDH assump-
tion [I7U21]. Since the proof of the IND-tag-CCA security of the TBKEM part of
tDHIES is essentially the same as the IND-CCA security proof for the ECTES-KEM
in [I7], we omit the proof here.

TBKEM Schemes in the Standard Model. Here, we consider existing IND-CCA
secure KEM schemes in the standard model that use a collision resistant hash
function (CRHF) or a target CRHF (TCRHF) in the construction of an en-
capsulation. Specifically, we consider the very efficient and recently proposed
schemes [I3I26/23l22] which all use a (T)CRHF as a building block (to make
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Setupte(lk) : TEnc(par, pk,tag, m) :
Pick a group G (order p) and g — G. r«—Z,, c1+g", K « H(tag|lci||X")
Pick a DEM D = (DEnc, DDEM) ¢2 < DEnc(K,m)
with key space {0,1}* ¢+ (c1,c2)
Pick H : {0,1}* — {0,1}*. Output (¢, K).
Output par < (p,9,G, D, H).
KGie(par) : TDec(par, sk, tag, c) :
T —Lp, X — g° Parse c as (c1,c2). K « H(tag||ci]|eT)
Output (pk, sk) — (X, z). Output m « DDec(K, cz).

Fig. 8. A TBE scheme based on the DHIES scheme (tDHIES)

Setup,, (1%) : TEncap(par,pk:,tag) :
Pick bilinear groups (G, G,Gr) (order p) 1 Zp, c1+—g", t— CR(tag|lc1)
with e : G x G — Gr and (U G—G Let ¢ be an n-bit string t1|[t2]] ... [[tn
Pick § < G, and set g < 9(§). e = (U' T, U
Pick a CRHF CR: {0,1}* — {0,1}". c— (61’02) Kz
Output par — (p,G,Gr,e, 7, g,7,CR). Output (c, K).
KGyx (par) : TDecap(par, sk, tag, c) :
wur, . U — Zy Parse c as (c1, c2).
U —g" U —g“iforl<i<n t<—CR(tag||c1). )
a—Zp hei® Z—e(g§)" Let ¢t be an n-bit string ¢1||t2]] ... ||tn
pk — (Z,U",Ur,...,Up) If ¢y = ¢ TEi=1viti
sk «— (iz,u’,u1,...,un) Output K<—€(C1,h)
Output (pk, sk). Otherwise output L.

Fig. 9. TBKEM scheme based on the Boyen-Mei-Waters PKE (tBMW1)

[23] IND-CCA secure, we have to apply the technique from [4]). In these schemes,
if we simply add a tag as an additional input to the hash function, we can
achieve secure TBKEM schemes. As an example, we show in Fig. [ a partition-
able TBKEM scheme obtained from the practical PKE proposed by Boyen, Mei,
and Waters [I3] which we denote tBMW1 (note that the original scheme is a
PKE scheme but here, we turn it into a TBKEM scheme).

Since the security proof is essentially the proof of the original BMW PKE
scheme (whose proof is almost identical to that of the Waters IBE [45] which is
adaptive identity chosen plaintext secure), the details are omitted here.

Several other KEMs share a similar structure to the Boyen et al. KEM [12]
(e.g. [26l23I22/21]), and can be modified in a similar way to achieve TBKEMs.
However, whether IND-tag-CCA or IND-stag-CCA security is achieved is depen-
dent on how the original KEM is proved secure. In particular, the TBKEMs
obtained from [26]23/22J2T] will only achieve IND-stag-CCA security.

8 Concrete SC-Composable Schemes

We will now introduce a number of signature/ TBKEM pairs which are SC-
composable, using the TBKEMs introduced in the previous section. Consider the
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TBKEM tBMW!1 shown in Fig.[dl The scheme is partitionable with the algorithms
TEi(par,r) = ¢g" and TEs(par, pkg, tag,r) = (c2, K) where c; — (U’ ]}, U,
K «— 7" and t — CR(tag||¢g"). An example of a suitable signature scheme to com-
bine with this TBKEM is the scheme by Waters [45] (Waters). Here, we assume
that Waters is implemented with the same bilinear groups as tBMW1 in Fig.
Signatures are of the form o = (¢", ¢ - (V' T[1_, V;")") € (G)? where g* € G
and (V’, Vi,..., Vn) € (G)"+1 are elements of the private and public signer key,
skg and pkg, respectively, and m; is the i-th bit of the message m (see [45] for
a full description of the scheme). Furthermore, the scheme is partitionable with
Si(par,r) = g" and So(par, sks, m,r) = g% w(f/’ 1, ‘A/imi)’”, where r € Z,,.

It is relatively easy to check that the two schemes satisfy the requirements
about compatible setup (property 1) and shared randomness (property 2) of Defi-
nition [3 with shared randomness space Z,. Furthermore the algorithms TE5 and
S, for the scheme are defined as TEj)(sk, tag, ") = ((¢")* T2i=1%iti e(g", §*))
and S (sk,m,g") = g% - (gf)“/“‘Z =1 and satisfy the requirement about ci-
phertext /signature simulatability (property 3). Taking into account that tBMW1
is IND-tag-CCA secure and that Waters is wUF-CMA secure, Theorem [[4] and
yields that the signcryption scheme SC shown in Fig. [1 is dM-IND-iCCA and
dM-wUF-1CMA (KR) secure when instantiated with these schemes.

However, there are many other SC-composable pairs. For example, if a strongly
unforgeable signcryption scheme is desired, Waters signatures can be replaced
by the sUF-CMA secure variant proposed by Boneh et al. [TI] (BSW). Alterna-
tively, the signatures by Camenisch et al. [I4] (CL) can be used to achieve a
scheme with compact public sender keys (this scheme can furthermore be made
sUF-CMA secure using the techniques from [I1]). Likewise, the TBKEM can be
replaced by any of the TBKEMs mentioned in the previous section to achieve
signeryption schemes with various properties. Note that any combination of the
mentioned signature schemes and TBKEMs will be SC-composable (see the full
version [35] for details).

9 Comparison

In Fig. [0 we list the achieved security notions, underlying security assumptions
and computational and ciphertext overhead for previously proposed signcryption
schemes as well as the constructions discussed in this paper. All schemes are
instantiated to obtain minimal ciphertext and computational overhead. Specifi-
cally, we assume that an IND-CCA secure DEM has no ciphertext overhead (i.e. is
length preserving) and IND-CPA and IND-CCA secure SKE have ciphertext over-
heads which are of the size [IV| and |[IV|+ |MAC| [7], respectively. In the original
schemes of LYWDC [28] and LQ [29], the public sender key is included as part of
the plaintext. However, this is only needed when considering anonymity, and we
leave out the sender key from the plaintext in these schemes. Dent [I8] and GBN
[20] require a “signeryption DEM” which is a DEM that satisfies both IND-CCA
and INT-CTXT security. To achieve this we assume that the Encrypt-then-MAC
approach is used as discussed in [I§].
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The scheme K&SE(HDH) has the lowest ciphertext and computational overhead
of all signcryption schemes, while providing outsider multi-user security. This im-
proves upon the Dent scheme [I8] which is furthermore only shown to be secure
in the two-user setting. If unforgeability against insiders is required, the scheme
TK&SEtS(tHDH,BLS) provides the lowest ciphertext overhead, but the Zheng
scheme [A7J5l6] has lower computational cost. On the other hand, if confidentiality
against insiders isrequired (but only outsider unforgeability), the schemes TEtK&M
(HDH,tDHIES) and GBN [20] provides the same ciphertext overhead but GBN pro-
vides slightly lower computational overhead. However, GBN is only shown to be
secure in the weaker static multi-user model which implies key registration, and in
this aspect we consider TEtK&M(HDH,tDHIES) as an improvement upon GBN.

Considering schemes which provides full insider security, TEtS(tDHIES,BLS)
improves upon LYWDC [28] and LQ [29] by providing slightly lower ciphertext
overhead while having practically the same computational cost (an IND-CCA
secure DEM vs. a one-time pad). The ciphertext overhead is in fact lower than
BD []] and only 11 bits larger than Zheng although these schemes provides a
lower level of security.

The schemes based on SC-composable TBKEMs and signatures improves
upon the previous standard model schemes by providing both lower ciphertext
and computational overhead. The lowest overhead is achieved by SC(tBMW1,Waters)
(and SC(tBMW2,Waters)). However, if strong unforgeability is desired, the slightly
less efficient SC(tBMW1,BSW) is required. The only drawback of the schemes
based on SC-composability is that key registration is required to guarantee un-
forgeability (note that previous standard model schemes requires key registration
as well). If key registration is not feasible, the most efficient scheme would be
StTE(tBMW1,Waters) or StTE(tBMW1,BB) where BB denotes the short signa-
ture scheme by Boneh et al. [9]. Lastly note that the schemes based on tBMW?2
TBKEM and the signature scheme by Camenisch et al. [14] (CL) (or CL [14]
modified with the technique from [II], denoted by CL') have the advantage of
compact public sender and receiver keys.
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