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Abstract. HIGHT is a block cipher with 64-bit block length and 128-
bit key length, which was proposed by Hong et al. in CHES 2006 for
extremely constrained environments such as RFID tags and sensor net-
works. In this paper, a new saturation attack on HIGHT is discussed.
We first point out and correct an error in the 12-round saturation dis-
tinguishers given by the HIGHT proposers. And then two new 17-round
saturation distinguishers are described. Finally, we present a 22-round
saturation attack on HIGHT including full whitening keys with 26294
chosen plaintexts and 2''%7" 22-round encryptions.
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1 Introduction

With the establishment of the AES[IS], the need for new block ciphers has
been greatly diminished. The AES is an excellent and preferred choice for al-
most all block cipher applications. However, despite recent implementation ad-
vances, the AES is not suitable for extremely constrained environments such
as RFID(Radio Frequency Identification) tags and sensor networks which are
low-cost with limited resources. So some block ciphers suitable for these envi-
ronments have been designed, such as TEA[25], HIGHT[10], SEA[22], CGEN|[20)],
mCrypton[I3], PRESENT[5] and so on.

HIGHT]I(] is a block cipher with 64-bit block length and 128-bit key length,
which is suitable for low-cost, low-power and ultra-light implementations, such
as RFID systems. It has a 32-round iterative structure which is a variant of
generalized Feistel network. Due to the simple operations such as XOR, addi-
tion mod 28 and left bitwise rotation, HIGHT is especially efficient in hardware
implementations.

Square attack, proposed by Daemen et al. in[6], is a dedicated attack on the
block cipher SQUARE. And it has been applied to some other block ciphers
based on the SPN structure. In order to apply square attack to the Feistel
structure, Lucks introduced the saturation attack on the Twofish cipher in FSE
2001[T6], which is a variation of square attack. Then in[4], Biryukov et al. pro-
posed the multiset attack by which we can break a 4-round SPN cipher even
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if the S-box is unknown. And in[I2], a more generalized attack, named integral
attack, was proposed by Knudsen et al.. Furthermore, Z’aba et al. presented the
bit-pattern based integral attack against bit-based block ciphers in[2§], which
is a new type of integral attack. Consequently, some famous ciphers have been
analyzed based on the idea of the attacks shown above, such as Rijndael[§],
FOX|[26], Camellia[7[9127], SMS4[14], CLEFIA[21123] and so on.

In[10], the HIGHT proposers had analyzed its security against some existing
cryptanalytic attacks, they described a differential attack[3], a linear attack[I7]
and a boomerang attack|24] on 13-round HIGHT, a truncated differential
attack[LI] and a saturation attack[I6] on 16-round HIGHT, an impossible dif-
ferential attack[l] on 18-round HIGHT, and finally a related-key boomerang
attack[2] on 19-round HIGHT. Subsequently, Lu gave an impossible differential
attack on 25-round HIGHT, a related-key rectangle attack on 26-round HIGHT,
and a related-key impossible differential attack on 28-round HIGHT[15]. Further-
more, Ozen et al. presented an impossible differential attack on 26-round HIGHT
and a related-key impossible differential attack on 31-round HIGHT[19].

Particularly in [I0], the proposers gave some 12-round saturation distinguish-
ers which were applied to the attack on 16-round HIGHT with 242 chosen plain-
texts and 2°! 16-round encryptions. In this paper, we first point out and correct
an error in the 12-round saturation distinguishers shown in[I0]. Then two new
17-round saturation distinguishers are described. Finally, we present a 22-round
saturation attack on HIGHT including full whitening keys with 26294 chosen
plaintexts and 287! 22-round encryptions.

The paper is organized as follows. In Section 2, we briefly describe some no-
tations and the HIGHT block cipher. Section 3 corrects an error in the 12-round
distinguishers shown in[I0] and gives two new 17-round saturation distinguish-
ers. Then the attacks are discussed in section 4. Finally, we conclude this paper
and summarize our findings in Section 5.

2 Preliminaries

2.1 Notations

In order to clearly illustrate the following encryption and attack, some notations
and symbols are defined as follows:

@: XOR (exclusive OR);

B: addtion modulo 28;

A<<<5: 5-bit left rotation of an 8-bit value A;
P = (P;,Ps,- -, Py): the plaintext;

C = (C7,Cs,---,Cp): the ciphertext;
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X, = (Xi7,Xi6, - ,Xio0): the output of the i-th round(1 < ¢ < 32);
Xic1=(Xi—1,7,Xi—16, -+, Xi—1,0): the input of the i-th round(1 < i < 32);
X"(0 < k <7): the k-th bit of X, j;
MK = (MKi5, MKq4,- -+, MKj): the master key;
MK, ;j(0 < j <7): the j-th bit of MK;;
WK;(0 <i<T7): the whitening keys;
WK, (0 <j <7): the j-th bit of WK;;
SK;(0 < i< 127): the round keys;

SK; (0 <j <7): the j-th bit of SK;.

2.2 The HIGHT Block Cipher

The encryption procedure can be described as follows:

Stepl. Perform the Initial Transformation, which transforms a plaintext P
to the input of the first round X by using the four whitening keys, W Ky, W K1,
WK2 and WK3

Xoo =P BWKy; Xo1 = P1;X02 =P ®WKy; Xo3 = Ps;
Xoa =P, BWK,; Xo5 = P5; Xos = Ps ® WK3; Xo,r = Pr.

Step2. Fori=1,2,---,32, Round Function transforms X;_; to X; as follows,
which is shown in Fig[Il

Xio=Xi—1,7® (Fo(Xiz1,6) B SKyi—1);

Xi1=Xi—1,0;
Xio=Xi—1,1 B (F1(Xiz1,0) ® SKy4i—2);
Xiz = Xi_1.2;
Xia=Xi—1,3® (Fo(Xiz1,2) B SKyi—3);
Xis = Xi—1,4;
Xie=Xi—1,5 B (F1(Xi—1,4) ® SKy4i—a);
Xir=Xi—16-

And the functions Fy and F} are defined as:

Fo(m) — (m<<<1) o (x<<<2) o (x<<<7)’
Fl(x) — (x<<<3) @ (1‘<<<4) @ (1‘<<<6).
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Xig Xi1s Xirs Xira X3 Xina Xin Xiro

Fig. 1. The i-th Round Function of HIGHT for i = 1,2,---,32

Step3. Perform the Final Transformation, which untwists the swap of the
last round function and transforms Xso to the ciphertext C' by using the four
whitening keys, WKy, WK5, W Kg and W K7.

Co = X321 BWEKy;C1 = X320;Co = X303 ® WK5;C3 = X3g .43
Cy = X305 BWKs; Cs5 = X306 C6 = X3o7 @ WK7;Cr = X 0.
The key schedule of HIGHT consists of two algorithms, which generate 8 whiten-
ing key bytes WK;(0 < i < 7) and 128 subkey bytes SK;(0 < j < 127). Firstly,
the 128-bit master key is considered as a concatenation of 16 bytes and de-
noted by MK = (M K5, MK14,- -+, MKy). Then the whitening key bytes are
generated as follows:
WK; = MKi12(i = 0,1,2,3);
WK; = MK, 4(i=4,5,6,7).

And the subkey bytes are generated as follows:

SKi6.i+j = MKj_i moa 8 Bd16.i45(0 < 14,5 < 7),
or SKig.itjrs = MK(j_i mod 8)+8 B d16.i454+8(0 < 4,5 < 7)),

where d16.54; and 016.i4;48 are public constants.

3 Saturation Distinguishers

Now we will point out and correct an error in the saturation distinguishers
shown in[I0]. Furthermore, two new 17-round saturation distinguishers will be
presented.

3.1 Distinguishers based on Byte Saturation

Let S = {V;|Y; = (Yi7,Yie, - ,Yio) € {0,1}8,0 < i < 28} be a set of 8-bit
values, where Y; (0 < k < 7) is the k-th bit of ¥;. Then we categorize the status
of the set S into five groups depending on the conditions defined as follows:
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(1) Const(C): if V4,5, Y; =Yj,
(2) All(A): it Vi, j,i # j <= Y # Y],

(3) Balance(B): if €@ Y; =0,
0<i<2®
(4) Balancey(Bg): if @ Yir =0,

0<i<28

(5) Unknown(U): unknown.

Thus, using the conditions, we can get two 11-round saturation distinguishers
based on byte saturation which are shown as follows. And the details of distin-
guisher(I) is shown in Figll

11r

@O A,ceeececc)y— (UUUU, By,UUU),

(I) (C,C,C,C,A,C,C,C) =5 (B, U,U,U,U,U,U,U).
In[I0], the HIGHT proposers had described that distinguisher(I) is a 12-round
one. From the details shown in Fig[2l we can see that it is only a 11-round one. In
addition, we also implement the distinguishers through the computer simulation,
and we find that there are no Balance or Balance;, sets in the output of the 12-
round encryptions. That is to say, the distinguishers based on byte saturation
are only 11-round ones.

3.2 17-Round Distinguishers

With the two 11-round distinguishers shown above, we can deduce two 17-round
ones, respectively. Hereinafter, we will give the details.

Firstly, we explain how to extend to 12-round distinguishers. Let A6y be
an All state of 16-bit values, and it is divided into two segments as A5y =
Ai16)l4o(16)- Then we can get the 12-round distinguishers as follows:

(I) (Al(lﬁ)a AO(lﬁ)a 07 Ca 07 Ca 07 C) ﬂ (U7 U7 U7 U7 BOa Ua Ua U)7

12r

(II) (Cﬂ Cv Ca Cv A1(16) ; AO(16)7 Cv C) I (307 Uv Uv Uv Uv Uv Uv U)

These distinguishers can be explained in the following way. After the first round
of distinguisher(l), (Al(lﬁ) y AO(16)7 C, C, C, C, C, O) becomes (AO(16)7 C, C, C, C,
C,C, A’l(lﬁ)), where the concatenated segment All(m)\Ao(lﬁ) is also an All sate.
It can be regarded as that (Ay(1¢),C,C,C,C,C,C, A/1(16)) contains 2% structures
of (A,C,C,C,C,C,C,(C), where the first rightmost constant takes all possible
28 8-bit values. Therefore, the Balancey state is kept at the output, which is
presented in the above 11-round distinguishers. In addition, distinguishers(II)
can also be explained using the similar method.

The extensions to 13,14,15,16 and 17-round distinguishers can be obtained in
the similar way. Let A(s6) be an All state of 56-bit values, which is divided into
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Round 1

Round 2

Round 3

Round 4

Round 5

Round 6

Round 7

Round 8

Round 9

Round 10

Round 11

Fig. 2. 11-Round Distinguisher(I) Based on Byte Saturation
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seven segments as A(SG) = A6(56) \A5(56) |A4(56)|A3(56) \A2(56) |A1(56)|A0(56)~ Then
we can get the 17-round distinguishers as follows.

(D) (Ag(s6), As(56), Aacse)s As(s6)s A2(56)> A1(56), Aose), C)
i) (Ua U7 Ua Ua BO» Uv Uv U)a
(I1) (As(s6) > As(56)> Aa(s6), Cs As(s6)s Aa(s6)> A1(56), Ao(s6))

1 (By,U,U,U,U,U, U, U).

4 Saturation Attack with Full Whitening Keys

4.1 Attack Procedure

With the two 17-round distinguishers, a 22-round saturation attack on HIGHT
can be obtained. As an example, we give the attack procedure based on 17-round
distinguisher(I) by the following steps, which is shown in Fig[3l

WK,
Round 1

Round 17

Round 18

Round 19

Round 20

Round 21

Round 22
WK,y

Required Subkeys Required Whitening Keys

Fig. 3. 22-Round Attack Based on 17-Round Distinguisher(I)
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Stepl. Chose a set of 256 plaintexts which has the following format:

S = (As(56), As(56), Aa(s6)s Az(56)s A2(56), A1(56)> Ao(s6), C)-

Ask for the corresponding ciphertexts C7, Cg, C5,Cy, C3 and Cy after the 22-
round encryptions.
Step2. Guess the subkeys and the whitening keys as follows:

SKeg,0, K73, SKr6,0, S K77, SKgo, SKg1, SKga, SKgs, SKgr 0,
WKs, WKg, WKr.

Since the value X7 3 which is a Balancey state can be calculated by the guessed
keys and the ciphertexts obtained in Stepl. Then the correct keys can be checked
by the following equation.

P x5 = P F(Ci, SK0, SKi, WEY) = 0, (1)
PeS PeS

where P is the plaintext, i=7,6,5,4,3,2, 7 = 69,76,87, k = 73,77,80, 81, 84,85
and [ =5,6,7.

If the equation is satisfied, accept the guessed keys as the candidates for the
correct keys. Otherwise, discard the keys.

Step3. For the key candidates kept in Step2, chose another set which has the
format shown in Stepl and check whether Eq[Ilis satisfied. If it is satisfied, keep
the keys. Otherwise, discard the ones. Repeat this step, until all the correct keys
are obtained exclusively.

Using the similar method, we can get another 22-round saturation attack
based on 17-round distinguisher(II). And the following keys require to be guessed
in the attack.

SKr1,0,5K7s5, SK78,0, S K9, SKgo, SKgs, SKgs0, SKgs, SKgr,
WKy, WKs, WK,

4.2 Complexity Analysis

From the key schedule, it is clear that all the guessed keys in the attack are
generated by the master key bytes MK;(0 < i < 15), respectively. And the
generations are shown in Table [Il and Table

In the tables, we can find that some guessed keys are generated by the same
master key byte. Thus we need not guess all of them. In addition, the guessed
keys in the attack based on distinguisher(II) which have been obtained in the
attack based on distinguisher(I) are not required anymore.

Consequently, the guessed keys in the attack based on distinguisher(I) are
listed as follows:

MKy, MKi, MKy, MK3, MKy, MK7, MKg o, MKy, M K;5.
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Table 1. Generation of Guessed Keys in the Attack Based on Distinguisher(I)

SKeg,o SKrz SKre0 SK77 SKso SKs1 SKsa SKss SKs7,0 WKs WKe WK~
MKy o MKz MKgo MKog MKs MKy MK7 MKo MKoo MK1 MKy MKs3

Table 2. Generation of Guessed Keys in the Attack Based on Distinguisher(I)

SKri0 SKrs SKrso SKr9 SKso SKss SKss,0 SKse SKsr WKy WKs WK7
MKz o MKis MKigo MKi1 MKs MKs MKoo MKy SKy MKy MKy MK3

And we merely need guess the following keys in the attack based on distin-
guisher(II):

MKs, MKg¢, M K190, MK11, MK;5.

In the attack, the probability that a key candidate in the key space survives the
discarding step is expected to be 27'. And we need to guess 65-bit and 33-bit
key values in the attack based on distinguisher(I) and (II), respectively. Then if
we suppose that NV sets are required, it is satisfied that

205. 97N <1 and 2% .27V < 1.

Besides, the sets used in the attack based on distinguisher(I) can also be used
in the attack based on distinguisher(IT). Therefore, 66 sets of 2°¢ plaintexts
are required to obtain the correct key values exclusively. That is to say, we need
66 x 256 ~ 262:94 plaintexts in the attack. Additionally, we need (256 x 265 4256 x
204 4. .. 4256) 4 (256 % 2334256 % 232 1. .. 4 956) ~ 2122 F_function computations to
get the correct keys. Consequently, the time complexity is 2122 x )9 ~ 211871
22-round encryptions.

5 Conclusion

In this paper, a new saturation attack on HIGHT is discussed. We first point
out and correct an error in the 12-round saturation distinguishers shown by the
HIGHT proposers. And then two new 17-round saturation distinguishers are de-
scribed. Finally, we present a 22-round saturation attack on HIGHT including
full whitening keys with 26294 chosen plaintexts and 2''87! 22-round encryp-
tions. The attack presented in this paper shows that the reduced versions of
HIGHT are less secure than they should be.
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