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Abstract. In this paper, we proposed a new method for Steganogra-
phy based on deceiving x? algorithm. Since the cover image coefficients
and stego image coefficients histograms have sensible difference for pur-
poses of statistical properties, statistical analysis of y2-test reveals the
existence of hidden messages inside stego image .We are introducing the
idea for hiding messages in the cover image. It causes that DCT (Discrete
Cosine Transforms) coefficient histogram not having remarkable modifi-
cation before and after embedding message. As a result, the identifying
of hidden message inside an image is impossible for an eavesdropper
through x2-test. In fact, the proposed method increases the Steganog-
raphy security against y>-test, but the capacity of embedding messages
decreases to half.

Keywords: Steganography, cover image, stego image, x>-test.

1 Introduction

Information hiding is a recently developed technique in the information security
field and has received significant attention from both industry and academia [IJ.
Steganography is one technique for hiding information with heavy application
in military, diplomatic, and personal area [2]. In the past, people used hidden
tattoos or invisible ink to convey Steganographic contents. Today, computer and
network technologies provide easy-to-use communication channels for Steganog-
raphy [3M]. In today’s digital world, invisible ink and paper have been replaced
by much more versatile and practical covers for hiding messages inside media
such as digital documents, images ,video, and audio files. The digital image is
one of the most popular digital mediums for carrying covert messages. There are
two main branches Steganography and digital watermarking [I]; the modifica-
tions are in spatial domain for the watermarking, and in the frequency domain
for the Steganography. The information-hiding process in a Steganographic sys-
tem begins by identifying a cover medium’s redundant bits (bits which can be
modified without destroying that medium’s integrity) [5].Then this redundant
bits are replaced with the data by the hidden messages. In space-hiding sys-
tems, one simple method is that of least significant bit Steganography or LSB
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embedding. LSB embedding has the merit of simplicity, but suffers from a lack
of robustness, and it is easily detectable [67]. Steganography goal is to keep hid-
den message inside an image undetectable, but Steganographic systems for the
reason of their invasive nature leave detectable traces in the statistical properties
cover medium. Modifying the cover medium changes its statistical properties, so
eavesdroppers can detect the distortions in the resulting stego medium’s statisti-
cal properties. To accommodate a secret message, the original image, also called
the cover-image, is slightly modified by the embedding algorithm. As a result,
the stego-image is obtained [8l9]. Each Steganographic communication system
consists of an embedding algorithm and an extraction algorithm. The system is
secure if the stego images do not contain any detectable artifacts due to message
embedding. It means the stego images should have the same statistical properties
as the cover images [I0]. Three different aspects in information-hiding systems
contend with each other: capacity, security, and robustness [I1]. Capacity refers
to the amount of information which can be hidden in the cover medium, security
refers to an eavesdropper’s inability to detect hidden information, and robust-
ness refers to the amount of modification the stego medium can withstand before
an adversary can destroy the hidden information [3]. Steganography strives for
high security and capacity, which often entails that the hidden information is
fragile. While digital watermarking is mainly used for copyright protection of
electronic products [T2[T3T4] and its primary goal is to achieve a high level
of robustness. For Steganography to remain undetected, the unmodified cover
medium must be kept secret, because if it is exposed, a comparison between the
cover and stego media immediately reveals the changes. The plan of this paper
is given by a brief review of JPEG image format in Section2. In Section 3, we
present Steganographic systems. After reviewing statistical analysis in Section4,
we present out proposed method in Section 5. In Section 6 we summarized the
results.

2 JPEG Image Format

The format of cover-image is important because it significantly influences the
design of the stego system and its security. There are many advantages using
images in JPEG format as carrier-image in steganographic applications. JPEG
[15] is a popular and widely-used image file format and has become a de facto
standard for network image transmission. If we apply JPEG (Joint Photographic
Experts Group) images for data hiding; the stego-image will draw less attention
of suspect than that with most other formats. JPEG format operates in a DCT
transform space and is not affected by visual attacks [16]. The JPEG image
format uses a discrete cosine transform (DCT) to transform successive 8 x 8 pixel
blocks of the image into 64 DCT coefficients each. The DCT coefficients F(u,v)
of an 8x8 block of image pixels f(z,y) are given by equation (1):
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Afterwards, the equation (2) quantizes the coefficients:

F(u,v)
Qu,v)’

Q(u,v), is a 64-element quantization table. (This table is given in reference [I§]).
We can use the least-significant bits of the quantized DCT coefficients, for which
F®(u,v) #0 and #1, are used as redundant bits into which the hidden message
is embedded [I7]. For more information about JPEG, the reader is referred to

[1g].

FQ(u,v) = round

(2)

3 Steganographic Systems

There are five popular Steganographic algorithms which hide information in
JPEG images [19]:

— JSteg: Its embedding algorithm sequentially replaces the least-significant bit
of DCT coefficients with the message’s data. The algorithm does not require
a shared secret; as a result, anyone who knows the Steganographic system
can retrieve the message hidden by JSteg [I].

— JSteg-Shell: Tt compresses the image contents before embedding the data
with JSteg. JSteg-Shell uses the stream cipher RC4 (Ron’s code #4 or Riv-
ets) for encryption [20].

— JPHide: Before the content is embedded, it is Blowfish [21], encrypted with
a user-supplied pass phrase.

— Outguess: Outguess 0.1 is a Steganographic system which improves the en-
coding step by using a PRNG to select DCT coefficients at random, and
Outguess 0.2, which includes the ability to preserve statistical properties
[22].

— F5 algorithm: In F5 instead of replacing the least-significant bit of a DCT
coefficient with message data, it decrements the absolute value of DCT coef-
ficients in a process called matrix encoding. As a result, there is no coupling
of any fixed pair of DCT coefficients [T0I23].

4 Statistical Analysis

Statistical tests can reveal if an image has been modified by Steganography by
testing whether an image’s statistical properties deviate from a norm. Westfield
and Pfitzmann observe that for a given image, the embedding of encrypted data
changes the histogram of its color frequencies [19]. In the following, we clarify
their approach and show how it applies to the JPEG format. In their case, the
embedding process changes the least signification bits of the colors in an image.
The colors are addressed by their indices in the color table. If n; and n are the
frequencies of the color indices before and after the embedding respectively, then
the following relation is likely to hold

[n2i — naig1] > [n3; —n54|. 3)
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In other words, the embedding algorithm reduces the frequency difference be-
tween adjacent colors. In an encrypted message, zeros and ones are equally dis-
tributed. Given uniformly distributed message bits, if ng; > ne;11 , then pixels
with color 2i are changed more frequently to color 2i + 1 than the pixels with
color 2i + 1 are changed to color 2i. The same is true in the case of the JPEG
data format. Instead of measuring the color frequencies, we observe differences
in the frequency of the DCT coefficient. Figure (1) displays the histogram before
and after a hidden message has been embedded in a JPEG image [322]. A x?
- test used to determine whether the observed frequency distribution y; in the
image matches a distribution which shows distortion from embedding hidden
data []. Although we do not know the cover image, we know that the sum of
adjacent DCT coefficients remains invariant, which lets us compute the expected
distribution y; from the stego image .We then take the arithmetic mean,

N2 +1N2i41
Yi = 9 . (4)

To determine the expected distribution and compare it against the observed
distribution
Yi = N2;. (5)

The x? value for the difference between the distributions is given as

v+1 )2
X2 _ Z[(yl y,ﬁyl) ] (6)

Where v are the degrees of freedom that is, one less than the number of different
categories in the histogram [3].

5 Proposed Method

Indeed, after doing Steganography inside an image, y? algorithm is operated
on the basis of sensible modification which will increase the difference between
An, and An*. ng; is DCT coefficient frequency in 2i before of the embedding
messages,and nj; is DCT coeflicient frequency in 2¢ after of the embedding mes-
sages.

An = ng; —ngip1, An" =ny —ni g . (7)

We propose a new method in this article to endure that the differences between
ng; and no; 1 don’t have remarkable changes before and after embedding mes-
sage. In this approach, two sequential DCT coefficients hide only one message
bit. In this method, the hiding capacity is reduced to half as compared with
JSteg. At first, we arrange DCT coefficients to (2i, 2i+1) groups in terms of i
(see table 1).

In study of each group, we will realize that with LSB modification, each mem-
bers of group, changes its own group and no member of one group conveys to
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Fig. 1. Frequency histograms. Sequential changes to the (a) original and (b) modified
image’s least-sequential bit of discrete cosine transform coefficients tend to equalize the
frequency of adjacent DCT coefficients in the histograms [3].

Table 1. Grouping the of two adjacent DCT coefficients according to ¢

Groupl Group2 Group3 Group4 .....
2i 2 4 6 8 ...
2i+1 3 5 7 9 ...

Table 2. This table indicate the new coefficient replacement according to the message
bit to be 0 or 1

Message Bit New Coefficient
0 (2i,21) or (2i+1,2i)
1 (2i,2i+1) or (2i+1,2i+1)

other group. In JSteg method, applying Steganography algorithm and transfer-
ring the coefficients in each group changes the difference between An, and An*in
group. So eavesdroppers will be able to recognize the existence of message. To
avoid of this subject, we introduce a new approach to minimize the difference
between An, An*. First of all, we obtain in each group, and we examine the
coefficients of each group separately two by two. According to the value of two
coeflicients and the hiding message, An and An* two coefficients are replaced by
two new coefficients. With due attention to a message bit to be 0, or 1, we create
the table (2) for new coefficients. These two coefficients are chosen optional for
hiding message.

For example, we assume i be equal to 4 (7 = 4), and two sequential coefficients
equal to (9, 8). For the purpose of a hiding message bit with zero value, we can
replace (8, 8) or (9, 8) according to table (2). There are three cases in choosing
(8, 8) or (9, 8) in the example.
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Table 3. General convert method

Old Coefficient1 Old Coefficient2 message An and An* New Coefficientl New Coefficient2

2i 2i 0 An > An* 2i 2i
2i 2i 0 An = An* 2i 2i
2i 2i 0 An < An* 2i+1 2i
2i 21 1 An > An* 2i 2i+1
2i 2i 1 An = An* 2i 2i+1
2i 2i 1 An < An* 2i 2i4+1
2i 2i+1 0 An > An* 2i 2i
21 2i+1 0 An = An* 2i+1 2i
21 2i+1 0 An < An* 2i+1 2i
2i 2i+1 1 An > An* 2i 2i+1
2i 2i+1 1 An = An* 2i 2i+1
2i 2i4+1 1 An < An* 2i+1 2i+1
2i4+1 2i 0 An > An* 2i 2i
2i+1 2i 0 An = An* 2i+1 2i
2i+1 21 0 An < An* 2i+1 2i
2i+1 21 1 An > An* 21 2i+1
2i+1 21 1 An = An* 21 2i+1
2i+1 2i 1 An < An* 2i+1 2i+1
2i+1 2i+1 0 An > An* 2i+1 2i
2i+1 2i+1 0 An = An* 2i+1 2i
2i+1 2i+1 0 An < An* 2i+1 2i
2i+1 2i4-1 1 An > An* 2i 2i+1
2i+1 2i4+1 1 An = An* 2i+1 2i+1
2i+1 2i4+1 1 An < An* 2i+1 2i4+1

Table 4. Result of running x?-test over cover image, stego image (JSteg method),
Stego image (proposed method)

x*for cover image x*for stego image(JSteg method) x? for stego image(proposed method)

1 140 10 136
2 329 10 316
3 611 11 508
4 360 11 340
5 511 14 463
6 227 14 197
7 245 14 223

1-If An > An* | it means that the frequency of eights is less than its frequency
in the cover image. So that, it should be convert one 9 to one 8. There for, we use
(8, 8). As a result, one occurrence of the nines is decreased and it is increased
to 8.

2 - If An is An*, it means that we don’t need to change the number of eights
and nines, then new coefficients are same (9, 8).

3 - If An < An* it means that the frequency of eights is more than its
frequency in the cover image. Thus, it should convert one 8 to one 9. Because
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in transmitting this message, there isn’t any (9, 9) then we use (9, 8).Using this
step stop the difference between An , and An* to get higher. We show general
convert method (approach) in table (3).

6 Conclusion and Result

Our proposed algorithm is applied on 16 different images. We present their re-
sults in table (4). In second column, we obtain y? value for cover the image.
In third column we calculated x? value for stego image using the JSteg method
[BI16]. As we observe a high difference between the second and third columns. As
a result, x? -test can recognize the existence of hidden message in stego image.
In forth column, x? values was calculated with our new method. Comparison
with the second column show the sensible modification and it means that y?
values remain nearly fixed and shows deceit of y? algorithm with this method.
The existence of message is not revealed in stego image and indeed, this method
support the system security against y2-test.
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