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We propose to use a Random High-Rate Binary (RHRB) stream for the purpose
of key distribution. The idea is as follows. Assume availability of a high-rate
(terabits per second) broadcaster sending random content. Members of the key
group (e.g. {Alice, Bob}) share a weak secret (at least 60 bits) and use it to make
a selection of bits from the RHRB stream at an extremely low rate (1 bit out of
1016 to 1018). By the time that a strong key of reasonable size has been collected
(1,000 bits), an enormous amount of data has been broadcast (1019–1021 bits).
This is 106 to 108 times current hard drive capacity, which makes it infeasible
for the interceptor (Eve) to store the stream for subsequent cryptanalysis, which
is what the interceptor would have to do in the absence of the shared secret.
Alternatively Eve could record the selection of bits that correspond to every
value of the weak shared secret, which under the above assumptions requires the
same or greater amount of storage i.e. 260 × 103. The members of the key group
have no need to capture the whole stream, but store only the tiny part of it that
is the key. Effectively this allows a pseudo-random sequence generated from a
weak key to be leveraged up into a strong genuinely random key.

The stream observation time given a 10Tbit/sec broadcast rate is only 106 to
108 seconds, or a week to a few months. Over this time the shared secret is not
used for any kind of communication and so the only possible threat is insufficient
key storage security, which is present in any cryptographic scheme. It is interest-
ing that in our approach the passage of time strengthens the resulting key: the
longer we wait before the key is used, the less chance there is that any relevant
part of the stream is present in a storage facility anywhere in the world, due to
the sheer mass of data. This is, in a way, opposite to the standard assumption
of cryptographic strength, that keys becomes weaker with time. Accordingly, we
call this system Vintage Bit Cryptography.

It is interesting to note that vintage bits are not a hostage to future tech-
nology development: the ability to record more data per unit cost in future has
no influence over the present time: vintage bits not recorded now will not be-
come available later. Nor does leaking the weak secret compromise vintage bits
obtained earlier, provided the time difference is sufficient to overwhelm the ca-
pacity of attacker’s stream storage. In particular, schemes such as EKE [2,4]
can be used to leverage the initial weak secret into a strong pseudo-random
seed without fear that subsequent development of quantum computers (allowing
the easy solution of discrete logarithm puzzles) will expose previously obtained
vintage bit keys.

Beacon systems have been proposed before [9,12,10], particularly in connec-
tion with satellites [13]. A traditional beacon implementation based upon a
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geostationary satellite would make the key distribution system available over
a wide area at a very small cost to a consumer. But at present digital broadcast
satellites lag far behind optical fibre in terms of bandwidth, transmitting only on
the order of 10Gbits/sec, although this rate will increase with the use of higher
microwave bands.

A satellite solution which could prove more interesting is a swarm of micro-
satellites in a Low-Earth-Orbit (LEO). Such satellites could be equipped with
an array of tuned silicon lasers that transmit on a number of wavelengths, and
with physical random bit generators that control the lasers. Importantly, no
radiation protection is required in this case. Indeed, the spacecraft need not
have any processing power since all it broadcasts is random digital noise. LEO
satellites could be tiny: less than a cubic decimeter undeployed size, with a small
production and deployment cost: space scree (rather than dust).

Anyone with a few tens of thousands of dollars to spare can already have
micro-satellites launched using a non-governmental space operator. These satel-
lites can keep orbit for years without thrusters and can maintain their orientation
by purely passive means. The overhead passage for one of these craft would last
20-30 min, so a continuous RHRB stream at terabit rates would require a hun-
dred spacecraft or so. Using a polar orbit one can ensure that the continuous
stream is available anywhere on the planet, and that the area of consistent ob-
servation (where all ground observers can see the same satellites at the same
time), is of the order of 1000km across, which makes it quite suitable for Euro-
pean applications in particular. The XORing of streams produced from several
satellites launched by mutually distrusting parties eliminates the need to trust
any individual craft.

However optical fibres are an attractive alternative to satellites, and our pri-
mary interest in this paper is with very high bandwidth fibre-optic beacon sys-
tems. The first implementation issue to consider is feasibility.

A single optical fibre can already carry more than 1Tbit/sec with a bit-error
rate (BER) better than 10−3 using an appropriate combination of Wavelength
Division Multiplexing and Optical Time Division Multiplexing. Low BER is a key
goal of conventional fibre optic communications, but this very tough restriction
is not an issue for us. Transmission errors are easily mitigated against by using
a simple protocol based on FEC and cryptographic hash functions:

A −→ B : P |Q
where K = K1|K2|K3 are the vintage bits recorded by A: K1 is the eventual
shared secret with B, K2 and K3 are used as one-time pads;
h is a strong hash function, P = K2 ⊕ h(K1);
and F is a forward error correction function, Q = K3 ⊕ F (K1|K2).

The protocol succeeds if B’s calculated value for h(K1) based on the value
of K1|K2 recovered from Q agrees exactly with the value for h(K1) recovered
from P . Note that the message P |Q can be sent over any open, moderately non-
lossy channel: no endpoint authentication is required, and data integrity is an
issue only if we are concerned with denial of service attacks. In particular, if the
message is broadcast, the identity of Bob need not be revealed.
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Because low BER is not a consideration for vintage bit cryptography, we are
able to propose the use of cheap optical fibre technology which is not suited to
the mainstream communication industry. This provides an attractive (cheap!)
alternative to the optical fibre systems already being used for key distribution in
industry, which use very low bit rates and quantum technology. These quantum-
based systems make eavesdropping detectable, but come at a very high cost
[6,7,8,14,15,16]. This form of quantum technology also depends crucially on the
physical integrity of the optical cable: it eliminates passive eavesdropping but
avoiding the man-in-the-middle attack requires at least a weak form of end-to-
end authentication for the side-channel, which imposes constraints similar to the
initial sharing of a weak secret in our proposal.

Ensuring the integrity of the communication path from a shared beacon is
problematic with fibre-optic technology (in contrast with satellites). One simple
possibility in the case of a point-to-point link is to co-locate the beacon with one
of the participants (say Alice), as may be done in the quantum key agreement
scenario. However a more interesting case is where we wish a single beacon on
a fibre optic loop to be shared by all the loop nodes. In this case we would like
to reduce the integrity requirement to reliance merely upon the integrity of the
beacon itself, and not that of the fibre optic medium.

One possibility in this case is for clients to pre-share a weak secret with the
beacon (or more accurately with a co-located trusted server). As they collect
vintage bits to share with each other, Alice or Bob uses this weak secret to
generate bits shared with the beacon service, over the same observation period
and using the same protocol. The protocol between Alice and Bob now succeeds
only if the vintage bits shared with the beacon have not been tampered with:
if they are correct then the real beacon is the source of the bits shared between
Alice and Bob. Otherwise the bits are corked and should not be used. The
bits shared with the beacon can be discarded, or used to update the weak secret
shared with the beacon. Optionally, the beacon service, since it is trusted anyway,
can be used to share an initial secret between Alice and Bob in case they have
not already been introduced.

However it may be a disadvantage for a beacon protocol to require per-client
state to be kept at the server end, and individual communication between each
node and the server along the side channel. An alternative is to use a variation
of a Merkle-type protocol [3], combined with an additional lower-bandwidth
authenticated broadcast by the server. In this case, whenever Alice and Bob
collect vintage bits, at least one of them also takes a larger random sample of
the beacon, at a rate of order 1 in 108–109. The beacon server also certifies (for
example by public key signature or hash pre-image [1,11]) a random sample of
the broadcast taken at a similar rate, which it publishes following sufficient delay
to guard against the possibility of a replay attack. The beacon can sample blocks
randomly, rather than individual bits. Alice or Bob can now guard against a false
beacon by verifying (say, more than 80% match) sufficiently many of the bits
which by chance occur in both server and client samples over the course of the
collection period.
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The number of shared bits increases linearly with the size of the sample being
collected. Sampling at a rate of 1 in 108 for a base transmission rate of 10Tbps
will thus require the beacon to certify about 1Gbyte per day. (If Alice also
samples at the rate of 1 in 108 then over 80 Merkle bits will be shared per day.)
There would be no technical difficulty for the beacon to send this amount of
data down the optical medium given the terabit rate of the system. The beacon
sample should be broadcast along with a sufficiently long hash, which is signed
for authentication. However there is no real-time restriction on the broadcast
of the signed hash, which may take place offline. The clients need to know that
the beacon was authentic only before they commit to using the newly collected
shared key, which as we indicated above takes a few weeks to a few months.
This time scale also makes it feasible to employ authentication based on physical
security (e.g. the delivery of physically authenticated records on tamper-evident
media to the clients’ sites) as an alternative.

The trust assumptions in our fibre-optic approach are very limited, and are
nearly the same as those of the competing quantum approach: the beacon has to
be trusted to be authentically random, and a man-in-the middle attack must be
detected by end-to-end use of a weak secret. However we make no assumptions
about the physical integrity of the fibre-optic link.

While the idea of cryptographic use of a beacon is not in itself new, previous
work has tended to focus upon satellite implementations. The threat model for
the fibre optic context introduced here is rather different to that for the satellite,
and the ramifications of this should lead to interesting new developments.
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