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1 Introduction

In Peha’s Financial Cryptography 2004 invited talk, he described the Cypher-
mint PayCash system (see www.cyphermint.com), which allows people without
bank accounts or credit cards (a sizeable segment of the U.S. population) to
automatically and instantly cash checks, pay bills, or make Internet transactions
through publicly-accessible kiosks. Since PayCash offers automated
financial transactions and since the system uses (unprotected) kiosks, security
is critical. The kiosk must decide whether a person cashing a check is really the
person to whom the check was made out, so it takes a digital picture of the
person cashing the check and transmits this picture electronically to a central
office, where a human worker compares the kiosk’s picture to one that was taken
when the person registered with Cyphermint. If both pictures are of the same
person, then the human worker authorizes the transaction.

In this example, a human assists in solving problems which are easy for
humans but still difficult for even the most powerful computers.

Motivated by this example, we suggest the notion of secure distributed human
computation (DHC): a general paradigm of using large-scale distributed compu-
tation to solve difficult problems where humans can act as agents and provide
candidate solutions. We are especially motivated by so called “AI-complete”
problems which occur in fields such as image analysis, speech recognition, and
natural language processing. Although DHC might sound far-fetched, several
present-day situations exemplify this paradigm:

– Spam Prevention: Some spam prevention mechanisms [12,13,15] leverage
human votes.

– CAPTCHA Solutions: Ironically, spammers can hypothetically use DHC
to further their goal [1,2]. Consider free email providers who have incorpo-
rated special puzzles, known as CAPTCHAs, that are easily solved by hu-
mans, but challenging for computers, during the account creation phase to
prevent spammers from automatically creating email accounts; spammers,
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in turn, can farm these CAPTCHAs out to humans in exchange for access
to illicit content.

– The ESP Game: In the ESP Game [3], two players are randomly paired
over the Internet; they are not permitted to communicate, but both view the
same image on their respective web browsers. Each player types in words that
describe the image. As soon as both players enter the same word, they get
a new image. Players get entertainment value and the game organisers now
have labels for their images, which is valuable for improving image search.

– Distributed Proofreaders: Distributed proofreaders (www.pgdp.net) is a
project that aims to eliminate optical character recognition (OCR) errors in
Project Gutenberg (www.gutenberg.net) electronic books. A (small) portion
of the image file and corresponding text (generated by OCR) is given side-by-
side to a human proofreaderwho, in-turn, fixes remaining errors.By giving the
same piece of text to several proofreaders, errors can be reliably eliminated.

– Other examples: Open source software development loosely falls into the
DHC paradigm; here the difficult problem is not something crisp like image
recognition, but instead that computers have a hard time automatically gen-
erating source code. As another example, consider Wikis, which are online
encyclopaedias that are written by Internet users; the writing is distributed
in that essentially almost anyone can contribute to the Wiki.

2 Applications to E-commerce and B24b

Websites typically rely on three revenue sources: advertisements, subscription fees,
and e-commerce. With respect to advertising revenue, one has to contend with is-
sues like low click-through rates [5] and click fraud [14]. Also, outside of specific
niche industries, few will pay subscription fees for premium Internet content.

However, DHC yields another revenue source: companies who want specific
problems solved can farm them out to the hundreds of millions of Internet users.
In exchange for solving the problem, some service or good is provided. We note
that DHC payments have several advantages over credit cards. First, solving a
human computation problem might be faster than fetching a credit card and
entering the billing details. Second, credit card information can be compromised
(e.g., if the merchant web server is compromised). Finally, credit card transaction
fees are substantial, so cannot be used for low-value content. In a sense, then,
human computation can form a new type of online currency or bartering system.

As an example, such a mechanism might be useful on the New York Times web
site (www.nytimes.com) which provides free access to the day’s news articles, but
charges a fee for archived articles. Such a fee (while necessary from a business
perspective) might deter users – especially since they can probably (illegally)
obtain the article text; e.g., it was posted to a mailing list. However, instead of
charging a fee, the New York Times could give the user a human computation
problem (e.g., transcribing an audio feed into text). In exchange for solving the
problem, the archived article can be provided. This concept extends to other
service offerings; e.g., music downloads or long-distance minutes for solutions.

www.nytimes.com
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DHC may also enable the Business-to-Four-Billion (B24b) model [11] which aims
to provide digital services (wireless communication, Internet, etc.) to the world’s
four-billion poorest people. Individually these people have annual incomes less
than $1500 – yet they have large collective buying power. Although the economic
feasibility of B24b is still very much an open question, providing services in
exchange for solving DHC problems seems like a useful approach, since it depends
on an abundance of human resources, while avoiding cash transactions. On the
other hand, since we are talking about human computation, there are ethical
issues to consider – in particular, as with any human service, we should ensure
that the market for human computation is not unduly exploitative.

3 Related Fields

DHC is relevant to several research disciplines. With respect to information secu-
rity, one can superficially view DHC as a type of secure multi-party computation
(for a survey see chapter 7 of [8]), since it may involve multiple human computa-
tions, but perhaps the differences are more striking than the similarities. First,
the parties are human beings instead of computers; second, the parties are them-
selves not providing actual inputs, but are instead providing candidate answers
(which themselves can be construed as inputs into a group decision-making pro-
cess); third, the “function” to be computed may not always have a clear-cut
answer; fourth, the computation may be facilitated by a semi-trusted1, but com-
putationally “weak” server (i.e., it cannot solve AI-complete problems itself);
fifth, we may not always be restricted by privacy concerns, although they are
important in a number of motivating applications.

To analyze security, we may consider the case where the adversaries are ra-
tional, and use game-theoretic tools. Also, since DHC is a form of currency, we
may use cryptographic tools that have been developed in connection with e-cash.
Finally, we remark that some related work on secure distributed computation
and CAPTCHAs [9,10,2,1] has appeared in cryptographic literature. We are well
aware that “security” is less of a cut-and-dried issue in the human computation
context than in the cryptographic context, but we view this as an interesting re-
search challenge. Of course, DHC also has interesting implications for algorithm
& programming language design, and human-computer interaction.

4 Early Thoughts

We have used basic tools from probability theory and decision theory in the
design and analysis of secure DHC systems. First, our analysis shows, interest-
ingly, that in the presence of certain types of adversaries, standard tools like
Bayesian inference are worse than simple approaches like majority vote for com-
bining individual answers. Next, by trying to model candidate utility functions
for end-users, we find several design principles: we should provide payouts to
1 Server trust can be minimized by augmenting a DHC system with a voter and

results-verifiable voting protocol [4].
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clients in direct proportion to a rating that measures the accuracy with which
they provide answers; we should decrease the rating substantially if a provided
answer seems to be incorrect and increase it only slowly for answers that ap-
pear correct; and finally, we should take extra measures if a client’s payout from
cheating is potentially high.

We took this position previously [6] and subsequently discussed these issues
in greater detail in [7]. While this work is still preliminary, it seems that secure
human computing presents a new paradigm that is likely to suggest a rich set
of research problems.
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