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Abstract. Security in wireless networks has become a major concern as the
wireless networks are vulnerable to security threats than wired networks. The
802.11i wireless networks uses 4 way handshake protocol to distribute the key
hierarchy in order to encrypt the data communication. In our previous research
work [2], [3], we have investigated Quantum Key Distribution (QKD), for key
distribution in 802.11 wireless networks. The whole communication flow of our
proposed protocol can be split into several key processes. It can be seen that
these processes can be implemented efficiently using Software Agents. In this
paper we shall focus on the use of Software Agents in quantum cryptography
based key distribution in WiFi wireless networks.

1 Introduction

Wireless communications are becoming ubiquitous in homes, offices and enterprises
with its ability to provide high-speed, high-quality information exchange between
portable devices.

WiFi networks uses 802.11 and 802.1X for association and authentication process.
The authentication of the end users is essential in wireless networks as the wireless
medium is accessible openly. A lot of research papers highlighted the security flaws
of wireless networks based on 802.11 [10], [11], [12], [13]. Most of those are happen-
ing in the form of Denial of Service (DoS) attacks, Main-in-the-Middle (MiM) at-
tacks, session hijacking (SH) etc.

In our previous [2], [3] and subsequent work, we have come up with a novel proto-
col to perform the key management in WiFi networks. Software agents can deliver
much needed intelligent behavior to WiFi networks especially in case of adversary
attacks. In this paper, we explain how Multi Agent Systems (MAS) can be used to
perform the key exchange in WiFi networks.

2 Integrating Quantum Key Distribution in IEEE 802.11i
Networks

The IEEE 802.11 Task Group has come up with an amendment to the IEEE 802.11
standard [4] called IEEE 802.11i [1] in 2004 to address the security flaws encountered
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in its initial design. IEEE 802.11i separates the authentication and encryption key
management. For authentication 802.11i uses IEEE 802.1X [5], [6] and pre-shared
key. IEEE 802.1X offers an effective framework for authenticating, managing keys
and controlling user traffic to protect large networks.

Once this process completes, the 802.11i 4-way handshake process takes place and
ensures the 802.11i key hierarchy to establish at both ends. This key hierarchy con-
sists of several keys, namely: Pairwise Master Key (PMK), EAPOL-Key Confirma-
tion Key (KCK), EAPOL-Key Encryption Key (KEK), Group Temporal Key (GTK)
and Temporal Key (TK).

2.1 Wireless with Using of Quantum Cryptography

Though the use of quantum cryptography in wireless communications is still premature,
the "unconditional security" [19] of quantum cryptography offers much needed security
for wireless networks. At present lot of research work and commercial implementations
are happening in this area [17], [18], [23], [24]. Several QKD protocols such as
SARGO04 [7], BB84 [8], B92 [9] and six-state [10] exist as of now. Out of those, BB84
has proven in practical networks. SARGO04 protocol is an improved version of BB84 by
eliminating Photon Number Splitting (PNS) attacks. As BB84 does, SARG04 protocol
operates in two stages: Quantum channel and Classical channel. In the first stage, pho-
ton transmission takes place via quantum channel between two parties. Each of these
photons represent a binary bit value of the secrete key. During the second stage, the two
parties communicate with each other as per the SARG04 protocol to obtain the secrete
key. The second stage comprises of four main phases: (1) Raw Key Extraction (Sifting),
(2) Error Estimation, (3) Reconciliation and (4) Privacy Amplification. Further investi-
gation of SARGO04 protocol is beyond the scope of this paper.

2.2 QKD Based Key Exchange in 802.11i

Figure 1 shows the full 802.11i protocol communication including the quantum key
exchange. Flows 1 to 6 illustrate the IEEE 802.11 association and authentication
process. During this process, the Supplicant creates an 802.11 association with the
Authenticator. Once the IEEE 802.11 association is completed, the IEEE 802.1X
authentication starts with the Supplicant sending EAP-Start message to the Authenti-
cator. This process is shown by flows 7 to 13 of Figure 2. In our work, we choose to
use EAP types such as EAP-TLS, EAP-TTLS etc. that offer mutual authentication
between the Supplicant and the Authenticator.

At the end of this process, i.e. flow 13 of Figure 2, both Supplicant and Authentica-
tor are in possession of Pairwise Master Key (PMK). Then the communication
switches to quantum channel and the photon transmission takes place from the Sup-
plicant towards the Authenticator. Once the quantum transmission finishes, communi-
cation channel switches back to wireless channel. Afterwards the SARG04 protocol
takes place as shown in flows 15 to 18 in Figure 2 to obtain the final secrete key.
From this key, the 802.11i key hierarchy containing PTK, KCK, KEK, TK and GTK
can be retrieved. The TK is used to encrypt data for the subsequent data communica-
tion. This whole process is not explained in detail in this paper as our focus is on the
use of agents for this protocol.
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Fig. 1. he QKD based Protocol for Key Exchange

3 Implementation of Agent-Based QKD in WiFi Networks

3.1 Why Multi Agent System?

An Agent can be referred to as a sophisticated computer program, which is capable of
acting autonomously to accomplish tasks on behalf of its users, across open and dis-
tributed environments. Hence agents have individual internal states and goals, and
they act in such a manner as to meet its goals on behalf of its users [20]. Multiple
agents can work together to form a multi-agent system (MAS), which offer many
advantages over a single agent or centralized approach [16].

Multi Agent Systems in our quantum based key distribution in IEEE 802.11i net-
works has various advantages. Firstly, the whole protocol can be subdivided into
smaller independent modules: 802.11 Association, 802.1X Authentication, Quantum
Communication and SARGO04 key extraction. These sub-modules can be represented
by individual agents to accomplish the main task required. By this way the workload
can be distributed among the sub-modules, rather than handling by a single piece of
software (centralized approach). Secondly, there are different varieties of EAP types
in use for 802.1X authentication such as EAP-TLS, EAP-TTLS, PEAP etc. Therefore,
rather than having separate communication flows for each of them, wrapper agents
can be used to implement those different EAP varieties. Thirdly, the system mainte-
nance becomes easy as the agents can work independently. Whenever a new change is
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required to the protocol, it can be done without effecting to the other modules.
Fourthly, the system is open to extensions due to modularization via agents. For ex-
ample, imagine a case where a new EAP type introduced to the protocol suite. In such
instances, it can be easily incorporated into the agent society via another agent.

Agents also offer the intelligent behavior to the system. This is a special feature
where other wireless protocol implementations are lacking. With this feature, the
agents can be taught to detect possible adversary attacks.

3.2 802.1X Protocol Standards and Possible Attacks on 802.11

Many research papers have shown security vulnerabilities of 802.1X standard [14].
As an example, we shall discuss two such attacks.

Session Hijacking: It was shown that session hijacking is possible on 802.1X [14].
This is shown in Figure 2. In these types of attacks, an adversary can spoof communi-
cation between a legitimate supplicant and the Authenticator till EAP Success mes-
sage is received. At this point the adversary sends 802.11 MAC disassociate message
using Authenticator’s MAC address. This causes the legitimate Supplicant to get
disassociated from the Authenticator. However, at this moment the Authenticator is
not aware that the legitimate supplicant has kicked out, so it still remains in Authenti-
cated state. The adversary takes this opportunity to hijack the session.

Denial of Service Attacks: Both 802.11 and 802.1X protocols are subject to DoS
attacks [14]. These DoS attacks happen in several ways. Adversaries can send fake
EAPOL Logoff, EAPOL Start and EAP failure messages towards Authenticator caus-
ing the system to fail.

3.3 QKD Based MAS Application

In our approach, we split the main functionalities of each of the major phases to be
represented by software agents. As identified before, the authentication and key es-
tablishment can be split into following main components:

Supplicant Authenticator Adversary
(Legitimate)

[1] EAP Reguest ldentity

[2] EAP Response ldentity

[3]1 EAP Success

Supplicant Authenticated
: Adversary spoofs

H Authenticator's MAC
: address

[4] 802.11 MAC Disassociate

Supplicant thinks message [4] is
genuine and gets disassociated
from Authenticator

[5]1 Adversary hijacks network
trarfic

Fig. 2. Session Hijack by MAC address Spoofing
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e 802.11 Association and Authentication: for the supplicant to associate with
the switch
e 802.1X Authentication: to facilitate mutual authentication between Suppli-
cant and Authenticator
Quantum transmission: send photons to Authenticator to be used for the key
Key recovery using SARGO04 protocol: recover the final key by removing er-
rors
In our approach, the Agent Society is made up of a main Enterprise as shown in
Figure 3 — The Enterprise.

Supplicant by executing 802.11 and 802.1X protocols. To facilitate the services,
Authenticator spawns a new enterprise for each Supplicant that enters into the
wireless network. At the same time the Supplicant too creates one instance of this
enterprise to proceed with the communication. Single instance of the enterprise is
sufficient at the Supplicant’s end as it is only dealing with one Authenticator at a
time. These enterprises get together makes the overall Agent Society spanning across
the WiFi network served by the Authenticator as shown in figure 3-The Agent Society.

802.11 Agent: The main aim of this agent is to perform the 802.11 Association and
Authentication. In doing so, this agent can deliver something present 802.11 standard
is not capable of doing. That is, with the use of artificial intelligence, this agent is able
to take decisions during various adversary attacks.

802.1X Agent: This agent carries out the 802.1X authentication. In this implementa-
tion, for simplicity, we only focus on EAP methods that support mutual authentica-
tion. This agent is able to support multiple EAP protocols by communicating with
different wrapper agents. In addition, it is also able to make decisions on suspicious
messages from adversaries similar to what 802.11 Agent does.

Quantum Communication Agent: This agent communicates with hardware devices
such as photon transmitter and receiver to make the quantum transmission happen.

SARGO04 Agent: The main task of this agent is to execute the SARG04 QKD proto-
col. It executes the 4 phases of SARG04 protocol in order to extract the final secrete
key.

Coordination Agent: The coordination agent communicates with all other agents
within the enterprise. Coordination agent in each communication session assures that
monitoring efforts and management of internal requests with other agents handled
consistently within that specific session.

In this solution, not a single agent is fully aware of the whole communication
process. Instead, all agents get together to make the whole communication happen.
With this kind of approach, which is quite suitable to be represented as an agent soci-
ety, modifications can be done effectively.

Similarly, the DoS attack described in above section can be dealt with when
802.1X Agent detects any fake EAP messages.

The software test bed is now being implemented on two computers with one acting
as the Supplicant and the other as Authenticator.
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Since the “Native WiFi” software developments are based on C++ platform, we
have concentrated on developing MAS application using the same C++ language. We
have found that most of the MAS applications only support Java based developments.
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Fig. 4. High level C++ class diagram of the MAS application
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Therefore we have decided to write our own application for MAS using C++. This
works well with MAS, since C++ being an object oriented language, the agents can
easily be represented by C++ classes. As of now we are in the process of developing
the SARG04 Agent along with Co-ordination Agent. Appleby and Steward of BT
Labs have done a similar approach to prototype a mobile agent based system for con-
trolling telecommunication networks [25].

In this MAS application, we implement C++ class structure to reflect the mobile
agents as per the Figure 2. The Co-ordination agent acts as the main class (or agent),
which gets created when a Supplicant requires WiFi service. Co-ordination agent calls
the other agents only when their service is required. High level C++ class diagram of
the MAS application is shown in Figure 4.

4 Conclusion

In this paper we have discussed the use of software agents in QKD based key distribu-
tion protocol in WiFi networks. This agent society is particularly useful at Authentica-
tor side as it plays a key role within WiFi networks. As the Authenticator assigns a
separate enterprise to look after each Supplicant, the work load can be distributed.
This is one of the key requirements for Multi Agent Systems.

This agent approach provides lot of advantages to the wireless communication.
Since the key work flows are incorporated into agents, maintenance too becomes
easy. Whenever new change to the protocol is needed, it can be done with less effort,
without affecting the other agents. It also provides extensibility by allowing different
EAP wrapper agents to facilitate different EAP types.

Thus we can conclude that the use of Multi Agent Systems in QKD based WiFi
networks offer lot of benefits. There are other research works being done in WiFi area
using software agents [21]. We believe our approach using Multi Agent Systems will
contribute to develop secure communications for future wireless networks.
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