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Abstract. As a new public key primitive, attribute-based encryption
(ABE) is envisioned to be a promising tool for implementing fine-grained
access control. To further address the concern of user access privacy,
privacy-aware ABE schemes are being developed to achieve hidden access
policy recently. For the purpose of secure access control, there is, how-
ever, still one critical functionality missing in the existing ABE schemes,
which is user accountability. Currently, no ABE scheme can completely
prevent the problem of illegal key sharing among users. In this paper, we
tackle this problem by firstly proposing the notion of accountable, anony-
mous, and ciphertext-policy ABE (CP-A3BE, in short) and then giving
out a concrete construction. We start by improving the state-of-the-art of
anonymous CP-ABE to obtain shorter public parameters and ciphertext
length. In the proposed CP-A®BE construction, user accountability can
be achieved in black-box model by embedding additional user-specific
information into the attribute private key issued to that user, while still
maintaining hidden access policy. The proposed constructions are prov-
ably secure.

Keywords: Access control, Anonymity, Attribute-based, Ciphertext-
policy, Accountability.

1 Introduction

Today’s computing and electronic technology innovations have unprecedentedly
enabled ubiquitous information generation, processing, and distribution in both
volume and speed. Vast amounts of information resources are made available
and readily accessible to individuals and organizations through various com-
puter systems and the Internet. This trend, however, also poses new challenges
in designing suitable secure access control mechanisms. Generally, among the
various requirements, today’s access control schemes should at least meet the
following ones: 1) fine-grained access policy, 2) protection of user privacy, and
3) assurance of user accountability.
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Recently, the notion of ABE, which was proposed by Sahai and Waters [1],
has attracted much attention in the research community to design flexible and
scalable access control systems. For the first time, ABE enables public key based
one-to-many encryption. Therefore, it is envisioned as a highly promising pub-
lic key primitive for realizing scalable and fine-grained access control systems,
where differential yet flexible access rights can be assigned to individual users.
To address complex and general access policy, two kinds of ABE have been pro-
posed : key-policy ABE (KP-ABE) and ciphertext-policy ABE (CP-ABE). In
KP-ABE, access policy is assigned in attribute private key, whereas, in CP-ABE,
the access policy is specified in the ciphertext.

Besides fine-grained access policy, there is an increasing need to protect user
privacy in today’s access control systems. To address this problem, anonymous
ABE was introduced in [23] and further improved by [4]. Anonymous ABE has
a wide range of applications. For example, in some military circumstances, the
access policy itself could be sensitive information. Therefore, to share resources
with users possessing certain attribute-policy, anonymous ABE scheme can be
applied to encrypt the resources while keeping the access policy specified in the
ciphertext hidden.

Although the anonymous ABE can provide secure anonymous access control,
before its widely deployment, another important security aspect, user account-
ability, has to be formally addressed. In particular, the problem of key abuse, i.e.,
illegal key sharing among users, should be prevented. This problem is extremely
important as in an ABE-based access control system, the attribute private keys
directly imply users’ privileges to the protected resources. The dishonest users
may share their attribute private keys with other users, who do not have these
privileges. They can just directly give away part of their original or transformed
keys such that nobody can tell who has distributed these keys. Consequently, it
renders the system useless. To the best of our knowledge, the issue of user ac-
countability in access control system based on ABE is quite new in the literature
and has not been solved yet. Such key abuse problems exist in all current access
control schemes constructed from ABE as the attribute private keys assigned to
users are never designed to be linked to any user specific information except the
commonly shared user attributes. This is the reason why attribute private key
can be abused by users without being detected.

To construct privacy-aware fine-grained ABE with user accountability, in this
paper, the notion of accountable and anonymous CP-ABE (CP-A3BE) is pro-
posed. This is achieved by binding user identity in the attribute private key.
CP-A2BE can be applied to prevent the key sharing among users based on the
following observation. If the user shares his attribute private key, the user’s iden-
tity will be detected from the pirate device embedded with the shared private
key. In normal encryption of CP-A3BE, the message is encrypted with respect to
some ciphertext-policy, in which the identity part is for all users. Any users can
decrypt the ciphertext as long as their attribute private keys satisfy this policy. In
tracing encryption, a message is encrypted to users with some ciphertext-policy,
in which the identity part is for the suspicious users. In this algorithm, only the
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suspicious users with attribute private keys that satisfy this ciphertext-policy
can decrypt the ciphertext. Due to the anonymity of CP-A3BE, the tracing en-
cryption algorithm and normal encryption algorithm are indistinguishable from
the viewpoint of any user. Specifically, given a pirate device and the detected
attributes embedded, the attribute center, who is in charge of the attribute pri-
vate key issuing, can find the suspicious identity list of users possessing these
attributes. To pinpoint the identity of the user sharing the attribute private key
in the pirate device, the attribute center applies the tracing algorithm to en-
crypt a message with respect to the attributes and identities in the suspicious
list. Computing in this way, the identity could be found if the ciphertext for
some specific identity can be decrypted by this pirate device.

1.1 Related Work

Since the introduction of ABE in implementing fine-grained access control sys-
tems, a lot of works have been proposed to design flexible ABE schemes. There
are two methods to realize the fine-grained access control based on ABE: KP-
ABE and CP-ABE. They were both mentioned in [5] by Goyal et al. In KP-ABE,
each attribute private key is associated with an access structure that specifies
which type of ciphertexts the key is able to decrypt, and ciphertext is labeled
with sets of attributes. In a CP-ABE system, a user’s key is associated with a
set of attributes and an encrypted ciphertext will specify an access policy over
attributes. CP-ABE is different from KP-ABE in the sense that, in CP-ABE,
it is the encryptor who assigns certain access policy for the ciphertext. When a
message is being encrypted, it will be associated with an access structure over a
predefined set of attributes. In CP-ABE, user will only be able to decrypt a given
ciphertext if its attributes pass through the corresponding access structure spec-
ified in the ciphertext. The first KP-ABE construction [5] realized the monotonic
access structures for key policies. To enable more flexible access policy, Ostro-
vsky et al. [6] presented the first KP-ABE system that supports the expression
of non-monotone formulas in key policies. However, KP-ABE is less flexible than
CP-ABE because the policy is determined once the user’s attribute private key
is issued. Later, Bethencourt et al. [7] proposed the first CP-ABE construction.
However, the construction [7] is only proved secure under the generic group
model. To overcome this weakness, Cheung and Newport [§] presented another
construction that is proved to be secure under the standard model. The con-
struction supports the types of access structures that are represented by AND
of different attributes. Later, in [9], the authors gave another construction for
more advanced access structures based on number theoretic assumption. To fur-
ther achieve receiver-anonymity, Boneh and Waters [I0] proposed a predicate
encryption scheme based on the primitive called Hidden Vector Encryption. The
scheme in [I0] can also realize the anonymous CP-ABE by using the opposite
semantics of subset predicates. Katz, Sahai, and Waters [I1] proposed a novel
predicate encryption scheme supporting inner product predicates. Their scheme
is very general and can achieve both KP-ABE and hidden CP-ABE schemes.
However, the constructions of [I0J11] are very inefficient compared to [4]. Re-
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cently, several attempts [I2JI3I4] have been made to address the accountability
problem in ABE-based access control. In [I4], they considered how to defend the
key-abuse problem in KP-ABE schemes while only achieving privacy for part
of the attributes. In [13], another trusted party was introduced in the protocol
and each decryption operation should get assistance from the trusted party. As
a result, the third party has to handle a huge amount of load, which greatly
limits their application in the real world. The work [I2] does not rely on the
existence of trusted party. Instead, they used the technique of identity-based
wildcard encryption [I5] to achieve the accountability for the user. However, a
strong assumption of well-formedness decryption key is required in the pirate
device. Therefore, the result in [12] is still not practical enough. In our work,
these two drawbacks: the introduction of trusted party and strong assumption
of white-box, can be avoided. In addition to the accountability, the user privacy,
is also considered in our constructions, which cannot be realized in [I2J13].

ORGANIZATION. Some preliminaries are given in Section 2, including the syn-
tax and basic mathematic tools used in the paper. In Section 3, we propose two
improved constructions of privacy-aware CP-ABE. In Section 4, the CP-A3BE
construction is proposed to realize the fine-grained access control system with
user privacy and accountability. This paper ends with concluding remarks.

2 Preliminaries

2.1 Syntax

System Model. Before introducing CP-A3BE, we first give the system model
for anonymous CP-ABE. In the anonymous CP-ABE architecture, there are
two entities: attribute center (AC) and user. AC is in charge of the issue of
attribute private key to users requesting them. The user, who wants to access
data, should get the attribute private key from AC in advance. The encryptor can
specify the ciphertext-policy such that only users whose attribute private keys
satisfy the policy are able to decrypt the ciphertext. In addition, the ciphertext-
policy is kept hidden. The users with an attribute private key are able to check
whether his attributes satisfy the ciphertext-policy or not. In our system model,
a binary relation R is defined as part of public parameter according to the
concrete requirements of anonymous CP-ABE. We denote it by R(L, W) =1 if
the attribute list L satisfies ciphertext-policy W.

Definition 1. An anonymous CP-ABE system consists of four algorithms, namely,
Setup, KeyGen, Encryption, and Decryption, which are defined as follows:

Setup(1*). The setup algorithm, on input security parameter 1, outputs a mas-
ter secret key sk and public key pk.

KeyGen(L, sk). The key generation algorithm, on input attribute list L and mas-
ter key sk, outputs sky, as the attribute private key for L.

Enc(M, W, pk). The encryption algorithm, on input a message M together with
ciphertext-policy W, outputs C, as the encryption on M with respect to W.
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Dec(C, skr,). The decryption algorithm, on input the ciphertext C and the at-
tribute private key skr,, outputs M if R(L, W) = 1. Otherwise, it returns L.

Adversary Model. The goal of adversary in anonymous CP-ABE system can
be either one of the following 1) Extracting information of plaintext from the
ciphertext. Here, the adversary is allowed to control some users and access their
attribute private keys that do not match the ciphertext-policy; 2) Distinguishing
underlying access-policy in the ciphertext.

The two goals of adversary can be integrated in the indistinguishability against
ciphertext-policy and chosen ciphertext attacks (CP-IND-CCA). In this work, a
weaker notion, called indistinguishability against selective ciphertext-policy and
chosen message attack (sCP-IND-CPA) [7J85], will be used. The definition is the
same with CP-IND-CCA, except in sCP-IND-CPA, the adversary has to submit its
challenge attributes before the setup phase. Furthermore, the decryption oracle
is not available to the adversary. The formal definition is given based on the
following sCP-IND-CPA game involving an adversary A:

Game sCP-IND-CPA

Initial. The adversary commits to the challenge ciphertext policies Wy, W7
before setup algorithm.

Setup. Choose a sufficiently large security parameter 1, and run Setup to get
a master secret key sk and public key pk. Retain sk and give pk to A;

Phase 1. A can perform a polynomially bounded number of queries to key gen-
eration oracle on attributes L, the only restriction on L is that, R(L, W{) =
R(L, W) =0or R(L,W}) = R(L,Wy) =1;

Challenge. A outputs two messages My, M7 on which it wishes to be challenged
with respect to Wi and Wi, It requires that My = M, if any attribute
private key on L satisfying R(L, W) = R(L, W) = 1 has been queried. The
challenger randomly chooses a bit b € {0, 1}, computes C = Enc(M,, W}, pk)
and sends C to A,

Phase 2. A continues to issue queries to the key generation oracle, with the
same restriction as before;

Guess. Finally, A outputs a guess bit b'.

A wins the game if b = &’. The advantage of A in Game sCP-IND-CPA is defined
as the probability that .4 wins the game minus 1/2. This model can be considered
to be analogous to the selective-ID model [I6] utilized in IBE protocols. In their
security model, the adversary should commit to the challenge identity ID before
Setup phase.

Definition 2. An anonymous CP-ABE satisfies sCP-IND-CPA if no polynomial
time adversary can break the above game.

In CP-ABE, as explained, we consider how to achieve user accountability in
addition to fine-grained access-policy and user privacy. The system model for
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CP-A3BE is the same with anonymous CP-ABE, except here the algorithm for
tracing is added.

Trace. This algorithm is applied to trace an attribute private key in black-box
to its original holder. It takes as input a pirate device, and outputs identity
associated with this attribute private key in the pirate device.

Because the CP-A3BE is still one kind of anonymous CP-ABE, the adversary
model and security requirement of sCP-IND-CPA are defined in the same way
as anonymous CP-ABE. The only difference lies in the ciphertext-policy where
it is defined by two parts W = W’V W: The first part is the same as in the
anonymous CP-ABE while the second part is for the identity. That is, W could be
* or specific I.D. Accordingly, the challenge ciphertext would be Wy = W', [|[W 5
and Wi = W7 ||W7{ 5. This kind of security implies that if a user has an attribute
private key on attributes L for identity ID, it cannot decrypt the ciphertext
encrypted for the ciphertext-policy W if R(L||ID, W) = 0. Additionally, to trace
the identity who shares the attribute private key, the tracing algorithm should
be indistinguishable with the normal encryption algorithm to avoid detection by
the pirate device.

2.2 Basic Mathematic Tools

We give a brief review on the property of pairings and some candidates of hard
problem from pairings. Let G1, G2 be cyclic groups of prime order p, writing the
group action multiplicatively. Let g be a generator of G1, and é: G; x G; — G2
be a map with the following properties. Bilinearity: é(g¢,g5) = é(g1,g2)?® for
all g1,92 € Gy, and a,b €r Z,; Non-degeneracy: There exist g1, g2 € G; such
that é(g1,¢92) # 1. In other words, the map does not send all pairs in G; x G
to the identity in Go; Computability: There is an efficient algorithm to compute
é(g1, ge) for all g1, g2 € Gy.

3 Improved Privacy-Aware CP-ABE Constructions

3.1 Anonymous CP-ABE with Short Public Parameters

First, we give a construction of anonymous CP-ABE with short public parame-
ters. In this work, the ciphertext-policy has the same fine-grained access struc-
ture (ciphertext-policy) with CP-ABE scheme [8]. Details of the access structure
in [8] are described below. Assume that the total number of attributes in the
system is n and the universal attributes set is U = {wy, wa, - - , w, }. To encrypt
a message, it specifies the ciphertext-policy W = [Wq, Wa, -+ -, W,,]. The notion
of wildcard * in the ciphtertext policies means the value of “don’t care”. For
example, let the ciphertext-policy W = [1,0, 1, *] when n = 4. This ciphertext-
policy means that the recipient who wants to decrypt must have the value 1 for
Wi and W3, the value 0 for Ws, and any possible values for Wy. Therefore, if the
receiver has an attribute private key for [1,0, 1, 0], it can decrypt the ciphertext
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because the first three values for Wy, Wy and W3 are equivalent to the corre-
sponding values in ciphertext-policy. Moreover, the fourth value 0 in the private
key satisfies the ciphertext-policy because W, = x. If an attribute private key
is associated with the attribute list [1, 1,1, 0], this attribute private key will not
match the ciphertext-policy since Wy # 0. To be more generalized, given an at-
tribute list L = [Lq, La, - - - , Ly,] and a ciphertext-policy W = [Wy, Wa, - -+, W,,],
we say that L matches W if for all i € [1,n], L; € W;, i.e., Ly = W; or W; = *. In
[8], each attribute can take two values 1 and 0. In our construction, we generalize
the access structures such that each attribute can take two or more values. More
formally, let S; = {v;1,vi2, -, Vin, } be aset of possible values for attribute w;
where n; is the number of the possible values for w;. Then the attribute list L for
auser is L = [Ly, Lo, -+, L,] where L; € S; for 1 < i <n, and the generalized
ciphertext policy W is W = [Wq, Wa, - -+, W,,]. The attribute list L satisfies the
ciphertext-policy W (that is, R(L,W)=1)if L, = W, or W; =« for 1 <i < n.

Main Idea. We use H(i||v; k,) to denote the k;-th value v; g, for the i-th at-
tribute. Instead, in [4], they used different public keys to denote the universal
attributes, which makes the size of public parameters to be O(N), where N
is the total number of all attribute values defined in the system. To keep the
receiver-anonymity in ciphertext, we cannot just replace the public key pk; x,
with H (||v; x;) directly. The ciphertext of the v; j, is computed by splitting the
random value used in encryption into two parts H(1||¢]|v, x,)) and H(0||é]|v; &, ),
together with two different generators g; and g». The reason for choosing differ-
ent generators is to prevent the public verifiability of the ciphertext’s validity,
which achieves hidden policy. User can only check whether his own attribute
private key matches the ciphertext-policy. Furthermore, the user cannot check if
the ciphertext is valid or not with respect to other attribute list he does not have,
which keeps the ciphertext-policy hidden. The four algorithms of our scheme are
defined as follows.

Setup. Let G1, Gy be cyclic groups of prime order p, and é : G; x G; — G be
a pairing defined in Section 2. Let g1, g2 be random elements from Gg. Define
a hash function H : {0,1}* — Gg. Assume there are n attributes in universe.
That is to say, let the universal attributes set be U = {wi,wa,- - ,wpn}. And,
each attribute has multiple values, where S; is the multi-value set for w; and
| S; |= n;. This algorithm also chooses a random number « € Z, and computes
T = é(g1, g2)*. The system public parameter is para = (g1, g2, T, H). The system
master secret key msk is «, which is only known to AC.

KeyGen. To generate an attribute private key for user with attribute list L =
[L1, Lo,y L] =[01,k1,V2,k» * ** » Un k|, AC picks up random s1, 82, , Sp—1 €
Z;; and computes s,, = a — Z:-L:_ll s; mod p. It also chooses n random numbers
{riti<i<n € Zy and computes the attribute private key with respect to L as

skr={(dio, dir, diyy, diy ) }={ (g5 H(1]|illvi k)", 91" 95" H(Ollél|vi k)™, 95°) i<i<n.

The validity of skr, = {(dio, di1,d}y, d}q) }1<i<n can be verified through the fol-

. ) é(dio,g1)é(d}g,92) —
lowing equation: TTZy oa,, maifv, et BO]illvns,)) = L-
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Enc. To encrypt a message M € Gz under ciphertext-policy W = [W7, Wa,
-+, Wy], pick up a random value z € Z, and compute Co = MT?. For each
1<i<nandl1l<t; <n,,

tif vi ¢, € Wi, choose 2; ¢, € Zsy and compute (Ci ¢, 0, Cit;1,Cl 4, 05 Chp, 1)

= (H@illvie,)) 5, g7 (HOl|i]|vs,e,))* =500, g5 ")
I if v, 4, & W;, choose randomly z; ;,, z{tl € Zy and compute

(Cit:.0,Citi 1, Cly, 05 f,ti,l)z((H(l||Z||Ui,ti))z“i,gf CLH O], )Tt gyt ).

Finally, output the ciphertext as C' = (Co, {(Ci.t;,0, Cit;1, Ci 4,05 Ciyin) } for
1<t; <Knjand1<i<n.

Dec. Assume a user has an attribute private key sk, = {(dio, di1, d}g, di1) }1<i<n

on attribute list L = [v1k,, V2.kys ***» Unk,]- L0 decrypt the ciphertext C

= (Co{{(Cit;,0,Cit;.1, Ci, 0 Cit, 1) 1<ti<n, J1<i<n) without the information
é(Cik;.1,di0)e(Cy . 1,d;

of ciphertext-policy W, the user first computes C' =[]}, chzz:ds;icz:b;d,?;

and then decrypts the ciphertext as M = Cy/C".

To check whether the decryption is correct or not, redundancy can be added
in the plaintext such that the user knows if his attribute private key matches
the ciphertext-policy. There are many ways to add redundancy, such as append-
ing 0* to the message for security parameter A. After decryption, the user can
verify the correctness of decryption by checking whether the first X is 0.

3.1.1 Security Result
Before giving security result for the anonymous CP-ABE, we show definitions of
the following problems and assumptions based on the bilinear groups.

DBDH Problem. The Decision Bilinear Diffie-Hellman (DBDH) problem is that,
given g, g%, g¥, g* € Gy for unknown random ,y,z € Z;, T € G, to decide if
T = é(g, g)"v".

We say that a polynomial-time adversary 4 has advantage € in solving the
DBDH problem in groups (Gi,Gs) if | Pr[A(g,9%,¢¥,9% €é(g,9)*¥*) = 1] —
PrlA(g, 9%, 9Y,9%,é(g,9)") = 1] | > 2¢, where the probability is taken over the
randomly chosen x,y, z, 7 and the random bits consumed by A. (¢, ¢)-DBDH as-
sumption holds in (G1,Gs) if no ¢-time algorithm has the probability at least e
in solving the DBDH problem for non-negligible e.

D-Linear Problem. Let z1, 22, 23, 24,2 € Z;, be chosen at random and g € G,
be a generator. The D-Linear problem is that given g, g**, g*2, g*'*3, g*2*4, T, to
decide if T = g#s+=1.

We say that a polynomial-time adversary A has advantage € in solving the
D-Linear Problem in groups (G1,G2) if | Pr[A(g, g%, 9%2, g**%2, g*2**,T| — Pr]g,
g1, g2, gF173 g=274 gt | > 2¢ where the probability is taken over the ran-
domly chosen z1, 29, 23, 24 and the random bits consumed by A. (¢, ¢)-D-Linear
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assumption holds in (G, G2) if no ¢t-time algorithm has the probability at least
€ in solving the D-Linear problem for non-negligible e. The D-Linear assumption
was first proposed in [I7] and one of its variants will be used in the proof. We
have the following security result for the above construction:

Theorem 1. The Anonymous CP-ABE construction is secure in sCP-IND-CPA
model, under the DBDH and D-Linear assumption.

Proof. Due to space limitations, the detailed proof is provided in the full version
[18].

To achieve IND-sCP-CCA security in the standard model, we can use the tech-
nique of simulation-sound NIZK proofs [19]. The most efficient transformation
from IND-sCP-CPA to IND-sCP-CCA is to use the Fujisaki-Okamoto technique
[20], which adds only a little computation overhead on the original scheme. So,
the resulted IND-sCP-CCA anonymous CP-ABE construction is very efficient.

3.2 Anonymous CP-ABE with Shorter Ciphertext

To further reduce the ciphertext size of the above scheme, we propose another
construction by expressing the attribute values as bit pattern. The ciphertext-
policy W, can be only one value or *. This technique, together with the above
construction, will be applied to design the CP-A3BE scheme in the next Section.

Main Idea. The value set S; for each attribute w; is expressed using bit pattern.
Suppose the length of | S; | is p;. Instead of computing the ciphertext for each
value in S;, we encrypt the message with respect to 0 or 1 for each bit by using
the anonymous CP-ABE technique above. It is indistinguishable that some bit
is encrypted for 0,1, or *, from the viewpoint of users. Without loss of general-
ity, the values in set S; can be mapped to {1,2,---,| S; |} with some injective
function. As a result, the ciphertext size can be reduced from O(| S; |) to O(log
| Si |). Here, for each ¢, the ciphertext policy W; can be some v; , in S; or .
To encrypt a message, it specifies the ciphertext-policy W = [Wy, Wa, -+, W]
with AND gate as above.

Setup. Assume there are n attributes in universe denoted by U= {w1, w2, -+ ,wn }.
Each attribute has multiple values. Let S; be the multi-value set for w; and | S; |=
n;. Assume the length of | S; | is p;. The system public parameter is the same as
the above scheme para = (g1, g2, T, H). The system master secret key msk is a.

KeyGen. To generate an attribute private key for user with attribute list L =
[L1, Lo, -+, L) =01,k V2,kgs ** s Un,k,)» AC picks up random s1, 82, -+, Sp—1 €
Z;; and computes s, = a — Z?;ll s; mod p. For each 1 < i < n, the following
steps are taken:
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1. AC picks up si 1,82, ,8ip, € Z, such that s; = S Sik mod P;

2. For each 1 < t; < py, AC chooses random numbers (r;,,7;,,) from Z:.
Assume v; i, = (Lijn, Li2, -, Lip,)€ {0,1}7". AC computes the attrlbute
private key for v; 1, as

D; = {(dl}ti,O?di,ti,lvd;,ti,m ;,t' 1)}1§ti<m

Ti,t; Si,t;

5ty i, i it Tivi
= (g5 H il tall L), 0y g1 HOlaltal Toe)™ %, 95" 1<ti<pr

’

The validity of sk;, = {D;}1<i<n can be also verified in a similar way as the
construction in Section 3.1.

Enc. To encrypt a message M € Gs under ciphertext-policy W = [W;, Wa,
-+, Wy], pick up a random value z € Z, and compute Co = MT=. For each
1<1<n,

1. fW, = Ué,k;(: (Liqs Il gy -+, 17 ,.)), choose {(2it;, 27 4,5%i,0:) 1<ti<p; € Zp-
For 1 <t < Pis if Iz{,ti = 1, compute (Ol t“o,Oi7ti71,01(7ti70,0£7ti71) =

(Hlitil| )7, 977" HO[lts]1)7 =0, go ™) and (Cigo0, Cioa,
Clovor Cloo)= (HQAilt0)7 0, g™ H(O]illt:]0)%, gé”); oth-
erwise, compute (Cir,0,Civi1, Chyo:Clya)= (HAillt:]1), g7,
HO|lltl|1)74, 95°), (Citoor Crats Clayior Cha)= (H(il[]0)7%,
g1 H(Ol|il[t:[]0)* =, g ).
2. If W;=x, choose {(zm7 ”1)}1<t <pi from Z, For 1 < t, < p;,

Zit;

compute {( Cit:,0:.Ci 1, Cz,tmov Cz,ti,l)} = {H[dllt:]| 1)z, 91 )
H(O[[a[t;||1)== = gg Y (Cieos Gty Cly, 00 Gy 1) =(H (1] ]| £:]]0)75,

Z/
g1, H(O]jd]|t:]|0)% 92 "), where Zzt +Zzt =Z.

The ciphertext isC = (Co, {(Ci,ti,()vci,ti,lv C'L{vtiv()’ Cl{,tz‘,l)’ (éi,ti,()aéi,ti,la CA(Z(,ti,O’
C’;ti’l ) for1<t; <p;and1<i<n.

Dec. Assume a user has an attribute private key sk, = {D; }1<i<n for attribute
list L = [v1,4,, V2 t2r s Un ,]- To decrypt the ciphertext C'=(Co, {(Ci.t;,0,Ci,t; 15

.00 Ciei1)s (Cii Osz,t 1, éf,ti,m éé,ti,ﬁ}létiém}lﬁién) without knowing
ciphertext-policy W, the user first computes

- é(cl tul’dl tuo)é(czt 1’d; tl,O)

o111

. . )-
i=1 t;=1 e(C’Z t:,05 di, tl,l)e(czt O’dz tb,l)

— If Ly, =1, (C, Wé/ 1.0)=(Cit,0,Ch, ) for be {0,1};
— I Ly, =0, (Cit:Cly, y)=(Cit, 0, Cly, ) for b€ {0,1}.

Finally, the user decrypts the ciphertext as M = Cy/C".
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The method given in Section 3.1 can be used here to check the correctness of
decryption. We have the following security result for the construction:

Theorem 2. The Anonymous CP-ABE construction is secure in sCP-IND-CPA
model, under the DBDH and D-Linear assumption.

Proof. The construction is similar to the construction in Section 3.1. The differ-
ence here is that the message is encrypted with respect to each bit, other than
each value of the attribute. Therefore, the proof is easy to be derived from the
proof for Theorem 1.

4 CP-A3BE: Privacy-Aware Attribute-Based Encryption
with User Accountability

In this Section, we propose a CP-A3BE construction, that is, the anonymous
CP-ABE with user accountability, which is based on the anonymous CP-ABE
scheme in Section 3.1. In fact, to construct CP-A3BE, the technique can be also
easily applied to the anonymous CP-ABE scheme [4].

Main Idea. In this scheme, user is issued an attribute private key for L||ID,
where L is an attribute list and ID is the user’s identity. In a normal encryp-
tion algorithm, a message is encrypted under ciphertext-policy W = W’||* such
that any user with L||ID satisfying R(L||ID,W) = 1 is able to decrypt, re-
gardless of the user’s identity ID. This holds because the second part in the
ciphertext-policy is “don’t care” (This technique is used here to keep the one-
to-many property in ABE, even though different identities have been inserted
in the attribute private keys). In tracing algorithm, a message is encrypted with
W'||ID* to test whether the identity in the pirate device is ID*. Due to the
anonymity in CP-A3BE, the ciphertext is indistinguishable from other cipher-
text under ciphertext-policy W = W’||x. In this case, only user with private key
on L||ID satistying R(L||ID,W’||ID*) = 1 can decrypt the ciphertext. As a
result, the identity ID* can be determined in the pirate device. There are five
algorithms of our CP-A3BE scheme, which are defined as follows:

Setup. Let G1, Gy be cyclic groups of prime order p, and é : G; x G; — G2 be
a pairing defined in Section 2. Let g1, g2 be random elements from Gg. Define a
hash function H : {0,1}* — Gg. Assume there are n attributes in universe. That
is to say, let the universal attributes set be U = {w1,wa, -+ ,wy, }. Each attribute
has multiple values, where S; is the multi-value set for w; and | S; |= n;. This
algorithm also chooses a random number « € Z, and computes T' = é(g1, g2)*.
The system public parameter is para = (g1, 92, T, H). The system master secret
key msk is a, which is only known to AC.

KeyGen. To generate an attribute private key for user with ID= (I3, I, - -+, I,)
€ {0,1}* for attribute list L = [L1,La, -+, Lyp] = [U1,k1, V2,kss " » Unokn], AC
picks up random si,S2,--- , S, € Z;; and computes s,+1 = o — Z?:l s; mod p.

AC also chooses n + 1 numbers {r;}1<r<n € Zy and p numbers {sny1,x}1<h<p
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such that s,41 = ZZ:1 Sn+1,k- Finally, it computes the attribute private key on
L as

SkL = {{(d107 il ’LO’ 11)}1<Z<n7{(dn+1’k’07d"+1’k*l’d{ﬂJrl,k?,O’derJrl,k,l)}lSkSp}
={(g5" H(Udl|vi,k.)™, 91", g7 HOllil|vie,)™, 92 ) 1A (92" H (L1 ||| Ze) o,
gy gy R H(O]|n + 1| K] ) ’%gz"“ IL1<i<nAl<k<p.

Enc. To encrypt a message M € Gy under ciphertext-policy W = [Wy, Wa, - -,
W,] V Wy41 where W,41 = *, this algorithm picks up a random value z € Z,
and computes Cy = MT?.

1. For each 1 <1i < n,
tif vir, € Wi, choose z;y, € Z, and compute (Ci 4, 0, Cit,1,Ci 4, 05 Chy, 1)

= (H(illvie,)7 5, g7 HOliflvie,)* 200,95 ")
if v; 4, & W;, choose randomly z; ¢, 2}, € Zy and compute Cit,;.0,Cit; 1,
2 i z ti ) sliy

CLyon Clye )= Alillvi e, )74, g7, HO]|if| i)™ Cga):
2. For ¢ = n + 1, this algorithm selects z,11 k, Z;LH),C from Z;. Then, for each
1 <k < p, it computes
(Cot1,8,05 Ot 15 Gt 00 Crpr 1) = (H (LI + L[E[[1)5n0n gttt

H(Olln + L[| 1)* 7 1x, gy~ 7 0H)

(én—l-l,k,(hén+1,k,1aé;L+17k707CA’;H—Lk,l) = (H(|n+ 1||k||0)zn+1,k’gfnﬂ,k’
H(O”n + 1||k||O)Z_Z:L+1,k’ g;7Zn+1‘k)
Finally, the ciphertext is computed as C' = (Co, {(Ci 0, Cit;,1,Ci 4, 0, Ciyi 1)}

for 1 <t; <m;and 1 <i <n, {(Crs1,k,0, Cryik1, C;H-l,k,oacl-kl,k,l)v (Cnt1,k,05

n

Cn+17k7170n+1,k,0’ Cn+1,k,1)}1§k§p)~
Dec. Assume a user has an attribute private key

skr = {{(dio, dir, dip, diy) r<i<n, {(dn+1,6,0, dnt 18,1, @ryg1 0,00 T k1) F1<k<p
for L = [v1,kys V2,k9s "+, Un,k, |- To decrypt the ciphertext C' without knowing
ciphertext-policy W, he computes

é(Ci,ki,ladiO) zk 1vd;0 ﬁ (C’ﬂJrl;k?;lvdn+1,k,0)é(C;L+1,k,17d;H—l,k,O)

1 é(Ci’ki,o, di1)é (Cz ki,0 d;l k=1 é(cn—i-l k,05 dn+1,k,1)é(57{1+1)k;)07 d;+1’k’1) .

LI Iy =1, (Cosrkbr Oy o) =(Crt ks Cloy ) Tor b€ {0, 1}
2.1 Iy = 0, (Crtt,k Oty ) =(Cru 1y Clhy 1) for b€ {0, 1}

n

Finally, decrypt and output the ciphertext as M = Cy/C".



Privacy-Aware Attribute-Based Encryption with User Accountability 359

Trace. Suppose a given pirate device can decrypt the ciphertext under ciphertext-
policy W. AC extracts part of the attribute list (L;,, Li,, - - , L;, ) out of W. The
values in other positions except {iy,42, - ,ir} in W are *. AC checks the issu-
ing record of attribute private key and determines the suspicious users set .S, who
have the attributes (L;,, Li,, -+ , L;, ). There are two ways to pinpoint the exact
identity from S: If the size of set S is not huge, then, AC just encrypts some mes-
sage with respect to ciphertext-policy W for each ID € S until the identity is
found. To make the trace algorithm and encryption algorithm indistinguishable,
the technique used in Section 3.2 is applied here.

AC picks up a random value z € Z, and computes Cy = MT? to encrypt a
message M € Gg under ciphertext-policy W = [Wy, Wy, - -+, W,V W, 41 where
Wn+1 =1D,

1. For each 1 <1i < n,

Tif v+, € Wi, AC picks 2, € Z, and computes

(City0, Cirtit, Cliay 0, Cla ) = (H(Llillvi e, )%, gy H(Olfdl|vie, )* 7500, gg - ");

Iif vy, & Wi, AC chooses z;4,, zZ’tL € Zy and computes

) . - ) ’ Zi 4,
(Cit;,0,Cit;1,Ci 4,0 Ci 1) = (H (1]]il|vie,) 7%, g, HO|if|vie, )70, g5 ™).

2. For i = n+ 1, assume ID=(I1, Iz, -+, 1,)). AC chooses {(2n+1,k; 21,41 >
Zn+17k)} for 1 <k < p,

1 if I, = 1, AC computes

(Crt 16,0, Crid 1.k, Crrg 100 Cririen) = (H(LIn+ L[ k[[1)7nt0k, g7n it
H(0||n + 1||k||1)272n+1,k’ g;_z”Jrl,k')

(Crt1,5,0, Crt 11, Ot 0y O en) = (H(Ln + 1[R[ 0) sk, gm0k,
H(OHn + 1||k||0)2n+1,k’ 92271+1,k')

1 if I, = 0, AC computes

(Cnt1,5,0: Crt1,k 1, C;H—l,k,Ov C;L-‘rl,k,l) = (H(1||n + 1||k||1)zn+1‘k7gfnﬂ,k7
H(OHn + 1||k||1)2n+1,k’ 92271+1,k')

(Cri 1005 Cop 1k Cri 1 1o0s Chiprpn) = (H (L[ + 1| k[|0) 740k, gmetr,
H(0|n + 1]|k[[0)>~ 1k g7 mFhr)
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It can be easily seen that the user is able to decrypt the ciphertext only when
his identity is 7D and he has the attribute list L=(L;,, Li,, - - , L;, ).

If |S| is too huge, the tracing algorithm works in the following way: First,
AC tries an attribute value L; from the position j where W; = *. Then, it
encrypts a message as the normal encryption algorithm with respect to W’
such that all positions are set to be *, except the positions of {i1,42, -+ ,ix, 7}
are set to be L’ = L U L;. The ciphertext is sent to the pirate device. If the
ciphertext can be decrypted correctly, AC knows one of the users with L’ shares
his attribute private key. The suspicious user set is of course not greater than
|S]. AC continues the above procedure until the suspicious set |S| is not too
huge. Finally, the technique for small |S| can be applied and the identity in
the pirate device can be pinpointed. To verify the correctness of the decryption,
we also use the method described in Section 3.1 by adding redundancy in the
plaintext. Actually, based on the tracing algorithm, the scheme is secure against
collusion attack, in which users with different attributes can collude to generate
a pirate device. The tracing algorithm still works and at least one of the illegal
users will be detected from the pirate device. Our definition and construction
of tracing requires that the adversary produces a perfect pirate decoder device,
namely a decoder that correctly decrypts all well-formed ciphertexts [2I]. In
reality, the pirate has a decoder that may work only a fraction of the time.
When interact with such a decoder, just repeat the tracing algorithm for each
suspicious identity such that the error-rate is lower than some predefined number.
The tracing algorithm is indistinguishable from the normal encryption algorithm
because of the anonymous CP-ABE. We have following security result for the
construction of CP-A®BE:

Theorem 3. The CP-A3BE construction is secure in sCP-IND-CPA model, un-
der the DBDH and D-Linear assumptions.

Proof. This construction is based on the construction in Section 3.1, with the
technique of anonymous CP-ABE in Section 4.1. Therefore, the proof is easy to
be derived from the proof for Theorem 1 and Theorem 2, and is omitted here.

5 Conclusion

Three requirements are desired in many secure access control systems, that is,
1) Fine-grained access policy, 2) User privacy, and 3) User accountability. ABE
schemes are promising in providing fine-grained access policy, but no existing
ABE schemes can achieve user accountability to prevent illegal key sharing while
still maintaining user privacy. In this paper, we solved this problem by proposing
the notion of accountable and anonymous CP-ABE (CP-A3BE). We started by
giving two improvements of privacy-aware CP-ABE. In the first improvement
of anonymous CP-ABE, the size of public parameter is only O(1), instead of
O(N) required in [], where N denotes the number of attributes in universe. In
the second improvement, the size of public parameter and ciphertext is O(1) and



Privacy-Aware Attribute-Based Encryption with User Accountability 361

O(log(N)), respectively, while in [4], they are both O(NN). Based on the improve-
ments, we presented a CP-A3BE construction. The user accountability can be
achieved in black-box model by embedding additional user-specific information
into the attribute private key, while still maintaining hidden access policy. The
construction of CP-A®BE is provably secure.
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