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Jǐŕı Hod́ık, Jǐŕı Vokř́ınek, and Michal Jakob

Agent Technology Center
Gerstner Laboratory – Agent Technology Center

Department of Cybernetics
Faculty of Electrical Engineering

Czech Technical University in Prague
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Abstract. Monitoring of fulfilment of obligations defined by electronic
contracts in distributed domains is presented in this paper. A two-level
model of contract-based systems and the types of observations needed
for contract monitoring are introduced. The observations (inter-agent
communication and agents’ actions) are collected and processed by the
contract observation and analysis pipeline. The presented approach has
been utilized in a multi-agent system for electronic contracting in a mod-
ular certification testing domain.
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1 Introduction

The electronic contracting support accelerates a wide variety of electronic
business-to-business (B2B) applications. The parties’ obligations are captured
by electronic contracts, which explicitly specify (semi-)automated actions of con-
tract parties that have to be performed in the electronic or real world under
defined conditions. Since the business actors (contract parties) are naturally dis-
tributed, autonomous and self-interested, there is a great potential to model
them as agents and implement the B2B applications as multi-agent systems.

The concept of electronic contracts in multi-agent systems has been intro-
duced e.g. in [1]. The framework for on-demand service contracts with a high
frequency of occurrences is presented in [2]. This work builds on the framework
for the electronic contracting presented in [3]. Details of the observation process
(in the web services domain) was presented by us in [4].

A key part of a contract-based system is the process through which the ac-
tual behaviour of individual agents is checked for conformance with respective
governing contracts. Such checking requires that the relevant information on the
behaviour of the parties, both with respect to the application processes they
execute, and to managing their contractual relationships, is captured. The term
monitoring has been traditionally used to refer both to the process through
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which contract-relevant events and states from a running contract-based system
are gathered, and the reasoning applied to actually determine their compliance
to contracts.

2 Contract

In a general sense, the contract identifies the contract parties and defines the
set of restrictions on the behaviour of the contract parties. Contract structure
and semantics is described e.g. in [5]. In this work we focus on the desired be-
haviour defined by a set of clauses, which specify what is expected or allowed
to be or not to be performed by the respective contract parties under specified
conditions. The workflow derived from contract clauses (alternative paths are
allowed) constitutes a possible implementation of the desired behaviour. A devi-
ation from the contracted behaviour usually means a breach of contract clauses
and possibly a breach of the contract. The contract may define procedures to
solve minor breaches without terminating the contract.

The model of behaviour of contract parties is composed of individual actions,
where each action corresponds to an elementary unit of activity. These actions
are referenced from the contract, which can prescribe under which circumstances
a particular action has to or must not be carried out by a specified contract
party. Information about actions performed by respective contract parties is
therefore essential for determining adherence of contract parties to respective
contracts.

In order to be able to determine contract fulfilment, it is necessary to know
two categories of information: (i) information about the behaviour of respective
contract parties, and (ii) information about the content and status of the con-
tract [4]. These two categories correspond to a two-level model of contract-based
systems, distinguishing between the lower domain level and the contract level
layered on top of it. On the top level, the contract is negotiated between the
agents using ACL (agent communication language) messages; on the lower level,
the agents influence the environment by performing actions according to the
contracted behaviour.

Information about contract-regulated actions is captured at the domain-level
in order to determine fulfilment; information about contract-affecting communi-
cation between agents is captured at the contract level in order to track which
contracts are currently active (and against which the behaviour of contract par-
ties should be checked for fulfilment). For details of the processes and the related
type of information, see Figure 1.

Monitoring of the contract execution consists in reasoning above both the
data observed at the domain level and action results, which are declaratively
described in the contract document by the clauses. For the mapping to the
contract clauses the observations are required to hold at least the information
about (i) subjects to which the observation relates (e.g., ID of agent invoking the
action), and (ii) objects to which the observation relates (e.g. parameters with
which the action is invoked).
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Fig. 1. Observation in contract-based systems

3 Observation and Analysis Pipeline

In the contract environment, data are gathered, collected, and processed by a set
of specialized agents forming the Observation and Analysis Pipeline. The pipeline
consists of (the interactions between the agents are depicted in the Figure 2.):

Sensor, an interface implemented by Contract Parties. The Sensor is responsi-
ble for the observation of messages and activities, and reporting them to the
Observer. The Sensor may be integrated into the message transport layer to
enable automated monitoring, or invoked at Contract Parties’ will.

Observer, the central component of the pipeline. The Observer collects data
and provides them to the other agents of the pipeline.

Monitor, an optional agent evaluating the data stored by the Observer. For the
known contract documents and received reports of the actions performed, the
Monitor is able to determine the fulfilment of contracts and their clauses. The
outputs of the Monitor are provided back to the Observer and stored there.
The Monitor contains an ATN (Augmented Transition Networks) based
reasoner [3].

Analyser, an agent dedicated to the evaluation and presentation of the
contract-related information obtained from other pipeline components
(e.g., Observer) as well as other data sources.

There may also be other agents, which are not components of the pipeline,
participating on the pipeline task indirectly. At least one of them (which is
crucial for a full and correct operation of the pipeline) is:

Contract Storer, the agent storing the contract agreements and information
about their life-cycle state. The Contract Storer agent is residing on top of
a database.
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Fig. 2. Interactions between the observation pipe-line agents

4 Use Case

The concept of the presented pipeline and the underlying middleware has been
validate on several use-cases [6]. This section presents an implementation of the
modular certification testing use-case, where the contract defines the testing
session and related duties.

The business model of modular certification testing has been developed by
Certicon a.s.1 in cooperation with the Czech Society for Cybernetics and Infor-
matics (CSKI)2. Modular certification testing allows a large number of hetero-
geneous and independent businesses to flexibly collaborate on the provision of
certification services. The model has been applied to computer literacy testing
using the European Computer Driving Licence (ECDL3) concept, first in the
Czech Republic and later in Slovakia, and can be equally well applied to other
certification programmes of the similar structure.

In line with the use case description, we focus only on the core part of the
overall business domain encompassing four types of contract parties (Candidates,
Test Centres, Test Room Operators and Testers) and the following contracts:

The Certification Test Contract between the Test Centre and the Candi-
date (C-TC) gives the Candidate right to attend the test session organized
by the Test Centre and specifies terms and conditions for participation of
the Candidate on a specific test session organized by the Test Centre and re-
lated organization interactions like payment and attendance dues, refunding
options and certification granting.

1 http:/www.certicon.cz/
2 http://www.cski.cz/
3 The European Computer Driving Licence is the registered trade mark of The Euro-

pean Computer Driving Licence Foundation Limited in Ireland and other countries.
http://www.ecdl.org/
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The Test Room Rental Contract between the Test Centre and the Test
Room Operator (TC-TRO) gives the Test Centre right to use a test room for
the purpose of certification testing and specifies terms and conditions under
which the test room is operated and used (e.g., software equipment, number
of seats, payment and refunding terms, etc.).

The Tester Hire Contract between the Test Centre and the Tester (TC-T)
commits the Tester to provide supervision or marking service to the Test
Centre and specifies terms and conditions of this temporary employment
relationship like attendance or marking dues, payments, etc.

For a test session to take place, the system requires the instantiation of all the
above-mentioned contracts (usually tens of C-TC contracts and several TC-TRO
as well as several TC-T contracts, at least one of each type) which are mutually
dependent and changes in one of them may affect the other contracts.

4.1 Usage Scenario

On the top level, the overall scenario can be split into the contract set-up phase
and the contract execution phase. During the contract set-up phase, all the con-
tract parties in the use case interact in order to agree on one or more test
sessions. On the consumer side, this involves communication between the Can-
didates and the Test Center about parameters of requested test sessions; on the
supplier side, this involves communication between the Test Center and its sup-
pliers (Test Room Operators and Testers) in order to secure resource required
for the intended test sessions. Once the details of the planned test sessions are
agreed, the agreement is translated into a set of bilateral contracts which are
then signed by the respective parties and enter into force.

In the following, we focus on the contract between the Candidate and the
Test Center (the contract parties) and we follow its evolution through the whole
contract life-cycle. An example of the contract XML is given in Figure 3.

Contract Creation. The activities in this phase consist of messages exchanged
between the Candidate and the Test Center. The flow of activities in this
phase is:

1. Candidates send ACL messages to the Test Center with session requests
containing a contract template and suggested values for contract variables
(e.g., the type of the testing session).

2. The Test Center performs matchmaking between the assembled requests
from various Candidates and available suppliers’ resources. The best match,
i.e. the configuration of suppliers and parameters of the test session meet-
ing restrictions and optimizing preferences of all involved parties, is then
translated into a set of bilateral Certification Test contract proposals and
propagated back to each Candidate via ACL messages (zero, one or multiple
proposals can be send to each Candidate). The contracts are also forwarded
to the Contract Storer.
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Fig. 3. Example of the contract XML

3. Each Candidate evaluates obtained proposals and responds to the Test Cen-
ter whether the obtained contract proposals are acceptable or not. The con-
tract can be either signed (the contract is concluded and its life-cycle con-
tinues by its execution) or rejected (the contract is not accepted and the
process terminates). The state of each contract is updated in the Contract
Storer.

Contract Execution. The activities in this phase consist of actions invoked
by the contract parties. The activities and relations among them are defined in
the contract. The flow of states and activities in this phase is:

1. Before session: this state is the initial state of the contract. To move to the
next state, following two mutually independent actions must be performed:
(a) Candidate: pay session fee
(b) Test Center: provide session information

2. Session, performing test: this state contains activities related to the process
of testing. The activities have to be invoked in the following sequence:
(a) Candidate: register for the session
(b) Test Center: Provide test to be filled out
(c) Candidate: Submit test

3. Test evaluation: this state contains activities related to the process of test
evaluation and providing the results to Candidate.
(a) Test Center: notify Candidate about test result.
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The actions performed are monitored by the observer (as described in sec-
tion 3) and reflected in the Contract Storer by update of the contract state. If
the flow is successfully finished, the contract life-cycle continues by dissolution
phase during which the contract is dissolved. Violations that may occur during
the contract execution are:

1. Before session
(a) Candidate does not pay
(b) Test Center does not provide session information

2. Session, performing test
(a) Candidate does not register for the session
(b) Test Center does not provide a test to be filled out
(c) Candidate does not submit the test

3. Test evaluation:
(a) Test Center does not notify the Candidate about the test result

Any of the contract violations terminates the execution phase and start of the
dissolution phase with dissolution of the contract. Every action in the contract is
safe-guarded by a dead-line whose expiration automatically violates the contract.

Fig. 4. Prototype architecture
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Fig. 5. Analyser GUI providing the frontend to the Observation pipeline

Fig. 6. GUI of the running prototype
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Contract Dissolution. In the described case, there are no activities needed
for contract dissolution. In the end of the contract life-cycle, the contract status
is updated in the Contract Storer and its observation is finished.

4.2 Implementation

At the core of the application is an instance of the IST-CONTRACT4 framework
in which respective contract party agents, one for each contract party in the
scenario, are run. Individual actors are represented by agents – a set of Candidate
Agents, Test Center Agent, a set of Test Room Agents and a set of Tester Agents
(see Figure 4 for an overview of the prototype architecture). Users corresponding
to the individual contract parties access the server from other machines via
web-based thin clients. For each type of party, there is a separate GUI module
supporting the right type of interaction between the entity and the Test Center
(see Figure 6).

In addition, the observation pipeline components run on the server, in par-
ticular a Contract Storer and an Observer. The Observer is accompanied (not
depicted on Figure 4) by the Monitor and Analyser. Those components enable
advanced contract monitoring and evaluation. Screenshot of the user interface
of the Analyser is on Figure 5. Details about the implementation are presented
e.g. in [4].

5 Conclusion

In this paper, we have introduced the implementation of electronic contract-
based multi-agent system for the support of modular certification testing. The
observation and analysis pipeline has been utilized to enhance the automated
contract monitoring and analysis. The system enables fast and efficient monitor-
ing of obligations and their fulfilment that reduces the administrative overhead
of the process and speeds up the negotiation of testing sessions.
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