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Abstract. Early detection of the unexpected behavior of the automatic teller
machine (ATM) is crucial for efficient functioning of ATM networks. Because
of the high service costs it is very expensive to employ human operators to su-
pervise all ATMs in an ATM network. This paper proposes an automatic identi-
fication procedure based on PCA models to supervise continually the ATM
networks. This automatic procedure allows detecting the unexpected behavior
of the specific automatic teller machine in an ATM network. The proposed pro-
cedure has been tested using simulations studies and real experimental data.
The simulation results and the first real tests show the efficiency of the pro-
posed procedure. Currently the proposed identification procedure is being
implemented in professional software for supervision and control of ATM net-
works.
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1 Introduction

Automatic teller machines (ATMs) are computerized telecommunication devices
which provide a financial institution's customers a method of financial transactions in
a public space without the need for a human clerk. According the estimates developed
by ATMIA (ATM Industry Association) the number of ATMs worldwide in 2007 was
over 1.6 million. As the ATM networks expand it is very important the proper moni-
toring, supervision and cash management of the ATM networks [1, 2].

The crucial elements in development of efficient ATM network supervision and
management system are creation of the cash demand forecasting models for every
ATM and identification of unexpected behaviour of the ATMs in ATM network. The
forecasting models have to be created based on historical cash demand data. The
historical cash demand for every ATM varies with time and is often overlaid with non
stationary behaviour of users and with additional factors, such as paydays, holidays,
and seasonal demand of cash in a specific area. Cash drawings are subject to trends
and generally follow weekly, monthly and annual cycles. The development of
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efficient cash demand forecasting models for ATMs we have introduced in earlier
papers [3, 4]. Although these models generally can be used for detection of the out-
liers in ATMs’ cash demand behaviour, they can’t state the reason of these outliers.
E.g., the wetter conditions can influence the cash demand of a specific ATM signifi-
cantly, but this behaviour isn’t anyhow connected with malfunctions of ATM or cli-
ents’ illegal actions.

In this paper we propose a new computational procedure for identification of un-
expected behaviour of an ATM in ATM network. The procedure is based on applica-
tion of principal component analysis methods. The unexpected behaviour of an ATM
can emerge from different reasons, e.g., it can be bundled with some rising obstacles
in the ATM environment, with the operational problems of the ATM, or with clients’
illegal actions. It is important to note, that for the identification of the unexpected
behaviour of a specific ATM it is necessary to compare the ATM’s behaviour with
the behaviour of similar ATMs in the neighbourhood. If for some reasons (whether
conditions, events in the region, etc.) disturbances are common for all ATMs in
neighbourhood, then the changed behaviour of the specific ATM hasn’t to be inter-
preted as unexpected. For the banking institutions it is crucial to identify the unex-
pected behaviour of an ATM as quick as possible and then act adequately to solve
these problems timely. Because of the size of the ATM networks (some service insti-
tutions maintain ATM networks with over 1000 ATMs in network) human operators
can’t supervise efficiently the functioning of all ATMs. Therefore automatic proce-
dures for detection of the unexpected behaviour of the ATMs have to be employed.
This paper proposes a new solution for this task.

The paper is structured as follows. After short introduction of the problem in this
section, the proposed identification procedure is introduced in section 2. In section 3,
simulation studies using the proposed identification procedure are depicted and in
section 4 practical tests are presented. Finally, the main results of this work are dis-
cussed in section 5.

2 Identification Procedure

To identify whether an ATM in ATM network shows an unexpected behaviour it is
important to evaluate carefully the transactions prosecuted on the specific ATM to-
gether with the transactions prosecuted on the other ATMs with similar transactions’
patterns. Based on this information the conclusions about the disturbances in behav-
iour of partial ATMs can be made. The proposed identification procedure consists of
following steps:

a) Historical data of transactions (cash withdrawal) in ATM network have to be
analyzed and clusters of the ATMs which similar behaviour must be formed.
Each cluster includes specific number of ATMs. This number j can be de-
fined by the user and in this applications was j = 4+5;

b) For every ATM cluster a group of principal component analysis (PCA) mod-
els must be build. By development of the PCA models the historical data of
ATM transactions are used. Inputs for PCA models are transactions data col-
lected from ATMs cluster. Number of inputs for every model is j-/ and the
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total number of PCA models for one ATM cluster is j. Each model uses
combination of inputs which differs from inputs of other models;

c) If the new data point comes, PCA models should be used to estimate the
squared prediction error (SPE) between the new sample and its projection
into the k principal components. These estimations are carried out for all
PCA models in ATM cluster. The SPE indicates how the transactions data of
each ATM group conform to the designed PCA model for that ATM group;

d) If the SPE for the analysed group of ATM is bigger than the threshold value,
then the conclusion about unexpected behaviour of ATM group is made. Ad-
vance analysis of information about the SPE in the other groups of the ATM
cluster allows to identify the specific ATM showing the unexpected behav-
iour. This information is provided then to the ATM network operators.

The schema of the proposed identification procedure is presented in the Figure 1.

ATM ATM Clusters Transaction Data

network
Hwrical | New

E E E' PCA SPE Suspiciuos | eperaters
E| Models Tests ATM

Fig. 1. Schema of the identification procedure for detection of the ATM with unexpected be-
haviour

In the first step of the procedure the ATM clusters have to been formed. Each
cluster typically includes 4+5 ATMs. The forming of the ATM clusters is based on
correlation analysis of historical data. The ATMs with largest correlation coefficients
join together in one cluster. In the second step one develops a group of principal com-
ponent models for every ATM cluster. Principal component analysis is a technique for
mapping multidimensional data into lower dimension with minimal loss of informa-
tion and finding linear combination of the original variables with maximum variabil-
ity [5,6]. PCA analysis has been extensively applied in various technical applications.
Mathematically, PCA relies upon eigenvector decomposition of the covariance matrix
of the original process variables. For a given data matrix X with m rows (data points,
in our case - daily ATM’s transactions) and n columns (variables, number of ATMs in
ATM group) the covariance matrix of X is defined as:

T
R=cov(X)=% , (1)
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where the columns of X have been scaled, i.e. the mean subtracted from each column
and divided by the standard deviation. PCA decomposes the data matrix X into the
sum of the outer product of so-called score vector t; and so-called loading vector p;
with a residual error E:

X =t;p7 + t,p} ... +typl + E=TPT + E, 2)

where k<m. The first principal component is that linear combination of the columns
of X which describes the greatest amount of variability. In the m-dimensional space,
p; defines the direction of the greatest variability, and ¢; represents the projection of
each observation vector onto p;. The second principal component explains the greatest
amount of variability of the residual data. One can proceed in this manner until &
principal components are obtained. If the variables in X are correlated, after calculat-
ing k (k<m) principal components most of the variation in the data set X has been
explained. The score vector f; contains information on how data points relate to each
other. The loading vector p; contains information how variables relate to each other.
The columns of the loading matrix P are the eigenvectors corresponding to the n larg-
est eigenvalues of the covariance matrix R.

There are a number of methods that can be used to transform the input data matrix
in score and loading vectors. In this case we used Non-linear Iterative Least Squares
(NIPALS) method available within Mathworks’s MATLAB software package [7].

In the proposed identification procedure the moving window historical data of
ATMs transactions (cash withdrawal under normal operation conditions) were used to
form the ATM clusters and the ATM groups. After that, the ATMs group matrix X,
covariance matrix R, score matrix T and loading matrix P where determined. When
an ATM cluster has j ATMs, then the number of inputs for every PCA model is j-/
and total number of PCA models for one ATM cluster is j. Each PCA model in the
ATM cluster uses combination of inputs (cash withdrawal from ATM) which differs
from inputs of other models. Once the PCA models for ATM cluster are developed,
new observation samples can be projected to the principal component space und the
new ATMs data can be tested for possible disturbances and unexpected behaviour.
For this purpose in the third step of the identification procedure the PCA models are
used to estimate squared prediction error (SPE) between the new sample and its pro-
jection into the k principal components, also referred to as the Q statistic [8]. For the
new observation vector x,,,, the SPE of the PCA model is estimated using equation

SPE = xyey, (I — P PL)XE,,, | &)

where P, is the matrix of the k loading vectors retained in the partial PCA model and I
is the (nxn) identity matrix. The SPE indicates how well the new sample conforms to
the PCA model, obtained with historical data. If the SPE of the analysed PCA model
exceeds some threshold value (typical value - six squared values of standard deviation
of the PCA model, developed with normal operation data), than the forth step of the
identification procedure is activated. In this step it is necessary to make an advance
analysis of all PCA models developed for one ATM cluster. For the reason that each
PCA model has combination of inputs which differs from the inputs of other PCA
models in the ATM cluster, it is possible to identify uniquely which input (ATM
number) is responsible for the increased SPE value in PCA models.
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Consequently the behaviour of this ATM is declared as unexpected and the ATM
network operators are informed about this event.

3 Simulation Tests

To test the possibilities of the identification procedure to detect the unexpected behav-
ior of the ATMs (unexpected changes in daily money withdrawal) a special simula-
tion environment was created. An artificial ATM network with 100 ATMs was
created and the daily money withdrawals from ATMs were simulated using weekly
and monthly seasonality along with long term trends and special events (holiday ef-
fects). The simulation environment has imitated the daily money withdrawal from
ATMs in typical ATM network in Lithuania. The simulation time was 500 days.
Simulation tests and development of PCA models (subroutine princomp) were carried
out in MATLAB programming environment. The ATM networks’ simulation data
were processed with correlation technique and according to the correlation coeffi-
cients the ATM clusters were formed. Typical money withdrawal patterns for one
ATM cluster (4 ATMs) are presented in the Figure 2.
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Fig. 2. Daily money withdrawal patterns for one ATM cluster (4 ATMs)

Then the identification procedure depicted above was carried out every day, based
on the last 50-days moving window data. For every ATM cluster the four PCA
models were build. Each PCA model has three inputs. They are scaled daily money
withdrawal data of each ATM. Two principal components are used to describe the
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variability of the process. After that, the developed PCA models were used to project
the new next day observations to the principal component subspace and to estimate
the squared prediction error (SPE) of the PCA model. The squared prediction errors
of PCA models for one ATM cluster with normal operation conditions (without unex-
pected disturbances) are presented in the Figure 3.
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Fig. 3. Squared prediction errors of PCA models for one ATM cluster (4 ATMs) with normal
operation conditions

For the same ATM cluster artificial disturbances (money withdrawal disturbances)
were imitated. The work of every ATM was disturbed with additional money with-
drawal equal to the average daily cash withdrawal. The first ATM was disturbed at
t=15, second at =25, third at r=35 and forth at t= 45 days. The squared prediction
errors of PCA models for this ATM cluster are presented in the Figure 4. If the SPE
of the analysed PCA model exceeds the fixed threshold value (six squared values of
standard deviation of developed PCA model in normal operation conditions) one can
state that unexpected behaviour in the ATM group is observed. The next step is to
identity the specific ATM responsible for this behaviour. Since every PCA model in
ATM cluster has combination of inputs which differs from inputs of other PCA mod-
els it is easy to determine the ATM with unexpected behaviour. For example, in Fig-
ure 4, the SPE of the PCA models exceeds the threshold value for three ATM groups
at time t=15 day. Only for the first ATM group SPE is normal at this time. It let to
conclude that the unexpected behaviour shows the ATM which isn’t included in this
group. In this case it is the ATM with Number 1.
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Fig. 4. Squared prediction errors of PCA models for ATM cluster (4 ATMs) with disturbed
operation conditions. Dashed lines show the threshold values which are used to define the
suspicious ATM groups.

In similar way we can identify easy the ATMs with unexpected behaviour at time
t=25, t=35 and t=45 days. In these cases they are the ATMs with Numbers 2, 3 and 4.
The simulation results shown in Figure 4 illustrate the efficiency of the proposed
identification procedure. Similar results are obtained for the ATM clusters with other
transaction patterns. These results confirm that the proposed procedure can be valu-
able in supervision of real ATM networks.

4 Test in Real ATM Network

The proposed identification procedure was partially tested with operating data from
real ATM network. Because of the confidentiality of the problem only the basic
information about the test is given here. Daily money withdrawals from 1900
ATMs in time range between 2-3 years have been analyzed and ATM clusters were
build. Then the PCA models were developed using the ATM data collected in nor-
mal operation conditions for all ATM clusters. Later the PCA models were tested
for operation conditions where big disturbances in the functioning of the ATMs had
been occurred. The proposed identification procedure allowed detects the unex-
pected behavior of ATMs approximately in 80% of the real disturbed ATM cases.
Figure 5 presents the typical SPE patterns by detection of unexpected behavior of
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Fig. 5. Typical SPE pattern by detecting the unexpected behavior of ATM in ATM cluster. The
data comes from a real ATM network. Unexpected behavior is detected for ATM Nr.3 ( t=37)
and for ATM Nr.1 (t=62).

ATM using PCA models for one ATM cluster. On the day t=37 the identification
procedure detected unexpected ATM behavior for ATM Nr.3 and on the day t=62
unexpected behavior for ATM=1 (ATM Nr. 3 isn’t included in ATM group 3, and
ATM Nr.1 isn’t included in ATM group 1). In both cases the detected behaviors
match with real functioning disturbances at these ATMs. The performed real tests
confirmed the efficiency of the proposed identification procedure. In the further re-
search we will compare these tests with the results obtained using emerging data
analysis technique - Exploratory Projection Pursuit (EPP) algorithms [9]. Currently
the proposed procedure is being implemented in professional software for supervision
and control of ATM networks.

5 Conclusions

Principal component analysis finds and eliminates linear correlation in the data. Here
we analyze the possibilities of the application of the PCA models for supervision of
ATM network. Early detection of the unexpected behavior of the ATM machines is
crucial for efficient functioning of ATM networks. Because of the service costs it is
very expensive to employ human operators to supervise continually the ATM net-
work. This paper proposes an automatic identification procedure which is based on
PCA models. This procedure allows detecting the unexpected behavior of the specific
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automatic teller machine in an ATM network. The proposed procedure was tested
using simulations tests and real experimental data. The simulation results and the first
real tests showed that supervision of ATM network using PCA models is an efficient
approach for identification of the unexpected behavior of the specific ATM. Currently
the proposed identification procedure is being implemented in professional software
for supervision and control of ATM networks.
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