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Abstract. Multihoming, the connection of a stub network through multiple 
Internet Service Providers (ISPs) to the Internet, has broadly been employed by 
enterprise networks as a sort of redundancy technique to augment the availabil-
ity and reliability of their Internet access. Recently, with the emergence of Intel-
ligent Route Control (IRC) products, IRC-capable multihomed networks  
dynamically select which ISPs’ link to use for different destinations in their 
traffic in a smart way to bypass congested or long paths as well as Internet out-
ages. This dynamic traffic switch between upstream ISPs is mostly driven by 
regular measurement of performance metrics such as delay, loss ratio, and 
available bandwidth of existing upstream paths. However, since IRC systems 
are commercial products, details of their technical implementation are not 
available yet. Having the incentive to delve into these systems deeply, in this 
paper, we employ traditional ant colony optimization (ACO) paradigm to study 
IRC systems in that domain. Specifically, we are interested in two major ques-
tions. Firstly, how much effectively does an ant based IRC system switch be-
tween upstream links in comparison to a commercial IRC system? Secondly, 
what are the realistic underlying performance metrics by which ants pick the 
path to a food source (destination network) in a multihomed colony? Through 
extensive simulations under different traffic load and link reliability scenarios, 
we observe that ants perform well in switching between available egress links. 
Moreover, delay of paths is not the only criterion by which ants select the path; 
instead, through their intuitive ACO paradigm, they tend to choose the path 
with a better performance in terms of both delay and loss ratio.  

Keywords: Intelligent route control, ant colony optimization. 

1   Introduction 

Multihoming has been widely used as a redundancy technique to provide stub enter-
prise networks with a higher level of availability and reliability in their Internet ac-
cess. In this practice, each stub network is connected to the Internet through several 
Internet Service Provider (ISP) upstream links rather than a single one. In the most 
straightforward deployment configuration, one of the ISPs is picked as the primary 
Internet provider while the others are just used as backup providers and only in the 
case of failures in the primary connection (Fig. 1). 
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Fig. 1. A multihomed network with three upstream ISPs 

Recently by the emergence of Intelligent Route Control (IRC) products [1]-[3], in-
stead of using only one of the upstream links at each time, all egress links are utilized 
and the IRC edge router dynamically selects the best upstream ISP for every major 
destination of the network traffic. This is typically done driven by some performance 
criterion such as delay and loss ratio. As a result, the proliferation of IRC systems by 
stub networks is not only for bypassing Internet outage but also to have their traffic 
experience a low latency and packet loss. 

There are just few recent studies on the potential performance/cost benefits of IRC 
systems [4]-[7]. However, since IRC systems are commercial products, only the basic 
implementation guidelines are discussed thus far. In this paper, we apply traditional 
ant colony optimization (ACO) paradigm to study these systems deeply. Because, as 
we observe throughout the paper, the way ants select their path to a food source using 
their heuristic pheromone-basis ACO paradigm is very similar to commercial IRC 
systems deployment. We translate the IRC problem into ant colony domain where 
ants are seeking the best egress path between their multihomed colony and source 
food destinations. Specifically, we are interested in two primary questions. Firstly, 
how much effectively does an ant based IRC deployment pick upstream links in com-
parison to a commercial IRC system? Secondly, what are the realistic underlying 
performance criterions by which ants select the path to a destination (food source) in a 
multihomed colony? We address these questions throughout this paper.  

The rest of the paper is structured as follows. Section 2 reviews the commercial 
IRC implementation guidelines from the literature. In Section 3, we translate the IRC 
problem into ant colony domain and argue about different design decisions we need  
to make. Performance, convergence time and criterion metric of the proposed ant 
based IRC system are evaluated in Section 4 and finally we conclude the paper in 
Section 5. 
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2   Commercial IRC Systems 

There are few works on performance evaluation of IRC systems such as [4]-[11]. 
More recently, in [5][6] Akella et al. emulate an IRC system on Akamai content dis-
tribution network and argue that multihoming can bring about a considerable amount 
of benefits in terms of both availability and performance. As for the degree of multi-
homing, their results state that IRC has the potential to achieve an average perform-
ance benefits improvement of 25% or more for a 2-multihomed stub network. The 
authors also show that typically having up to four upstream providers is enough to 
gain the full benefit out of multihoming. 

In previous works [12], an IRC system behavior is typically modeled as a periodic 
five-stage process, namely, idle, measurement, performance estimation, routing deci-
sion, and path switching. The whole period is TR seconds. There is an optional idle 
stage in the beginning of every cycle in which the system doesn’t probe the destina-
tions to reduce the overhead of the routing probes. Then, in the measurement stage 
which is TM seconds, different metrics of the existing upstream paths (e.g., delay, loss 
ratio and available bandwidth) are collected through sending Np number of probing 
packets. After receiving the acknowledgements of these probes, the IRC system esti-
mates a level of performance for each candidate path by a hybrid metric typically 
consisting of delay and loss ratio of the paths. In the routing decision stage, one of the 
paths is selected as the best upstream path based on the previous stage performance 
estimations. And finally, the IRC system routes the traffic through the chosen egress 
link at least during the entire coming routing period. Notice that performance estima-
tion, routing decision, and path switching stages are almost immediate tasks because 
they only include simple calculation and forwarding table (memory) update. Our 
proposed deployment of the IRC system follows this basic 5-stage process. We dis-
cuss the details of the ant based approach in the following Section.  

3   Ant Based IRC System 

Ant Colony Optimization (ACO) initially was proposed by Marco Dorigo in 1992 in 
his PhD thesis [13]. The aim of the first algorithm was searching for an optimal path 
in a graph based on the behavior of ants seeking a path between their colony and a 
food source [14]-[16]. Intuitively, ants do so by wandering around randomly on dif-
ferent paths while laying down pheromone trail, a chemical substance they use to 
form an indirect communication with each other. As soon as an ant finds a path to a 
source food, it comes back to the colony while still putting down pheromone on its 
way back to the home colony. Ants greedily believe that paths which are traveled 
more (by their companions) and, thus have more pheromone are more likely to be 
leading to source food. Thus, while an ant meanders randomly to find a short path to a 
food source, the chance it follows a specific existing path is somehow related to the 
amount of pheromone its senses on that specific path. Over time, however, the 
pheromone trail evaporates [17]. The more time it takes for an ant to travel down a 
specific path and back to the home again, the more time the pheromones have to 
evaporate. Yet, a short path gets marched over faster, and thus its pheromone density 
remains high even though its pheromones evaporate. As a result, the problem of  
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finding the best path (e.g., shortest one) which the ants are trying to solve naturally is 
indeed heuristically solved by this simple approach they follow. Thus far imitating 
ants’ behavior, diverse numerical problems are solved by employing ACO. See [15] 
for a complete survey. 

In this section, after this brief overview on ACO, we formulate the IRC problem as 
an ACO problem. Specifically, we are to denote the notations of ACO we employ in a 
typical IRC system, namely: 

(3.1) What are the correspondent elements of IRC in our ant based model? 
(3.2) How much pheromone do ants lie down on the path they travel? Is this 

amount constant or it may change dynamically? 
(3.3) How long does it take for pheromones to evaporate? In other words, what 

is the pheromone evaporation function? 
(3.4) How exactly do ants select the path they march on? 

In the coming subsections we address these questions. 

3.1   Ant Colony Model 

We consider a simple multihomed network with an IRC capable edge router which 
major traffic is destined to several probably big networks which are given a priori. In 
our model, the source IRC-equipped stub network represents the ant colony while 
each of its major destinations is like a food source to which ants are trying to find the 
best path (Fig. 2). In the ant based IRC system, ants play the role of the routing probes 
the edge router periodically transmits through its upstream links in order to obtain 
performance metrics of each of its paths to a specific destination. Both systems (ant 
based IRC and commercial one) have the same objective; calculating the best path to  
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Fig. 2. An ant colony IRC system 
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the major destinations of the stub network. There are actually two choices for the rate 
by which new ants march from the source to each destination. First, we may consider 
this rate as the traffic rate between the stub network and that destination. The alterna-
tive is to map this rate only to that of probing packets. Indeed, there are no significant 
differences between these two schemes, but as the principle purpose of the IRC sys-
tem is finding out the best path per destination through probing, we take the second 
option. As a result, in our model the rate of data packets between the source and des-
tination is not of importance given the fact that solely probing ants are trying to calcu-
late the best path. This roughly means that we have two sorts of ants: the elite type 
(routing probes packets) which generates pheromone while wandering and the normal 
ants (data packets) which solely traverse the best path picked by their elite compan-
ions. Unless otherwise specified, we are referring to the elite ants simply by ants 
throughout the paper.  

3.2   Pheromone Creation Formulation 

As the ants march on different upstream links, they lay down pheromone trails on the 
path they travel. Eventually, this would result in the augmentation of the pheromone 
value associated with good paths (i.e., shorter paths) to encourage more ants to pick 
them, and decrease in that of bad paths (i.e., longer paths) through pheromone evapo-
ration. Here, we formulate the pheromone update scheme we use throughout this 
paper by adapting the aging phenomena in the ACO [14]. Aging phenomena simply 
states that an older ant may produce less pheromone as a result of its decrepitude. It is 
one of the methods used to control the amount of pheromone of the whole system in 
the ACO. Thus, by adopting this fact, we assume that (i) the initial amount of phero-
mone an ant lies down on the paths it travels on is a constant value K0; (ii) ant’s 
pheromone generation rate decreases exponentially while it becomes older as the 
result of the aging phenomena. Specifically, the amount of pheromone an ant puts on 

a path at the age of t (seconds) is teK −
0 . Let (.),isτ  represent the amount of phero-

mone at egress point of path i of the enterprise source node s. Thus, if at time 0t  an 

ant a with the age of )(aage  marches on the egress point of path i of the IRC 

equipped enterprise network s, we have:  

)(
00,0, )()( aage

isis eKtt −+=+ τετ  (1) 

in which 10 <<< ε is a very small number. 

3.3   Evaporation Rate Formulation 

As explained earlier, to reduce the impact of past experience, an approach called 
evaporation [17] is typically applied in ACO. Evaporation avoids pheromone concen-
tration in optimal paths from being excessively high and preventing ants from explor-
ing other (new or better) alternatives [14]. Furthermore, with employing evaporation 
it is possible to switch between paths in case of dynamic changes in the optimal solu-
tion of the problem. Indeed, this is exactly what happens in the ant based IRC and we 
discuss this more later. Here, we formulate the pheromone evaporation paradigm we 
use in our ant based IRC. We assume that the initial K0 units of pheromones an ant put 
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down on the path are evaporated TE seconds later. This roughly results in a phero-

mone evaporation rate of 
ET

K0 . 

Now, by considering aforementioned pheromone generation and evaporation for-
mulas, we can analytically calculate the pheromone update function (.),isτ , recur-

sively by adding up the pheromone value changes during interval ],[ tttT ∆+=  on 

each path. Specifically, we have:  

∑
∈

+−+ ∆−+∆−=∆+
Tia E

aage

E
isis T

K
aageeK

T

K
tttt

in

0)(
0

0
,, )]))((1([)]1)(([)( ττ  (2) 

where },0max{][ zz =+ . In this formula, the first term corresponds to the residual 

amount of the initial value of pheromone on the path at time t after decreasing evapo-
rated amount out of it. The second term is the residual amount of pheromone added to 
the path as the result of ants walking on it during the interval T. Note that the summa-
rization is over all the ants marching on the egress point of path i in the time period T. 

)(aage represents the age of ant a exactly at the moment it is on the path and 

)(aage∆ denotes its age increase from the initial time it is on the egress point till 

tt ∆+ . 

3.4   Ants Routing Strategy 

In this subsection we bring up the routing strategy ants utilize to reach source foods 
and then travel back to their colony. We distinguish between three cases as follow: 

1) Egress upstream link: Ants select the egress upstream link attached to their source 
colony in a probabilistic nature based on the amount of pheromone they sense at 
each egress point at time they want to wander out of their colony. Specifically, if 
we denote the probability that an ant selects the egress upstream link i attached to 
the source colony s at time t by )(, tp is , we have:  

∑
=

i
is

is
is t

t
tp

)(

)(
)(

,

,
, τ

τ
. (3) 

2) Path from a specific egress link to a destination food source: Once an ant has cho-
sen the egress upstream link, it has to find out the path to the source food through 
that link. There are two choices for this path selection strategy. Firstly, to do so 
similar to egress link selection in a probabilistic nature through some ant based op-
timization schemes (e.g., following the pheromone trails). Secondly, to utilize the 
current available forwarding tables of each intermediate node to reach the destina-
tion. We stress that in an ant based IRC system, the objective is solely picking the 
egress link to a specific destination rather than the whole path which is already 
plain with the aid of underlying routing algorithms. Thus we select the second al-
ternative. One may note that the first choice would work as well with some addi-
tional overhead in the convergence time of the ACO. In other words, here, we  
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assume that ants have already solved the traditional problem of finding the best 
path from each node in the given network to the source foods and our focus is on 
IRC nature of the problem.   

3) Path from the destination to the source colony: Once an ant reaches a source food, 
it can simply travel back on the path it has already found between the source and 
destination to get back to its home colony. As a matter of fact, this travel back 
methodology has been traditionally used in ACO [13]. 

4   Experimental Results 

This section presents a performance evaluation of our proposed ant colony based IRC 
system. Specifically, we are interested in two aforementioned questions. Firstly, how 
much effectively does the ant based system switch between paths in comparison to a 
commercial IRC system? Secondly, what are the underlying performance criterions 
by which ants switch between paths? 

4.1   Simulation Setup 

Our simulations are performed with a customized simulator, implemented in C++, 
which precisely model the network topology and traffic at packet level. Unless other-
wise specified, we set simulation parameters like this: K0 = 1, TE = 3, TR = 2,    TM = 
0.8, and Np, the number of probing packets in each measurement period, is selected 30. 
We have conducted extensive simulations to study effects of each of these key parame-
ters on the results and then selected aforementioned values for each parameter. In sub-
section 4.2, we review how we derived these values for the simulation parameters. 

 

Fig. 3. The simulated network 

The test network used in our experiments consists of a 23-node 38-link network 
[19] depicts in Fig. 3 All links are 1 MB/s with the same routing metric cost. The 
background traffic consists of a number of random flows between nodes in the topol-
ogy. The node pairs, start time, duration, and rate of these flows are selected ran-
domly according to a uniform distribution. In the simulated network, source node S is 
multihomed by three different upstream links, namely to nodes 10, 15, and 17. We 
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pick node 2 as the major destination (food source) of this node due to the appropriate 
path diversity of selected upstream nodes to this destination. In particular, given the 
same cost for every link in the topology, any shortest-path routing algorithm (such as 
OSPF) picks the following paths as the shortest path between aforementioned up-
stream nodes to node 2: 

 
Path1: <S, 10, 9, 8, 18, 19, 2> 
Path2: <S, 15, 22, 20, 19, 2> 
Path3: <S, 17, 18, 19, 2> 
 

Here, we have chosen the node with lower id in case of any ties. For instance in the 
Path1, between two available paths with the same cost from intermediate node 22 to 
node 2 (<22, 20, 19, 2> and <22, 21, 1, 2>), the path through node 20 is selected 
rather than that of node 21. 
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Fig. 4. Comparison of delay of paths at 
different time (bottom graph) along with 
chosen path (top graph) in the commercial 
IRC in scenario 1 

Fig. 5. Comparison of pheromone  of paths 
at different time (bottom graph) along with 
chosen path (top graph) in the ant based IRC 
in scenario 1 

We explore the behavior of the ant based system and compare its effectiveness 
with a commercial delay based IRC system, i.e., an IRC system which path switching 
decisions are made solely on the basis of delay metric of the paths, in three different 
scenarios. In the first scenario, the underlying network traffic load on the paths is low 
and the paths are not congested as well as reliable and stationary. In other words, 
there are no temporal congestion, or delay oscillation and bursty packet losses. In the 
second scenario, we put a temporal congestion event on the Path1 which brings about 
a longer delay on this path. We then study the reaction of the systems to this delay 
increase. In the final scenario, we examine the impacts of unreliable links, e.g., lossy 
ones in a wireless like environment, on the efficiency of the systems. 
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Path2 
Path1 

Path3 
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4.2   Performance Evaluation under Stationary Conditions 

Assuming the same propagation delay for all the links in the simulated network, Path3 
has the lowest minimum round trip time (RTT) due to having minimum number of 
intermediate nodes between source node S and destination node 2; after that comes 
Path2 and finally Path1 which has the longest native delay. In this section, we exam-
ine the stationary scenario in which the underlying network paths are under low load 
and they are stable in terms of delay, packet loss and congestion. 

Fig. 4 depicts the delay of the paths during a part of simulation time interval. The 
top graph in this figure shows corresponding chosen path of the delay based IRC 
system in each interval. As the switching decisions are made exactly every TR seconds 
(2 sec in this case) based on the average measured delay of the latest measurement 
interval TM (0.8 sec in this case), at each point the nearest measured delay is shown in 
the graph. This explains, the reason the curves are straight for an interval of TR - TM 
(1.2 seconds in this case) every TR seconds. According to the stable traffic load of this 
scenario, Path3 always has the lowest delay on average; Path2 comes next while 
Path1 has the longest delay. Thus, the delay based IRC system has always selected 
egress link of Path3 (the top graph) in this scenario. 

On the other hand, Fig. 5 shows the ant based IRC system path switching events 
along with correspondent switching metric, i.e., amount of pheromone on each egress 
link. As it is seen in this figure, the system works effectively and similar to the com-
mercial delay based system in terms of selecting the best upstream link during every 
iteration.  
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Fig. 6. Comparison of ants and routing probes end-to-end delay at different time for 
Path1 in scenario 1 

Another observation to make is regarding the ant age in the ant based IRC system 
and its correspondent in the commercial IRC system, i.e., packets end-to-end delay. 
Fig. 6 shows the ratio of this end-to-end delay measurement of the ant based system to 
that of the commercial IRC system for Path1. As it is seen in this graph, ants always 
have greater end-to-end delay than IRC probing packets. The reason behind this is that 
although both ants and routing probes follow the same path to the destination, yet on 
traveling back to the source network, routing probes come back on the shortest path 
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between the destination and source network (Path3 in this case) while ants travel back 
on exactly the same path (Path1 in this case) they have found from their source colony 
to the destination source food. This clearly led to a higher end-to-end delay for the ants 
due to the larger delay ants experience on their path from destination to their home. 

A discussion on the selection of the system key parameters is due here. First, note 
that K0, the initial amount of pheromone ants lay down while marching around, 
doesn’t have a critical impact on the path selection. Indeed, increasing/decreasing this 
parameter would increase/decrease the total amount of pheromone per iteration yet 
switching decisions are not altered. However, evaporation duration time, TE, has a 
significant effect on the convergence duration of the ant based IRC system. As an 
example, in Fig. 5, by choosing TE = 3, we observe that at the end of each measure-
ment period, the ant are able (e.g., have enough time) to find the best path correctly. 
However, if we reduce TE, to 2 seconds or so, the convergence duration may be longer 
and ants wouldn’t find the best path until the second iteration due to the rapid rate of 
pheromone evaporation which results in a lower difference between the amount of 
pheromone on each path. The lower difference of pheromone values in turn makes 
finding the best path a problematic issue for the ants as a result of probabilistic nature 
of ants’ movement. On the other hand, a bigger value of TE would make the initial 
convergence duration lower while bringing about a longer convergence time for the 
consequence path switching events in the case of sudden congestion on the selected 
path. Furthermore, it is evident that RE TT ≥ is a necessary constraint. With these in 

mind, TE = 3 is the best selection as expected and seen in our results. We would sug-
gest RE TT ×≈ 5.1  in a more generalized scheme. 
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Fig. 7. Comparison of delay of paths at different 
time (bottom graph) along with chosen path (top
graph) in the commercial IRC in scenario 2 

Fig. 8. Comparison of pheromone  of paths 
at different time (bottom graph) along with 
chosen path (top graph) in the ant based 
IRC in scenario 1 

As for TR and TM parameters, the bigger the TM is, the faster ants tend to find the 
best path. Thus, this actually imposes a trade-off between the amount of overhead we 
put into the network for probing the destinations through each available path and the 
speed of convergence which satisfy us. Furthermore, for faster response in case of 
network congestion, the idle period TR -TM within each iteration may be minimized or 
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even avoided. And, finally, it is important to note that the number of routing probe 
packets, Np, is of importance in the effectiveness of the system. Choosing a low value 
for Np, affects the correctness of the measurements and convergence time of the ant 
based system while a large value for Np imposes too much useless overhead. In addi-
tion, an approximate upper bound on Np for each path can be driven to assure that the 
probes are acknowledged by the destinations on time, i.e., before the next switching 
decision event. If we represent Np on egress link l by Np,l, we have:  

lp
l

M
l N

RTT

T
,f∀  (4)

where, RTTl denotes the average round trip time on the path correspondent to l . Con-
sidering the path with the maximum RTT, we can calculate the upper bound on Np. 
For instance, in our experiments, TM = 0.8 and msRTT 2.0}max{ ≈  results in an up-

per bound of 40 for Np. However, we notice that Np = 30 is big enough in terms of 
convergence speed. 

4.3   Performance Evaluation under Congested Links 

In this scenario, to study the effectiveness of the ant based IRC system in relation to 
that of a delay based one in case of path switching events, we introduce a congestion 
event at Path3 by CBR cross traffic between nodes 17 and 5, i.e., <17, 18, 5>, during 
the time interval [44, 48].  
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Fig. 9. Comparison of delay of paths at different 
time (bottom graph) along with chosen path (top
graph) in the commercial IRC in scenario 3 

Fig. 10. Comparison of pheromone of paths 
at different time (bottom graph) along with 
chosen path (top graph) in the ant based 
IRC in scenario 3 

Fig. 7 and Fig. 8 depict the path switching events of the IRC systems along with 
their switching metric. We observe that both systems recognize the congestion event 
on Path3 during interval [44, 46] and on the next switching event in 46 both switch to 
the best alterative after that path, Path2. Besides, once Path3 has recovered from tem-
poral congestion in 48, both systems have switched back to that path on the next 
switching event at time 50. 
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Path2
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Path3 
Path2 
Path1 
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4.4   Performance Evaluation under Lossy Links 

In order to analyze effects of lossy links in a wireless like environment, we assume 
that link <17, 18> losses packets with probability 40% during time interval [44, 48] 
(See Fig. 11). Fig. 9 and Fig. 10 show the path switching events of the ant based and 
delay based IRC systems along with their switching metric. We make a few observa-
tions. First, the ant based system is still working effectively. Surprisingly, in time 
period [44, 46] ants have recognized the poor reliability of the link(s) on Path3 and on 
the next switching event in time 48, they have switched to the Path2 as it is the best 
alternative considering low delay after Path3. However, the delay based system hasn’t 
figure out this lossy behavior as it only considers the delay metric of the probes which 
arrive to it for making its decisions. Furthermore, again ants have switched back to 
Path3, once the lossy behavior of this path is finished. 
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Fig. 11. Comparison of loss ratio of paths at different time in scenario 3 

In sum, the results of experimental evaluation of this section evidently suggest that 
(i) ants efficiently choose the best egress links in comparison to a commercial IRC 
system. Indeed, all of the switching events of a delay based IRC system are detected 
and followed by the ants as well. (ii) The path ants heuristically select has low latency 
and also low packet drops. In other words, ants choose paths with a hybrid metric of 
delay and loss ratio. 

5   Conclusion 

The emergence of Intelligent Route Control (IRC) products has enabled the augmen-
tation of the reliability, availability and also the end-to-end performance of multi-
homed stub networks’ connection to the Internet. Leveraging ideas from ant colony 
optimization (ACO), this paper presents an ant based deployment of IRC systems to 
see how ants would intuitively implement such systems. Using extensive simulation 
experiences under different network traffic load and link reliability scenarios, we 
obtain two important results. First, ants perform quite efficiently in selecting the best 
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upstream path in comparison to commercial IRC systems. Second, we observe that 
the path ants tend to pick at each time through their heuristic pheromone-basis ACO 
paradigm is actually the most optimized upstream path in terms of a hybrid metric of 
both delay and loss ratio.  
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