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Abstract. SOA-enabled business processes stretch across many cooperating and
coordinated systems, possibly crossing organizational boundaries, and technolo-
gies like XML and Web services are used for making system-to-system interac-
tions commonplace. Business processes form the foundation for all organizations,
and as such, are impacted by industry regulations. This requires organizations to
review their business processes and ensure that they meet the compliance stan-
dards set forth in legislation. In this paper we sketch a SOA-based service risk
management and auditing methodology including a compliance enforcement and
verification system that assures verifiable business process compliance. This is
done on the basis of a knowledge-based system that allows integration of internal
control systems into business processes conform pre-defined compliance rules,
monitor both the normal process behavior and those of the control systems dur-
ing process execution, and log these behaviors to facilitate retrospective auditing.

1 Introduction

SOA is an integration framework for connecting loosely coupled software modules into
on-demand business processes. Business processes form the foundation for all organi-
zations, and as such, are impacted by industry regulations. Without explicit business
process definitions, flexible rule frameworks, and audit trails that provide for non-
repudiation, organizations face litigation risks and even criminal penalties. Compliance
regulations, such as Basel II [3], HIPAA [7], Sarbanes-Oxley (SOX) [27] and others
require all organizations to review their business processes and ensure that they meet
the compliance standards set forth in the legislation. This can include, but is not lim-
ited to, data acquisition and archival, document management, data security, financial
accounting practices, shareholder reporting functions and to know when unusual ac-
tivities occur. In all cases, these control and disclosure requirements create auditing
demands for SOAs.

Internal control constitutes a fundamental cornerstone in auditing, which is used to
assure business process compliance, delivering objective and independent guarantees
regarding virtually all accounting aspects of service-enabled business processes, in-
cluding risk management, financial checks and governance processes (Rezaee, 2007).
A typical financial reporting control might mitigate the risk of misstating revenue due
to inadequate physical or electronic security over sales documents and electronic files.
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This helps implement a compliance regulation act, such SOX section 404, which man-
dates that well-defined and documented processes and controls be in place for all as-
pects of company operations that affect financial information and reports. To achieve
this functionality requires: (i) controlling and auditing who accesses financial informa-
tion, (ii) controlling and auditing what financial information is accessed, and (iii) ensur-
ing financial information is not compromised during transmission. Due to the inherent
complexity present in compliance regulations, such as SOX, most companies cannot
address these requirements without a strategy for automating the integration of the di-
verse business processes and their accompanying internal control systems throughout
the enterprise.

Existing auditing solutions and tools are hopelessly outdated and not applicable in
SOA environments [20]. These are tightly coupled to the controlled application, and
assume that applications are homogenous and monolithic in nature. Moreover, solu-
tions are typically reactive in nature (noted also in e.g. [25]). That is, their focus is to
detect violations after they have occurred. However, in today’s business environment a
pro-active approach is required in which organizations are able to control their business
processes such that violations are avoided; and in the event that violations do occur, an
immediate response can be carried out; for example by triggering an automated pro-
cedure to resolve a compliance problem or by notifying the business process manager.
Some initial work in the area of risk management has been done (e.g. [17] and [25]),
however, current proposals are still preliminary in nature. This paper introduces a ser-
vice compliance methodology (SCM) that is intended to be a first step towards filling
this SOA risk management and auditing void for service-enabled business processes
(henceforth referred to simply as business processes). Concretely, SCM is intended to
enable external control systems to be integrated into business processes during exe-
cution conform pre-defined compliance rules, monitor the behavior of these control
systems in order to react to compliance violations at the moment that they occur, and
log the application and outcome of the control systems for auditing purposes.

2 Risk Management and Auditing for SOAs

To provide the ability to establish control and documentation, reduce risk and error
potential, in cases where service-enabled processes impact financial reporting (e.g. in
end-to-end sales cycles, payment cycles or production cycles), we propose the use of a
methodology based on the concept of a risk management and auditing SOA. Such SOA
combines SOA with risk management and auditing principles for business processes,
and relies on: 1) a risk management strategy to integrate control systems into business
processes and monitor their behavior; and 2) an auditing strategy to evaluate the effec-
tiveness of these control systems. The first ensures that business processes are executed
according to predefined regulatory policies and that violations can be promptly dealt
with; while the second allows for providing explicit proof of compliance enforcement
and violation mitigation ro facilitate auditing.

By checking the control systems, risks can be mitigated while safeguarding service-
driven processes and increasing their reliability. Auditors rely on internal control sys-
tems as they provide audit evidence that helps reduce substantive testing. Assuring the
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quality of internal control systems to reduce the number of auditing activities has in fact
been a proven strategy since the 1970s [29]. In addition, and perhaps more importantly,
auditing the internal control systems of processes within or between organizations is a
required practice.

Given this rationale, SCM adopts a risk management strategy that addresses those
fragments of a business process that are exposed to the risk of control weaknesses,
while fewer efforts need to be spent on those process fragments (and services on which
they rely) with strong controls. These items become candidates for immediate eval-
uation and, where necessary, remediation. For example, handling salaries might be
deemed a low-risk item since they are tightly controlled by a small group of people.
Revenue recognition, on the other hand, might be deemed high risk because of loosely
defined recognition procedures. This strategy becomes particularly significant in large,
business-critical SOA-applications.

According to the standard control definition given by ISA 315 [14], control activities
performed on business processes (and therefore part of any SOA-based solution) may
fall into several classes forming SOA risk management tenets:

1. Performance reviews: include reviews and analyses of actual performance versus
budgets, forecasts, and prior period performance; relating different sets of data (op-
erating or financial) to one another, together with analyses of the relationships and
investigative and corrective actions; comparing internal data with external sources
of information; and review of functional or activity performance.

2. Information processing control procedures: encompass application controls, which
apply to the processing of individual business processes. These controls help ensure
that all transactions occurred are authorized, and are completely and accurately
logged and processed.

3. Physical controls: encompass the network-level security of service end-points, in-
cluding adequate safeguards such as secured access/control to services; measures
against data availability threats (e.g., XML attacks), and data integrity.

4. Segregation of duties: intended to reduce the opportunities to allow any person to
be in a position to both perpetrate and conceal errors or fraud in the normal course
of the persons duties. This is achieved by assigning access roles along a business
process, logging service execution trails, and maintaining custody of services. For
example, if an employee has custody of services and also accounts for them, there
is a high risk of that person using the services for personal gain and adjusting their
logs to cover theft (Hayes, 2005).

5. Authorization: accounting controls need to check procedures of reviewing and ap-
proving specific operations or transactions, e.g., approving the invocation of pur-
chase orders, or change orders.

In addition, from a legislative perspective, an analysis of current compliance regula-
tions (like Basel II [3] and Sarbanes-Oxley [27]) reveals that compliance requirements
affect not only the basic structure of business processes, but also more advanced con-
cerns such as monitoring, privacy, quality, retention, security and transactionality. Ap-
propriate business process control activities should be integrated into process models to
address these risk management issues.
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To monitor business process control activities, the service compliance methodology
should accommodate the following SOA auditing tenets (derived from intersecting core
SOA with basic auditing principles conform [13] and [14]):

1. Independent auditing: The auditor (which can be a human or automated agent) is to
be independent, but may be either internal or external to the organization(s) where
the service-enabled processes execute.

2. Policing the SOA behavior: requires the ability to monitor events or information
produced by the services/processes, monitoring instances of business processes,
viewing process instance statistics, including the number of instances in each state
(running, suspended, aborted or completed), viewing the status, or summary for
selected process instances, suspend, and resume or terminate selected process in-
stances. Of particular significance is the ability to be able to spot problems and
exceptions in the business processes and move toward resolving them as soon as
they occur.

3. Real-time reporting: requires the ability to disclose in real-time material events
such as significant write-downs or bad debt recognition. Alerts can be represented
as alarms directed to a human administrator. Alternatively, they can be real-time
electronic events that in turn are used to trigger an automated remediation event
like service shut-down or policy change.

4. Logging execution trails: requires the ability to log business processes and transac-
tion execution trails to provide auditing capability and non-repudiation. Audit in an
SOA transaction could involve tracking any number of activities and incidents. It
must provide evidence that a particular identity accessed a specific service resource;
the service consumers request satisfied the service providers security policies (com-
munication integrity, privacy, data cleanliness, etc.); and that the service providers
response satisfied security and performance contracts established with the service
consumer (particularly if an SLA is specified in the policy). Secure logging of what
happened, when, by whom and under what terms in an SOA communication un-
derpins any forensic audit of a transaction.

5. Continuous auditing: There is a critical need for continuous auditing replacing the
semiannual audits, which has become even more evident through new governmen-
tal regulations regarding real-time reporting requirements (SOX), that allows inde-
pendent auditors to provide written assurance on a subject matter using a series of
auditors reports issued simultaneously with, or a short period after, the occurrence
of events underlying the subject matter [5]. The fundamental philosophy is that
business processes must perform in a predictable manner accurately and precisely
around target performance limits.

3 Service-Enabled Process Compliance Methodology (SCM)

The SCM methodology supports integration of internal control systems into business
processes to facilitate risk management and auditing, and that meets the desiderata and
constraints that were defined in section 2. The methodology adopts a formal deduc-
tive inference approach to apply compliance policies and rules to business processes by
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integrating appropriate control systems in a monitorable manner. The methodology is
grounded on an abstract compliance enriched process model and a corresponding com-
pliance rule specification language. The abstract, compliance enriched process model
defines the basic constructs for specifying the elementary interaction arrangements, re-
lationships and behavior of individual services that are to be assembled in a business
process. Compliance requirements are annotated to these constructs using control prim-
itives, which describe a specific usage of particular control system functionalities (e.g.
in relation to monitoring or security). This allows organizations to address the iden-
tified risk management SOA tenets by incorporating appropriate control systems into
their business processes.

Since the decision of whether or not to apply certain control mechanisms is often
context dependent, compliance rules can be selected to express under what circum-
stances particular control primitives must be enforced. For example, a sales manager
may only be interested in being notified about high risk sales orders made by customers
with bad credit history and above $500. These kinds of compliance rule are specified
using a sophisticated compliance rule specification language and packaged into compli-
ance policies that address particular compliance legislations (or parts thereof). Business
managers can select one or more compliance policy from a control directory and asso-
ciate it with a business process. As this process is being carried out conform its abstract
process model, the selected compliance rules will be applied to enrich the model with
appropriate control primitives. This is facilitated by the knowledge base, which allows
formal derivation of which control primitives are to be annotated to the model; where
decisions made based on the rules are logged so they are available for future inspection.

The abstract, compliance enriched process model is declarative in nature and as such
can not be directly executed. Therefore, to cater for the actual execution of business
processes the abstract process model and its annotated control primitives are translated
into an executable model. Here we adopt the defacto BPEL for that purpose. The trans-
lation of the elementary service interactions in the abstract process model is done by
mapping its elements to BPEL equivalent constructs. Control primitives are integrated
into the BPEL model by placing WS-Policy assertions on the services that are partici-
pating in the process. This ensures that only services capable of meeting the compliance
requirements are engaged. Also, appropriate control activities are inserted to ensure that
the BPEL process and its services actually behave in accordance with the specified con-
trol primitives. These can for example pertain to authorization aspects, segregation of
duties, information processing, enforcement of system security measures, and verifica-
tion of financial information in order to support the SOA risk management tenets. The
resulting BPEL process is subsequently executed as normal. Because the application of
compliance rules is typically runtime dependent (e.g. depending on the exact order mes-
sage that was received), this procedure is followed every time that the BPEL process
enters an execution scope (that is, there are activities to be executed). That is, each time
an execution scope is encountered, execution is paused and the current BPEL execution
model is translated into its abstract counterpart. Compliance rules are then applied to
this abstract process model as described before and execution is resumed in a normal
manner.
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To support SOA auditing tenets 2,3 and 4 both the normal process activities in a
BPEL process as well as any inserted control activities can be monitored and logged.
For normal activities this is done by abstractly annotating them with appropriate mon-
itoring control primitives. During transformation into BPEL corresponding monitoring
activities are then included to enable monitoring. To accommodate the same for control
activities, the abstract process model allows control primitives to be applied to other
control primitives. This allows for example to define that in case a security authentica-
tion control is not passed, the response must be that this failure is logged and a notifi-
cation is send to a human manager. These activities can themselves be logged as well,
as such establishing a clear audit trail of the behavior of both the business process and
its integrated control systems. Moreover, automated handling of control related events
can be facilitated by defining appropriate responses in compliance rules (just like nor-
mal compliance rules). Furthermore, the behavior of integrated control systems can be
audited independent from particular business processes. This allows both external and
internal auditors (SOA auditing tenet 1) to verify the functioning of these control sys-
tems, after which they can be assured of their proper behavior when integrated into a
process; which in turn allows processes to be performed in a predictable manner in ac-
cordance with compliance rules. Also, given the runtime nature of the SCM continuous
auditing becomes more feasible. Finally, audit trails as well as reasoning logs can be
examined to distil trends such as controls that are repeatedly not applied successfully.

Fig. 1 illustrates the SCM methodology and its individual steps. The SCM method-
ology works as follows: as a first step business managers selects pre-defined com-
pliance policies and rules from the control repository by indicating what legislative

Fig. 1. SCM Methodology Overview
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compliance requirements must be met by which particular business process. The com-
pliance control manager receives the compliance rules collected by the control
directory and assures that the targeted BPEL based business processes are executed
in conformance to these rules. Concretely, what happens is that each time during ex-
ecution that the BPEL engine enters an execution scope (i.e. one or more activities
to be performed), the engine halts execution and sends its current execution model
to the compliance control manager. The compliance control manager transforms
the received execution model into a so-called Business Process Compliance Language
(BPCL) based business process model. This BPCL model describes the prescriptive
BPEL execution model in a declarative manner. The compliance control manager
then carries out the rule matching activity to identify if and when certain compliance
controls must be enforced based on the applicable compliance rules (also defined in
terms of BPCL).

The rule matching activity is supported by the knowledge base which captures for-
malized models and rules and facilitates rule matching with logical inferences. Once
reasoning has been completed, the compliance control manager contacts the BPEL
engine in order to update its BPEL execution model by inserting control activities for
enforcing any applicable control requirements, as well as adding constraints to the ab-
stract services responsible for the process’ normal activities. We adopt the WS-Policy
standard for this purpose to express constraints as assertions. The BPEL engine then re-
starts execution, goes through the execution scope and carries out the activities it finds.
Any added control activities are called in the same way as normal activities through
service operation invocation; where these operations are implemented by special mid-
dleware services provided by internal control systems (e.g. offered via an enterprise
service bus). Also, any constraints placed on the abstract services responsible for the
execution of normal activities, are taken into account when the abstract services are
bounded to actual services. This is done by comparing the stipulated WS-Policy asser-
tions to those supported by available services (i.e. through standard service discovery
and selection). As such, from the perspective of the BPEL engine the only thing that
has changed is that more activities need to be performed.

In the remainder of this paper, we will discuss the workings of SCM in more detail.
Because of space limitations we will only focus here on the specification of compliance
enriched business process models, and compliance policies and rules; as such, our work
on the actual application of compliance rules using the reasoning engine is omitted here.
An overview of the BPCL in UML class diagram notation is shown in Fig. 2.

3.1 Modeling Compliance Enriched Business Processes

At the heart of the SCM methodology stands the Business Process Compliance Lan-
guage (BPCL), which is currently under development. This language is intended to
provide the constructs necessary to define compliance enriched business process mod-
els as well as compliance rules applicable to these models. The bottom part of Fig. 2
shows the portion of the BPCL that allows definition of the basic structure of business
processes, and its annotation with control primitives. As can be seen a business process
model is defined as a collection of process constructs. Such constructs represent build-
ing blocks from which a process model can be constructed. They are abstractly defined
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Fig. 2. Business Process Compliance Language (BPCL) Overview

in the process construct class. Each process construct has an unique name for identifi-
cation and reference purposes. The process construct class has two subclasses, being
basic construct and control construct class. Also abstract in nature, these classes de-
marcate the difference between the basic constructs making up business process models
and the control primitives applicable to these constructs.

Basic process modeling constructs are themselves specialized into concrete classes
representing ’standard’ service enabled business process modeling constructs to cap-
ture the five viewpoints for business process modeling, being functional, locational,
temporal, informational and participational view. Fig. 2 only shows the main classes in
these viewpoints for reasons of clarity: activity, endpoint, event, message and service
class. Messages represent containers of information consisting of meta-data and actual
data. Meta-data comprises the information required to deliver the message and enable
its processing, while payloads contain any content of the message not conveyed in its
meta-data. Messages have a particular format (conform e.g. an XML schema), follow
certain semantics (e.g. defined in an ontology), be in a certain language, and consist of
message parts which represent snippets of information. Each message part has a name,
type and value. Its type can be basic like double, integer, string, but also refer to a
complex type (for example defined in the XML schema).

Messages function as the ’inputs’ and ’outputs’ of activities. Activities represent
well-defined functions and can be dependent on one another. Activities can be complex
in nature grouping other activities in parallel, loops or sequence (defined in appropriate
activity class subclasses). Activities are ’carried out by’ services. Services have prop-
erties like name and have associated classes capturing details concerning for example
category and version. Services are ’found at’ endpoints, which are related to classes
capturing characteristics like network location, time zone, jurisdiction, and address
information. Finally, events capture business process occurrences. Events are signaled
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by messages and are crucial for facilitating the monitoring of business processes. Events
have an identifier, a time stamp, a severity indicating importance, and a causal vector
identifying the events that caused it. The causal relations among events will follow the
ordering of the activities generating the events. Also, events can be composite in nature
aggregating other events; which will be conform how the activities generating events
are structured into complex activities [18].

Control constructs annotate the basis process constructs with compliance related
primitives. The basic characteristics of control constructs are comprised in the abstract
control construct class. Control constructs are atomic or composite in nature. Atomic
control constructs define exactly one compliance requirement, and share four attributes:
’timing’, ’result’, ’rank’ and ’type’. The ’timing’ attribute expresses when a compliance
control must be enforced in relation to the normal process activities. It can be set to
’before’, ’in place of’ and ’after’, and affects the manner in which control activities are
integrated into the normal BPEL process. Timing is dependent on the type of control
and the context in which it is used. For example, for an authorization control associated
with an order approval activity the timing will be set to ’before’; as it does not make
sense to perform authorization afterwards. The ’result’ attribute of a control construct
depicts the outcome of the control activity, and can be equal to ’success’ or ’failure’.
This attribute allows to consider the result of control activities and define appropriate
responses in compliance rules.

The ’rank’ attribute of the control construct class allows ordering in case multiple
control constructs are associated with a process construct; e.g. to express that first noti-
fication of an event must be done and only then that the event is logged. To indicate that
control constructs associated with the same process construct are to be carried out in
parallel, their rank can be set to the same height. Lastly, the ’type’ property contains the
kind of control construct. We identify five main categories: functional, informational,
locational, participational and temporal constructs, which are attached to activities,
messages, endpoints, services, and events respectively. Individual control construct sub
classes are then added to the BPCL to define specific control mechanisms. Fig. 2 shows
two example control construct classes; e.g. the ’masquerading’ control construct for
a process activity, which can contain a property to depict that for authentication pur-
poses an username/password combination must be provided as proof of knowledge. We
are currently in the progress of developing a classification (and subsequent definition)
of control construct for addressing a diverse range of compliance requirements. These
concrete control constructs are all defined as sub-classes of the control construct class
with appropriate attributes to define the exact requirements of the expressed control
primitive (in addition to those defined in the control construct class). Due to space
limitations we do not discuss this further here.

Different from atomic control constructs, the BPCL also facilitates definition of
composite control constructs via ’groups’ relations between control constructs. These
constructs group other constructs (both atomic and/or composite) and apply their own
control primitive to it. This allows for example to define that the notification and log-
ging of an event must be done in an all-or-nothing manner (i.e. as an atomic transac-
tion). Additionally, since control constructs are process constructs, they can themselves
be annotated with control constructs. The interpretation of such annotation is that the
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control primitives expressed in the latter control constructs are applied to those with
which they are associated. One important application of this is that it enables to attach
monitoring constructs to other control constructs. This has the effect that the outcome
of the application of these constructs is itself monitored. This empowers organizations
to not only monitor the progress of their normal business process activities, but also
those related to the effectuation of control mechanisms within these processes; e.g. al-
lowing to define that if authentication for an activity fails, then a human manager must
be notified. It also provides the means to express statement like that information must
be stored in a secure manner; which can be captured by associating a storage control
with an encryption control that itself is attached to a message. This has the effect that
first the message is encrypted, after which the resulting (encrypted) message is stored.

3.2 Defining Compliance Rules and Policies

In the previous subsection we discussed the BPCL in relation to the definition of compli-
ance enriched business process models; and explained how control constructs can be an-
notated to basic process modeling constructs. However, as observed in the introduction
of section 3, the decision of whether or not to apply certain control mechanisms is often
dependent on the specific business process conditions during execution. To accommo-
date for this the BPCL also provides the concepts for the definition of compliance rules
and policies. Concretely, compliance rules can be specified in an expressive manner on
top of the process modeling constructs. In Fig. 1, these rules are then matched against
the BPCL representation of a running BPEL process to customize integration of control
mechanisms into business processes. This is done with the help of the knowledge base
inferencing capabilities. Both the BPCL model and the applicable compliance rules are
translated into the knowledge base format, after which new facts constituting annota-
tions of control constructs are deduced based on the current BPCL model. BPCL rules
also have several attributes to facilitate their specification, categorization, application
and management.

The central class in the BPCL for compliance rule definition is the rule class. Rules
take the form IF [conditions are satisfied] THEN [annotate control
primitive]. A rule has zero or more conditions and exactly one conclusion. Both
are expressed as clauses based on the clause class. Clauses constrain process constructs
and link compliance rules to business process models. A clause constrains a parameter-
ized process construct. The clause class is specialized in the built-in class. Built-in
clauses allow to express: 1) an evaluation of the value of a particular process con-
struct attribute using a built-in operator and a set value; or 2) a derivation of a new
value based on one or more process construct attributes (potentially from different pa-
rameterized process constructs) conform a built-in operator. Supported evaluation op-
erators in BPCL include text and numerical comparison, membership evaluation, and,
date and time operators. Derivation operators encompass addition, substraction, divi-
sion and multiplication. An example is that IF [customer order amount in an
order is higher than $500], THEN [perform authentication using
an username/password combination]. To monitor the outcome of this con-
trol mechanism, another rule can then be that IF [result of authentication
equals failed], THEN [notify sales manager].
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Rule conditions can be negated (via the clause ’negation’ attribute). Negation em-
powers organizations to express both desired and undesired conditions. This allows for
example to state that IF [customer status is not equal to ’gold’ and
order amount is higher than $1000], THEN [do credit check]. A rel-
evant distinction in this regard is the intent of the negation. Strong, or classical, negation
conveys the necessity to explicitly show that something is not true. In contrast, negation
interpreted in a weak sense indicates that something is considered not true if it can not
shown to be true. This is a subtle yet important difference for compliance, as in one case
explicit proof is required of separation of duties whereas in the other case this is not nec-
essary. At this point in time we only use negation in rule conditions; as we do not see
direct application of compliance rules of the form ”IF [conditions apply] THEN [do not
annotate control primitive]”. This also means that we restrict the usage of negation in
rule conditions to weak negation (since no explicit negative conclusions can be drawn).
This has the benefit that rules can be unambiguously be interpreted using perfect model
semantics [28]; as such avoiding situations in which it is unclear which interpretation is
correct.

Continuing, rules in BPCL can be monotonic or non-monotonic in nature as indi-
cated in their ’monoticity’ attribute. Non-monotonic rules (also known as defeasible
rules) are common in business, for example to override standard rules with special-
case exceptions, to incorporate more recent updates and etceteras [12]. In relation to
compliance the matter of non-monoticity is of interest as it allows organizations to indi-
cate to what extent it is important that a compliance rule is enforced; and consequently
how grave the consequences are in case the rule is not satisfied. Monotonic compliance
rules must always be met, but non-monotonic ones may be violated (albeit potentially
at a cost). Monoticity also empowers organizations to prioritize their compliance rules
in case they express conflicting requirements (e.g. the need for authentication contra-
dicts with a demand for anonymity). Monotonic rules always take precedence over non-
monotonic ones, while the latter can themselves be further ordered through the usage of
the ’rank’ property as well as ’relative prioritization’ relations between rules. The effect
of rule monoticity properties during inferencing is that it instructs the knowledge base
to prioritize rules in case they care conflicting with one another.

Additionally, each rule has the attributes ’activation date’, ’expiration date’, ’source’,
and ’steward’. The first two express the period in which a rule is active. From a compli-
ance point of view this is useful to ensure that rules are only enforced when appropriate.
For example, the IFRS [24] requirements for financial reporting in 2007 likely differ
from those of other years, and thus should not be applied for example in 2006 or 2008.
Situations such as these prompt the need for some form of life cycle management to
manage the status of compliance rules. The impact of activation and expiration dates is
that rules will only be applied by the knowledge base if these rules are active given the
internal clock of the knowledge base. In order to establish a link between a compliance
rule and one or more compliance legislations, the origin(s) of a rule can be specified in
the ’source’ attribute. This will identify the name of a specific section/subsection of a
legislation that the rule originates from (e.g. Sarbanes-Oxley section 402). This allows
the categorization of compliance rules, enabling for example to select a subset of the
Sarbanes-Oxley compliance rules and apply them to a business process. Finally, the
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delegation of responsibility for achieving particular compliance goals is another con-
cern that is addressed in BPCL. Concretely, compliance rules have a ’steward’ attribute
to identify organizational actors. This allows the responsibility for compliance enforce-
ment to be tied to the organization’s management and operations structure.

Logically related compliance rules can be clustered into compliance policies using
the policy class. Such policies are similar in nature to WS-Policy based policies [2],
however they contain much more expressive rules than WS-Policy assertions. Currently
policies can not contain multiple alternatives like in WS-Policy, though we will to in-
clude such support in the future if this is deemed useful. For identification purposes
a policy has a name as well as a short textual description. Additionally, a policy has a
’source’ property, which identifies by name to what compliance legislation(s) the policy
is related (typically in more general terms than the source specified for a compliance
rule). Potentially a single policy can be related to multiple legislations, e.g. supporting
compliance of both Basel II and Sarbanes-Oxley at the same time. Each policy also has
a ’process’ property indicating to what type(s) of business process it is applicable (e.g.
the purchase and payment process). Finally, there can be multiple versions of policies in
existence. Differentiation between them is expressed using the ’version’ property. Based
on the source, process and version properties customized packaging of compliance poli-
cies and rules can be done by organizations when accessing their control directory. This
increases intuition, as it enables managers to refer to particular legislative compliance
issues (rather than manually collecting compliance rules and policies).

For example, if a sales process manager wishes to apply all ’Sarbanes-Oxley section
402’ related compliance rules to the sales process, then he/she will define a request by
stipulating the source (Sarbanes-Oxley section 402) and the type of process (the sales
process). In response, the control directory will search its contents and retrieve the SoX
compliance policy defined for the sales process by comparing against the ’source’ and
’process’ attributes of available policies. For each found policy, the control directory
removes any rules not related to section 402. The control directory next groups the re-
sulting rules into a compliance package. In case multiple versions of a Sox 402 policy
were found, these are presented to the sales process manager for selection. Interest-
ingly, this approach also allows specification of requests for compliance of a process
to multiple regulations. To illustrate, the sales process manager can stipulate to apply
all Sarbanes-Oxley 402 rules, as well as the Basel II related rules. The control direc-
tory will retrieve the appropriate rules for both types of legislation and merge these
into a single compliance policy. In all cases, the resulting compliance policy is sent to
the compliance control manager, who ensures that the contained rules will then be ap-
plied during business process execution conform the SCM methodology. Due to space
limitations we do not discuss this further here.

4 Related Work

In the last years there has been an increase in attention paid to the role of compliance
within business processes. A typical example is [21] which defines a formalization for
internal controls and how they relate to operational processes. Similar works include
[23] and [10]. Though these contribute to the insight in the relation between processes
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and compliance, they do not address how control mechanisms can be integrated in ex-
ecutable business processes. In the area of process control objectives works have char-
tered the implications of compliance for IT, most notably COSO [6] and COBIT [15].
COSO identifies several control activities (including authorizations, data verifications,
reviews of operating performance, security of assets and segregation of duties), but does
not define how to integrate them in business processes. Related, COBIT (short for Con-
trol Objectives for Information and related Technology) is useful as it identifies a large
number of control objectives for business processes, which are subsequently refined
into concrete application controls. However, like COSO, COBIT does not provide the
means to integrate these objectives into business process models.

[25] presents a framework for the modeling of control objectives within business
process structures based on a modal logic based approach using Formal Contract Lan-
guage [11]. This is akin to the sketched BPCL, but we allow more expressive definition
as control constructs can be associated with and/or grouped by other control constructs.
[25] also advocates usage of a controls directory which holds the interpretation of com-
pliance regulations in the specific context of an organization (given the ambiguity of
such regulations). Our approach will be able to facilitate this following [8], which at-
taches meta-data to compliance rules to depict the relationship between specific rules
and compliance legislations. Finally, [25] hints at how the approach allows assessing
the degree of process compliance; and how the usage of logic allows for analyzing why
a particular decision in a business process was made. The SCM approach will be able
to provide the same kind of reasoning via its formal knowledge base. Moreover, given
the expressive nature of the BPCL (e.g. in terms of monoticity and prioritization), the
SCM is planned to facilitate more sophisticated assessment and reasoning.

[26] proposes an aspect-oriented based approach for linking compliance to business
protocols (i.e. abstract business processes). This is very similar to the usage of com-
pliance rules in this paper, where rule conditions express aspect pointcuts and the rule
conclusion defines the advice. The difference is that in our approach these are exter-
nalized and administered by a separate rule engine; positioning them better for analysis
and management purposes. [17] sketches a model checking method in which business
process models are expressed in the Business Process Execution Language (BPEL) [1],
and then transformed into pi-calculus and finite state machines. At the same time com-
pliance rules are expressed in a graphical Business Property Specification Language,
which are next translated into linear temporal logic. Then, process models are verified
against the resulting statements by means of model-checking technology. [9] proposes
a similar approach using semantically annotated process models based on Business
Process Modelling Notation (BPMN) [22] and Computational Tree Logic. Although
useful in nature, our work extends these approaches by allowing for more rich annota-
tion of control primitives.

[8] suggests to capture business processes and Canadian privacy related legislative
requirements separately using the User Requirements Notation (URN) [16]). The paper
also proposes to add documentation notes to the goal model capturing the privacy re-
quirements , similar like what is done in this paper. [4] observes that often compliance
objectives are delegated within the organizational hierarchy, where they are refined in
a top-down manner. The described management is similar to the one proposed in this
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paper. In this regard [4] also notes that in delegation compliance requirements are often
refined; e.g. via goal refinement similar to for example what is proposed for security in
[19] in relation to the Tropos methodology. Our work does not address this issue yet,
but we plan to include this in the future.

5 Conclusions

Business processes form the foundation for all organizations and are subject to indus-
try regulations. Without explicit business process definitions, flexible rules frameworks,
and audit trails that provide for non-repudiation, organizations face litigation risks and
even criminal penalties. To address such problems we have proposed a SOA compliance
methodology (SCM) based on the concept of a risk management and auditing SOA - to
oversee the compliance of business processes with internal accounting control for the
purpose of risk management and auditing. The results that we have presented provide an
initial basic theoretical foundation for addressing the raised SOA based business process
risk management and auditing tenets. Significant extensions are needed in several direc-
tions to guarantee a practical methodology. Work is needed to realize runtime support in
the form of interaction with the BPEL engine to achieve integration and enforcement of
control requirements during execution. Also, validation of the approach (particularly in
terms of the adopted architecture and BPCL) in the context of real life case studies has
to be carried out. Moreover, for demonstration purposes illustrative compliance rules
and policies should be developed that address certain compliance regulations.
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