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Abstract. We propose a biometrics-based(fingerprint)Encryption / De-
cryption Scheme, in which unique key is generated using partial portion
of combined sender’s and receiver’s fingerprints. From this unique key
a random sequence is generated, which is used as an asymmetric key
for both Encryption and Decryption. Above unique Key is send by the
sender after Watermaking it in sender’s fingerprint along with Encrypted
Message. The computational requirement and network security features
are addressed. Proposed system has a advantage that for public key, it
has not to search from a database and security is maintained.
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1 Introduction

Human life today revolves around a web of millions of computers networked to-
gether. While this network is very critical to make life beautiful, unscrupulous
breaches can easily break the paradise we live in. It is, therefore, essential to be
able to identify, verify the treats and safeguard the communication and compu-
tation network. True, the unscrupulous will soon catch up, but the challenge is
to remain ahead. In this pursuit, inclusion of biometric data in communication
is very successful today, basically for its enormity. Inclusion of biometric infor-
mation like facial features, fingerprints, iris, retina, voice, signature strokes etc.
in cryptography, further strengthens the communication security. Biometric is
the biological characteristics, which is unique and measurable for automatically
recognizing or verifying the identity of a human being. Biometric technologies for
security includes recognition of faces, fingerprints, iris, retina, voice, signature
strokes etc. Cr! yptography is an important security feature of computers. Infor-
mation in computer can be secured by using many of the available cryptographic
algorithms.

2 Previous Work

Very little work has been done generating keys using biometrics data because,
with every sample, different templates are produced and cryptography relies on a
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stable and unique key to encrypt and decrypt messages. For the incorporation of
biometrics into cryptography there are two relevant approaches: key release and
key generation. Key release algorithms described in the literature ([1],[2],[3],[4])
require that (1) the cryptographic key is stored as part of user’s Database, (2)
when matching with cryptographic key access to database is available, and (3)
user authentication and key generation are two different processes. One problem
with this algorithm is that there is no way to identify who produced the key and
therefore, the user could deliberately choose a weak key. Besides, storing keys in
a database is rather insecure as it could be easily hacked and lastly, an enrollment
process is required to store the template. Key generation algorithms avoid some
of the problems due to the key release algorithms by (1) binding the secret key to
the biometric information and (2) not requiring to access the biometric template.
Key generation literature is abound with the works of ([1],[4],[5],[6].[7],[8],[9],[10])
among others, in which key generation is more complicated than key release.

3 Finger Print with Cryptography for Network Security
(Proposed Scheme)

Main features of the proposed method are the following

– For Sender
• At first the recipient must provide his or her fingerprint at the sender’s

request.
• Master fingerprint image is thus generated with the combination of the

recipient’s fingerprint image and the sender’s fingerprint image.
• A section(chance) from the master fingerprint image is taken to generate

a key of 128 bits with the help of a standard hashing algorithm MD5.
• The message which is intended to be sent to the receiver needs to be

encrypted with standard DES algorithm. In the proposed algorithm from
the 128 bit key a random sequence is generated depending on the length
of the message and for every 64 bit message a separate 64 bit key is used
to encrypt the message.

• The sender’s fingerprint is now watermarked by the random sequence
generated from above mentioned step and the 128 bits key using wavelet
transform based watermark method, in which first fingerprint image is
decomposed into n level sub band images using DWT2 Haar transforma-
tion, producing LL, LH, HL, HH sub bands. Binary data is embedded
into sub bands after multiplying with the gain factor. Watermarked im-
age is obtained by IDWT2.

• The fingerprint image thus watermarked along with the encrypted mes-
sage is sent to the intended receiver.

– For Receiver
• The recipient on receiving the watermarked image follows the Dewater-

marking steps, using DWT2 and correlation vector, thereby extracting
the random sequence and 128 bit key.
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• The encrypted message will be decrypted with standard DES algorithm
using asymmetric key, following the same steps as above of encryption
i.e. every 64 bit message with separate 64 bit key using the same random
sequence.

3.1 Description

Here in figure 1, we describe how the message is encrypted and decrypted. The
recipient first provides his fingerprint as per request from the sender. The sender
then merges the two fingerprints and only a portion of the merged image is taken
to form the 128 bit master key with the help of MD5 hashing algorithm. A ran-
dom sequence is generated depending on the length of the message. The message
is then encrypted with the asymmetric key using DES algorithm. The master key
along with the generated random sequence is watermarked in the sender’s finger-
print. The watermarked image along with the encrypted message is sent to the
recipient. Recipient first dewatermarks and gets the master key and the random

Fig. 1. Proposed Encryption and Decryption methods
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sequence. Encrypted message is now decrypted using the master key and the ran-
dom sequence using DES algorithm.

1. Any rotation of the fingerprints would give rise to a separate 128 bit key,
thus providing innumerable possibilities.

2. While taking a partial image from the master key, if the number of bits gets
changed, a different key will be generated each time.

3. Using random sequence facilitates generation of a unique 64 bit key each
time for the same message.

4. For each 64 bit information a separate 64 bit key is used for encryption.
5. Sender’s fingerprint is watermarked with the random sequence providing the

key with unique and robust characteristics, thereby making it impossible for
an attacker/hacker to crack the key sequence.

4 Evaluation of Proposed Method References

Network security schemes are evaluated using several criteria as given in [11]
and [12]. Evaluation of our scheme on these criteria are given below.

1. Uniqueness: The fingerprint image of sender and receiver combined to form
unique characteristics. In the proposed algorithm, we are taking partial fin-
gerprint, making intrusion very difficult.

2. Permanence: Till the fingerprint image is re-scanned the characteristics re-
main the same.

3. Universality: Fingerprints are universal characteristics.
4. Performance: The fingerprint identification accuracy should be achievable,

with respect to the available resources and the identification should be
achievable under all working conditions (e.g. environmental factors).

5. Collect Ability: The fingerprinting are evenly quantifiable.
6. Circumnavigation: It would be difficult to fool the system with fraudulent

and inappropriate private keys.
7. Acceptability: The proposed biometric technique should be acceptable by

the masses in this age of technology.
8. Storage Requirements: It basically refers to each party’s quantitative infor-

mation requirement to store subsequent information. Sender and receiver
must not have to maintain a huge database.

9. Communication Requirement: Each party needs to provide his fingerprint to
the other to generate the appropriate random key sequence.

10. Computational Requirement: Degree of computation needed by the persons
involved in communication to generate the master fingerprints and random
sequence with the fingerprints only. Computational time is negligible because
no matching is involved with databases.

11. Implementation Costs: With vertical fall of the hardware cost the acquisition
of finger scanner is very low.

12. Watermarking Scheme Support: Watermarking involving fingerprints are
available using standard DWT2 and IDWT2 algorithms.
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Table 1. Classes of Algorithms with Performan

Algorithm Confidentiality Authentication Integrity Key Management
Symmetric encryption algorithms Yes No No Yes
Public-key encryption algorithms Yes No No Yes

Digital signature algorithms No Yes Yes No
Key-agreement algorithms Yes Optional No Yes
One-way hash functions No No Yes No

Message authentication codes No Yes Yes No
Our algorithm Yes Yes Yes Yes

For the sake of completeness and comparison we are reproducing six algo-
rithms the Table 10.1 in page 184 of the Schenier’s book[13] and our algorithm
in Tabel 1.

5 Analysis

We have timed, on message length, random sequence generation, encryption,
watermarking, dewatermarking followed by decryption of the message, which is
summerized in Table 2. Every time the program is executed a different random
sequence is formed. For different lengths of bits taken from the merged fingerprint
and rotation of any of the two fingerprints by two degrees clockwise, the master
key changes as shown in the Table 3 and Table 4 respectively.

Table 2. No. of Characters vs. Time

No.of Characters Hashing Encryption WaterMarking De Watermarking Decryption
in a message (Sec.) (Sec.) (Sec.) (Sec.) (Sec.)

16 1.2168 0.24648 1.3542 0.9108 0.1560
32 1.2636 0.2496 1.3570 1.0140 0.2028
64 1.2168 0.3588 1.4570 1.0997 0.2808
112 1.2324 0.5928 1.5130 1.2320 0.4836

Table 3. No. of bits taken from master key vs. bits

No of bits taken Hashing No of bits changed
from combined finger print (Sec.) (32bit in Hex)

10x10 0.0936 –
16x16 0.2184 31
24x24 0.5616 29
32x32 1.2324 31
42x42 2.9016 30
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Table 4. No. of bits taken from master key vs. bits changed due to rotation

No of bits taken from Two degree clockwise rotation of
combined finger print receiver fingerprint, no

of bits changed(32bit in hex)
10x10 30
16x16 32
24x24 30
32x32 30
42x42 31

6 Conclusion

The biometric key formed from the sender’s and the receiver’s fingerprints has
many advantages over current authentication methods because it can neither
be forgotten nor shared and is convenient for users to generate. The proposed
method maintains security and integrity of the biometric data, which is so very
important for network security. In the proposed scheme we are using DWT and
IDWT for watermarking and dewatermarking, which is a nonlinear function, so
exact sender’s finger print could not be obtained. Work is on to address this
problem.
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