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Abstract. Successful transfer of formal engineering methods from academia to
industrial development depends on a variety of factors: a proper understanding
of the industrial development context, effective and usable technology that can
be integrated with development workflows to provide a compelling solution to
serious development challenges, “buy-in” from industrial developers and man-
agement, an appropriate business model for supporting the deployed technology,
plus a lot of luck. I describe how many of these factors are manifesting them-
selves in an effort by our research group to transition rigorous static analyses and
novel Hoare-style logics into a large industrial development process for informa-
tion assurance and security applications.

The applications that we are targeting address the following problem: inter-
national infrastructure and defense forces are increasingly relying on complex
systems that share information with multiple levels of security (MLS). In such
systems, there is a strong tension between providing aggressive information flow
to gain operational and strategic advantage while preventing leakage to unau-
thorized parties. In this context, it is exceedingly difficult to specify and certify
security policies, and produce evidence that a system provides end-to-end trust.

In the past, verification and certification obligations in this domain have been
met by using heavy-weight theorem proving technology that requires many man-
ual steps or by light-weight contract-based static analyses that are too imprecise
for specifying and verifying crucial information flow properties. In this talk, I
will explain how our research team is (a) building integrated tool support for au-
tomatically discovering and visualizing information flows through programs and
architectures, and (b) providing code-integrated software contracts for specifying
information flow policies, and (c) applying synergistic blends of static analyses
and automated reasoning based on weakest-precondition calculi to aid develop-
ers in automatically discharging verification obligations. These techniques aim
to hit a “sweet spot” that provides greater automation and developer integration
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than previous theorem-proving-based approaches while offering increased pre-
cision over previous static-analysis-based frameworks. Throughout the presenta-
tion, I will assess approaches/strategies that have been successful in moving our
research results into industrial practice and summarize challenges that remain.
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