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Abstract. Model-driven and component-based software development
seems to be a promising approach to handling the complexity and at
the same time increasing the quality of software systems. Although the
idea of assembling systems from pre-fabricated components is appeal-
ing, quality becomes a major issue, especially for embedded systems.
Quality defects in one component might not affect the quality of the
component but that of others. This paper presents an integrated, for-
mal verification approach to ensure the correct behavior of embedded
software components, as well as a case study that demonstrates its prac-
tical applicability. The approach is based on the formalism of abstract
components and their refinements, with its focus being on interaction
behavior among components. The approach enables the identification of
unanticipated design errors that are difficult to find and costly to correct
using traditional verification methods such as testing and simulation.

1 Introduction

Concerning stand-alone devices, the correctness and reliability of the relevant
control systems have only limited effects. In today’s new computing environ-
ments, such as ubiquitous computing and autonomous systems, however, the
reliability of one, even small, embedded system may affect a large network of
embedded systems. Thus, there is an urgent need for a structured development
methodology with integrated verification support [13]. Model-driven Develop-
ment(MDD), combined with component architecture, has been increasingly at-
tracting researchers and industry practitioners in this regard.

Component-oriented MDD helps to cope with the increasing complexity
of software system development. MDD development processes, such as Mar-
mot [2,4] explicitly distinguish component specifications (contracts or inter-
faces) from component realizations (implementations). The Marmot approach
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maintains simplicity through a divide-and-conquer strategy, while keeping con-
tinuity and consistency through systematic, iterative refinements of components
across different life-cycle stages (design, implementation, etc.). Furthermore, it
facilitates automated formal verification as well as model-based simulation and
testing, which can be naturally blended into the abstraction refinement process.

In this paper, we present a formal verification approach integrated into model
driven development process. Our approach is two-fold: (1)We formalize compo-
nents at each iteration of the component specification process and apply model
checking [8] as a formal verification method to ensure behavioral consistency
with the external environment, even before each component is completely re-
alized. (2) We formalize gradual refinements through decomposition and verify
their validity by checking behavioral consistency. While traditional verification
methods, such as testing and simulation, focus on verifying expected outputs from
planned inputs, model checking is based on exhaustive verification for all possi-
ble input sequences, and, thus, is better suited for ensuring high reliability and
safety.

We demonstrate our approach by using a component-oriented MDD frame-
work (based on Marmot) in the development of a mirror-control system (i.e.,
an embedded system controlling the movement of a car’s exterior mirror). The
focus is on checking the behavioral consistency and correctness of the system’s
μ-controller. We present a system model and formalize three important notions,
namely: abstract component, realization, and refinement. These provide the ba-
sis for a systematic transformation into a formal language that can be checked.
The model checker Spin [11] is used for checking interaction consistency and
the essential properties of the controller, which reveals a potentially fatal prob-
lem in the original controller design – the possibility that a user request may
be postponed indefinitely. We have identified the centralized control of events
in the design of the μ-controller as the source of the problem by analyzing the
counter-examples generated by the model checker. We show that changing each
driver component into an independent and active component addresses the issue.
This exemplifies the importance of formal verification in early design stages.

The remainder of this paper is organized as follows; Section 2 and Section 3
provide a brief description of the mirror control system and of using Marmot
for its development. Section 4 defines the notion of abstract components and
their interaction behavior. Section 5 demonstrates how components of a mirror
control system can be formalized and translated into the formal specification
language Promela [10], depending on the level of abstraction, and explains the
effect of formal verification on the change of design. We conclude with a brief
discussion in Section 6.

2 Mirror Control System

The mirror control system is an embedded system composed of electrical and
mechanical components and is used to control the movement of a car’s exterior
mirror. The system allows a mirror to be moved horizontally and vertically into a
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Fig. 1. UML representation of hardware

position that is convenient for the driver. Cars supporting different driver profiles
can store the mirror position and recall it as soon as the profile is activated.

In the context of this paper, the mirror control system was realized in a
simplified version using a μ-controller, i.e., an ATMELTM Mega 8, a button,
and two servos (the Servo-Control System). In detail, this system requires the μ-
controller to read values from the potentiometers (i.e., analog-digital conversion),
converts them into the mirror turning degree, and generates the needed servo
control signals, while at the same time indicating movement and degree on an
LCD display. In addition, the system stores a mirror position that can be recalled
by simply pressing the button. Positions are stored by pressing the button for
more than five seconds. Storing and recalling is also visualized on the LCD
display. Figure 1 shows a simplified UML1 representation of the electronic circuit,
representing the structural model of the mirror control system.

The requirements of the mirror control system are described by use case dia-
grams (Figure 2(a)) and an interaction diagram (Figure 2(b)) representing the
general flow of control. The use case diagrams describe how the actor ‘User’ initi-
ates the task of controlling the servo rotation. The interaction diagram provides
an alternative view of the way in which user tasks are performed and shows the
typical sequence of operations concerning the overall system.

3 Component-Based Development

3.1 Abstract Component and Refinements

Following the component-based development process Marmot [2,4], we view a
system as a tree-shaped hierarchy of components, where the root represents the
system as an abstract component, the parent/child relation represents composi-
tion, and the leaf components represent final implementation. Figure 3 illustrates

1 The Unified Modeling Language [7].
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the structure of the Marmot component divided into an externally visible con-
tract named specification and the internal realization part; UML class diagrams
and object diagrams are used to specify the external and internal structure of
the component. Activity/interaction diagrams are used to specify external and
internal behavior of the component. Note that we can use HDL or system C for
lower-level component specifications instead of UML diagrams.

com
ponent

(visible)

(internal)

Fig. 3. Structure of a component

3.2 Component Specification

In this section, we illustrate with examples how Marmot (i.e., the MDD
methodology) is applied to the development of the mirror controller. Since the
hardware environment is pre-defined, we focus on the development of the soft-
ware part, namely the Driver and the Application components. The Controller
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component is a container without any software functionality, but contains the
Application component. Figure 4(a) shows the specification-level class diagram
of the Application component in its context. The component does not offer any
operations to the outer world, but reacts to signals. This is denoted by the UML
2.0 stereotype signal. The state diagram of the Application component (see Fig-
ure 4(b)) shows that the Application component is in the ready state, after
the system on event. When the button pressed event happens, the component
transits to the timing state where “the time till the next button released event
occurs” is measured. Depending on whether the time is less than 5 seconds or
not, it signals the restore action or the store action to the Servo component
and transits back to the ready state.

3.3 Component Realization

While the externally visible behavior of the Application component can be
uniquely specified according to the functionality required by the component,
there can be various ways of realizing such functionality depending on the
design decision and available hardware components that can be utilized. The
Marmot realization step specifies how the externally visible behavior of the
component is actually realized through decomposition and collaboration among
sub-components. Figure 5(a) shows the Driver component used to realize the
functionality of the Application component, which is again decomposed into
five sub-components that handle the corresponding hardware component. The
interaction behavior among components is specified in an interaction diagram.
For example, Figure 5(b) specifies the interaction behavior between the Appli-
cation component and the button driver; the button pressed (button released)
event from the user initiates the T imer starts (timer stops) action in the button
driver, and then, depending on the duration of the button pressed event, the Ap-
plication component interacts with the button driver to either set or store the
mirror position in the Servo component.
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4 Formal Definition and Translation

To ensure the correctness and consistency of its complex behavior produced
by the compositions of dozens, possibly hundreds, of components, we first de-
fine the meaning of component interactions and their inter-relationships using
π-calculus [16], with an emphasis on their communication behavior. The for-
malism defined with π-calculus serves as a basis for defining translation rules
from Marmot components to formal modeling languages such as Promela for
verification purposes. π-calculus supports parallel composition of processes, syn-
chronous communication between processes through channels, dynamic creation
of channels, and non-determinism — characteristics suitable for formalizing ab-
stract components and their interaction behaviors.

4.1 Formal Meaning of the Abstract Component

Figure 6 summarizes the formal descriptions for the major artifacts of a Marmot
component.

We define an abstract component as a composition of two parallel processes
consisting of an interface I and an externally visible body Spec0 (see row 1 of
Figure 6); each Comp spec has pre-defined input/output channels (i, o), a set of
operations op set, and a set of actions action set that are visible from outside
the component. These are used for the component to interact with its exter-
nal environment. The interface I and Spec0 interchange messages and events
through the internal channels u, v. Here, new u, v means that the channels u, v
are dynamically created within the component with a limited scope. The symbol
“ | ” represents parallel composition of two processes.

An interface I(i, o, u, v) (see row 2 of Figure 6) either receives a message x from
input channel i and forwards it to the internal message channel u, or receives a
message y from the internal output channel v and forwards it to output channel o.
Here, i?x, u!x represents an input event on channel i, an output event on channel
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Fig. 6. Definitions of components and refinements

u, with message/signal x, respectively. Two events that are concatenated with
a “.” symbol occur sequentially; for example, i?x.u!x means that an input event
is followed by an output event. A “+” symbol means a non-deterministic choice
between two different event sequences. Note that I is recursively defined so that
it transits back to itself after any pair of input/output events.

The behavior of a component is defined with a series of processes from Spec0,
representing the process at the initial state, to Speci representing the process
at the ith state, as defined in row 3 in Figure 6; Speci receives a message x,
checks whether it matches one of the operations in the op set, and performs
corresponding actions Action speck if it matches an operation opk, and does
nothing if it does not match any of the operations in the set2. Action speci

(the row 4 in Figure 6) defines a series of actions that need to be performed
by the component for a particular operation. The actions are notified to the
internal output channel v, which is forwarded to the external output chan-
nel o by the interface I3. After all the action outputs, the process reduces to
Specj(u, v, op set, action set) where the mapping from Speci to Specj is pre-
defined by the conditions on the message values. In other words, there is a map-
ping from {(i, x) | process state i, message value x} to {j | process state j}.
This mapping can be extracted from the statechart diagrams in the specification
model.

4.2 Formal Meaning of Component Realization

Specifications of a component uniquely define the externally visible behavior of
the component regardless of how it is realized internally. On the other hand,
each functionality can be realized in many different ways through decomposition
and refinements. The focus of this realization process is to make it as flexible

2 The simplified notation [x = opi].Action speci(u, v, action set) is used instead of
enumerating all possible matches.

3 The simplified notation (v!aj)
∗ is used to denote a series of output actions instead

of v!a1.v!a2.v!a3..v!an.
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as possible so that the change of a certain realization of a component does
not affect the overall interaction behavior. To this end, we formally refine the
abstract component Comp Spec process with the Comp real process, as defined
in the row 5 and row 6 in Figure 6, consisting of a number of parallel SubComp
processes that collaboratively realize the Spec process of Comp Spec. Note that
each SubComp is considered as an independent component on its own, and,
thus, can be recursively specified as an abstract component in the same way as
Comp Spec.

In Figure 6 (Component Realization), {ui, vi}i abbreviates an i number of
input/output channel pairs, and !i abbreviates the parallel composition of a
number of SubComp processes whose interrelation is defined in Composit Rel;
for each component, the destination of its output message is uniquely defined in
Composit Rel in the form of a function f : {v, {vi}i} −→ {u, {ui}i}. This func-
tion f is used to wire sub-components and can be changed independently from
the implementation of each SubComp, supporting flexible design for component-
based development.

4.3 From Marmot to Promela

We use the model checker Spin [11] as a back-end verifier for Marmot models.
There are a couple of automated verification tools directly supporting π-calculus,
such as the Mobility Workbench from Uppsala University. Nevertheless, their ef-
ficiency and usability are not as good as those of general-purpose model checkers
such as Spin and Smv, and, thus, they are not yet suitable for routine use during
the development process.

The use of Spin requires a translation of Marmot models into Promela,
the input language of Spin. The syntactic transformation from Marmot to
Promela is based on the formal meaning of Marmot components defined in the
previous sections. Note that our translation approach is specialized in Marmot
components. For more general translations, please refer to [21].

Figure 7 shows some of the syntactic translation definitions from Marmot to
Promela; the names of operations and actions in a Marmot component are
translated into elements of the Promela mtype construct. Each communication
channel in a Marmot component is declared as a message channel of mtype in
Promela. Each Marmot component specification, component interface, and
component realization corresponds to a proctype declaration. The Promela run
construct is used to activate an interface process or a specification process in a
component. Message sending and receiving actions can be directly translated into
u!x and u?y where x and y are declared as mtype. A behavioral specification
Speci corresponds to a state of a component whose transition is defined by
the transitions in Speci. A similar translation applies to Action speci. Non-
conditional action transitions are translated into sequential actions followed by
a goto statement. The Promela if construct is used for conditional transitions.

Note that we omit detailed translation rules from UML diagrams to
Promela statements to save space. Interested readers may refer to existing
approaches [9,15].
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Marmot construct Promela construct

messages O =
⋃

op set,action set
mtype = {n1, n2, . . . , nk},

where ni ∈ O.
{n | n ∈ op set or n ∈ action set}

channels new u chan u = [1] of mtype

Processes I(i,o,u,v) proctype Interface(chan i,o,u,v)
Comp spec(i,o,op set, action set) proctype Comp spec(chan i,o){. . . }
Comp real(i,o,op set, action set) proctype Comp real(chan i,o){ . . . }

Process Comp Spec(i,o,O,A) = new u,v I(i,o,u,v) | proctype Comp Spec(chan i,o){
Activation Spec(u,v,O,A) chan u = [1] of mtype;

chan v = [1] of mtype;
run Interface(i,o,u,v);
run Spec(u,v); }

actions u?x mtype x; u?x;
u!y mtype y; u!y;

states Speci(u, v, op set, action set) statei :

transitions π.Speci(u, v, op set, action set) π; goto statei;

conditionals u?x.[x = a]Speci(u, v, O, A) if :: u?[a] → goto statei; fi;

Fig. 7. Syntactic translation from Marmot to Promela

5 Applying Formal Methods

Based on the formalism introduced in the previous section, we now transform
the UML representation of the Application component in Figure 4 into formal
models in Promela. Promela [10] is the input language of the Spin [11] model
checker, which is widely used for software verification.

5.1 Formalizing the Specification of the Application Component

Direct Translation. First, we specify the Application component Comp Spec
using the formal definition for abstract components in Figure 6 as follows:

mtype = { system_on, system_off, button_pressed, button_released,
poti_tuned, store, restore};

proctype Comp_spec(chan i, o){
chan u = [1] of {mtype};
chan v = [1] of {mtype};
run Interface(i, o, u, v);
run Spec(u,v);

}

In this specification, mtype declares the set of actions and operations used
in the Application component. The proctype declaration is used to declare the
component process with the name Comp spec and the input, output channels i, o
are declared in the signature of the component. Within the process Comp spec,
u, v are declared as channels with the message type mtype, i.e., the two internal
channels are used to deliver messages/signals of actions and operations. Two
parallel processes, Interface and Spec, are activated by Comp spec as its sub-
processes using the keyword run.
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The next Promela code shows the specification of the Spec process whose
behavior is derived from the statechart of the Application component in Fig-
ure 4(b); the four labels, Spec 0(line 3), Spec 1(line 9), Spec 2(line 16), and
end state, represent the initial state, ready state, timing state, and the final
state, respectively. The Spec process is initially in the Spec 0 state and tran-
sits to the Spec 1 state if the system on signal is received. The transition from
Spec 1 occurs either to Spec 2 or to end state when the button is pressed or
the system off signal is received. In Spec 2, it non-deterministically sends out
store or restore messages and transits to Spec 1 if the button released event
occurs (line 19–line 22). Otherwise, it transits to Spec 2 (line 23). Note that
predicate abstraction [6] is applied to the original guarded action, “if time < 5
then restore, else if time ≥ 5 then store”, so that it is transformed into a
non-deterministic choice of actions between restore and store; we first replace
time < 5 with a boolean variable t transforming the guarded action into “if t
then restore, else if ¬t then store”. Since the value of t is determined non-
deterministically at this abstract level, we replace the guarded action with
“non-deterministic choice between store and restore” as expressed in line 19
– line 22.

The specification for the Interface process is transformed similarly.

1: proctype Spec(chan u,v){
2: mtype x;
3: Spec_0:
4: u?x;
5: if
6: :: x == system_on -> goto Spec_1;
7: :: else -> goto Spec_0;
8: fi;

9: Spec_1:
10: u?x ;
11: if
12: :: x == button_pressed -> goto Spec_2;
13: :: x == system_off -> goto end_state;
14: :: else -> goto Spec_1;
15: fi;

16: Spec_2:
17: u?x;
18: if
19: :: x == button_released -> if
20: :: 1 -> v!store; goto Spec_1;
21: :: 1 -> v!restore; goto Spec_1;
22: fi;
23: :: else -> goto Spec_2;
24: fi;

25: end_state: goto Spec_0;
}

Formal Consistency Checking. Once the abstract component is specified
in Promela, we can check whether the behavior of the abstract component
is consistent with its environment or not, even before we specify the actual
implementation of the component. The notion of interaction consistency, which
is formally defined in [4], can be informally stated as follows;
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A component is consistent with its environment in its behavior if it either
terminates normally or runs infinitely under the infinite sequence of stimuli
generated from its environment.

Note that the negation of the interaction consistency implies a process deadlock
situation, and thus, it is quite important to ensure that the initial design of a
component satisfies the interaction consistency.

The specification for the environment of the Application component is derived
from the use case scenarios shown in Figure 2, which can be directly transformed
into Promela as shown below.

proctype env(chan in, out){
do
:: out!system_on;

do
:: 1 ->

if
:: out!poti_tuned;
:: out!button_pressed;

out!button_released;
fi;

:: 1 -> break;
od;
out!system_off;

:: 1 -> skip;
od;

}

In this specification, the statements enclosed by do..od act like unconditional
while statements in the C language; the statement repeats indefinitely as the
poti tuned signal or the button pressed signal is generated non-deterministically.

This environment process env is composed with the Comp Spec process, pro-
ducing a system model for checking interaction consistency. The abstract Ap-
plication component is verified to be consistent with its environment in this
context using the Spin verifier4; it took about 1 minutes and 521 M of memory
for exhaustive verification, exploring 6 × 106 states and 1.7 × 107 transitions.
Verification was performed on a PC with 2G Herz Pentium II processor and 2G
bytes of memory.

5.2 Formalizing the Realization of the Application Component

The application component for the mirror control system is realized by a number
of device drivers as illustrated in Figure 5(a). The realization behavior is specified
in sequence diagrams defining which sub-components (device drivers) are used to
realize a specific function provided by the Application component; an example is
illustrated in Figure 5(b) for the button driver. Note that all the sub-components
are designed as passive objects in this realization model and the Application
component (the container of the driver components) acts as an active signal

4 Spin verifier provides an invalid end-state option which can be used to check the
behavioral consistency between a component and its environment.
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control center. Each signal passed to the Application component is identified
with its source and handed to the corresponding driver depending on the source
of the signal.

The next section of code shows a major part of the Promela specification
for the realization model of the mirror control system directly translated from
the realization diagrams.

1: proctype ATMega(chan in1,out1, in2, out2, in3, out3, in4,
out4, in5, out5, tin, tout, sys_in, sys_out){

2: mtype m;

3: hw_ready:
4: sys_in?m;
5: if
6: :: m == system_on ->system_state = system_on; goto driver_choice;
7: :: else -> goto hw_ready;
8: fi;

9: driver_choice:
10: if
11: :: in1?[m] -> goto button_driver;
12: :: in2?[m] -> goto servo_driver;
13: :: in3?[m] -> goto LCD_driver;
14: :: in4?[m] -> goto potentiometer_driver;
15: :: in5?[m] -> goto EEPROM_driver;
16: :: sys_in?[m] -> goto sys_control;
17: fi;

18: sys_control: ..
19: button_driver:
20: in1?button_pressed; /* wait for button_pressed event */
21: tin!set; /* set timer */
23: in1?button_released; /* wait for button_released */
24: tin!reset; tout?m; /* reset timer and get the timing info */
25: if /* non-deterministic choice of action */
26: :: 1 -> out2!restore;
27: :: 1 -> out2!store;
28: fi;
29:
30: goto driver_choice;

31: servo_driver: ..
32: potentiometer_driver: ..

}

Note that this realization model specifies the internal implementation of the
system with detailed interactions among drivers and the controller; the ATMega
process is initially in the hw ready state waiting for the system on signal, which
initiates a transition to the state driver choice (line 9–17) from which ATMega
handles incoming messages and signals and chooses an appropriate driver. For
example, if the signal is for the button driver, the ATMega process transits to
the button driver state, where the signal is handled as specified in the realization
behavior in Figure 5(b) (line 20–30).

We have composed the ATMega process with the same environment model
env illustrated in the previous section and checked for interaction consistency
using Spin to verify that the ATMega process is a valid realization of the mirror
control system. Spin verifies the interaction consistency on this model within 4
minutes consuming 549 M of memory, after searching 1.5×107 states and 3.8×107

transitions.
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5.3 Property Verification and Design Change

One of the major purposes of formalizing a design model is to identify and verify
key properties of the design and address issues related to the key properties if
the verification activity reveals design errors. Once the design is formalized, we
can apply automated verification for various design properties. For example, we
may want to make sure that each external event button pressed followed by
button released always has an effect on the Servo component, either setting or
restoring the position of the mirror. This property can be formally stated in
temporal logic5 as

button pressed && ! (servo set || servo restore)→ true U (servo set||servo restore)),

meaning that “for all possible execution traces, if the button is pressed and the
servo is currently neither set nor restored, then the servo will be set or restored
sometime in the future.”

This property is proven to be false in our realization design by the Spin
verifier, which generates counter-examples showing various execution traces vi-
olating this property. For example, one counter-example shows that the system
can stall without making any progress (process deadlock) if the reset signal to
the timer gets lost in the middle of delivery. This is because the model is de-
signed to lose additional messages if the channel is already occupied by another
message. Another counter-example illustrates that there can be an infinite se-
quences of signals from Potentiometer that occupies the signal handler of the
ATMega process all the time so that the handling of the button pressed event is
postponed indefinitely. This problem happens mainly because there is only one
active process handling all the events and messages. If such a process is occupied
by a hostile external component, the system cannot function as expected.

After careful review of the original design and the counter-examples, the re-
alization model is redesigned to address the identified issues. We first introduce
message buffers to make sure that there is no loss of messages directly affecting
the system’s behavior. We also make each driver component an active process
that can handle events/messages on its own, instead of having one central mes-
sage handler. The following illustrates how such a change in design is reflected
in Promela;

proctype ATMega(chan in1,out1, in2, out2, in3, out3,
in4, out4, in5, out5, tin, tout, sys_in, sys_out){

...
run button_handler(in1, out1);
run LCD_handler(in3, out3);
run potentio_handler(in4, out4);
...

}

proctype button_handler(chan in, out, tin, tout){
mtype m;

5 Temporal logic can be considered as propositional logic with the notion of relative
time. Spin is equipped with an automated verification facility for properties written
in temporal logic LTL [18].
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button_driver:
in?button_pressed;
tin!set;
in?button_released;
tin!reset; tout?m;
if
:: 1 -> out!restore;
:: 1 -> out!store;
fi;
goto button_driver;

}

Note that the ATMega process is simplified containing only the statements
initiating different drivers whose behavior is specified as an active and indepen-
dent process. The drivers are connected to the ATMega process by wiring them
with message channels. For example, when the button pressed event arrives in
channel in1, the button handler process directly recognizes this event without
going through the ATMega process and handles it as specified in the button
driver. The behavioral specification for the button handler process is the same
as the one specified under the label button driver(line 19–30) in the previous
design. With this modified design, the same property is verified to be true6.

6 Discussion

The use of formal methods in embedded systems has been an active research
issue for almost a decade [14,23], but, unfortunately, we have not seen active
practice of formal methods in industry, mainly due to lack of experience, sup-
porting tools, and methodologies [13]. We believe this situation can be altered by
integrating formal methods into existing development methodologies so that the
application of a formal method can be seen as a routine task within the process.
As demonstrated in this paper, the use of a structural methodology makes the
application of formal methods simpler and easier by providing gradual yet seam-
less transitions from the early design to actual implementation. Our approach is
partially automated by reusing the Marmot-Promela prototype translation
tool introduced in [4].

There have been other approaches that apply formal methods in embedded
systems; for example, [20] uses a variation of Petri Net as the underlying formal-
ism of a system model and translates it into Promela to use the Spin verifier.
Nevertheless, this approach and other related previous approaches [12,17,23] lack
an association with development methodology. Several approaches have tried
to address behavioral properties in system development [1,3,5,19,22,24], where
some of them use model checking for checking properties of UML diagrams [1,24];
among them, [22] is the closest to our approach in the sense that their approach
is closely coupled with a component-based system development process. Nev-
ertheless, [22] takes a bottom-up approach by identifying properties for each
component under environmental assumptions. Compositional verification is per-
formed by cleverly assembling those properties of each sub-component that have
6 It is verified to be true under fairness constraints that all the processes are executed

infinitely often.
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been already verified. On the other hand, our approach extracts environmental
constraints from the internal behavior of the refined component, which is speci-
fied during the Marmot refinement process, eliminating the need for manually
identifying environmental assumptions [4].

Our approach emphasizes that the use of a structured development method-
ology such as MDD is necessary for achieving a high-quality system, but is not
sufficient for it. While structured methods can cope with structural complexity
using the well-known “divide-and-conquer” principle, the interaction complexity
among decomposed parts of the system tends to get higher, which becomes a ma-
jor problem. We tackle this particular problem with formal methods integrated
into the development methodology.

We note that our approach presented in this paper is work in progress that
requires further investigation on its practical aspects, especially with respect to
usability and efficiency. We need more industrial case studies to claim that our
approach is actually practical. There are other issues to be considered in the
design of embedded systems, such as energy consumption, timing issues, and
utilization of limited memory [13]. We plan to investigate such issues within the
same verification frame in future work.
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