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Abstract. In molecular computing, it has long been a central focus to
realize robust computational processes by suppressing the randomness of
molecular reactions. To this end, several methods have been developed
to control hybridization reactions of DNA molecules by optimizing DNA
sequences and reaction parameters. However, another direction in the
field is to take advantage of molecular randomness rather than avoid
it. In this paper, we show that randomness can be useful in combination
with a huge-capacity molecular memory, and demonstrate its application
to an existing technology — DNA ink.
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1 Introduction

A central focus in the field of molecular computing is to suppress random-
ness of molecular reactions to realize robust computational processes. Meth-
ods that employ this strategy include designing precise DNA sequences based
on energy predictions of DNA secondary structures, and carefully controlling
DNA hybridization by tuning reaction conditions such as temperature and salt
concentration.

For example, errors in the algorithmic self-assembly of DNA tiles occur be-
cause sticky ends that are not completely complementary may hybridize with
nonzero probability. Suppressing such errors is a central challenge in DNA nan-
otechnology. In addition to designing DNA sequences that reduce error prob-
ability, new machineries such as proof-reading and self-healing tiles have been
proposed [3,12].

Some molecular machines, such as Yurke’s tweezers [16] or our photo-regulated
hairpin machine [14], change their conformation according to inputs from the ex-
ternal environment. As a result, they can make state transitions, move toward
a specified direction, or produce outputs to the environment. However, confor-
mational change cannot occur with 100% probability, and thus to design robust
molecular machines, it is crucial to design DNA sequences that promote in-
tended conformational change and prohibit unintended changes. In the case of
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DNA, because transformation of secondary structures roughly determines con-
formational change, predicting the energy landscape of secondary structures is
extremely important [10].

However, applications can also take advantage of randomness. In the seminal
work by Adleman [1], which initiated the field of DNA computing, the random
generation of paths in a directed graph was achieved via random hybridization
reactions. However, random generation was not essential, but only substituted
complete enumeration, which was required for solving the Hamiltonian path
problem and should be implemented by molecules. Therefore, our goal was to
create an application in which molecular randomness is essential.

In previous work, we developed a huge-capacity DNA memory, in which each
molecular address consists of 6 hexadecimal digits, and the entire address space
is about 16.8 million (words) [7,9]. The whole memory is managed as a solution of
about 1μl, using standard experimental techniques such as PCR. In the present
work, we employ molecular randomness caused by statistical fluctuations in a
sample with a low copy number of molecules. By simply diluting the solution,
one can easily obtain a unique memory state that cannot be replicated. More-
over, such a memory state can be amplified by PCR. Therefore, by combining
randomness and a huge-capacity memory, it is possible to construct DNA ink,
for example, which can never be reconstructed.

Here, we briefly describe our huge-capacity DNA memory, called Nested Primer
Molecular Memory (NPMM). Then we summarize the concept of DNA ink and
explain how to produce it using our proposed strategy. Finally, we report the re-
sults of a preliminary experiment we conducted to demonstrate the feasibility of
our method.

2 NPMM

We developed the NPMM under the JST CREST Molecular Memory Project [9].
Our goal was to overwhelm the random pool of size 220 (for solving a 20-variable
SAT problem) realized by Adleman’s group in 2002 [2], and construct a DNA
memory that can easily be managed by well established and standard experi-
mental techniques, such as PCR [7].

The result was a DNA memory composed of memory molecules with the
structure shown in Fig. 1 [15]. A memory molecule is a double strand of DNA
consisting of data at its center surrounded by 3-digit addresses. Because each
digit is chosen from among 16 sequences, and the address of each memory mole-
cule is 6 digits long, the whole address space is about 16.8 million (words), i.e.,
the whole set of 6-digit hexadecimal numbers.

The DNA memory is managed as a solution of about 1μl, as shown in Fig. 2.
To access each memory molecule, PCR (the established method for copying

DNA) is repeated, using address digits as nested primers. First, PCR is per-
formed using the outermost two digits denoted by C (CL and CR) as primers, so
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CL BL AL BR CRARDATA

6-hierarchy 16-sequence NPMM (16.8M ≈ 16,777,216)
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Fig. 1. The structure of a memory molecule in NPMM

Fig. 2. NPMM in a 1-μl solution

that the molecules with CLi and CRj specified in their address are extracted and
amplified. Then the process is repeated for BL and BR (BLi and BRj), and AL and
AR (ALi and ARj).

It took a few years to construct the 16.8-million-address DNA memory [15]
because we had to develop new technologies or refine existing ones. A summary
follows.

Designing 16 sequences for each of 6 digits plus bridge sequences: We
designed 16 different 20-mer sequences for each of the 6 address digits, i.e., 96
different sequences in total. In addition, we designed bridge sequences, which
are placed between adjacent address digits and also used to bridge data and
the innermost digits. These sequences should not hybridize with one another,
but only with their complementary counterparts. We developed a new design
method for these sequences, called a two-step search [8].

Protocol for constructing memory molecules for each address: Mole-
cules of 16.8 million addresses should be synthesized as uniformly as possible.
NPMM is constructed in three steps: concatenating address digits with data
from the innermost to the outermost, performing PCR on DNA molecules whose
bridge sequences are complementary, and hybridizing these together. Regarding
uniformity, the ratio between the most and least concentrated types of molecules
was estimated between 2 and 3 during each step.
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Protocol for accessing memory molecules with the specified address:
To selectively amplify the molecules with a specified address, we should optimize
various reaction parameters for PCR, such as the number of cycles. As a result,
we successfully accessed a single address out of 16.8 million addresses. To date,
we have accessed 16 different addresses.

Consequently, each address in the DNA memory consists of about 200 to 250
molecules. Using a mathematical model of our PCR reaction, we determined that
the current capacity is almost maximal for correctly accessing memory molecules
by their addresses.

3 DNA Ink

To the best of our knowledge, the concept of DNA ink was first proposed and
tested by Tsujii et al. in 2001 [5,6]. DNA molecules of a given sequence are diluted
in ink; after the ink is applied to paper, then extracted, the DNA molecules in the
ink can be analyzed to determine the sequence. DNA ink can be used for various
purposes related to encryption, steganography, and authentication. For example,
a secret key for encrypted communication can be sent in DNA ink. Contracts
can be signed using DNA ink, and paper money can be printed with DNA ink
to avoid counterfeiting. Brand-name products, such as Chanel or Prada, can be
made of strings dyed with DNA ink to ensure authenticity. It is also possible
to spray DNA ink over brand-name foods, such as Kobe beef, because DNA is
completely harmless in foods.

Recently, Suyama et al. developed a practical DNA ink under the JST CREST
Molecular Memory Project. The ink is composed of about 300 pairs of orthonor-
mal sequences, although it could be expanded to more than 10,000 sequences,
and thus can store 300 bits of information by including or excluding specific se-
quences. The orthonormal sequences employed in their DNA ink were originally
developed for DNA computing [13,11] and gene expression profiling [4].

The original DNA ink developed by Tsujii et al. [5,6] was limited in that it
required DNA sequencing to analyze the extracted ink. More importantly, the
contents of the ink could be exposed by attaching primers to DNA molecules
and amplifying them by PCR. Suyama et al. solved these problems by mixing
DNA ink with dummy DNA (which has primers in common with true DNA
and serves to mask the latter) and noise DNA (which consists of unused or-
thonormal sequences that hinder whole DNA amplification). Suyama et al. also
prepared a detection kit for their DNA ink, which contains dummy primers so
that even if the kit is analyzed, the true primers will not be revealed. To de-
tect the primers, one must use a special DNA chip, which itself also contains
dummy probes so that if the chip alone is analyzed, the true probes will not be
revealed.

Suyama et al. succeeded in recovering the correct information in DNA ink
extracted from paper using their detection kit and special DNA chip.
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4 DNA Ink Constructed by Inducing Randomness at the
Molecular Level

With our method, molecular randomness is introduced by a very simple reaction:
diluting the solution. For example, if we dilute a given solution twice and dispense
the results into two tubes, A and B, then a single molecule in the original solution
is either in tube A or in tube B, with a probability of 1/2. If the original solution
contained 100 molecules and was diluted 100 times, then the probability that the
resulting tube contains one or more molecules is about 1 − e−1 = 0.63, because
the number of chosen molecules roughly follows the Poisson distribution with the
average value 1 and the probability that no molecule is chosen is approximately
equal to e−1. Similarly, if the original solution was diluted 200 times, then the
probability that the resulting tube contains one or more molecules is about
1 − e−0.5 = 0.39.

10 million types of molecules,

each with several hundred copies

dilution

5 million

molecules

in total PCR amplification

tossing a coin 10 million times

Fig. 3. DNA ink made by inducing randomness at the molecular level

Assume that a given solution contains 10 million types of molecules, each
with several hundred copies (Fig. 3; note that NPMM actually has 16.8 million
types of molecules, each with about 200 copies), and it is diluted to 5 million
molecules. The probability that at least one molecule of any given type remains
in the diluted solution is about 1−e−0.5 = 0.39, as described above. This process
of dilution is akin to tossing a coin 10 million times, when one side of the coin
turns up with a probability of 0.39.

After dilution, the solution is uniformly amplified by PCR. In NPMM, am-
plification requires common outermost primers in each memory molecule, or all
outermost digits as primers.

After amplification, each molecule that survived should have a reasonable
number of copies. Therefore, even if the amplified solution is further diluted,
those copies will remain. Let us call the solution obtained by PCR the master
ink. Each solution obtained by diluting the master ink should have the same
ingredients as those of the master ink. Therefore, each diluted solution can be
used as DNA ink corresponding to the master ink. The molecules extracted from
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inked paper are then compared with those in the master ink. To this end, DNA
ink should contain an enough number of copies of each molecule.

The contents of the master ink can never be revealed completely; checking for
each type ofmolecule among millions ofmolecules is prohibitively time-consuming.
However, correctly verifying whether a given DNA ink was copied from the master
ink is much simpler, by checking for a reasonable number of addresses in the given
DNA ink and the master ink. In this way, DNA ink can be created by combining
molecular randomness with a huge-capacity DNA memory. Note that the contents
of the master ink are not known even to the creator of the ink.

One note of caution: if the DNA ink extracted from paper is amplified as a
whole, then the forged ink can be used as if it were obtained from the master
ink. To avoid this problem, one can apply various methods as in Suyama’s DNA
ink. For example, one can add short junk DNA molecules as noise, which are
more easily amplified by PCR.

5 Preliminary Experiment

To test the feasibility of our method, we conducted a preliminary experiment.
The overall setting of the experiment is shown in Fig. 4. We employed a partial
instance of NPMM obtained by completing the first two steps in the construction
process. This partial instance had four address digits, each with 10 sequences.
Thus, we had a total of 10,000 addresses, each with about 3 × 105 copies in a
1-μl solution. Because molecules in this memory have common bridge sequences
at both ends, they can be uniformly amplified using the bridge sequences as
primers. This greatly simplified the experiment.

BL* DATAAL* AR* BR*

( * ∈ { 0, 1, 2 � 9 } )

NPMM (Ten thousand kinds of DNA molecule)
The concentration of each DNA molecule:

3.0 x 105 molecules / ul

Dilution

10-4 10-5 10-6

30 molecules / ul 3.0 molecules / ul 0.3 molecules / ul

NPMM consists of ten thousand kinds of DNA molecule.

Fig. 4. Setting of the preliminary experiment
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A. First PCR amplification
1. In a PCR reaction tube, prepare the following.
- distilled water 4.4μl
- 10 x PCR buffer 1.0μl
- 2 mM dNTP mix 1.0μl
- 25 mM MgSO4 0.4μl
- diluted NPMM solution 1.0μl (dilution ratios: 10−4, 10−5 and 10−6)
- 5 μM Primer [BL0] and c[BR0] 1.0μl each (‘c’ denotes complementary sequence)
- KOD plus DNA polymerase (TOYOBO) 0.2μl
- total volume 10μl
2. Perform 20 cycles of PCR
- preheat (94◦C for 2 min.)
↓
- denature (94◦C for 20 sec.)
- anneal and extension (65◦C for 10 sec.)
(Repeated 20 cycles)
PCR was performed by PTC-200 peltier thermal cycler (MJ Research).

B. Secondary PCR
1. Dilute the first PCR products by the ratio 10−3.
2. In a 96-well PCR reaction plate, prepare the following.
- distilled water 3.4μl
- 10 x PCR buffer 1.0μl
- 2 mM dNTP mix 1.0μl
- 25 mM MgSO4 0.4μl
- Diluted first PCR product 1.0μl
- 10 pM Primer set 1.0μl each
- KOD plus DNA polymerase (TOYOBO) 0.2μl
- 1/1000 diluted SYBR green I 1.0μl
- total volume 10μl
The primer pairs used in the experiment were ([AL0] and c[AR0]), ([AL0] and
c[AR1]), ([AL1] and c[AR0]), and ([AL1] and c[AR1]).
2. Perform 40 cycles of realtime PCR.
- preheat 95◦C for 2 min.
↓
- denature 94◦C for 20 sec.
- anneal and extension 65◦C for 10 sec.
(Repeated 40 cycles)
3. After PCR, perform melting curve analysis.

The confirmation of the existence of each address was made by the results
of amplification check comprised of measuring the SYBR green I fluorescence
and analyzing the melting curve. Realtime PCR was performed by DNA Engine
OPTICON 2 (MJ Research).

Fig. 5. Details of the PCR protocol
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The details of the PCR protocol employed in the experiment are described in
Fig. 5.

Results: We diluted the solution by 10−4, 10−5, and 10−6, and then checked for
four addresses. First, we performed an initial PCR using the two digits BL0BR0
as primers, then performed a second PCR using AL0AR0, AL0AR1, AL1AR0, and
AL1AR1 as primers. This trial was repeated eight times for each set of primers
(Fig. 6).

At dilutions of 10−4 and 10−5, we detected molecules for each of the four
addresses. Note that the probability of having one or more molecules in the
diluted solution is about 1−e−30.0 = 0.999999 = 1 for 10−4 and about 1−e−3.0 =
0.95 for 10−5.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35

Address

AL0AR0

AL0AR1

AL1AR0

AL1AR1

AL0AR0

AL0AR1

AL1AR0

AL1AR1

AL0AR0

AL0AR1

AL1AR0

AL1AR1

：The address exists.

：The address does not exist.

10＾-6

10＾-5

10＾-4

Address Exists

Does

not

exist

Total

The probability

of existence of

the address

AL0AR0 14 21 35 0.400

AL0AR1 9 26 35 0.257

AL1AR0 18 17 35 0.514

AL1AR1 10 25 35 0.286

AL0AR0 8 0 8 1.000

AL0AR1 8 0 8 1.000

AL1AR0 8 0 8 1.000

AL1AR1 7 1 8 0.875

AL0AR0 7 1 8 0.875

AL0AR1 8 0 8 1.000

AL1AR0 7 1 8 0.875

AL1AR1 8 0 8 1.000

10＾-4

10＾-6

10＾-5

Fig. 6. Results of the preliminary experiment

At a dilution of 10−6, only a random detection of addresses was achieved.
Therefore, we conducted more trials at this dilution, 35 in total. As a result, we
obtained the detection ratios for the four addresses: 14/35=0.400, 9/35=0.257,
18/35=0.514, and 10/35=0.286. The probability of having one or more molecules
in the diluted solution was estimated at about 1 − e−0.3 = 0.26 in this case.
Although some correlation existed among addresses (for ARj in particular), the
resulting pattern was nearly random.
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It may be questionable whether PCR succeeded in amplifying a single mole-
cule because the actual number of molecules that remained in the diluted solu-
tions was not known. We carefully excluded wrong PCR products in the exper-
iment. However, we plan to perform DNA sequencing to assess the correctness
of the amplified solution.

One of the diluted solutions was amplified by the outermost primers, and the
result was further diluted. We checked each address in each diluted solution,
and verified that the detection pattern was uniform, which indicates that the
detection pattern using the outermost primers was correctly amplified by PCR.

6 Concluding Remark

Molecular authentication is considered to have a potential of becoming a killer
application of DNA and molecular computation. On the other hand, constructing
a random pool of DNA molecules has long been an active research topic in the
field. This paper proposed to apply achievements of the latter research to the
former application by inducing randomness at the molecular level.

We plan to eventually apply the 16.8-million-address molecular memory to
DNA ink. However, there is much to be done in analyzing the results of the
preliminary experiments. As noted above, the correctness of the PCR products
should be confirmed by DNA sequencing.
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