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Abstract. Undeniable signatures are classic digital signatures which are
not universally verifiable and can only be verified with the help of the
signer. Its extended version, convertible undeniable signatures, equips
the signer with the additional ability to make his undeniable signatures
universally verifiable whenever required. A selectively-convertible unde-
niable signature scheme allows the signer to convert a single signature
into a universally verifiable signature by releasing a selective proof in a
later time, while “universally-convertible” refers to the case where the
signer has the additional ability to generate a universal proof which
can finally convert all his undeniable signatures into universally veri-
fiable signatures. In this paper, we propose a generic construction for
universally-convertible undeniable signatures. Our construction is based
on three building blocks: a strongly unforgeable classic signature scheme,
a selectively-convertible undeniable signature scheme and a collision-
resistant hash function. Formal proofs guarantee that our construction
has a tight security reduction to the underlying security assumptions. As
one of the applications of our generic construction, one can obtain the
first provable secure universally-convertible undeniable signature scheme
in the standard model.

Keywords: Undeniable Signature, Universally-Convertible, Generic
Construction, Provable Security.

1 Introduction

Universal verifiability is one of the most important properties in classic dig-
ital signatures. This property allows everybody to check the correctness of a
signature. However, for some personally or commercially sensitive applications,
universal verifiability is not required or even undesirable during certain periods.
Therefore, the concept of undeniable signature was introduced by Chaum and
van Antwerpen in Cypto’89 [6].

Undeniable signatures are like classic digital signatures, with the only differ-
ence that they are not universally verifiable. Instead, the validity or invalidity
of an undeniable signature can only be verified via the Confirmation/Disavowal
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protocol with the help of the signer. Undeniable signatures have found various
applications in cryptography such as in licensing software [6], electronic cash
[43], electronic voting and auctions. The first undeniable signature was pro-
posed by Chaum and van Antwerpen [6] and it was further improved by Chaum
in [7]. However, the unforgeability of the FDH (Full Domain Hash) variant of
Chaum’s scheme remains as an open problem and was recently proven formally
in the random oracle model [41]. There have been a wide range of research cov-
ering a variety of different schemes for undeniable signatures in the literature
[4,3,9,11,14,15,16,17,20,24,29,30,31,33,34,36,48,47,49,50].

The concept of convertible undeniable signatures was introduced by Boyar,
Chaum, Damg̊ard and Pedersen [4], where the convertibility refers to the abil-
ity of the signer to convert one or more his undeniable signatures into universally
verifiable. “Convert” in the undeniable signatures has two types: Selectively-
Convert and Universally-Convert. A selectively-convertible undeniable
signature scheme allows the signer to convert an undeniable signature into a uni-
versally verifiable signature by releasing a Selective Proof in a later time. Then,
one can check the validity of this signature using the selective proof and signer’s
public key. However, the validity of other undeniable signatures remains unknown
and can only be verified via the confirmation/disavowal protocol with the help of
the signer. Universally convertible refers that the signer has the additional ability
to generate a universal proof which can finally convert all his undeniable signa-
tures into universally verifiable signatures. Thus, one can check the validity of any
undeniable signature without requiring any help from the signer.

1.1 Previous Works

The first convertible undeniable signature scheme proposed in [4] has been bro-
ken by Michels, Petersen and Horster [34] who proposed a repaired version with
heuristic security. In Eurocrypt’96, Damg̊ard and Pedersen [9] proposed two con-
vertible undeniable signature schemes, in which forging signatures is provably
equivalent to forging El Gamal signature. An efficient convertible undeniable sig-
nature based on Schnorr signature was proposed by Michels and Stadler in [35].
The new scheme can be used as a basis of an efficient extension to threshold sig-
nature. Other constructions in RSA systems were also introduced. The first RSA
based (convertible) undeniable signature was proposed by Gennaro, Rabin and
Krawczyk in CRYPTO’97 [16], which was later improved by Miyazaki [33]. Very
recently, Kurosawa and Takagi [26] proposed a new approach for constructing
selectively-convertible undeniable signature schemes, and presented two schemes
based on RSA related assumptions. Furthermore, Kurosawa and Takagi’s second
scheme is the first selectively-convertible scheme whose security can be proven
without random oracles. Based on the computation of characters, Monnerat and
Vaudenay proposed a novel construction of undeniable signature which offers the
advantage of having an arbitrarily short signature (depending on the required
security level) [36]. Monnerat and Vaudenay also generalized and optimized
their scheme in [37] and [38], respectively, and claimed that their scheme pro-
posed in [37] can achieve the selective convertibility, without providing a formal
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security proof to support this claim. Laguillaumie and Vergnaud proposed a
new (time-selective) convertible undeniable signature scheme from pairing [31]
which a short signature length. Very recently, Huang et al. [18] presented a
short convertible undeniable proxy signature from pairings. The first construc-
tion of identity based selectively-convertible undeniable signature was proposed
by Libert and Quisquater. Fig. 1 summarizes the known convertible undeniable
signatures.

Scheme Selectively-Convert Universally-Convert
Boyar-Chaum-Damg̊ard-Pedersen’s [4] � �

Damg̊ard-Pedersen’s [9] � �
Michels-Petersen-Horster’s [34] � �

Michels-Stadler’s [35] � �
Gennaro-Rabin-Krawczyk’s [17] � �

Miyazaki’s [33] � �
Libert and Quisquater’s (ID-based) [29] �

Monnerat-Vaudenay’s [37] �
Laguillaumie-Vergnaud’s [31] � �

Kurosawa-Takagi’s [26] �
Huang et al.’s [18] � �

Fig. 1. Convertible Undeniable Signature Schemes in the Literature

There are two main challenges in the construction of universally-convertible
undeniable signatures. The first one is how to generate the universal proof
which can convert all undeniable signatures to be universally verifiable. As
shown in the above table, some of the convertible undeniable signatures are not
universally-convertible, andonly selectively-convertible. It seems that“selectively-
convertible” is relatively easier to achieve. Very recently, Kurosawa and Takagi
showed the first example of selectively-convertible undeniable signature scheme
[26], which is provably secure in the standard model. However, there is no
universally-convertible undeniable signatures which is provably secure in the
standard model. Therefore, it is worthwhile to find an efficient way to construct
a universally-convertible undeniable signature scheme.

The other challenge is how to ensure the security of the universally-convertible
undeniable signatures. From information theory aspect, a universal proof con-
tains much more information than a selective proof, which might help the ad-
versary to break the scheme. For example, Boyar-Chaum-Damg̊ard-Pedersen’s
scheme [4] is unforgeable when the universal proof of their scheme is not pub-
lished. However, it turns out to be insecure after the signer releases the universal
proof. An adversary can generate a valid signature for any message after obtain-
ing the universal proof. We can see there are several constructions of universally-
convertible undeniable signatures with formal security analysis in the literature.
However, most of them only consider the security of the basic undeniable signa-
tures. That is, universal proofs of those schemes are not given to the adversaries,
which might weaken their security claims.
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1.2 Our Contributions

In this paper, we propose a generic construction for universally-convertible un-
deniable signatures which is based on the following three building blocks: (1)
A strongly existentially unforgeable classic signature scheme, (2) A selectively-
convertible undeniable signature scheme and (3) A collision-resistant hash
function.

We provide a formal proof to show that our construction is strongly unforge-
able against the adversary who even has the knowledge of the universal proof
of our construction, assuming that the underlying classic signature scheme is
strongly unforgeable and the hash function is collision resistant. We also prove
that the resulting signatures of our construction are invisible if the underlying
classic signature scheme is strongly unforgeable and the selectively-convertible
undeniable signature scheme is invisible as well.

As one of the applications of our generic construction, we can obtain the first
universally-convertible undeniable signature scheme in the standard model when
certain building blocks are used. In addition, one can also fix and improve some
known convertible undeniable signature schemes by applying our generic con-
struction. We believe that the generic construction proposed in this paper is a
useful tool for constructing other variants of undeniable signatures with univer-
sal convertibility, such as designated confirmer signatures, directed signatures
and etc.

Organizations of the Paper
In the next section, we will review some preliminaries required throughout the
paper. The outlines and security models of (universally) convertible undeniable
signature are proposed in Section 3. In Section 4, we describe our generic con-
struction of the universally-convertible undeniable signatures and its security
analysis. Finally, Section 6 concludes this paper.

2 Preliminaries

2.1 Outline of Classic Signatures

A classic signature scheme Classic-Signature consists of the following algorithms:

CS-Setup: Given the system security number �, this algorithm outputs the
parameter CS-Params which is shared by all the users in the system.

CS-KeyGen: Given the system parameters CS-Params, this algorithm outputs
a public-secret key pair (PKCS, SKCS).

CS-Sign: Given a secret key SKCS, CS-Params and a message M to be signed,
this algorithm outputs a publicly verifiable signature σCS .

CS-Verify: Given a message-signature pair (M, σCS), a public key PKCS and
CS-Params, this algorithm will check whether (M, σCS) is valid under the
public key PKCS. If it is, outputs Acc. Otherwise, Rej.
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2.2 Strong Unforgeability of Classic Signatures

The strong existential unforgeability of Classic-Signature under an adaptive
chosen-message attack is defined using the game in Fig. 2:

Setup: The challenger runs CS-Setup and CS-KeyGen. It gives the forger FCS the
resulting public key PKCS and the parameters CS-Params. The challenger keeps
the private key SKCS for itself.

CS-Sign Queries: The forger FCS can issue signature queries {M1, M2, · · · , MqS }.
To each message Mi, the challenger responds by running CS-Sign to generate a
valid signature σi

CS and sending it to FCS as the answer. These queries might
be asked adaptively such that each message Mi may depend on the previously
message-signature pairs {(M1, σ

1
CS), (M2, σ

2
CS), · · · , (Mi−1, σ

i−1
CS )}.

Output: Finally FCS outputs a pair (M∗, σ∗
CS). The forger FCS wins the game if

1. Acc ← CS-Verify(M∗, σ∗
CS , PKCS , CS−Params) and

2. (M∗, σ∗
CS) /∈ {(M1, σ

1
CS), (M2, σ

2
CS), · · · , (MqS , σqS

CS)}.

Fig. 2. Strong Unforgeability of Classic-Signature

We define the advantage of an adversary FCS in attacking the classic signature
scheme Classic-Signature as the probability that FCS wins the game in Fig. 2,
taken over the random bits of the challenger and the adversary.

Definition 1. A classic signature scheme Classic-Signature is (t, qS , ε)-strongly
existentially unforgeable under an adaptive chosen-message attack if no t-time
forger FCS making at most qS signature queries has advantage at least ε in the
game in Fig. 2.

Remark: The adversary can also have access to the random oracles if necessary.
It is also the same for the remaining security definitions.

Please refer to [12,2,45,46,27] for how to obtain a strongly existentially unforge-
able classic signature scheme.

2.3 Collision-Resistant Hashing

Let H = {Hk} be a keyed hash family of functions Hk : {0, 1}∗ → {0, 1}n

indexed by k ∈ K. We say that algorithm A has advantage ε in breaking the
collision-resistant of function H if:

Pr[F(k) = (m0, m1) : m0 �= m1, Hk(m0) = Hk(m1)] ≥ ε,

where the probability is over the random choice of k ∈ K and the random bits
of A.

Definition 2. A hash family H is (t, ε)-collision-resistant if no t-time adversary
has advantage at least ε in breaking the collision-resistance of H.
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3 Definitions of Undeniable Signatures

In this section, we will describe the definitions of the universally-convertible
undeniable signatures and selectively undeniable signatures, which are denoted
by UC-Undeniable-Signature and SC-Undeniable-Signature respectively.

3.1 Outline of Universally-Convertible Undeniable Signatures

Auniversally-convertible undeniable signature schemeUC-Undeniable-Signature
consists of the following algorithms:

UC-US-Setup: Given the system security number �, this algorithm outputs the
parameter UC-US-Params which is shared by all the users in the system.

US-KeyGen: Given the system parameters UC-US-Params, this algorithm
outputs a public-secret key pair (PKUC , SKUC).

UC-US-Sign: Given a secret key SKUC , UC-US-Params and a message M
to be signed, this algorithm outputs an undeniable signature σUC such that
the validity of the pair (M, σ) is not publicly verifiable.

UC-US-Verify: Given a message-signature pair (M, σUC), the signer’s public-
secret key (PKUC , SKUC) and UC-US-Params, this algorithm will check
whether (M, σUC) is a qualified pair. If it is not a qualified one, a symbol ⊥
will be returned. Otherwise, it will further check its validity using the secret
key SKUC . If it is, outputs V alid. Otherwise, Invalid.

UC-US-Confirmation: A protocol between the signer and verifier such that
given a message-signature pair (M, σUC), a public key PKUC and UC-US-
Params, this protocol allows the signer to convince the verifier that the given
message-signature pair is valid, with the knowledge of the corresponding
secret key SKUC .

UC-US-Disavowal: A protocol between the signer and verifier such that given a
message-signature pair (M, σUC), a public key PKUC and UC-US-Params,
this protocol allows the signer to convince the verifier that the given message-
signature pair is invalid, with the knowledge of the corresponding secret key
SKUC .

UC-US-SConvert: Given a qualified message-signature pair (M, σUC), the
signer’s public-secret key (PKUC , SKUC) and UC-US-Params, this algo-
rithm outputs a selective proof SelectiveProof{M, σUC , PKUC}.

UC-US-SVerify: Given a message-signature pair (M, σUC) , a pubic key PKUC ,
SelectiveProof{M, σUC , PKUC} and UC-US-Params, this algorithm will
check whether (M, σUC) is valid under the public key PKUC . If it is, outputs
Acc. Otherwise, Rej.

UC-US-UConvert: Given the signer’s public-secret key (PKUC , SKUC) and
UC-US-Params, this algorithm outputs a universal proof
UniversalProof{PKUC}.

UC-US-UVerify: Given any message-signature pair (M, σUC), a public key
PKUC , UniversalProof{PKUC} and UC-US-Params, this algorithm will
check whether (M, σUC) is valid under the public key PKUC . If it is, outputs
Acc. Otherwise, Rej.
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The above algorithms should satisfy the following three properties:

1. Completeness and Soundness: the UC-US-Confirmation and UC-US-
Disavowal protocols and all the verify algorithms are complete and sound,
where completeness means that valid (invalid) signatures can always proven
to be valid (invalid), and soundness means that no valid (invalid) signature
can proven to be invalid (valid).

2. Non-Transferable: a verifier participating in an execution of the UC-US-
Confirmation and UC-US-Disavowal protocols does not obtain information
that could be used to convince a third party about the validity/invalidity of
a signature.

3. Impersonation: only the signer can execute the UC-US-Confirmation and
UC-US-Disavowal protocols. Anyone else who does not have the knowledge
of the secret key can not impersonate the signer to carry out these protocols.

3.2 Strong Unforgeability of UC-Undeniable-Signature

The strong existential unforgeability of UC-Undeniable-Signature under an
adaptive chosen message attack is defined using the game which is similar in
Fig. 2. The difference is that the forger is allowed to have the knowledge of the
universal proof, which will help the forger to verify the validity of any message-
signature pair. In addition, The forger can also obtain some selective proofs of
certain message-signature pairs chosen by himself. It is formally defined using
the game described in Fig. 3.

We define the advantage of an adversary FUS in attacking UC-Undeniable-
Signature as the probability that FUS wins the above game, taken over the
random bits of the challenger and the adversary.

Setup: The challenger runs UC-US-Setup and UC-US-KeyGen. It gives the forger
FUS the resulting public key PKUC and the parameters UC-US-Params. The
challenger also generates the universal proof UniversalProof{PKUC} and sends it
FUS as well.

US-Sign Queries: The forger FUS can adaptively issue up to qS signature queries
{M1, M2, · · · , MqS }. To each message Mi, the challenger responds by running UC-
US-Sign to generate a valid signature σi

UC and sending it to FCS as the answer.
Selective-Conversion Queries: The forger FUS can issue up to qSC selective-

conversion queries {(M1, σ
1
UC), (M2, σ

2
UC), · · · , (MqSC , σqSC

UC )} which are adap-
tively chosen by himself. To each pair (Mi, σ

i
UC),

1. If it is a qualified message-signature pair, then the challenger responds by
generating a valid SelectiveProof{Mi, σ

i
UC , PKSC} and sending it to FUS as

the answer.
2. Otherwise, the symbol ⊥ is returned which means (Mi, σ

i
UC) is not a qualified

message-signature pair.
Output: Finally FUS outputs a pair (M∗, σ∗

UC). The forger FUS wins the game if
1. V alid ← UC-US-Verify(M∗, σ∗

UC , PKUC , UC−US−Params) and
2. (M∗, σ∗) /∈ {(M1, σ

1
UC), (M2, σ

2
UC), · · · , (MqS , σqS

UC)}.

Fig. 3. Strong Unforgeability of UC-Undeniable-Signature
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Definition 3. A universally-convertible undeniable signature scheme
UC-Undeniable-Signature is (t, qS , qSC , ε)-strongly existentially unforgeable un-
der an adaptive chosen-message attack if no t-time forger FUS making at most
qS signature queries, qSC selective-conversion queries and has advantage at least
ε in the game in Fig. 3.

3.3 Invisibility of UC-Undeniable-Signature

Roughly speaking, the invisibility property requires that a valid message-
signature pair is indistinguishable from other qualified pairs, without the help
of the signer. It will be defined using the similar game in the Fig. 3. The only
difference is that the signer’s universal proof is not returned to the distinguisher.

Setup: The challenger runs UC-US-Setup and UC-US-KeyGen. It gives the distin-
guisher D the resulting public key PKUC and the parameters UC-US-Params.
The challenger keeps the private key SKUC to itself.

Phase 1: In this phase, D can adaptively issue the following queries :
US-Sign Queries and Selective-Conversion Queries: The challenger re-

sponds the same as defined in Fig. 3.
Verify Queries: The distinguisher D can issue up to qV verify queries

{(M1, σ
1
UC), (M2, σ

2
UC), · · · , (MqV , σqV

UC)} where (Mi, σ
i
UC) can either be the

message-signature pair returned as the answer to one of US-Sign Queries,
or adaptively chosen by the distinguisher himself. To each message-signature
pair (Mi, σ

i
UC), the challenger responds by first running the UC-US-Verify

algorithm. If it is not a qualified message-signature pair, the symbol ⊥ is re-
turned. Otherwise, the challenger then responds based on whether a passive
attack or an active/concurrent attack is mounted.
1. Active/Concurrent attack: The challenger executes the UC-US-

Confirmation (UC-US-Disavowal) protocol with adversary (acting as a
cheating verifier) if the verification result is V alid (Invalid).

2. Passive attack: The challenger returns a transcript of UC-US-
Confirmation protocol if the verification result is V alid. Otherwise, a tran-
script of UC-US-Disavowal protocol is returned.

Challenge: At the end of Phase 1, D will choose a message M∗ with the restriction
that M∗ has not been issued as one of the US-Sign queries. The challenger re-
sponds by selecting a random coin γ ∈ {0, 1}. If γ = 1, the challenger runs the
algorithm UC-US-Sign to generate a valid universally-convertible undeniable sig-
nature σ∗

UC of message M∗. Otherwise, σ∗
UC is randomly chosen such that (M∗, σ∗)

is a qualified message-signature pair. In both cases, σ∗
UC is returned to D as the

challenging signature.
Phase 2: In this phase, D can adaptively issue US-Sign Queries, Selective-

Conversion Queries and Verify Queries with the restrictions that:
1. If UC-US-Sign is a deterministic algorithm, M∗ cannot be issued as one of

the US-Sign Queries.
2. (M∗, σ∗

UC) can not be issued as one of the Verify Queries or Selective-
Conversion Queries.

The challenger will respond these queries as it does in Phase 1.
Output: Finally D outputs its guess γ′. The distinguisher D wins the game if γ = γ′.

Fig. 4. Invisibility of UC-Undeniable-Signature
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It is formally defined in Fig. 4. The success probability that D outputs a correct
guess is defined as SuccD. We define the advantage of an distinguisher D in
attacking UC-Undeniable-Signature as |SuccD − 1

2 |, taken over the random bits
of the challenger and the adversary.

Definition 4. A universally-convertible undeniable signature scheme
UC-Undeniable-Signature is (t, qS , qSC , qV , ε)-invisible under an adaptive
chosen-message attack if no t-time distinguisher D making at most qS signature
queries, qSC selective-conversion queries, qV verify queries and has advantage
at least ε in the game defined in Fig. 4.

3.4 Definitions of Selectively-Convertible Undeniable Signatures

A selectively-convertible undeniable signature scheme SC-Undeniable-Signature
consists of 8 algorithms: SC-US-Setup, SC-US-KeyGen, SC-US-Sign, SC-US-
Verify, SC-US-Confirmation, SC-US-Disavowal, SC-US-SConvert and SC-US-
SVerify. All these algorithms are basically similar to the corresponding ones in
UC-Undeniable-Signature defined in Section 3.1, the only difference is that we
add “SC” to distinguish it from the latter. Therefore, the system’s parameters
in SC-Undeniable-Signature is denoted by SC-US-Params, user’s public-secret
key pair is (PKSC , SKSC), a selectively-convertible undeniable signature is de-
noted by (M, σSC) and etc..

SC-Undeniable-Signature should also satisfy the three properties: Complete-
ness and Soundness, Non-Transferable and Impersonation which are the same
as defined in Section 3.1. The security notions Strongly Unforgeable and Invis-
ibility can be defined similarly with some minor difference. Here, we only give
the definition of the invisibility in SC-Undeniable-Signature.

Definition 5. A selectively-convertible undeniable signature scheme
SC-Undeniable-Signature is (t, qS , qSC , qV , ε)-invisible under an adaptive
chosen-message distinguisher if no t-time distinguisher D making at most qS

signature queries, qSC selective-conversion queries, qV verify queries and has
advantage at least ε.

4 A Generic Construction of UC-Undeniable-Signature

In this section, we will describe our generic construction of the universally-
convertible undeniable signature scheme UC-Undeniable-Signature. Our con-
struction is based on the following three building blocks: a classic signature
scheme Classic-Signature which is strongly unforgeable as defined in Defini-
tion 1, a hash function which is collision-resistant as defined in Definition 2 and
a selectively undeniable signature scheme SC-Undeniable-Signature which is in-
visible as defined in Definition 5. Each algorithm of our generic construction is
described as below:

UC-US-Setup: Given the system security number �, this algorithm generates
the system parameter UC-US-Params = {CS-Params, SC-US-Params,
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Hk}, where CS-Params is the parameters in the classic signature scheme
Classic-Signature which is the output of CS-Setup(�), SC-US-Params is
the parameters in the selectively-convertible undeniable signature scheme
SC-Undeniable-Signature which is the output of SC-US-Setup(�) and Hk

is a random function in the collision-resistant keyed hash family H.
UC-US-KeyGen: Each signer of a universally-convertible undeniable signature

has two public-secret key pairs: (PKCS , SKCS) and (PKSC , SKSC) where
1. (PKCS , SKCS) is the public-secret key pair in the classic signature

scheme Classic-Signature which is generated by the algorithm
CS-KeyGen.

2. (PKSC , SKSC) is the public-secret key pair in the selective undeniable
signature scheme SC-Undeniable-Signature which is generated by the
algorithm SC-US-KeyGen.

The public key PKUC is set as (PKCS, PKSC) and the secret key SKUC is
set as (SKCS, SKSC).

UC-US-Sign: The universally-convertible undeniable signature of the message
M is σUC = (σSC , σCS) where
1. σSC is a selectively-convertible undeniable signature on the message M

which is generated by the algorithm SC-US-USign:
σSC ← SC-US-USign(M, SKSC , SC−US−Params).

2. σCS is a classic signature on the message Hk(M‖σSC‖Undeniable) which
is generated by the algorithm CS-Sign:

σCS ← CS-Sign(Hk(M‖σSC‖Undeniable), SKCS, CS−Params)1.
Here, the world Undeniable indicates that this signature is generated
in the scenario of undeniable signature.

UC-US-Verify: Given a message-signature pair (M, σSC , σCS), this
algorithm first checks whether σCS is a valid classic signature on
Hk(M‖σSC‖Undeniable).
1. If Rej←CS-Verify(Hk(M‖σSC‖Undeniable), σCS, PKCS, CS−Params),

then (M, σSC , σCS) is regarded as a non-qualified pair and the symbol
⊥ is output.

Here the definition of the “qualified pair” is different from the previous
one. In most undeniable signature schemes, it refers to the message-
signature pairs where the signature could be any element in the signature
space. In this sense, the invisibility of the proposed construction is a little
weaker than the traditional one, since we require that σCS must be a
valid signature.

2. Otherwise, it further runs the algorithm SC-US-Verify(M, σSC , SKSC ,
SC−US−Params) and forwards its output.

1 We note that σCS is not a classic (or, publicly verifiable) signature on the message
M . Instead, it is a signature on the string “ξ = M‖σSC‖Undeniable”. Since ‖
denotes the concatenation of the bit strings, ξ corresponds to many different pairs
(M i, σi

SC) provided that ξ = M i‖σi
SC‖Undeniable. Therefore, given the signature

σCS , one cannot decide if the signer has actually signed the message M . In the proof
of Theorem 1, we also discuss how to remove the message from the input of the hash
function.
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UC-US-Confirmation: Given a message-signature pair (M, σSC , σCS), the veri-
fier first runs the algorithm CS-Verify(Hk(M‖σSC‖Undeniable), σCS,
PKCS, CS−Params).
1. If it outputs Rej, nothing is to be carried out between the verifier and

the signer.
2. Otherwise, the verifier will execute the SC-US-Confirmation protocol

with the signer.
UC-US-Disavowal: Given a message-signature pair (M, σSC , σCS), the verifier

first runs the algorithm CS-Verify(Hk(M‖ σSC‖Undeniable), σCS, PKCS,
CS−Params).
1. If it outputs Rej, nothing is to be carried out between the verifier and

signer.
2. Otherwise, the verifier will execute the SC-US-Disavowal protocol with

the signer.
UC-US-SConvert: Given a pair (M, σSC , σCS), it runs the algorithm CS-Verify

(Hk(M‖σSC‖Undeniable), σCS , PKCS, CS−Params).
1. If it outputs Rej, the symbol ⊥ is output, which means (M, σSC , σCS)

is not a qualified pair.
2. Otherwise, it runs the algorithm SC-US-SConvert(M, σSC , PKSC ,

SKSC , SC−US−Params) to generate SelectiveProof{M, σSC ,PKSC}.
UC-US-SVerify: Given a pair (M, σSC , σCS), and its selective proof

SelectiveProof{M, σSC , PKSC}, this algorithm outputs Acc if
Acc ← CS-Verify(Hk(M‖σSC‖Undeniable), σCS, PKCS, CS−Params) and
Acc ← SC-US-SVerify(M, σSC ,SelectiveProof{M, σSC , PKSC}, PKSC ,
SC−US−Params).

Otherwise, outputs Rej.
UC-US-UConvert: This algorithm outputs SKSC as the universal proof

Universal{PKSC}.
UC-US-UVerify: Given a pair (M, σSC , σCS), and the universal proof SKSC ,

this algorithm outputs Acc if

Acc ← CS-Verify(Hk(M‖σSC‖Undeniable), σCS, PKCS, CS−Params) and

Acc ← SC-US-Verify(M, σSC , SKSC , SC−US−Params).

Otherwise, outputs Rej.

5 Security Analysis

In this section, we will give a security analysis of our generic construction. Our
generic construction will directly satisfy the properties: Completeness and
Soundness, Non-Transferable and Impersonation if the underlying build-
ing blocks satisfy those properties as well. Due to the page limitation, we will
skip the analysis of those properties and focus on the the unforgeability and
invisibility of our construction.
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5.1 Strong Unforgeability of Our Generic Construction

Theorem 1. Our proposed universally-convertible undeniable signature scheme
UC-Undeniable-Signature is (t, qS , qSC , ε)-strongly existentially unforgeable as-
suming the underlying classic signature scheme Classic-Signature is (t, qS , ε/2)-
strongly existentially unforgeable and H is (t, ε/2)-collision-resistant.

Proof. Suppose there is a forger FUS that (t, qS , qSC , ε) breaks strong unforge-
ability of our generic construction proposed in Section 4, then we will show there
exists an algorithm A who can either (t, qS , ε/2)-break the strong unforgeability
of the underlying Classic-Signature or (t, ε/2)-break the collision-resistance of
H. Our proof will use the similar techniques in [2].

As defined in Fig 3, FUS can obtain the target public key (PKCS, PKSC), the
parameters (CS-Params, SC-US-Params, Hk) and the universal proof SKSC .

FUS can adaptively choose message Mi and is given corresponding signature
(Mi, σ

i
SC , σi

CS). Let S = {(Mi, σ
i
SC , σi

CS)} be the set of message-signature pairs
generated during the US-Sign queries. In our construction, the selective proof of
a message-signature pair is generated by using SKSC which has been already sent
to FUS . Therefore, FUS himself can generate the selective proof of any message-
signature pair and does not need to issue the Selective-Conversion Queries
any more. After all the queries, FUS will output a forgery (M∗, σ∗

SC , σ∗
CS) /∈ S.

This forgery must fall into one of the following two types:

Type I: For ∀(Mi, σ
i
SC , σi

CS) ∈ S, (Hk(Mi‖σi
SC‖Undeniable), σi

CS) �=(Hk(M∗‖
σ∗

SC‖Undeniable), σ∗
CS).

Type II: There exists at least one tuple (Mi, σ
i
SC , σi

CS) ∈ S such that (Hk(Mi‖
σi

SC‖Undeniable), σi
CS) = (Hk(M∗‖ σ∗

SC‖Undeniable), σ∗
CS).

We will show later that the Type I forgery can be used to break the strong
unforgeability of the underlying classic signature scheme Classic-Signature and
Type II forgery can be used to find a collision of H. The simulation will be
different due to different forgeries considered. At the beginning, the algorithm
A will flip a coin in {1, 2}. If coin = 1, A will guess that Type I forgery will be
the output of FUS . Otherwise, Type II forgery will be produced.

Type I: Suppose FUS is a Type I forger who can (t, qS , qSC , ε)-break strong
unforgeability of our generic construction. We will construct an algorithm A that
can (t, qS , ε)-break the strong unforgeability of the underlying Classic-Signature.
At the beginning, A is given a public key PKCS and the parameter CS-Params.
A will answer FUS ’s queries as described below:

Setup:A generatesSC-US-Paramsby running the algorithmSC-US-Setup(�).
Then, it runs the algorithm SC-US-KeyGen to generate the public-secret
key pair (PKSC , SKSC). It also chooses a random hash function Hk in the
collision-resistant keyed hash family H. At last, A returns (PKCS , PKSC ,
SKSC), CS-Params, SC-US-Params and Hk to FUS .

US-Sign Queries: For a sign query Mi from FUS , A responds as followings:
1. A first runs the algorithm SC-US-Sign using the secret key SKSC to

generate σi
SC .
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2. A then sets Hk(Mi‖σi
SC‖Undeniable) as his own CS-Sign query. As the

model defined in Fig 2, a valid signature σi
CS will be returned to A.

At last, A will return (σi
SC , σi

CS) as the answer.
Selective-Conversion Queries: As we have explained earlier, FUS does not

need to issue these queries since the knowledge SKSC enables him to generate
the selective proof of our generic construction.

After all the queries, FUS will output a Type I forgery (M∗, σ∗
SC , σ∗

CS) /∈ S such
that (Hk(M∗‖ σ∗

SC‖Undeniable), σ∗
CS) �= (Hk(Mi‖σi

SC‖Undeniable), σi
CS) for

∀(Mi, σ
i
SC , σi

CS) ∈ S.
With probability at least ε, it is a valid message-signature pair of our proposed

construction. Thus, Acc ← CS-Verify(Hk(M∗‖σ∗
SC‖Undeniable), σ∗

CS, PKCS,
CS−Params). Note that the pair (Hk(M∗‖ σ∗

SC‖ Undeniable), σ∗
CS) is not gen-

erated during A’s CS-Sign Queries. Thus, (Hk(M∗‖ σ∗
SC‖Undeniable), σ∗

CS)
is a valid forgery of the underlying Classic-Signature as defined in Fig 2.

Type II: Suppose FUS is a Type II forger who can (t, qS , qSC , ε)-break strong
unforgeability of our generic construction. We will construct an algorithm A that
can (t, ε)-break the collision-resistance of H. Algorithm A is given a random key
k ∈ K. Its goal is to output a pair of messages (m1, m2) such that m1 �= m2 and
Hk(m1) = Hk(m2). A will answer FUS ’s queries as described below:

Setup:AgeneratesCS-Params,SC-US-Params, (PKSC, SKSC) and (PKCS,
SKCS) by running the corresponding algorithms defined in Section 4. It then
returns (PKSC , PKCS, SKSC , CS-Params, SC-US-Params, Hk) to FUS .
A keeps SKCS as secret to himself.

US-Sign Queries: To each sign query, A runs the algorithm UC-US-Sign
using the secret keys SKSC and SKCS.

After all the queries, FUS will output a Type II forgery (M∗, σ∗
SC , σ∗

CS) /∈ S

and there exists at least one tuple (Mi, σ
i
SC , σi

CS) ∈ S such that (Hk(Mi‖σi
SC‖

Undeniable), σi
CS)=(Hk(M∗‖ σ∗

SC‖Undeniable), σ∗
CS). Thus, (Mi, σ

i
SC) �=(M∗,

σ∗
SC) due to the requirement that (M∗, σ∗

SC , σ∗
CS) /∈ S. As the assumption in [2],

we require that any selectively undeniable signature σSC has a unique encod-
ing. Therefore, A successfully find the collision (Mi‖σi

SC‖Undeniable, M∗‖σ∗
SC‖

Undeniable) of H2.
In summary, we have showed how to use FUS to find a new message-signature

pair of the underlying classic signature scheme Classic-Signature or a collision
of H. 
�
2 This explains why σCS must be a classic signature on Hk(M‖σSC‖Undeniable). If

we remove the message M from the input of hash function Hk, then the unforge-
ability of our construction relies on a stronger assumption: Given the signing key of
the SC-Undeniable-Signature scheme, it is impossible for an adversary to find two
different messages which share the same selectively convertible undeniable signature.
There is no evidence shows that all SC-Undeniable-Signature schemes satisfy this
requirement.
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Remark: As one can see from the above analysis, the unforgeability of the pro-
posed construction does not rely on the unforgeability of the underlying undeni-
able signature scheme. This is due to the fact the signer could publish his secret
key of the SC-Undeniable-Signature as the universal proof.

5.2 Invisibility of Our Generic Construction

Theorem 2. Our proposed universally-convertible undeniable signature scheme
UC-Undeniable-Signature is (t, qS , qSC , qV , ε)-invisible assuming the underlying
classic signature scheme Classic-Signature is (t, qS , ε′)-strongly existentially un-
forgeable and the selectively-convertible undeniable signature scheme
SC-Undeniable-Signature is (t, qS , qSC , qV , ε · (1 − ε′)qV +qSC )-invisible.

Proof. Suppose there is a distinguisher DUC that (t, qS , qSC , qV , ε)-breaks the
invisibility of our generic construction proposed in Section 4, then we will show
there exists an algorithm DSC who can (t, qSC , qSC , qV , (1 − ε′)qV +qSC )-break
the invisibility of SC-Undeniable-Signature if Classic-Signature is (t, qS , ε′)-
strongly existentially unforgeable.

At the beginning, DSC receives the public key PKSC and SC-US-Params of
SC-Undeniable-Signature. DSC will answer DUC ’s queries as described below:

Setup: DSC generates CS-Params by running the algorithm CS-Setup(�).
Then, he runs the algorithm CS-KeyGen to obtain the key pair (PKCS ,
SKCS). He also chooses a random hash function Hk ∈ H. At last, DSC

returns (PKCS, PKSC , CS-Params, SC-US-Params, Hk) to DUC .
US-Sign Queries: For a sign query Mi from DUC , DSC responds as following:

1. DSC first issues Mi as one of the US-Sign Queries to his own challenger
and obtains the selectively-convertible undeniable signature σi

SC .
2. DSC generates the signature σi

CS for Hk(Mi‖σi
SC‖Undeniable) by run-

ning the algorithm CS-Sign with the knowledge SKCS.
At last, DSC returns (σi

SC , σi
UC) to DUC as the answer.

Selective-Conversion Queries: For a selective-conversion query (Mi, σ
i
SC ,

σi
CS), DSC firstly runs the algorithm CS-Verify(Hk(Mi‖σi

SC‖Undeniable),
σi

CS , PKCS, CS−Params).
1. If it outputs Rej, the symbol ⊥ is returned which means (Mi, σ

i
SC , σi

CS)
is not a qualified pair.

2. Otherwise, DSC sets (Mi, σ
i
SC) as his own selective-conversion query

and issues it to his challenger. DSC will obtain SelectiveProof{Mi, σ
i
SC ,

PKSC} from its own challenger. Then, he returns it to DUC as the
answer.

Verify Queries: For each verify query (Mi, σ
i
SC , σi

CS), DSC firstly runs the al-
gorithm CS-Verify (Hk(Mi‖ σi

SC‖Undeniable), σi
CS, PKCS, CS−Params).

If it outputs Rej, the symbol ⊥ is returned which means (Mi, σ
i
SC , σi

CS) is
not a qualified pair. Otherwise, DSC will respond as following:
1. For an active/concurrent attack, DSC must execute the Confirmation

(Disavowal) protocol with DUC . It will act as the middle-man in the
sense that DSC will forward each DUC ’s query in the protocol as his
own query and return each response from his challenger to DUC .
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2. For a passive attack, DSC will issue (Mi, σ
i
SC) as one of his Verify

Queries to his challenger. DSC will obtain a transcript of the Confir-
mation/Disavowal protocol. Then, he returns that transcript to DUC .

Challenging: At the end of Phase 1, DUC will output a challenging message
M∗. DSC will forward M∗ as his own challenging message and obtain the
challenging signature σ∗

SC . Then, DSC runs the algorithm CS-Sign with
SKCS and generates the signature σ∗

CS . At last, DSC returns the challenging
signature (σ∗

SC , σ∗
CS) to DUC .

Phase 2: DUC can continue to issue queries as defined in Fig. 4 and DSC can
answer these queries as described previously. In addition, There might be
some special queries (M∗, σ∗

SC , σ†
CS) during Phase 2. In these queries, the

first two parts M∗ and σ∗
SC are the same as those in the challenging signature,

but σ†
CS �= σ∗

CS . We say these queries are special since DUC is allowed to
issue these queries as one of the Verify Queries or Selective-Conversion
Queries, but DUC is not allowed to issue (M∗, σ∗

SC) as his own query. So,
DSC can not use his own challenger to respond these queries. For each special
query, DSC will act as described below. When (M∗, σ∗

SC , σ†
CS) is issued by

DUC , DSC firstly runs the algorithm CS-Verify(Hk(M∗‖σ∗
SC‖Undeniable),

σ†
CS , PKCS, CS−Params).
1. It outputs Rej, the symbol ⊥ is returned because (M∗, σ∗

SC , σ†
CS) is not

a qualified pair.
2. Otherwise, it outputs Acc and DSC will abort. However, if the algorithm

CS-Verify outputs Acc, then σ†
CS and σ∗

CS will be two different valid
signatures of the same message Hk(M∗‖σ∗

SC‖Undeniable). Due to the
strong unforgeability of Classic-Signature, the probability that DUC can
find out the new pair (Hk(M∗‖σ∗

SC‖Undeniable), σ†
CS) is at most ε′.

If DSC does not abort during the simulation, then DUC will output his guess γ′

which is correct with advantage ε. DSC will forward γ′ as his own guess. It is
obvious that if (M∗, σ∗

SC , σ∗
CS) is a valid message-signature pair of our generic

scheme, then (M∗, σ∗
SC) will be valid of SC-Undeniable-Signature as well. Thus,

If DSC does not abort during the simulation, DSC can also output a correct
guess with the same advantage ε. We now go to compute the probability that
DSC does not abort during the simulation. If the underlying Classic-Signature
is (t, qS , ε′)-strong unforgeable, then DSC could abort with probability at most
ε′ for each verify query or selective-conversion query. Therefore, the probability
that DSC does not abort during the simulation is at least (1−ε′)qV +qSC . Thus, the
advantage that DSC can break the invisibility of the underlying SC-Undeniable-
Signature scheme with advantage at least ε ·(1−ε′)qV +qSC which contradicts the
assumption that SC-Undeniable-Signature is (t, qS , qSC , qV , ε · (1 − ε′)qV +qSC )-
invisible. 
�

5.3 Applications

A direct application of our generic construction is the first provably secure
universally-convertible undeniable signature scheme in the standard model. It
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can be constructed by a strongly existentially unforgeable Classic-Signature in
the standard model (e.g. BB’s scheme [1]) and an invisible selectively-convertible
undeniable signature scheme SC-Undeniable-Signature [26] in the standard
model. In addition, we can fix Boyar-Chaum-Damg̊ard-Pedersen’s scheme [4]
by applying a strongly unforgeable Classic-Signature. We also believe that the
ideas in our generic construction can be used for other variants of undeniable
signatures with universal convertibility, such as designated confirmer signatures
[5], directed signatures [28] and etc. Due to the page limitation, we cannot show
the details to these constructions.

6 Conclusion

We introduced a generic construction for universally-convertible undeniable
signatures. Our construction uses a strongly existentially unforgeable classic
signature scheme, an invisible selectively undeniable signature scheme and a
collision-resistant hash function as the building blocks. The security of the pro-
posed construction is formally analyzed, which is tightly related to the security
of underlying build blocks. When applying this construction to certain specific
schemes, we can obtain some useful results. One of these applications is the first
universally-convertible undeniable signature scheme in the standard model.
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