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Abstract. Built-in support for self-organization, reliability, and decen-
tralized management makes peer-to-peer an inherently suitable paradigm
for loosely coupled business collaboration applications. However, current
raw peer-to-peer algorithms are not sufficient to fulfill the requirements
of distributed business process management. In this paper, we make the
case for a generic service layer between peer-to-peer overlay and business
application; we identify a number of important service layer components,
and we evaluate these components with respect to requirements gathered
from an industrial case study: automotive collaborative product devel-
opment (CPD).

1 Introduction

Over the past few years, the peer-to-peer paradigm has been receiving broad at-
tention in research and industry alike. Within the ATHENA IP1, we have inves-
tigated the applicability of peer-to-peer protocols and architectures for a number
of collaborative business processes, one of them being automotive collaborative
product development (CPD, [1]). We have gathered further experience by build-
ing a peer-to-peer based Business Resource Management Framework (BRMF,
[2]), and by applying BRMF to the automotive application. Studying business
integration in the automotive industry, we learned that second tier suppliers
join and leave the supplier network very dynamically. Handling the fluctuation
of suppliers is a great challenge for business collaboration. A software platform
enabling business integration among suppliers must support this churn.

Considering the capability of peer-to-peer systems to support easy to use
plug-and-play networks in combination with resilience, reliability, decentralized
management, and loosely coupled control, it seems that peer-to-peer technolo-
gies fit perfectly as a basis for implementing the type of dynamic collaboration
processes as mentioned above. However, while the use of peer-to-peer technolo-
gies for business integration has been proposed in several research papers (e.g.,
[2,3]), peer-to-peer has not yet become a significant technology on the business
applications market.
1 http://www.athena-ip.org
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Fig. 1. Layers for Peer-to-Peer Based Applications

The reason for this becomes clear when decomposing peer-to-peer applications
into different layers, as illustrated in Figure 1. The raw peer-to-peer overlay
does not match the requirements of real-world business collaboration scenarios.
Therefore, a service layer needs to be introduced, providing the functionality
required by the application. However, although the overlay layer has been a
research topic for several years, to our knowledge there is no significant related
work addressing service layer components as independent building blocks that
can be composed to meet the application requirements. Pushing this research
forward is the key towards enabling collaborative business process management
to benefit from peer-to-peer computing.

This paper is organized as follows. In the next section, we give the problem
statement. In Section 3, we introduce the use case and present the required
background in peer-to-peer computing. Section 4 identifies the requirements of
the use case regarding the peer-to-peer service layer, and Section 5 presents the
service layer components that can be used to meet the requirements. Finally, we
summarize the interdependencies of the service layer components.

2 Problem Statement

The reason for the gap between the application requirements and the service
layer is not that there are too few service layer components available. Rather,
the problem is that current peer-to-peer projects provide monolithic, domain
specific solutions, and do not distinguish generic service layer components. This
makes it hard to benefit from peer-to-peer in new domains, like peer-to-peer
based CPD applications.

In this paper, we analyze the requirements of a CPD scenario in the automo-
tive industry and review the concepts behind current peer-to-peer projects with
similar requirements. We extract generic, domain independent service layer com-
ponents needed to implement our scenario, and analyze the interdependencies
between these components.

Based on the analysis, we evaluate the feasibility of applying peer-to-peer
technologies in CPD. The goal is to enable business collaboration to benefit
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from the self-organization and resilience offered by peer-to-peer systems. Our
goal is to provide a novel view of peer-to-peer based applications, with a service
layer as an independent layer, and to investigate interrelations between different
generic service layer components are analyzed.

3 Background

In this section we briefly introduce the background necessary to identify the gap
between the requirements of the CPD application and the services offered by
the overlay layer. We first introduce the CPD scenario, and then briefly give an
overview of peer-to-peer technologies.

3.1 Use Case Scenario

Figure 2 shows a Collaborative Product Development (CPD) scenario in the
automotive industry, that was developed as part of the ATHENA project. A
car manufacturer (OEM, Original Equipment Manufacturer) issues Requests
for Quotations (RfQs) to its first tier suppliers. The engineers on the supplier
side analyze the technical specifications in the RfQ and discuss them with the
second tier suppliers. After this, the first tier supplier generates a proposal for
alternative technical specifications and returns this proposal to the OEM. In
turn, the OEM revises and updates its RfQ, and issues a new version. This
negotiation cycle repeats until all parties agree on a feasible specification.

We learned that second tier suppliers join and leave the environment very
dynamically. In this paper, we address the requirements on a business collab-
oration platform that is able to support the churn on the supplier side. The
collaboration platform has two tasks. First, it must serve as a messaging plat-
form, allowing the business partners to notify each other about new documents
in a fluctuating environment. Second, the platform must serve as a data store,
keeping the published technical specifications available in the face of churn.

3.2 Peer-to-Peer Technologies

In this section we will briefly introduce peer-to-peer background, and motivate
why we focus on Distributed Hash Tables (DHTs) for the rest of this paper.

From an abstract point of view, a peer-to-peer overlay can be seen as a dis-
tributed routing protocol, mapping keywords to peers being responsible for the
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given keywords. The most common use of peer-to-peer overlays is to build data
sharing applications on top of them. A piece of data to be shared in a peer-to-
peer application is called a resource. Each resource must be associated with one
or more keywords that can be used to find the peers being responsible for the
resource. In the simplest case, a keyword could be the filename of the resource.

In the CPD scenario presented above, the resources to be shared are business
documents, like RfQs or Quotes. It is necessary to provide the recipients of these
documents guaranteed access to the resources being available. The type of peer-
to-peer overlays being able to provide guaranteed access is known as Distributed
Hash Tables (DHTs). There are several DHT implementations, but conceptually
all of them provide the same functionality. Some DHTs provide a unique one-
to-one mapping between a single keyword and a unique peer being responsible
for the keyword, and some of them provide a generic n-to-m mapping, yielding
a set of responsible peers for a set of keywords.

In the rest of this paper, we will view the DHT as an abstract layer being
able to look up peers for a given set of keywords. In Section 5 we show how
to compose service layer components providing rich features on top of the raw
peer-to-peer layer.

4 Application Requirements

Analyzing the CPD scenario, we identified eight requirements to be considered
when evaluating the service layer components in Section 5. The choice of these
requirements is based on the following considerations: First, we only consider
requirements regarding the underlying service layer. More requirements can be
found on the application layer, but these do not directly correspond to service
layer components. Second, we only choose requirements of a generic nature,
which means that these requirements can also be found in other application
scenarios in a similar way. That way, we can benefit from ideas that are found
in other peer-to-peer based applications.

Messaging. As shown in Section 3, the collaboration platform must not only
serve as a data store for business documents, but also notify the respective
business partners if documents are added, updated or removed. Doing so
requires some messaging functionality.

Traffic Load Balancing. The peers in the peer-to-peer infrastructure are all
operated by the participating business partners. Each peer acts as a router
for other peers. The network traffic should be equally distributed among all
peers. It must be avoided that a single peer is flooded with all the traffic.

Data Load Balancing. Each peer should store roughly the same amount of
data.

Data Consistency. Due to the decentralized nature of peer-to-peer systems,
there is no central instance defining which version of a document is the
current one. Therefore, it is required that the collaboration infrastructure
provides means for maintaining a consistent view of the versions of all
resources.
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Security. Business partners may be both, collaborators and competitors at the
same time. Therefore, secure communication must be guaranteed, which
means that the communication must be confidential, reliable and authen-
ticated. Additionally, data stored in the network must be encrypted and
resistant to malicious modifications or removal.

Resilience. We observe that in the use case business partners join and leave
the supplier network very dynamically. The underlying infrastructure must
catch up with this churn.

Rich Queries. There must be a way for business partners to describe docu-
ments they are interested in. The underlying collaboration platform must
offer some rich query language for formulating complex queries.

Low Network Load. All the requirements above could be easily implemented
if we had infinitely low delay and unbounded throughput. However, small
suppliers often have limited bandwidth connections. Deploying the system
in these environments must be feasible.

5 Evaluation of Service Layer Components

In this section, we evaluate service layer components clustered by their function-
ality. The choice of the service layer components is derived from the requirements
we analyzed regarding the CPD scenario. As this is only a short paper, we restrict
ourselves to giving a very brief survey of existing service layer solutions, and to pro-
viding an evaluation matrix giving an idea of how a methodology for evaluating the
interrelationships between these service layer components should look like.

Subscriptions are used to notify business partners if documents of interest are
added, updated, or removed. This is essential if the application does not only
require a data store, but also messaging functionality. A survey of multicast
solutions including references to related work can be found in [4]. Besides
adding messaging functionality, subscriptions also reduce network traffic, as
polling can be avoided. On the downside, certain security challenges are
introduced, as the peer being responsible for a certain keyword learns who
of its competitors is subscribed for that keyword.

Replication means that backup copies of the documents are stored on different
peers in the peer-to-peer overlay. If the peer being responsible for a docu-
ment fails, a backup peer can take over the responsibility, and the document
remains available. Apart from increasing reliability, replication also fosters
traffic load balancing, as there are more than one peers that can be queried
for each document.

There are simple replication strategies, copying each resource to a fixed
number of neighboring peers, and there are more sophisticated replication
strategies, adapting on the popularity of the documents. A survey and eval-
uation of different strategies can be found in [5].

Fuzzy Hashing is a way to avoid hotspots in terms of data load, i.e. to relieve
peers suffering from too much data to be stored. This is achieved by replac-
ing the strict mapping of resources to keywords with an adaptable, fuzzy
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mapping [6,7]. Apart from fostering load balancing, fuzzy hashing also has
a positive effect on security, because with fuzzy hashing no peer has the full
control of all resources with a certain keyword.

Consensus Protocols must be combined with replication strategies in order
to avoid concurrent modifications. If a document is replicated in the peer-to-
peer overlay, it cannot be guaranteed that all modifications to the document
will be consistent among all the copies of the document. Using consensus
protocols, atomic transactions can be implemented [8,9,10].

Additionally, the use of consensus protocols has a positive impact on
security, because a single peer can be kept from tampering with documents.

Confidential Communication is essential in the CPD scenario, as the suppli-
ers may be both, cooperators and competitors at the same time. Confidential
communication must fulfill three properties: Sender authentication, content
encryption, and anonymous communication paths, securing that intermedi-
ate peers on the communication path cannot learn who is communicating
with whom.

Implementing confidential communication on the service layer requires
that the peer-to-peer overlay is built on top of a virtual private network,
(VPN), providing a public key infrastructure (PKI). The unique PKI certifi-
cates can be used to prevent Sybil attacks [11], and the public key encryption
can be used to implement Onion Routing [12], providing anonymous com-
munication paths.

Redundant Paths are used to prevent attacks on the DHT’s routing mech-
anism. The confidential communication introduced above a secure environ-
ment for the CPD scenario, but it relies on the overlay’s lookup algorithm
to work correctly. The reliability of the lookup mechanism can be increased
using redundant lookup paths [13]. Additionally, redundant lookup paths
have a positive impact on traffic load balancing, as there is no single lookup
paths being a potential bottleneck.

Search Indexes are used to implement rich queries on top of the peer-to-
peer overlay’s trivial keyword lookup mechanism. We identified four ma-
jor technologies to implement high level queries: Ontologies, as applied in
the Edutella project [14], SQL, as implemented in the PIER project [15],
XPath, as in the Active XML project [16], and index servers providing full
text search, as with Lucene [17]. Although the related work on distributed
ontologies, SQL, and XPath looks promising, one must always keep in mind
that queries that affect a large number of peers do not scale. Therefore,
distributed query languages will always be restricted to a subset of their
non-distributed counterparts.

6 Conclusions and Outlook

Figure 3 shows an evaluation matrix of the components introduced in Section 5.
The + and − signs stand for positive or negative impact on the corresponding
requirement area. The results are the following:
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Fig. 3. Benefits and Conflicts of Service Layer Components with Requirements

1. All the requirements we identified in the CPD scenario are supported by one
or more service layer components.

2. There is no one-to-one mapping of service layer components and require-
ments. Most service layer components have impact on several requirements.

3. All service layer components have positive and negative impacts. While some
requirements are fulfilled using these components, other requirements are
corrupted. That means that applying any of these service layer components
is always a trade-off.

The evaluation framework presented in this paper provides one step towards
enabling collaborative business processes to benefit from the self-organization
and resilience of decentralized peer-to-peer systems. Our next steps are to ap-
ply our view of the service layer to other scenarios and other requirements. The
comparison of the results will result in an evaluation of what interrelations on
the service layer are triggered by specific use case requirements, and what inter-
relations are more universal.
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