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Abstract. Security service is one of the fundamental elements required
to realize the wireless sensor networks. To distribute key in WSNs, the
predistribution technique is commonly used, because the traditional
cryptography techniques such as public key cryptography and key distri-
bution center (KDC) are impractical to be applied in the WSNs due to re-
source constraints of sensor node. The most common technique in famous
predistribution schemes is random key predistribution scheme which use
probability method. The random key predistribution scheme has a de-
merit that heavy overhead is occurred on establishing a path key. To
reduce the overhead, the grid-based key predistribution scheme was pro-
posed. They uses t-degree bivariate polynomial keys and 2-dimensional
grid to provide good properties such as good resilience against the node
compromise, high probability of establishing a pairwise key and the min-
imized overhead on establishing a path key. We extend the dimension of
the grid-based key predistribution scheme which is more efficient than
other existing schemes. Our scheme improves many properties, except
the resilience, of the grid-based key predistribution scheme. So, we in-
troduce n-dimensional grid-based key predistribution using group based
deployment as one of methods which can enhance the resilience. Through
a mathematical model, we show that our scheme is more efficient than
other existing schemes including 2-dimensional grid-based scheme.

Keyword: Wireless sensor networks, key management, key pre-
distribution.

1 Introduction

Wireless sensor networks (WSNs) consist of a large number of low-cost, low-
power and small sensor nodes. These sensor nodes are deployed in hostile
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environments and monitor the area. They usually collect some information and
report it to Base Station (BS) collaborating with each other. For example, some
specific applications of WSNs are habitat monitoring, object tracking, nuclear
reactor controlling, fire detection, traffic monitoring and so on[5]. Many algo-
rithms and protocols are developed to realize these applications|[6l7].
Intuitively, security service is the fundamental one to make up WSNs. On the
security point, the basic services are integrity, confidentiality and authentication
on data communication and key management is the essential part to provide
these services. However, it is usually impractical to use traditional cryptographic
methods ,such as public key cryptographic and key distribution centers (KDC),
in the WSNs because of the resource constraints of sensor nodes themselves. The
limited computation in nodes makes them vulnerable to denial-of-service (DoS)
attacks[8]. Additionally, the lack of fixed infrastructure and unknown network
topology prior to deployment make the key management more complex. More-
over, sensor nodes can easily captured in physically and can be compromised by
adversaries because they are deployed in hostile environment and use wireless
radio signals to communicate each other[9].

To realize security service in WSNs, many key management techniques have
been developed[I0I11]. Eschenauer and Gligor[l] proposed the first basic ran-
dom key distribution scheme. In this scheme, to overcome the limitation on key
storage size, the probability model is used. The main idea is that k keys are
randomly selected by each node out of a large pool of P keys. However, its main
drawback is that an attacker can easily threat the network survivability by cap-
turing some nodes. To solve the problem, Chan[4] suggested the g-composite
random key distribution scheme. Although the g-composite random key distri-
bution scheme makes the resilience against node capture more strong, it has a
demerit that the probability any pair of nodes share a key is decreased as the
resilience is increased.

Liu and Ning proposed more enhanced scheme using t-degree bivariate
polynomials[2]. They proposed two key management schemes. One is called ran-
dom subset assignment scheme which perfectly provides network resilience until
t + 1 nodes are captured for any specific polynomial keys. The other scheme is
the grid-based key predistribution scheme that uses t-degree bivariate polyno-
mial keys and two-dimensional grid. They proved that their schemes have more
resilience against node compromise and reduce the computational overheads on
establishing path keys compared to the existing key management schemes[TlJ2].
In this scheme, the probability that any pair of nodes share a key is very low.
The low probability makes a path key establishment process be performed more
frequently. This process can cause the overhead which may be reduced if the
probability is high.

To reduce overhead of the grid-based key predistribution scheme, we extend
2-dimensional grids to N-dimensional grid. We analyzed the N-dimensional grid-
based key predistribution scheme and concluded some properties according to
the degree N of dimension. One property is that the probability of sharing a
key between any two sensor nodes is increased as the degree N increases. The
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other is that the number of direct intermediate nodes that can help any two
nodes establish a pairwise key indirectly in the middle of them without other
intermediate nodes is increased exponentially. These two properties make the key
establishment more energy efficient but the resilience is decreased. In the last of
this paper, we introduce the method using the group-based key deployment[12]
as one of techniques[I2/T3] to solve this problem.

The rest of this paper is organized as follows. In section 2, we briefly review
t-degree bivariate polynomial key and grid-based key predistribution scheme.
We will refer the grid-based key predistribution scheme as the grid-based basic
scheme in this paper. In Section 3, we will extend the dimension of grid and
propose N-dimensional grid-based key predistribution scheme. In section 4, we
will propose the method using the group-based deployment as one of the methods
to enhance our scheme. Finally, in section 5, we will summarize our paper and
discuss about future research.

2 Background Technology

2.1 t-Degree Bivariate Polynomial Key

Blundo|[2] proposed a polynomial-based key predistribution scheme that was
aimed to group key predistribution. In this scheme, the BS generates a t-degree
bivariate polynomial f(z,y) that has a property f(x,y) = f(y,z) over a finite
filed Fg. The ¢ is a prime number and is enough large to generate cryptographic
keys. For each node which having a unique ID i, the BS distribute the polynomial
key f(x,i). Based on this polynomial key, any two nodes sharing the key can
generate a pair-wise secret key.

Let’s have an example. When the node ¢ want to communicate with a node
J, it generate a key f(j,7) and the node j can also generate a key f(4,7). Due to
the property of f(z,y) = f(y,x), the two keys are same and this key becomes a
unique fair-wise key between node ¢ and node j.

The compromise of a specific polynomial key means that adversaries can com-
pute the original ¢-degree bivariate polynomial key f(x,y) from f(z,1), f(x,J)
and so on. If an adversary wants to obtain one polynomial key f(x,y), he must
capture at least t+1 nodes that have the polynomial key[2]. In other words, until
the ¢ nodes that have the same polynomial key are compromised, the adversary
can know only the direct key between any two non-compromised nodes. In this
scheme, each sensor node needs to store a t-degree polynomial and this requires
(t + 1)logq storage space. The more ¢ increases, the more scheme’s security
strength increases. So, this scheme has to consider trade-off between storage ef-
ficiency and security strength because the value of ¢ is delimited by the resource
constraint of sensor node.

2.2 Grid-Based Key Predistribution Scheme

In this section, we introduce the grid-based key predistribution scheme which is
basis of our scheme.
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This scheme uses t-degree bivariate polynomial keys and 2-dimensional grid.
Because of the nature of grid, there are many paths between two different inter-
section points and each row and column has t-degree polynomial keys to establish
a pairwise key between nodes in the same row or column.

These characteristics make this scheme have many good properties. First, it is
guaranteed that any two nodes can establish a pairwise key directly if they are in
the same row or column and can establish a pairwise key indirectly through in-
termediate nodes if they are not. Second, this scheme has also resilience against
node compromise. Even if some sensor nodes are compromised, any two un-
compromised sensor nodes can establish indirectly a pairwise key with a high
probability. Third, a sensor node can directly establish a pairwise key with an-
other node using the predetermined paths on the grid. This property means that
there is no communication overhead during a pairwise key establishment.

To explain clearly this scheme, we define terminologies as following:

— Intermediate node: Intermediate node is defined as node which can help two
sensor nodes establish a pairwise key indirectly in the middle of them and is
divided into two classes - direct intermediate node and indirect intermediate
node.

— Direct intermediate node: Direct intermediate node is defined as node which
can help two sensor nodes establish a pairwise key directly in the middle of
them without other intermediate nodes.

— Indirect intermediate node: Indirect intermediate node is defined as node
which can help two sensor nodes establish a pairwise key indirectly in the
middle of them with other intermediate nodes at least one.

— Direct key share probability: Direct key sharing probability is a probability
that at least one key is shared by any two sensor nodes.

The grid-based key predistribution scheme consists of three phases - subset
assignment, polynomial share discovery and path discovery.

Subset assignment

If the N number of sensor nodes are deployed, the key distribution server con-
structs a m x m grid with 2m number of t-degree bivariate polynomials { f£(x, y),
I (z,y) }izo,....m—1, where m = [V/N7. Figure 1 shows the configuration of the
grid-base basic scheme. Each column and row has a unique polynomial key. The
key distribution server selects an unoccupied intersection (z,7) in the grid and
assigns {ID, f£(j,z), f;(ux)} at each node. In this case, the ID of the node is
<,j > where i and j represents the indices of f{(j,z) and f] (i, z) respectively.

Polynomial share discovery

If i = ', nodes < i,j > and < i’,j' > can establish a pairwise key directly using
1£(4,7") and also if j = j', the two nodes can establish a pairwise key using
f7(i,1"). This polynomial share discovery is easily performed because each node
has an ID according to the polynomial keys assigned to the node.
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Fig. 1. Path discovery in the grid-based key predistribution

Path discovery

If two nodes < i,j > and < 4, j' > cannot establish a pairwise key directly, they
can perform a path discovery to establish a pairwise key indirectly. If < i,5 >
tries to establish a pairwise key with < ¢',5" >, one of < 4',j > and < i, >
can help as a direct intermediate node. Although < ¢/, j > and < ,j’ > can be
compromised, there are still some alternative paths using indirect intermediate
nodes. In Figure 1, (a) and (b) describe the path discovery processes using a
direct intermediate node and indirect intermediate nodes respectively.

2.3 Drawback of Grid-Based Key Predistribution Scheme

The drawback of the grid-base basic scheme is that the direct key sharing prob-
ability is extremely low. Table [Il shows the probabilities according to various
conditions. Even though the grid-base basic scheme can establish a pairwise key
using intermediate nodes, the low direct key sharing probability makes the nodes
frequently perform path discovery and this would be a heavy overhead that may
be not produced if they share keys.

Table 1. The direct key sharing probabilities in the grid-based predistribution scheme

Number of nodes The number of necessary keys Direct key sharing prob.

20000 142 x 2 =284 0.0140
10000 100 x 2 = 200 0.0199
1000 32 x2=064 0.0615
200 15 x 2 =30 0.1289

100 10 x 2 =20 0.1900
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3 N-Dimensional Grid-Based Key Predistribution
Scheme

To increase the direct key sharing probability in the grid-base basic scheme,
we extend the 2-dimensional grid to the N-dimensional grid. This scheme has
not only good properties inherited from the grid-base basic scheme but also
good property rooted in dimension extension. That is, this scheme guaran-
tees that any pair of nodes can establish a pairwise key and has resilience
against node compromise and there is no communication overheads in poly-
nomial share discovery. Additionally, as the number of direct intermediate node
is increased by extending the dimension, the cost in establishing indirect keys is
reduced.

The basic operation is almost same with the grid-base basic scheme except
that the number of polynomial keys which must be assigned at each node is
increased by one as the degree of dimension of grid is increased.

3.1 Operation

Subset assignment

If N sensor nodes are deployed, the key distribution server constructs a k-
dimensional gird with & xm number of t-degree bivariate polynomials { f2!(z, y),

D2z, y), [23(2,y), ..., fP*(2,y)}izo,....m—1, where m = [/N]. The key distri-
bution server selects an unoccupied intersection (i1,12, 13, ...,1;) in the grid and
assigns {ID, fPY(a,y), f2% (o, y), [ (ay), ..., f2¥(o,y)} at each node where
node ID is < 11712,23,..., zk > and a is leZQHigH. Jlir or hashed value of ID.

i1, 12,13, ..., i), represents the indices of f2%, fP2, .., fP* respectively.

Polynomial share discovery

To establish a pairwise key directly, two sensor nodes simply compare their
IDs respectively. If they share polynomial keys at least one, they can establish
a pairwise key using one of the shared polynomial keys. For example, if node
< 11,19,13, ...,1; > and node < ji,jo,13, ..., Jk > have a i3 commonly, they can
establish a pairwise key f7?(a, /) using f2%(,y) and f23(a’,y) where a is
inlliallisl|..llix and o’ is ji]ljollis] - |lji-

Path discovery

Even if there are no shared keys between two nodes, they can establish a pairwise
key using the intermediate nodes which would be found directly without commu-
nication overheads based on the grid similar to the grid-base basic scheme. For
instance, if node < iy,19,13, ..., > and < j1,J2, j3, ..., Jk > want to establish a
key, the nodes that can help directly are < j1,72,%3, ..., 9% >, < @1,J2,83, ..., 1 >,
<11,%2,j3, .-, jk > and so on.
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Fig. 2. Direct key sharing probability v.s. Dimension of gird

3.2 Analysis

By extending the degree of dimension of grid, the direct key sharing probability
is increased. Equation [l provides the direct key sharing probability where the k
is the degree of dimension of grid and N is the number of nodes.

Ppisp(k) =1—{([VN]-1)/[VN]}* (1)

Figure 2-(a) describes the relationship between the direct key sharing prob-
ability and the dimension degree k of a grid under the various network size N.
As the dimension is increased, the direct key sharing probability is increased. In
Fig.2-(b), the basic probability 1, 2 and 3 are based on the basic random pre-
distribution schemel[l] and each probability is calculated according to the total
number of keys and the number of keys assigned at each node in n-dimensional
grid-based key predistribution scheme.

The number of direct intermediate node is increased by extending the dimen-
sion of grid and can be calculated by Eq.[2l The m is the number of keys in each
dimension of grid. Figure 3-(a) shows that the number of direct intermediate
node is increased exponentially as the dimension of grid is increased. Even if the
network size is 200, there are 24 direct intermediate nodes when the degree of
dimension is 3. Figure 3-(b) shows that the ratio of direct intermediate node is
increased as the dimension is increased. In other words, there are more chances
that the direct intermediate node can be found near the nodes that want to
establish a key.

k
k! -
ok _ o\k—i _ ok
forx(®) =t =23 4 = k-2 @)
The increased direct key sharing probability and direct intermediate node
make the key management more energy efficient than the grid-base basic scheme.
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Fig. 3. Relationship between the number of direct intermediate node and dimension
of grid

If the following assumptions are satisfied, we can calculate the energy consump-
tion simply.

— The Energy consumption in establishing a pairwise key only depends on
sending, receiving, encrypting and decrypting operations and the total mes-
sage length.

— Any pair of nodes can communicate with one hop.

Equation[3shows the average energy consumption in establishing one pairwise
key directly or indirectly. The E represents the average energy consumption for
delivering one hop and the p is the probability that one sensor node is not
available. The d is the maximum number of intermediate nodes that is required
to establish an indirect key.

d
fe(k) = E-Pprsp(k)+ (1= Pprsp(k)) Y E-(i+1)(1—p/Pv®)(pforv ()=t

i=1
3)

Figure 4 depicts Eq. [B] based on the energy consumption analysis in sensor
nodes[I4]. In all case, we assume that the value of d is 2 because the probability
of a path key establishment using more than 3 indirect intermediate nodes is
extremely low. As the degree of dimension is increased, the energy consumption
is converged at one point where the £ = 91.91pJ and this point represents direct
key establishment.

All of above results indicates that extended dimension of grid gives many good
properties. However, there is a defect on extending dimension.

In grid-base basic scheme, two kinds of attacks are available. The first attack
is that an adversary captures or compromises nodes to disclose one bivariate
polynomial key. In this case, if the adversary captures or compromises (¢ + 1)I
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nodes, he can disclose [ keys because the scheme uses node ID as a key index.
The resilience of each polynomial key depends on the ¢. As the dimension k
is increased, k keys have to be assigned at each node and the ¢ must be de-
creased due to the storage limitation. The second is that an adversary may
randomly compromise nodes to attack the path discovery process. Because the
adversary compromise nodes randomly, the probability of a specific bivariate
polynomial being compromised can be computed as Eq. @, where the r. is the
ratio of compromised nodes in the network and the ¢ is the degree of polynomial
key.

t k—1)
m ! i mE=1_;
Pc:l_zgi!(mk—l—i)!”(l_”) @

7=

Figure 5-(a) shows the limited size ¢ according to the degree of dimension
and the key storage size of sensor nodes. The degree of bivariate polynomial ¢ is
decreased as the degree of dimension is increased. It means that the adversary
can disclose a specific bivariate polynomial key by capturing less number of
nodes.

Figure 5-(b) shows that our scheme is more vulnerable than the grid-base
basic scheme against the node compromise but is more resilience than the g¢-
composite, random subset and basic random key distribution scheme. Although
our scheme is more resilient than the existing schemes, it is very less resilient
than the grid-base basic scheme. This is because the ¢ is decreased and the direct
key sharing probability is increased.

In next section, we will introduce one of possible methods to make our scheme
more resilient.
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4 One Solution: Group-Based Deployment

As explained in previous section, the N-dimensional grid-based key predistribu-
tion scheme has one demerit that resilience is not good compared to the grid-base
basic scheme. It is basically rooted in the decreased degree t of polynomials and
the increased direct key sharing probability. These two factors directly influence
the problems but there is another factor that maximizes the problems. The last
factor is the size of network. The smaller the network size is, the more nodes
relative to the number of entire node have to be captured by an adversary.

One of the useful solutions to solve the network size problem is the group-
based deployment method [5]. The basic idea of this method is that the nodes
belong to the same group are deployed close to each other. So, the nodes are
divided into some number of groups and the each group is treated as one net-
work. Thus, we can logically treat a large network as some small networks. This
method is also very practical because the WSNs have the characteristic of lo-
cality in general. The locality comes from the communication pattern that the
local communications take place frequently but the end-to-end communications
among nodes are rarely occurred.

4.1 Key Assignment at Each Grid

We can divide the sensor nodes into n groups and each group have to be assigned
at one N-dimensional grid. To assign keys at each grid, we use the idea of group
construction introduced in [B]. In [5], the element of the group construction is
node, while we use the key as element for assigning key at each grid. Figure
describes the key assign method at each grid. One row and one column are
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assigned at one grid. For example, < K1, K2, K3, K4, K5, K9, K13 > is assigned
k
at the grid1l and is used by groupl. The size of each row and column is [%- T\/QN] 1

at least because the number of keys that have to be assigned at each grid is
k- [V/N7 where the network size is N.

4.2 Grid Construction

Once the keys are assigned at each grid, we can construct an appropriate grid to
distribute keys. In some cases, the number of keys assigned at each grid may be
more than the number of necessary keys. In that case, we can simply drop some
keys but we need to have a rule that we must not drop both keys intersected
with other group at a time. For example, in Fig. [ if the groupl drops K2 and
K5, then groupl and group2 cannot establish pairwise keys directly. We simply
assign the keys at the each dimension and distribute keys at the nodes according
to the method that is discussed in Section 3.

4.3 Analysis

In this section, we evaluate the solution to find out how much it improves the
resilience against the node capture and node compromising. As we mentioned
earlier, there are two kinds of attacks on the n-dimension grid-based key distri-
bution scheme. Thus, we evaluate the solution according to each case.

First case is that the node capture or compromise attack is performed to
disclose one bivariate polynomial key. In this case, the number of nodes that
an adversary must capture is not changed because the degree ¢ does depend on
not the network size but the degree of dimension, k. However, we can compare
fraction of captured nodes that have a same key under the same key storage
constraint. We can compute the fractions using Eq. Bl The results are shown in
Fig. [d and represents that the adversary has to capture large fraction of nodes
that have the same key if the size of one group is small. This also means that
even if the adversary discloses the key in the N-dimensional grid-based scheme
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using group-based deployment, there are small numbers of nodes that have the
same key relative to the original N-dimensional grid-based scheme.

\_storagesizeJ

_ k
T v ?

Second case is that an adversary may randomly compromise nodes to attack
the path discovery process. In this case, the fraction of compromised links be-
tween non-compromised nodes according to the number of compromised nodes is
simply calculated by using the Eq.ll We assume that the groups affect each other
very weakly so that we will treat the groups independently. Thus, the fraction
of compromised link in the N-dimensional grid-based scheme using group-based
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deployment can be calculated by summing an evaluation result per each group.
Figure [§ shows the results and proves that the group-based deployment can be
the good solution. When the degree of dimension is 3 and the size of one group
is 1000, the resilience against the node compromising becomes almost similar to
the grid-base basic scheme.

5 Conclusion and Future Works

The grid-based key predistribution scheme has many good properties compared
to the existing key management scheme. But, due to the low direct key sharing
probability, the grid-based key predistribution scheme must do path discovery
process that might be an overhead. To reduce the overheads, we extended the
dimension of grid and analyzed it. As the dimension is increased, the direct key
sharing probability is also increased and the direct intermediate node is increased
exponentially. These two properties make the n-dimensional grid-based key pre-
distribution scheme is more energy efficient than the grid-base basic scheme.
However there is one defect. The resilience against the node capture and com-
promising is decreased as the dimension of grid is increased. Solving these prob-
lems may be the future works and we introduced one of methods to solve the
problem.
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