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Abstract. Authentication and authorization are crucial for ensuring the
security of information systems. Role-based access control (RBAC) can
act as an efficient method of managing authorization of system resources.
In this paper, we apply identity-based signature (IBS) technique to cryp-
tographically provide user authentication and role-based authorization.
To achieve this, we first extend the RBAC model to incorporate identity-
based cryptography. Our access control architecture is derived from an
identity-based signature scheme on bilinear pairings and eliminates the
use of digital certificates. In our suggestion, the manager checks the va-
lidity of a user’s identity and user’s activated roles simultaneously by
verifying a corresponding signature, thus the user authentication and
role-based authorization procedures can be combined into one opera-
tion. We also prove the security of the proposed scheme in the random
oracle model.

1 Introduction

1.1 Background and Related Work

In proportion to the spread of computation and communication technologies,
how to provide security services, especially authentication and authorization , is
becoming even more crucial than ever.

Role-Based Access Control. Role-based access control [1,2] is an effective
access control method for protecting information and resources in large-scale
and enterprise-wide systems. In RBAC, access rights (permissions) are associ-
ated with roles, and users are assigned appropriate roles thereby acquiring the
corresponding permissions. Moreover, RBAC allows for roles and permissions
to be activated within a user’s session, thus access privileges can be given only
when required. RBAC provides administrators with a means of managing autho-
rization of system resources. In the implementation phase, access control should
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be strong and efficient based on user authentication information, so the RBAC
mechanism often requires user authentication as a prerequisite.

Identity-based Cryptography. Certificate-based PKI (Public Key Infras-
tructure)[11] is widely applied to provide user authentication, but there exists
grievous management cost expanding problems for public key certificates.
Identity-based cryptography (IBC) can eliminate the need for certificates and
overcome those hurdles of PKI by allowing a user’s public key to be derived from
its identity, such as an email address. The idea of identity-based cryptography
was first introduced by Shamir [3], and the first practical identity-based encryp-
tion scheme was proposed by Boneh and Franklin [4] based on bilinear pairings.
Identity-based cryptosystem fits very well to cryptographically support RBAC.
Firstly, it is possible to use arbitrary string values, including a user’s identity, a
role’s identity as a public key. And secondly, a user can just get the correspond-
ing private key from the PKG (Private Key Generator) if the user is currently
playing the requested role. There is no need to share or store any certificates of
the user.

Related Work. There have been several approaches about cryptographic sup-
port of access control involving identity-based cryptography. Smart presents a
simple mechanism [5] to drive access control to broadcast encrypted data using
a variant of identity-based encryption scheme. Nali et al. [6] extend a mediated
identity-based encryption scheme to support RBAC. But due to the encryption-
based access control method, previous approaches cannot support flexible access
rights, and are not suitable for widely application environment.

1.2 Our Contribution

In this paper, we propose a scheme that cryptographically provides user authen-
tication and role-based access control for large organizations based on identity-
based signature (IBS) technique. To achieve this, we extend the elements user
and role in RBAC model [1,2] to cooperate with identity-based cryptography.
Our suggestion is that each role is associated with a pair of public/private keys.
Each user uses his/her identity as a public key, and has a set of private keys
(called assigned key) corresponding to the roles assigned to him/her. A role’s pri-
vate key is used to generate a user’s assigned key while the administrator assigns
this role to the user. Our access control architecture is based on a pairing-based
identity-based signature scheme [7]. In our proposed scheme, the manager can
check the validity of a user’s identity and activated roles by verifying the user’s
signature, so there is no need to authenticate users in an independent procedure.

The rest of this paper is organized as follows. Section 2 introduces some related
preliminary information; Section 3 presents our RBAC scheme based on identity-
based signature; in Section 4 we analyze the security of the proposed scheme;
we conclude in Section 5.
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2 Preliminaries

In this section, we briefly review some of the properties of bilinear pairings, and
recall an identity-based signature scheme proposed by Cha and Cheon[7], which
is the basis of our proposed scheme.

2.1 Bilinear Pairings and Gap Diffie-Hellman Groups

Bilinear Pairing. Let G; be an additive group of prime order ¢ and G be
a multiplicative group of the same order ¢. A bilinear pairing is a map é :
G1 X Gy — G, with the following properties.

1 Bilniearity: é(aP,bQ) = é(P,Q)%, for all P,Q € G4, a,b € Zy;

2 Non-degeneracy: There exist P,Q € G, such that é(P,Q) # 1;

3 Computability: There is an efficient algorithms to compute é(P, Q) for all
P, Q € Gy.

At the same time, we are interested in the following mathematical problems.
Let P, @ be elements of G and a, b, ¢ be elements of Z;.

Discrete Logarithm Problem (DLP). Given P, @, find an integer n such
that P = n(@Q, where such n exists.

Computational Diffie-Hellman Problem (CDHP). Given (P,aP,bP),
compute abP.

Decisional Diffie-Hellman Problem (DDHP). Given (P,aP,bP,cP), de-
cide whether ¢ = ab in Z;.

We call G a GDH group if DDHP can be solved in polynomial time but no
probabilistic algorithm can solve CDHP with non-negligible advantage within
polynomial time. Such group can be found on super singular or hyper elliptic
curves over finite field. The Weil pairing and the Tate pairing [13] are admissible
applications satisfying the properties mentioned above.

2.2 Identity-Based Signature

An Identity-based signature scheme consists of four phases namely Setup, Fz-
tract, Sign, and Verify. The PKG initializes the system in the Setup phase by
generating the system public parameters. The PKG also chooses a master key
and keeps it secret. The master key is used in the Extract phase to calculate
private keys for the participating users in the system. A signer signs a message
in the Sign phase using a private key given by PKG corresponding to his/her
identity. To verify a signature of a user with identity ID, a verifier just uses ID
in the Verify phase. An identity-based signature scheme proposed by Cha and
Cheon[7] is introduced as follows.

Setup: The PKG specifies two groups GG1 and G5 of prime order ¢, a generator P
of G, a bilinear map é: G1 x G1 — G2, and two hash functions H; : {0,1}* — G4
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and Hy : {0,1}* x Gy — Z;. It also chooses s € Z; randomly as its master secret
key and computes the global public key P, as sP.
System params:(G1, Gz, é, P, Pyyp, H1, H2). Master-key: (s).

Extract: The PKG verifies the given identity ID, and computes the secret key
for the identity as S;p = sH1(ID). The component Q;p = Hi(ID) plays the
role of the corresponding public key.

Sign: To sign a message m € {0, 1}* using the private key S7p, the signer chooses
r € Z; randomly and calculates:

1 U:TQ[D
2 h = Hy(m,U);
3V =0r+h)Smp.

Signature: o = (U, V) € Gy x Gy.

Verify: To verify a signature o = (U, V) for an identity ID on a message m, a
verifier checks whether (P, Ppyp, U + hQrp, V) is a valid Diffie-Hellman tuple.
This can be accomplished by the equation below: é(P, V) = é(Ppu, U + hQrp).
Notice that this check can be performed because of the assumption that the
group G is a GDH group.

3 Our RBAC Scheme Based on IBS

In this section we present a scheme that cryptographically enforces user au-
thentication and role-based access control based on the extension of above Cha-
Cheon’s scheme. Hereafter we refer our proposed scheme as IRBAC (Identity&
Role Based Access Control) scheme.

3.1 Notations

We extend the elements user and role in RBAC model [1,2] to cooperate with
identity-based cryptography.

- User: In our suggestion, each user can be represented as u = (ID,USKS).
ID is an identity information of the user and is used as a public key. USK S =
{S1Drys--sSiDr, } represents a set of assigned keys corresponding to the roles
assigned to the user.

- Role: A role is described as a set of permissions to access system resources,
each role can be represented as r = (rpk,rsk). rpk and rsk are defined as a
pair of public/private keys belonging to the role, where rsk is randomly chosen
from Z7 and rpk = rsk - P. Here our system parameters are identical to Cha-
Cheon’s scheme, where P is a generator of GG;. Each role can be considered as
be associated with a PKG, which generates user’s assigned key as a function of
its rsk and a user’s identity while assigning the role to the user.
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3.2 System Architecture

The entities participating in the scheme and their responsibilities are described
as follows.

- System Manager (SM): The SM is responsible for generating system pa-
rameters and defining roles. When a new role is added in the system, the SM
generates a public/private key pair for the role, and keeps the private role key
secret.

- Role Manager (RM): The RM is responsible for assigning roles to users.
As mentioned above, each role is corresponding to a PKG as in the IBS scheme,
but it is unpractical to build as many PKGs as roles. In our scheme, the RM
receives all of the role’s private keys securely from the SM and uses them to
issue assigned keys while assigning corresponding roles to users.

- Access control Enforcement Facility (AEF) and Access control De-
cision Facility (ADF): The AEF and the ADF are responsible for managing
the system’s resources. The AEF mediates access request, and passes the user’s
notation to the ADF. The ADF makes the access control decisions based on the
system security policies. The AEF enforces access decisions made by the ADF.

3.3 Framework

Definition 1. Our scheme is specified by five algorithms (Gengys, Addroe,
Asgniser, Gengig and Authyser) such that:

- Gengys: It takes as input the security parameter k, and returns system pa-
rameters.

- Addgoie: It takes as input a new role’s identity. It generates a pair of pub-
lic/private keys for the role.

- Asgnyser: It takes as input a user A’s identity and a role r;’s private key.
It assigns r; to A, that is, it generates an assigned key for A corresponding
tor;.

- Gengig: It takes as input A’s identity, a set of assigned keys of A and an
access request message Q. It generates a signature on Q for A.

- Authyser: It takes as input A’s identity, a set of roles’ public keys, an access
request message Q@ and a signature for A. It decides to allow A’s access
request or not.

3.4 IRBAC Scheme

Our proposed scheme is driven from Cha-Cheon’s identity-based signature
scheme [7], we describe each algorithms of our scheme. We assume that all the
users agree on a set of public parameters. The RM generates system parameters
as follows.

Gengy,: the SM
Chooses a generator P of Gy, two hash functions H; : {0,1}* — G; and Hs :
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{0,1}* x Gy — Z;. The SM also picks its master key s € Z; at random and
computes the system public key Py, = sP.
The system public parameters are params = (P, Py, Hi, Ha).

When a role r; is added to the system, The SM carries out Add gee as follows.

Addpyie: The SM

1. Picks a random s; € Z; as r;’s private key, and sets P; = s; P as r;’s public
key. If s; is equal to other existing role’s private key, the RM randomly picks
another value from Z; as r;’s private key.

2. Assigns specified permissions to r;.The SM maintains a permission-assignment
list (PAL) to record the assignment relationships between roles and permissions.
3. Sends (s;, P;) to the RM via secure channel.

In order to authorize users to access system resources, the RM must issue
assigned keys stating the roles being granted. If a user A with identity ID 4
wants to be a member of role r;, he submits the request message to the RM. To
assign r; to A, the RM carries out Asgny e, as follows:

Asgnyger: The RM

1. Checks validity of A’s identity.

2. Computes Qrp, = Hi(IDa).

3. Generates A’s assigned key corresponding to r; : Sip,r, = $iQrp,, where s;
is r;’s private key.

4. Sends Srp,r; to A via secure channel.

We suppose that A wants to access system resources, he initiates a session by
interacting with the AEF. Then A performs Geng;, as follows.

Geng;4: A

1. Selects a role or role set to activate in the current session, assume the activated
role set is AR = {rq,...,7% }.

2. Generates the query message ) and the signature Sig(@ on ) using assigned
keys corresponding to AR. Let Q = ID|AR|p, where ID, is A’s identity, p
is the permission that A wants to enforce. To generate the signature on @, A
chooses a random number 7 € Z; and computes:

a) U= TQIDA-
k
¢) Stpaar = Y. Sipar;, Where Sip,,, is an assigned key of A corresponding
i=1

to the role r;.
d) V.= (r+h)Sip,Ar.

Signature: SigQ = (U, V).
3. Submits @ and SigQ to the AEF.
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After receiving @ and SigQ@, the AEF and the ADF carries out Authy e, as
follows.

Authyg.,: The AEF
1. Checks the validity of SigQ using I D 4 and the public keys of rq, ..., . This
can be accomplished by the equation below:

k
é(P,V) = é(Par,U 4+ hQip,), where h = Hy(Q,U), Par = >_ P, , P; is the
i=1
public key of the role r;.

2. The ADF maintains a permission-assignment list (PAL) to record the as-
signment relationships between roles and permissions. If SigQ is valid, the ADF
retrieves permissions assigned to the roles of AR, and makes the decision whether
Alice’s request should be allowed or denied according to the assigned permis-
sions and system security policies. The ADF returns the decision to the AEF,
and then the AEF enforces the ADF’s decision.

For any valid signature produced by a user, we obtain

e(Par,U +hQrp)
k

=é(). Pi,mQip +hQ1p)
=

i
k

= é(z SP, (7" + h)Q[D)

i=1
k

=¢e(P,(r+h) Y siQrp)

— (P, (r + W) S1oar)
—&(P,V)

So the correctness of our scheme can be easily verified.
Of course, we can choose other identity-based signature schemes as the basic
signature scheme, such as [8,9,10].

3.5 Discussion

Our scheme has several advantages over the previous approaches [5,6]. Firstly,
our scheme prevents a service from having to provide system resources to any
users in an encrypted form, which can be an expensive task. Secondly, since
the encryption-based access control method is avoided, our scheme fulfills the
requirement of supporting multiple types of operations and objects in RBAC
model. And thirdly, in our scheme, both aspects of the user authentication and
checking the activated role’s validity can be combined into one operation of
verifying a signature of the user, so there is no need to check the user’s identity
in an independent procedure.
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4 Security Analysis

4.1 Authenticity

Since an assigned key is generated as a function of a role’s private key and a
user’s identity, it is uniquely corresponding to the user and the assigned role.
The signature SigQ@ is generated using the sum of assigned keys corresponding
to the roles activated by the user, so the validity of Sig@Q can prove the user’s
possession of the activated roles and authenticate the user’s identity. There is
no need to check the user’s ID in an independent procedure.

4.2 Unforgeability

Our IRBAC scheme can be regarded as an identity-based signature scheme with
multiple PKGs, each PKG is associated with a role. In order to activate role
set AR = {ry,...,r;}, a user has to generate a valid signature using the sum
of assigned keys corresponding to all the roles of AR on the user’s ID. We
use similar technique in [7] to prove the unforgeability of our scheme. Suppose
the hash functions H; and Hs are random oracles. The following attack model
appropriate to IRBAC scheme may be considered.

Definition 2. We say that our IRBAC scheme is secure against existential
forgery under adaptively chosen message and ID attack if no polynomial time
adversary A has a non-negligible advantage against challenger C in the following
game:

1. Assume that performing specified permissions need to activate roles set AR =
{r1,...,;rx}. Adversary A first chooses k—1 roles of AR which it wants to corrupt.
Without loss of generality, let SR = {ra,...,7} be the roles chosen by A. C runs
the System Setup algorithm and the resulting system parameters are given to A.
2. A issues a number of the following queries as it wants, every request may
depend on the answers to the previous ones:

- Hash Function Query: C computes the value of the hash function for the
requested input and sends the value to A.

- Extract Query: A can issue two type of extract queries:

a) A selects an identity ID and a role r; € AR, C returns the corresponding
assigned key Sipr, which is obtained by running Asgnyser algorithm.

k
b) A selects an identity ID, C returns the sum of all of assigned keys > Sipr,
i=1
(with r; € AR).

- Activate Query: Given an identity ID and a message m, C returns a signa-
ture which is obtained by activating all the roles of AR, namely the signature is

k
generated using the sum of all of assigned keys > Sipr, (with r; € AR).
i=1

7



Combining User Authentication with Role-Based Authorazition 855

3. A submits a target identity ID, such that ID is not equal to any input of Role
Extract queries, and receives from C k — 1 assigned keys Sipr, (with r; € AR)
corresponding to the target ID.

4. Finally, A outputs (ID,m, o), where ID is target identity chosen in phase 3,
m is a message and o is a signature such that (1D, m) is not equal to any input
of Activate queries. A wins the game if o is a valid signature of m using the sum

k
of all assigned keys Yy, Srpy, (with r; € AR).
i=1

Our IRBAC scheme is based on Cha-Cheon’s identity-based signature scheme,
and Cha-Cheon’s scheme is completely secure against existential forgery under
adaptively chosen message and ID attack [7] in the random oracle model assuming
the hardness of CDHP. The security proof of Cha-Cheon’s scheme is given in [7].

Theorem 1. Suppose that there exists a polynomial-time adversary A that can
attack our scheme in the game described in Definition 2 with a non negligible
advantage Adv'FBAC(A). Then we have an adversary B that is able to gain

advantage AdvCC1B%(B) = Adv!FBAC(A) against Cha-Cheon’s scheme under
the adaptively chosen message and ID attack model.

Proof. We use A to build algorithm B that can attack Cha-Cheon’s scheme under
the adaptively chosen message and ID attack model.

1. At first, B receives a random system parameter K, = (G1,G2,é, P, Py,
Hq, Hy), which is generated by its challenger of Cha-Cheon’s scheme. The sys-
tem private key s is kept unknown to B. B works by simulate A’s environment
as follows. B chooses a € Z; randomly, and supplies A with the IRBAC system
parameters (G1,Ga,é, P,aP, Hy, Hs), where G1, G2, é, P, Hy, Hy are taken from
Kpup. B informs A the role set AR = {rq,...,7;} to be activated. A chooses k—1
roles in AR it wants to corrupt, let SR = {ra,...,7;} be the roles chosen by A.
Then B randomly selects s; € Z;(i = 2,...,k) as r;’s private key(i = 2,...,k),
the corresponding role public key is P; = s;P(i = 2,...,k). Let r1’s private key

k k
s1=5— > 8;, public key P, = Pyyp — ., Pi. s1 is kept unknown to B. B sends
i=2 i=2

P(i=1,..,k) to A.

2. A has access to the random Hy, Hs, Extract and Activate oracles. H; and
Hj are taken from Cha-Cheon’s scheme, for every query made by A to random
oracles H; and Hs, B forwards it to its challenger and sends the answer back to
A. B simulates the Extract oracle and Activate oracle as follows.

Extract-queries

a) A chooses a new ID;, a role r; € AR, and issues an assigned key extract
query. If r; # r1, B reply to A with Srp,,, = s;H1(ID;). Otherwise, r; = r1,
B forwards ID; as its extract query to its challenger and gets the reply
k
SID]- = SHl(ID]) B Computes SIDjrl = (8 - E:QSZ)H1(ID]) = SID]- -
k
> siH1(IDy), and returns Srp,,, to A.

1=2
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b) When A chooses a new ID; , and query the sum of assigned keys corre-
sponding to AR, B first forwards it to its Extract oracle and gets the re-
ply Srp, = sH1(ID;). B computes the sum of assigned keys Syp,r;(with

k k
r; € AR) as: SIDJ»AR = Z SIDjm = Z SiHl(IDj) = SHl(IDj) = SID_]», SO
i=1 i=1

B returns Syp; to A.

Activate-queries

When A chooses (IDj, m), and makes a query to the Activate oracle, since the
signing structure of IRBAC is identical to Cha-Cheon’s scheme and Srp;ar =
Sip,, B forwards (ID;,m) as its sign query to its challenger of Cha-Cheon’s
scheme, and returns the reply to A.

3. At some point, A submits a target identity ID*. B generates k — 1 assigned
keys for ID* corresponding to SR as Sip+,, = s;H1(ID*)(1 = 2,...,k), then
sends Srp«r, (i = 2,...,k) to A. B also regards ID* as its own target identity.

4. Finally, A outputs (ID*,m*,c*). B also takes (ID* m* o*) as its output
because Sipsar = sH1(ID*) = Sip~ and IRBAC uses an identical signing
structure to Cha-Cheon’s scheme. From A’s viewpoint, the above simulation is
indistinguishable from the real protocol, and B is successful only if A is success-
ful. Thus Adv®“IBS(B)=Adv! FBAC(A).

5 Conclusion

In this paper, we apply identity-based signature technique to address user au-
thentication problem in the role based access control systems. To achieve this, we
extend the elements user and role in RBAC model to cooperate with identity-
based cryptography. In our scheme, the manager can check the validity of a user’s
identity and activated roles simultaneously by verifying the user’s signature, so
the independent authentication procedure is eliminated. As we know our scheme
is the first scheme that realizes user authentication and role-based access control
in one operation using identity-based signature technique.
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