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Abstract. In this paper, we propose a novel application on grid, the
biometrics grid, to promote the development of both biometrics technol-
ogy and grid computing. The biometrics grid aims to overcome/resolve
some main problems of existing biometric technology using grid comput-
ing. The most important service provided by the biometrics grid is an
algorithm testbed for biometrics researchers on single biometric or multi-
modal biometrics. We give a case of two respective biometrics recognition
processes in voiceprint and face on grid to show that it is feasible in de-
ploying different biometrics applications on a testbed for performance
evaluation.
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1 Introduction

Biometrics usually refers to identifying an individual based on his or her distin-
guishing characteristics. The premise is that a biometrica measurable physical
characteristic or behavioral traitis a more reliable indicator of identity than
legacy systems such as passwords and PINs. Physiological biometrics is based
on data derived from direct measurement of a body part (i.e., fingerprints, face,
retina, iris), while behavioral biometrics is based on measurements and data de-
rived from a human action [1] (i.e., gait and signature). Recent global terrorism
is pushing the need for secure, fast, and non-intrusive identification of people as a
primary goal for homeland security. As commonly accepted, biometrics seems to
be the first candidate to efficiently satisfy these requirements. For example, from
October 2004, the United States have controlled the accesses to/from country
borders by biometric passports [2, 3].

Biometrics technology not only need advanced biometric technology interfaces
but also the ability to deal with security and privacy issues. The integration of
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biometrics with access control mechanisms and information security is another
area of growing interest. The challenge to the research community is to develop
integrated solutions that address the entire problems from sensors and data
acquisition, to biometric data analysis and systems design. Biometrics technology
suffers problems in its way of research and applications:
Multimodal biomsetrics and information fusion. The performance of a bio-
metric system is not reliable. This problem can be alleviated by installing multi-
ple sensors that capture different biometric traits. Such systems, known as mul-
timodal biometric systems, are expected to be more reliable due to the presence
of multiple pieces of evidence. Use of multiple biometric indicators for identify-
ing individuals has been shown to increase the accuracy and population cover-
age, while decreasing vulnerability to spoofing [4].Multimodal biometric systems
are able to meet the stringent performance requirements imposed by various ap-
plications. Moreover, it will be extremely difficult for an intruder to violate the
integrity of a system requiring multiple biometric indicators. However, an inte-
gration scheme is required to fuse the information churned out by the individual
modalities. The key to multimodal biometrics is the fusion of various biometric
modality data at the feature extraction, matching score, or decision levels [5].
Duplicated works and cooperation in diverse fields. Currently, most bio-
metrics technology researches in offered production are either actually intra-
organizational or operated by application domains, such as FaceVACS-SDK
produced by Cognitec. It is wasteful with duplicated efforts in building test
databases as well as difficulty in providing uniform performance standards. For
example, face recognition researchers have spent great efforts in building face
databases(i.e., FERET, PIE, BANCA, CAS-PEAL, AR) while these databases
are not easily accessed by others. Furthermore, from a technical viewpoint,
biometrics spans various technologies, such as fingerprint and face recognition,
mathematics and statistics, performance evaluation, integration and system de-
sign, integrity, and last but not least, privacy and security. Therefore, there is
a need for scientists and practitioners from the diverse fields of computing, sen-
sor technologies, law enforcement and social sciences to exchange ideas research
challenges and results.
Large scale biometric database. The population in a database can signifi-
cantly affect performance [6]. In a system with a large scale database, the or-
dinary recognition processes perform poorly: with the increase of the database
scale, the identification rates of most algorithms may decline rapidly; mean-
while, querying in a large scale database may be quite time-consuming. So how
to deal with a large scale database has been a difficult problem faced by re-
searchers on biometrics technology in recent years. Su Guangda et al presented
a face recognition system framework constructed on the client-server architec-
ture [7]. A distributed and parallel architecture is introduced to this system (see
Fig. 1 (a)). The clients and servers are connected by 1000MB networking switch.
Although this system has gained good performance: querying one face image in
2,560,000 faces costs only 1.094s and the identification rate is above 85% in most
cases, it is limited in accessing and extending due to its C/S framework.
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A grid [8, 9] is a high-performance hardware and software infrastructure pro-
viding scalable, dependable and secure access to the distributed resources. Grid
systems are the gathering of distributed and heterogeneous resources (CPU, disk,
network, etc.). Unlike distributed computing and cluster computing, the indi-
vidual resources in grid computing maintain administrative autonomy and allow
system heterogeneity; this aspect of grid computing guarantees scalability and
vigor. Therefore, the grids resources must adhere to agreed-upon standards to
remain open and scalable. They are promising infrastructures for executing large
scale applications and to provide computational power to everyone. In order to
promote both biometrics technology and grid computing, we combine biometrics
applications with grid computing to give a novel grid application - the biometrics
grid (BMG).

The remainder of this paper is organized as follows: related work is presented
in Section 2, design issues of system are described in Section 3. The BMG-specific
testbed is discussed in Section 4. Finally, we give a case study in Section 5. We
conclude our work in Section 6.

2 Related Work

Biometric systems have been defined by the U.S. National Institute of Standards
and Technology (NIST) [10, 11] as systems exploiting “automated methods of
recognizing a person based on physiological or behavioral characteristics” (bio-
metric identifiers, also called features). Biometric systems are being used to
verify identities and restrict access to buildings, computer networks, and other
secure sites [12]. A biometric system is essentially a pattern-recognition sys-
tem. Such a system involves three aspects: data acquisition and preprocessing,
data representation, and decision-making. Biometric systems are traditionally
used for three different applications [13]: physical access control for the pro-
tection against unauthorized person to access to places or rooms, logical ac-
cess control for the protection of networks and computers, and time and at-
tendance control. Due to have been designed for only traditional biometrics ap-
plications, biometric systems can’t used to solve the problems mentioned in
Section 1.

However, the proposed BMG is more than a biometrics system. Consider-
ing multimodal biometrics, duplicated works, cooperation in diverse fields, in-
formation fusion and Large scale biometric database, BMG provides an algo-
rithm testbed for the research on single biometric or multimodal biometrics.
The testbed enables researchers mainly focus their energy on algorithm design
and programming.

Also, BMG can conquer disadvantages of C/S framework because in the het-
erogeneous grid environments, we can hide the heterogeneity of computational
resources and networks by providing Globus Toolkit Services and can implement
the distributed parallel computing of a large scale problem by taking full advan-
tage of Internet resources. According to the applied demand, grid MPI parallel
program is offered for specialized applications.
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3 Design Issues of System

3.1 Concepts

BMG is designed to develop integrated solutions that address the entire problems
from sensors and data acquisition, to biometric data analysis and system design.
BMG aims to

1. Provide a testbed for the research on biometrics algorithms. The testbed
enables researchers mostly or only pay their attention on algorithm design
and programming. BMG would test modules designed by researchers on
uniform databases.

In biometrics algorithms test, such efforts are wasteful, with duplicated
work in building test databases as well as difficulty in providing uniform per-
formance standards. A basic requirement is for tools that allow data man-
agers to make licensed and uniform “person” data available to the BMG
community. These tools include the means to create searchable databases of
persons, provide catalogs of the data that locate a given piece of data on
an archival system or online storage, and make catalogs and data accessi-
ble via the Web. Prior to the advent of the grid, these capabilities did not
exist, so potential users of the model data had to contact the data man-
agers personally and begin the laborious process of retrieving the data they
wanted.

2. Create a virtual collaborative environment linking distributed centers, users,
models, and data to simplify both the resource management task, by making
it easier for resource managers to make resource available to others, and the
resource access task, by making biometrics data as easy to access.

3. Support mature biometric applications with different QoS demands includ-
ing applications with large scale databases or applications of multi-modal
biometrics can be solved by grid computing. However, BMG does not guar-
antee that biometrics applications are meeting with the QoS goals, when
defining QoS more broadly than the bandwidth and capacity.

4. Develop a specialized grid workflow for multimedia computing and data min-
ing in biometrics applications on BMG.

In this paper, we only discuss one of the BMG issues, the algorithm testbed.

3.2 A Framework of the Biometrics Grid

We present a description of the BMG framework in Fig. 1 (b). BMG is divided
into four layers:

Resources. These are the basic resources on which BMG is constructed includ-
ing computational resources and data resources.

Platform. This provides remote, authenticated access to shared BMG resources.
All these components are based on the Globus Toolkit and the WS-Resource
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(a)

(b)

Fig. 1. a) An example of C/S framework to support large scale database. (b) The BMG
framework schematic showing four layers.
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Framework (WSRF) which enables the discovery of, introspection on, and inter-
action with stateful resources in the standard and interoperable ways.

BMG-specific services. The testbed is the most important of these biometrics
applications. The testbed enables researchers intend to focus their energy on
algorithm designing and programming. All biometrics applications are wrapped
to Web Services specified by WSRF and deployed into Web Services container.

Portal. Web portal control and render the user interface-interaction. BMG cre-
ates a virtual collaborative environment which provides advantages to urge co-
operations in diverse fields. Generally, portal let you take multiple Web pages,
automatically produce controls to link between them, and let subsets of them
be displayed on a single Web page. All biometric applications are wrapped to
Web Services (each with user-facing ports) are aggregated for the user into a
single client environment. We assume that all data and information presented
to users originates from a Web Service, called a content provider. This con-
tent could come from a simulation, data repository, or stream from an in-
strument. Each Web Service has resource- or service-facing ports that com-
municate with other services [14]. However, we are more concerned with the
user-facing ports, which produce content for users and accept input from client
devices.

3.3 The BMG Workflow for the Algorithm Testbed

The BMG workflow is simply defined as a set of Grid resources and services, a
quality expectation defined by the user(s) and a workflow model acting on them.

The BMG workflow pays more attention to multimedia computation and data
mining in biometrics applications on BMG, the BMG-MPI parallel programming
interfaces are offered for the BMG testbed to run algorithm jobs. Its design
sustains and integrates closely with parallel processing from the bottom, so it
can be applied in different applications.

Further, the BMG workflow has strong self-adaptability to effectively over-
come the dynamic variation during the operating process of a biometrics algo-
rithm, and the BMG workflow engine can also perform dynamic resource dis-
covery and allocation, dynamically collects the status of nodes of BMG by MDS
modules in Globus.

4 A Testbed for Biometric Algorithms

To solve the problems of duplicated works, multimodal biometrics, and informa-
tion fusion, BMG provides the testbed for the research on single biometric or
multimodal biometrics to enable researchers intend to only focus their energy on
algorithm designing and programming. For example, researchers’ works are lim-
ited to design the modules of feature extracting, feature matching, information
fusion, etc. Researchers code these modules according to the testbed interface
description and then submit their works to BMG.
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Fig. 2. Structure of a general single biometric system

4.1 Single Biometric Test

A biometric system has a general structure [15]. First of all, a sensor acquires a
sample of the user presented to the biometric system (i.e., fingerprint, face, iris
images). As defined in [15], a sample is a biometric measure presented by the
user and captured by the data collection subsystem as an image or signal. The
sample can be transmitted, eventually exploiting compression/decompression
techniques. BMG stores the complete sample data in the storage unit. BMG
uses and stores only a mathematical representation of the information extracted
from the presented sample by the signal processing module that will be used
to construct or compare against enrolment templates: the biometric feature.
If the extracted feature is stored (enrolled) into BMG, a template for future
identification or verification (matching) is added. BMG has a measure of the
similarity between features derived from a presented sample and a stored tem-
plate. The measure produces a typical index called matching score. Hence, a
match/nonmatch decision may be made according to whether this score exceeds
a decision threshold or not. The term transaction refers to an attempt by a
user to validate a claim of identity or nonidentity by consecutively submitting
one or more samples, as allowed by the system decision policy [16]. Lastly, a
transmission process is implemented to transmit the collected data to the sig-
nal processing section. The signal-processing module represents the core of the
system and is generally composed by sub-modules implementing preprocessing
functions (i.e., image filtering and enhancement), the feature extraction, and the
matching between two features.

BMG deploys this general single biometric system on the testbed. Of course,
some definitions should be firstly done such as feature extracting interface, fea-
ture matching interface, pre-filtering interface. All these definitions together are
defined as part of the testbed interface description. For example, a simple fea-
ture extracting interface can be defined as c executable file (e.g. FeatureExt.exe)



454 A. Ming and H. Ma

with a parameter (e.g. a file name of a sample), FeatureExt.exe can be invoked
by command line mode as follows:

FeatureExt.exe a sample file name

When a user of BMG submits featureExt.exe to the BMG Web portal, feature-
Ext.exe itself will be wrapped into a Web Service specified by WSRF. Then
BMG can provide this service as a part of the testbed using BMG components
(e.g. GRAM).

4.2 Multimodal Biometrics Test

Multimodal biometrics fusion that is possible when combining multiple biometric
systems:

1© Fusion at the feature extraction level, where features extracted using multiple
sensors are concatenated.

2© Fusion at the confidence level, where matching scores reported by multiple
matchers are combined [15,16].

3© Fusion at the abstract level, where the accept/reject decisions of multiple
systems are consolidated [17].

Fig. 3. Structure of a general multimodal biometrics system showing the three levels of
fusion; FU: Fusion Module, MM: Matching Module, DM: Decision Module. FU, MM,
DM are programed and submitted by BMG users.
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Fusion in the context of biometrics can take the following forms: 1© Single bio-
metric multiple classifier fusion, where multiple classifier on a single biometric
indicator are combined [18]. 2© Single biometric multiple matcher fusion, where
scores generated by multiple matching strategies (on the same representation)
are combined [19]. 3© Multiple biometric fusion, where multiple biometrics are
utilized [20, 21, 22]. An important aspect that has to be dealt with is the normal-
ization of the scores obtained from the different domain experts [23]. Normal-
ization typically involves mapping the scores obtained from multiple domains
into a common framework before combining them. This could be viewed as a
two-step process in which the distributions of scores for each domain is first esti-
mated using robust statistical techniques and these distributions are then scaled
or translated into a common domain.

Also, BMG deploys this general multimodal biometric system on the testbed
just like that mentioned in single biometric.

5 A Case Study

5.1 The Environment

In the case, we carry out two respective biometrics recognition processes for
voiceprint and face on grid. The voiceprint recognition approach we used is
described in [24]. The face recognition approaches we used are listed as: the line
based face recognition algorithm [25], the improved line based face recognition
algorithm [26], PCA and PCA+LDA [27]. Our development OS is Linux Fedora
Core 4, and the development toolkit is Globus Tookit 4.0, Web server platform
is Apache Tomcat 5.0, DBMS is MySQL 5.0, the development languages are
HTML, JSP, Servlet, Java Bean, Java class and XML.

In voiceprint recognition, 24 samples from 44 persons are collected. The first
20 samples are put in the training set, and 4 samples left are made as the test
set.

In face recognition, we use a face database established by ourselves to evaluate
the performance of our algorithm. Pictures of 35 persons are taken by a stan-
dard camera (6 pictures per person) under different illumination intensity (weak,
medium and strong). We select 3 views of each person for training, and the other
3 views (in weak, medium, and strong illumination intensity respectively) is used
to test.

5.2 Two Biometrics Recognition Processes

We define 3 simple interfaces, which are executable files of c language in Linux
platform, to run two respective biometrics recognition processes in speech and
face.

– Interface 1 Training.exe, an executable file for biometrics data training, can
be invoked as follows:

Training.exe samples
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– Interface 2 FeatureExt.exe, an executable file for extracting feature vectors
using training results, can be invoked as follows:

FeatureExt.exe a samples

– Interface 3 FeatureMat.exe, an executable file for matching feature vectors
between two samples, can be invoked as follows:

FeatureMat.exe sample 1 sample 2

We program each recognition method and build 3 × 2 exe files respectively,
then these files would be submitted to grid by GRAM Server and RSL (XML
file) for recognition.

In voiceprint recognition, one is selected among 44 persons and tagged as
imposter, and 43 persons left are seen as client. Every person can enter at his
own status, imposter tries to enter at other 43 persons’ status and repeats 20
times. Then we get 44×43×20 verification results. In our voiceprint recognition
job, the FAR (False Accept Rate) is 0.092%, FRR (False Reject Rate) is 2.27%.

In face recognition, we have tested four face recognition methods on the same,
but individually processed, face database. The performance of different algo-
rithms in face recognition is shown in Fig. 4 (a). Moreover, as illustrated in Fig.
4 (b), the average execution times of the improved line based face recognition
algorithm can be shorten by increasing the number of grid computation nodes.

(a) (b)

Fig. 4. (a) The performance of different algorithms on error rate (Totally 105 pictures
are tested). (b) The relation between the execution times and the numbers of grid
computation nodes (GCNs) of the improved line based face recognition algorithm.

5.3 Analysis

According to results of the case study above, we can conclude that:

– It’s feasible to deploy biometrics applications on BMG.
– The algorithm testbed of BMG can provide uniform interfaces to different

algorithms belonged to different types of biometrics.
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– The algorithm testbed of BMG can provide uniform interfaces to different
algorithms belonged to a same type of biometrics.

– BMG can meet with some QoS demand (i.e. execution times) by using meth-
ods such as increasing computation nodes.

6 Conclusions

We propose a concept of BMG to simplify both the resource management task,
by making it easier for resource managers to make resource available to oth-
ers, and the resource access task, by making biometrics data as easy to access
as Web pages via a Web browser. BMG would test modules designed by users
based on uniform database, modules would be wrapped to Web Services based
on WSRF and deployed into Web Services container. We give a case study about
two respective biometrics recognition processes in voiceprint and face deployed
to grid. The results show that it is feasible in deploying not only algorithms
belonged to different types of biometrics (i.e., face recognition, voiceprint recog-
nition) but also different algorithms belonged to a same type of biometrics (such
as face recognition) on grid to provide services using grid computing. Also, the
time-consuming algorithms can be shortened by grid computing.

However, there exist great difficulties in building BMG nowadays. For exam-
ple, it is not an easy case to build an uniform biometrics database because there
are fears of an invasion of privacy. The advent of BMG should be under the
legal guidelines of governments. With the development of grid computing, the
technical scheme of BMG will also be improved.
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