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Abstract. SHACAL-2 is a 256-bit block cipher with up to 512 bits of
key length based on the hash function SHA-2. It was recommended as
one of the NESSIE projection selections. As far as the number of the
attacked rounds is concerned, the best cryptanalytic result obtained on
SHACAL-2 so far is the analysis of a related-key rectangle attack on
the 42-round SHACAL-2 [13]. In this paper we present a related-key
rectangle attack on 43-round out of the 64-round of SHACAL-2, which
requires 224938 chosen plaintexts and has time complexity of 24804 43-
round SHACAL-2 encryptions. In this paper we also identify and fix
some flaws in previous attack on SHACAL-2.

Keywords: Block cipher, SHACAL-2, Related-Key Rectangle attack,
Differential characteristic.

1 Introduction

Differential cryptanalysis [3] is one of the most powerful known attacks on block
ciphers, which was introduced by E. Biham and A. Shamir in 1990.

The related-key attack [4] was introduced by E. Biham in 1993, in which
the attacker chooses the relationship between two unknown keys. The attack
is based on a key scheduling algorithm and shows that a block cipher with a
weak key scheduling algorithm may be vulnerable to this kind of attack. Many
cryptanalytic results of the attack were presented in [14,15,16,17].

The related-key boomerang and rectangle attacks were proposed by Kim et
al. [8,9] and independently by Biham et al. [6]. This attack is a combination of
the related-key and the rectangle attacks, and shares the features of rectangle
and related-key attacks. The attacker examines quartets of plaintexts encrypted
under four related keys. This attack exploits two types of related-key rectangle
distinguishers to retrieve the related keys. Our distinguishers can be used in
analyzing block ciphers which have a good related-key differential followed by
another good related-key differential or which have a good related-key differential
followed by a good differential.
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SHACAL-2 [2] is a 256-bit block cipher with up to 512-bit key length based
on the hash function SHA-2. It was submitted to the NESSIE project (New Eu-
ropean Schemes for Signatures, Integrity, an Encryption) and was recommended
as one of the NESSIE projection selections. It has 64 rounds. The best crypt-
analytic result obtained on SHACAL-2 so far is the analysis of a related-key
rectangle on 42-round SHACAL-2 [13]. See Table 1 for a summary of our results
and the comparison with the previous attacks.

Table 1. Comparison of our results with the previous attacks on SHACAL-2

Type of Number of Complexity
Attack Rounds Data/Time/Memory
Impossible Differential 30 T44C P/249%-1 J214-51()]
Differential-Nonlinear 32 21340 /5042 /24841
Square-Nonlinear 28 463 - 2320 P/2"9%1 /2959(11]
Related-Key Differential-Nonlinear 35 212 32RK-CP /245210 /247-32[19)
Related-Key Rectangle 37 2233 16RK.CP /218495 /9238161 9]

40 924338 RK_ (P /2448-43 /924738 [ 3]
49 9243.38RK_(Cp /2188-37 /924738 [ 3]
43 2240,38 RK_CP/2480,4/2245.38 (N@’LU)
CP: Chosen Plaintexts, RK-CP: Relate-Key Chosen Plaintexts,
Time: Encryption units, Memory: Bytes of memory

The rest of the paper is organized as follows: In Section 2, we introduce some
useful properties of the nonlinear functions in SHACAL-2 and some notations,
and give a short description of the related-key rectangle attack. In Section 3, we
describe the related-key rectangle attack on 43-round SHACAL-2. Finally, we
summarize the paper in section 4.

2 Background

2.1 Description of SHACAL-2

SHACAL-2 [2] is a 256-bit block cipher based on the compression function of
the hash function SHA-2. The algorithm is composed of 64 rounds with variable
key length of up to 512-bit, and it is advised to use keys of at least 128-bit.

For a 256-bit plaintext P = Ag|| Bol|Co || Do|| Eol| Fol|Go|| Ho the corresponding
256-bit Ciphertext C' is denoted by A64HBG4||CG4||D64||E64||F64||G64||H64~ The
r — th round of encryption is as follows.

Th, = H; + g1(E;) + Gi(E;, F;, G;) + Con; + K,
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Eiy1 =D+ T}, (6)
Dy =C; (7)
Cit1=B; (8)
Bit1=A; (9)
Aiyr =T + T (10)

for i =0, ..., 63 where + denotes the addition modulo 232 of 32-bit words, K; are
the 32-bit round subkeys, and Con; denotes the 32-bit round constants which
are different in each of the 64 rounds. The function in the above encryption
process are as follows.

G\(X,Y,Z2)=1(X,Y,Z) = (X ANY)® (-X A Z)

Gy X, Y, 2)=J(X,) Y, Z)=(XANY)d (XNZ)® (Y ANZ)
90(X) = ROTRy(X) ® ROTRy3(X) @ ROT Ras(X)
g1(X) = ROTRs(X) ® ROTR11(X) @ ROT Ro5(X)

where =X denotes the complement of 32-bit word X and ROT R;(X) means the
right rotation of X by ¢ bit positions.

The key scheduling algorithm of SHACAL-2 supports a maximum 512-bit key
and shoter keys are padded by zeros to a 512-bit string. For a 512-bit key string
K = KoKy, ..., K15 the key expansion is as follows.

Ki =hi(Ki_2) + Ki_7 4 ho(K;—15) + K;i_16, (16 <i < 63)
hi(X) = ROTR7(X) & ROTR15(X) & SR3(X)
ho(X) = ROTR17(X) & ROTR19(X) & SR10(X)

where SR; denotes the right shift of 32-bit word X by ¢ bit positions.

2.2 Some Basic Conclusions and Notations

In this section we will present some properties of the two nonlinear functions in
our attack.

Proposition 1. For the nonlinear function I(X,Y,Z) = (X AY)® (=X A Z)
there are the following properties:

1. I(x,y,z) = I(—x,y,2) if and only if y = z
1(0,y,2) =0 and I(1,y,z) =1 if and only if y =1 and 2 =0
1(0,y,2) =1 and I(1,y,2) = 0 if and only if y =0 and z = 1
2. I(xz,y,z) = I(x,~y, 2) if and only if x = 0.
I(x,0,2) =0 and I(z,1,z) = 1 if and only if v = 1.
3. I(z,y,z) = I(z,y,-2) if and only if x = 1.
I(x,y,0) =0 and I(x,y,1) =1 if and only if x = 0.
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Proposition 2. For the nonlinear function J(X,Y,Z) = (X ANY)® (X NZ) D
(Y NZ) , there are the following properties:

1. J(x,y,z) = J(—x,y, 2) if and only if y = 2.
J(0,y,2) =0 and J(1,y,2) = 1 if and only if y = -z
2. J(x,y,2) = J(x,~y, 2) if and only if x = z.
J(x,0,2) =0 and J(x,1,2) = 1 if and only if x = —z.
3. J( z) = J(x,y,—z if and only if x = y.
0) =0 and J(z,y,1) =1 if and only if x = —y

z,y, 2
J(z,y,

Notations. In order to describe our attack conveniently, we quote some
notations.

1. The bit positions in a 32-bit word are labeled as 31, 30,29,...,2,1,0, where
bit 31 is the most significant bit and bit 0 is the least significant bit.

2. Aij, Bij, Cij, D j, and E; ; represent respectively the j —th bit of A;, B,
C;, D;, and F; where the least significant bit is the 1-st bit, and the most
significant bit is the 32-th bit.

3. e; represent the 32-bit word composed of 31 0’s and 1 in the j — th place,
ejr=¢€; Bepande;p; =e; De, D ey, ete.

4. A(A, B) denotes the difference between A and B.

2.3 Short Description of the Related-Key Rectangle Attack

The related-key rectangle attack was introduced in [8,9] and independently in
[6]. Here we give a short description of this attack. Assume that a block cipher
E : {0,1}" x {0,1}* — {0,1}" can be described as E = Ej - Ey, such that
there is a related-key differential « — [ with probability pg for Ey, and there
is a related-key differential v — ¢ with probability ¢, for 1, i.e.,

PriA(Ey(X,K),Eo(X™,K*)) = B|A(X, X™) = o, A(K,K*) = AK™] =
PriA(Ey(Y*, K*), Ey (Y™, K™)) = §|A(Y*,Y"™*) =4, A(K*, K"*) = AK'] = ¢,
We use the master key K and the related keys K*, K’ and K'* with difference

AK,K*) = A(K',K™) = AK* and A(K,K') = A(K*,K"*) = AK’. The
related-key rectangle distinguisher is as follows:

1. Choose my plaintext pairs (P;, P{") at random such that A(P;, Pf) = «a.
Encrypt P; and P under Ey with key K and K* respectively to get the
intermediate values X; and X;. Encrypt X; and X under F; with key K
and K* respectively to get the ciphertexts C; and Cf.

2. Choose my plaintext pairs (P}, Pj*) at random such that A(P], Pj*) = a.
Encrypt P} and P;* under Ey with key K’ and K respectively to get the
intermediate values X7 and X*. Encrypt X} and X7* under F; with key K’
and K'* respectively to get the ciphertexts C? and C*.

3. Search two pairs of plaintexts P;, P and P}, P;*, and their corresponding ci-
phertexts C;, Cf and C}, C* respectively, satisfying: A(P;, P)) = A(P}, Pj*)
= 0, AX, X7) = AXGXP) = 8, AKX, X)) = A(X;,XI) = 7, and
A(C,.C)) = AC;.Cp) = 6
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A plaintext quartet (P;, P, P/, P;*) satisfying all these conditions is called a
right quartet. More generally, a right quartet represents one which satisfies any
[ and ~ difference conditions for given a and 6 differences. As described in [7,8,9],
the expected number of right quartets is Zﬁv m1m22*”p%q3 = mime2 " "p%q?,
where p = (3_, p%)é, qa= (>, qg)é. For a random permutation the expected
number of right quartets is m;m2272". Therefore as long as pg > 272 we can
distinguish between a random permutation and F, and use this distinguisher
later to recover the key.

3 Related-Key Rectangle Attack on 43-Round
SHACAL-2

As stated earlier, as far as the number of the attacked rounds is concerned, the best
cryptanalytic result obtained on SHACAL-2 so far is the analysis of a related-key
rectangle attack on 42-round SHACAL-2 [13]. They chose two pools of plaintexts
of 2178:38 5 964 — 924238 nach . and presented 12 bits conditions of the intermedi-
ate values, which will remove the differential probability incurred by the G and
(1 functions in Rounds 1 and 2. They concluded that after Step 1, there remains
224238 5 9—12 — 9230.38 intermediate values of each pool, then the expected num-
ber of the right quartets is (2230-38)2 /2 x 27456-76 = 23 where the distinguisher
holds with probability 27456-7, From the differential characteristic for Eg in [13],
we know that the differential in Step 0 is (0, ear, €31, ?, €9.13,19, €18,29, €31, 1) —
(0,0,enr,€31,0,€9.13,19, €18.29, €31). Obviously it needs some conditions of plain-
text to ensure that the differential holds with probability 1. But [13] didn’t present
any condition of plaintexts. There is another flaw in [13] as follows. Considering

zwo & Qh 1 10 o @ Zl jr» Where Q! t0,j0° Q“ _j, are the intermediate val-
ues of §;, and on o Z‘f’jl are the intermediate values of S}, so it is sufficient to

guess the subkeys k! and k*/, and it is not necessary to guess the additive differ-
ence between the subkeys k! and k*!. Therefore, there are some flaws in the attack
procedure of the 42-round analysis in [13].

Our attack is based on the following observation.

Observation 1. Suppose the plaintext Py and P; are encrypted using the
same key, and we know the actual values of (Af, B, Cj, D, Eg, Fy, Gy, Hi) and
(A%, Bi,Ci, Dt EX, Ff, ¢ H?Y), then we know the actual values of (Af)_l, Bé_l,
ci-? Dz— Ez LR i, (Aﬁ_l,B{'_l,Ci_l,Di_l,Ei_l,Ff_l,G’fl) and
the addltlve dlﬂerence between H:™" and H{™', hence we know the actual val-
ues of (Ay° By®,Cy7°) and (A", B{7°,C17°), and the additive difference
between D}, ® and D’ ™°

3.1 Related-Key Differential Characteristics for SHACAL-2

In our attack, we use the differential characteristics based on [13], and our dif-
ferential in Step 0 is

(0, enr,es1,0,€9,13,19, €18,20, €31, Ai j) — (0,0, enr, 31,0, €9,13,19, €18,29, €31)
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where g1 (E° ©eg 13,19) — 91 (E®) + 4; ; = 0. From Prop.1 and Prop.2, the proba-
bility of Step 0 will be 1 if we fix some bits conditions presented in Table 2. Since
D? = BY H? = FY according to the encryption algorithm, the probability of
Step 2 will be increased up to 2710 by the conditions By,; = —Fp;(i = 18,29).
From [13] we know that the probability from Step 2 to Step 24 is 2737, so the
probability of our first differential characteristic is 2746. As stated in [13], the
second differential characteristic is 2753-38. So the 35-round related-key rectangle
distinguisher holds with probability 2747476,

Table 3 present the details of the first 25-round related-key differential charac-
teristic. The difference of the master keysis (es1,0,0,0,0,0,0,0, es1,0,0,0,0,0,0).

Table 4 presents the details of the second 10-round related-key differential
characteristic. This differential characteristic use the same master key.

Table 2. The fixed plaintext bits for SHACAL-2

Ao BO EO FO
Ao,31 = Bo,z1,Ao,i = Co,i Bo,i = —Fo,i(1 =19,30) Eg31 =0 Fo,i = Go,i
(i = 6,9,18,20,25,29)  Boo — ~Fo.o Eo: = 0(i = 18,29) (i = 9,13, 19)

Table 3. The First Related-Key Differential Characteristic for SHACAL-2

0 0 e e 0 eo1319 €1829 €31 A e 1
1 0 0 em en 0 e9,13,19 €18,29 0 0o 27"
2 es1 0 0 em 0 0  eoiz1o eig2o 0 2710
3 0 es1i 0 0 e6,20,25 0 0 egiz10 0 277
4 0 0 e O 0  es2025 Ga7, 0 0o 2°¢
5 0 0 0 ez 0 0 es2025 O 0o 273
6 0 0 0 0 en 0 0 es22 0 27°
7 0 0 0 0 0 es1 0 0 0o 27!
8 0 0 0 0 0 0 es1 0 0o 27!
9 0 0 0 0 0 0 0 es1 es1 1
10 0 0 0 0 0 0 0 0 0 1
23 0 0 0 0 0 0 0 0 0 1
24 0 0 0 o0 0 0 0 0 .27
25 €13,24,28 0 0 0 €13,24,28 0 0 0

91(E° @ e9,13,19) — g1(E°) + Ai; = 0, M={6,9,18,20,25,29}

3.2 The Key Recovery Attack Procedure for 43-Round SHACAL-2
with 512-Bit Keys

Assume that the master key is K and the related keys are K* with differences
AK = (es,0,0,0,0,0,0,0,0,e31,0,0,0,0,0,0). We will present a method to
exploit the 35-round related-key rectangle distinguisher to find a master key
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Table 4. The Second Related-Key Differential Characteristic for SHACAL-2

25 es1 es1 ey 0 0 e9,13,19 €18,29,31 0 2715
26 e31 €31 €31 ey 0 0 €9.13,19 €18,2031 2712
27 0 e31 e31 e31 €620,25 O 0 e913.10 277
28 0 0 es31 es €31 €6,20,25 0 0 28
29 0 0 0 e31 e31 €31 €6,20,25 0 277
30 0 0 0 0 €31 €31 €31 €6,20,25 2_4
31 0 0 0 0 0 €31 €31 €31 1
32 0 0 0 0 0 0 es1 esr  27°
33 0 0 0 0 0 0 0 €31 1
34 es1 0 0 0 exn 0 0 o 27
35 €6,9,18,20,25,29 €31 0 0 eg20,25 €31 0 0

M'={6,9,18,20,25,29,31}

of 43-round SHACAL-2. The 256-bit value P is denoted by eight 32-bit words
(A,B,C,D,E,F,G,H), and P* is denoted by (A*, B*, C*, D* JET P G HT).
We denote the mtermedlate Value just before round k: by K j» and denote Qiﬁ j
by eight 32-bit words A Z-’j, Z-’j, C’ffj, Ek Gk- and Hfj Also, we
denote (AA3° AB3 AC3®, AD3®, AE35 F35 G35 H35) by A. The attack
procedure for 43-round SHACAL-2 is performed as follows.

1. Choose 27538 gtructures S; of plaintext P;j, i = 1,2,...,217538 5 =
1,2,...,2% XOR every 224 bits words (4, B,C, D, E, F,G) in S; with the
224 bits value (0, €M, E31, 07 €9,13,19, €18,29, 631) (M:{6,9,18,20725,29}) and
add 32-bit word H with 32-bit word 4; ; to get 2175-38 structures S}, where
in every structure the 192 bits words A, B, C, E, I, G are fixed, the 16
bits conditions presented in Table 2 are satisfied in every plaintext, and
g1(E ® e913,19) — g1(E) + A;; = 0. Encrypt every plaintext in S; and S}
using the key K and K* = K & AK to get the corresponding ciphertexts
C;,; and C7 ; respectively.

2. Guess two 96-bit subkeys (k*2, k* k40) and (k*42, k*41 k*49). For the guessed
subkey pair, do the following:

(a) Decrypt all the ciphertext C; ; and Cy; through rounds 42-40 using the
subkey (k*2, k*! k40) and (k*42, k41 k*40) respectively to obtain the in-
termediate values Q - and Q*40 We put all the intermediate values Qf’g— in
a table, and put Q*40 in another table. We can get (A3%, B35, C3%), (A*35,
B*35 C*35), (D35 D3 ) and A(D;35 | D35 ) by observation 1.

10,J0° 41,71 20,707 7 11,J1

(b) Check whether C’40 , @ C10 and €40 g 340 satisfy the first half of

21,J1 20,J0 11,J1
A. Record (k*2, k:41 k40) and all the qualified quartets and then go to
Step 3.

3. Guess two 32-bit subkeys k3%, k*3°, and decrypt all the remaining quartets

40 40 %40 %40 . 38 138 138
(Q1) 50 Qi1 QiS5 @15,) to obtain the actual values of (A%, B°%, 7%,

DSS, ESS, FSS, GSS), (A*SS’ B*SS, C*SS, D*SS, E*SS, F*SS, G*SS), the additive
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difference between Hfi)g j, and Hfls j,» and the additive difference between

38 38 35 35 35
H=% and H: a hence to get the actual values of (457, , B;>, ,C:>, ),

(A35 35 Czl _71) (A*35 B*35 0*35 ) (A*35 B*35 0*35 ) the addi-

41,417 1131’ 20,707 770,707 " 0,J0 11,717 771,917 T 1,01

tive difference between Df’o5 jo and D3 jr» and the additive difference between

D;?% and Df?3 by observation 1. Since H*® = E* and AE* = eg 20,25,

we can discard all the quartets which do not satisfy H3®. — H3®. € /\1 and

11,71 0,70

H3 — H38 e A\, where \; = {a+b+cla =£25b= 4220 ¢ = £22°}

?1,J1 20,J0

Record (K32, k40 k4 k%2) and all the qualified quartets and then go to Step 4.
Guess two 32-bit subkeys k3%, k*3%, and decrypt all the remaining quartets

39 39 %39 %39 : 37 P37 37
(Q7) 50, Q7)) 4, Q5. @15,) to obtain the actual values of (A%, B°", C¥,

D37 E37 F37 GS?) (A*37 B*37 C*37 D*37,E*37,F*37,G*37), the additive

dlfference between H. 3730 and Hff i » and the additive difference between

H;;SZO and H*37 Since H3" = F3% and AF3® = e3;, we can discard all the

quartets Wthh do not satisfy H3". — H}'. € A\, and H3T — H3T € A,,

11,71 %0,J0 21,71 20,70

where A\, = {23!, —231}. Record (k3% k%, k%0, k*! k*?) and all the qualified
quartets and then go to Step 5.

Guess two 32-bit subkeys k37, k*37, and decrypt all the remaining quartets
(QF,,,QF,,,Q:% , Q5% ) to obtain the actual values of (A0, B, (%,

20,7 21,71
DSG ESG FdG G‘36), (A*SG B*36 C*SG D*SG,E*36,F*36,G*36), the additive

difference between Hff j, and Hflﬁ j,» and the additive difference between

H*36 and H*36 . Since H3% = G3° and AG?® = 0, we can discard all the

20,J0 21,J1°
quartejcs WKhICh do not satisfy Hf’fi i Hﬁ)ﬁ o and Hl*l‘g?l H;‘f’?o Record
(K37, k38, k39 k40 k4 k42) and all the qualified quartets and then go to
Step 6.
Guess two 32-bit subkeys k36, k*36, and decrypt all the remaining quartets
(@75, Q3 5, Q% Q5% ) to obtain the actual values of (A%, B%, (%,
D357E35 1_7:35 GSE;) (A*é5 B*SS C*35 D*35,E*35,F*35,G*35), the additive
dlfference between Hfi)sj , and Hffj ., and the additive difference between

H** and H?3> . Since AH?> = 0, we can discard all the quartets which

20,J0 21,J1

do not satisfy H}®, = H3%, and H;* = H;% . If there exist more than
5 quartets passing this test, Record (k3%, k37, k38, k39, k40 k41 k*?) and then
go to Step 7. Otherwise, repeat Step 6 with another guessed subkeys. If all
the possible key pairs in Step 6 are tested, then repeat Step 5 with another
guessed subkeys. If all the possible key pairs in Step 5 are tested, then repeat
Step 4 with another guessed subkeys. If all the possible key pairs in Step 4
are tested, then repeat Step 3 with another guessed subkeys. If all possible
key pairs pairs in Step 3 are tested, then repeat Step 2 with another guessed
subkeys.

For a suggested (k36 k37, k38 k39 k40 k4 k12)) exhaustively search for the
remaining 288 key bits by trial encryption. If a 512-bit key is suggested,
output it as the master key of 43-round SHACAL-2. Otherwise go to Step 2.

The data complexity of this attack is 224938 related-key chosen plaintexts. The
memory requirements are about 2245-38(= 224038 » 39) memory bytes.
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In Step 1, the time complexity is 224038 43-round SHACAL-2 encryptions. The
time complexity of Step 2 is about 224038 x 232x6 5 8~ 2430 43 round SHACAL-
2 encryptions, and 224038 x 2192 — 943238 memory access. For each guessed
subkeys, we have 2239-38x2 /2 — 2477-76 quartets tested in Step 2. Since Sep 2 has
a 256-bit filtering for the decrypted quartets, 247776 x 27256 = 222176 quartets are
suggested in Step 2. The time complexity of Step 3 is about 222176 x 232X8 x4 ~
24744 43 round SHACAL-2 encryptions. Since there are 22 possible differences
in A\,, about 2221-76 x (2729)2 = 2163.76 quartets are suggested in Step 3. The
time complexity of Step 4 is about 216376 x 232x10 5 4~ 24804 43 round
SHACAL-2 encryptions. Since there are 2 possible values in A, (hence A, has
a 31-bit filterings), and A(H38) has a 3-bit filterings, about 2163-76 x (2731)2 x
(273)2 = 29576 quartets are suggested in Step 4. The time complexity of Step 5
is about 29576 x 23212 5 4 ~ 2476-4 43 round SHACAL-2 encryptions. About
29576 5 (2732)2 x = 23176 quartets are suggested in Step 5. The time complexity
of Step 6 is about 23176 x 232x14 5 4 ~ 24764 43_round SHACAL-2 encryptions.
About 23176 x (2732)2x = 273224 quartets are suggested in Step 6.

The expected number of right quartets are about 247776 x 2747476 — 8 for
about (2175-38264)2 /2 = 247776 nartets are tested in the attack and the 35-round
related-key rectangle distinguisher holds with probability 247476, Therefore the
success rate of this attack (i.e. the probability that the number of remaining quar-
tets for the right key pair is at least 6) is about 0.8 by the Poisson distribution
X ~ Poi(A=38), Prx[X > 5]~ 0.8.

4 Conclusions

In this paper by using the related-key differential characteristics in [13], we
fix some conditions (presented in Table 2) in each of the plaintexts, so that the
differential of Step 0 will be hold with probability 1. Hence it will be not necessary
to guess the subkey &V like in [13], which will reduce the time complexity. We can
attack the 43-round SHACAL-2 using the related-key rectangle attack with data
complexity of 224938 chosen plaintexts and time complexity of 24894 43-round
SHACAL-2 encryptions.
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