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Abstract. The main characteristic of a mobile ad-hoc network is its
infrastructure-less, highly dynamic topology, which is subject to mali-
cious traffic analysis. Malicious intermediate nodes in wireless mobile
ad-hoc networks are a threat concerning security as well as anonymity
of exchanged information. To protect anonymity and achieve security
of nodes in mobile ad-hoc networks, an anonymous on-demand rout-
ing protocol, termed RIOMO, is proposed. For this purpose, pseudo
IDs of the nodes are generated considering Pairing-based Cryptography.
Nodes can generate their own pseudo IDs independently. As a result RI-
OMO reduces pseudo IDs maintenance costs. Only trust-worthy nodes
are allowed to take part in routing to discover a route. To ensure trusti-
ness each node has to make authentication to its neighbors through an
anonymous authentication process. Thus RIOMO safely communicates
between nodes without disclosing node identities; it also provides dif-
ferent desirable anonymous properties such as identity privacy, location
privacy, route anonymity, and robustness against several attacks.

Keywords: Ad-hoc network, Anonymity, Routing, Pairing-Based
Cryptography, Security.

1 Introduction

Conventional wireless mobile communications are normally supported by a fixed
wire/ wireless infrastructure. In contrast, mobile ad-hoc networks, MANETS do
not use any fixed infrastructure. So, the shared wireless medium MANETS, in-
troduces opportunities for passive eavesdropping on data communications. Thus
traffic analysis is one of the most subtle and unsolved security attacks against
MANETS. By definition, it is an attack such that an adversary observes network
traffic and infers sensitive information of the applications and/or the underlying
system [I].

Anonymity and/or privacy is an important criteria for securing ad-hoc net-
work communication. Anonymity ensures that a user may use a resource or ser-
vice without disclosing the user’s identity. Thus anonymity requires that other
users or subjects are unable to determine the identity of a user bound to a sub-
ject or operation [2]. If anonymity is the stronger the less is known about the
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linking to a subject. As a result, adversaries fail to make correlation between
the eavesdropped traffic information and the actual network traffic patterns.
Thus traffic analysis attack can be efficiently defeated. In this paper an anony-
mous on-demand routing protocol, called RIOMO, is proposed. In RIOMO,
every node can generate its own pseudo IDs dynamically and independently
based-on pairing-based cryptography, without making communication with the
system administrator. Thus pseudo IDs maintenance cost is reduced compared
to the previous proposed method namely MASK by Zhang et al., [3]. A route is
discovered without disclosing the nodes IDs for successful communication.

The remainging of this paper is organized as follows. In section 2, prelimi-
naries are described. In section 3, RIOMO architecture and design are given. In
section 4 RIOMO protocol is described. In section 5 anonymity achievements and
security analysis are given. Finally, section 6 describes conclusions and future
works.

1.1 Related Work and Our Contributions

The proposed protocol RIOMO is exclusively based on pairing-based crypto-
graphic properties. There is also another approach of anonymous communica-
tion based on pairing-based cryptography proposed by Zhang et al., [3], called
MASK. In MASK, system administrator generates a large set of pseudo IDs for
every node, thus every node has a fixed pseudo ID set and it should be large
enough, otherwise there is a chance of finding pseudonym linking by the intrud-
ers. To keep strong anonymity in MASK, every node should have to manage
an extremely large enough number of pseudo IDs set provided by the system
administrator, which is costly for ad-hoc network communication in terms of
extra task for nodes namely IDs maintenance cost. In this paper we explicitly
show, by using only one pseudo ID taking from system administrator, nodes can
generate their own pseudo IDs, independently and dynamically. It is the first
approach to achieve anonymity by using only one pseudo ID taking from the
system administrator in ad-hoc network. With pairing based IBE properties and
random number nodes can generate their own pseudo IDs dynamically, which
also provide strong security properties.

There are some other proposals [AJ5I6/7] taking care of privacy. In [], a secure
dynamic distributed routing algorithm (denoted as SDDR in this paper) for ad
hoc wireless networks is proposed based on the onion routing protocol [5]. The
anonymity-related properties achieved in this algorithm include weak location
privacy and route anonymity. However, it ignores one important part of privacy
in mobile ad-hoc networks, namely identity anonymity, and it cannot provide
strong location privacy.

In ref.[6], Kong et al. design an Anonymous On-Demand Routing (ANODR)
based on topology. Similar to Hordes [7], ANODR also applies multicast/
broadcast to improve recipient anonymity. ANODR is an on-demand protocol,
and is based on trapdoor information in the broadcast. These features are not
discussed in regards to Hordes’ [7] multicast mechanism.



142 Sk.Md.M. Rahman et al.

Compared to ref.[4d], ANODR is more efficient than SDDR at the data-
transmission stage. However, similar to SDDR in [], ANODR does not pro-
vide identity anonymity and strong location privacy. RIOMO and other two
protocols are described in Table 1 with respect to the Anonymity and secu-
rity related properties. For anonymity related properties v: indicates property
is achieved, and blank indicates property is not achived, *: indicates identity
privacy of source and destination, **: indicates identity privacy of forwarding
nodes in route. For security related properties ¢: indicates attack is protected
and blank indicates not protected. Detailed discussions of these properties are

given in Section 5.

Table 1. Comparison of anonymity and security related properties

Routing protocol

Anonymity and security properties SDDR ANODR RIOMO (proposed)

Identity privacy* v v
Identity privacy™* v/ v
Weak location privacy v v v
Strong location privacy v
Route anonymity v v
DoS attacks v
Wormbhole attacks v v v
Rushing attacks (4 (4 v

2 Preliminaries

In this section, we just describe some preliminaries and mathematical properties
which are useful to understand our proposed protocol.

2.1 Bilinear Maps

Let GG1 be an additive group and G5 be a multiplicative group of the same prime
order ¢q. Let P be an arbitrary generator of Gy. (aP denotes P added to itself
a times). Assume that discrete logarithm (DL) problem is hard in both Gy and
G2. We can think 7 as a group of points on an elliptic curve over F, and G»
as a subgroup of the multiplicative group of a finite field Fx for some k € Z.
A mapping é : G; x G; — G, satisfying the following properties is called a
cryptographic bilinear map.

— Bilinearity: é(aP,bQ) = é(P,Q)% for all P,Q € Gy and a,b € Zy. This
can be restated in the following way. For P,Q,R € G1,é6(P + Q,R) =
é(P,R)e(Q,R) and é(P,Q + R) = é(P,Q)é(P, R).

— Non-degeneracy: If P is a generator of Gy, then é(P, P) is a generator of Gs.
In other words, é(P, P) # 1.

— Computable: A mapping is efficiently computable if é(P, P) can be computed
in polynomial-time for all P, @ € G;.
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Modified Weil Pairing [S]land Tate Pairing [9are examples of cryptographic
bilinear maps.

2.2 Diffie-Hellman Problems

With the group G; described in section 2.1, we can define the following hard
cryptographic problem applicable to our proposed scheme.

Discrete Logarithm (DL) Problem: Given P,Q € G, find an integer n such
that P = n@ whenever such integer exists.

Computational Diffie-Hellman (CDH) Problem: Given a triple (P, aP,bP) €
Gy for a,b € Z7, find the element abP.

Decision Diffie-Hellman (DDH) problem: Given a quadruple (P,aP,bP,-
cP) € Gy for a,b,c € Z;, decide whether ¢ = ab mod g or not.

Bilinear Diffie-Hellman (BDH) Problem: Given a quadruple (P, aP,bP, cP)-
€ G for some a,b,c € Z;, compute &(P, P)abe,

Groups where the CDH problem is hard but DDH problem is easy are called
GAP Diffie-Hellman (GDH) groups. Details about GDH groups can be found

in [I0].

3

RIOMO Architecture and Design

In RIOMO, system administrator does not take part in routing rather it has the
following tasks during the boot strap of the network.

Determines two groups G1, G, of the same prime order q. We view (G; as an
additive group and G2 as a multiplicative group as discussed in section 2.1.
Determines bilinear map g : G; X G1 — G», collision resistant crypto-
graphic hash functions H; and Hs, where H; : {0,1}* — G1, a mapping
from arbitrary-length strings to points in G1 and Hs : {0,1}* — {0,1}*, a
mapping from arbitrary-length strings to p-bit fixed length output.
Generates system’s secret w € Z;, where Zr = {y[l <y < ¢ — 1}. Any
one in the network does not know w except system administrator. System
administrator also uses this secret to generate the secret point of the non-
adversary nodes.

Thus the system parameters < G1,Gs, g, Hy, Ho > are known to the non-
adversary nodes. System administrator also provides the following parameters
for nodes, regarding their IDs and secret points.

Provides each node, a secret point SPg, with respect to the node’s real 1D
IDpg, which is defined as SPr = wH1(IDg). The Source and the destination
use their corresponding secret point in the route discovery phase to authen-
ticate each other. For a given set of < IDp,SPr > no one can determine
the system secret w as we discussed in section 2.1 and 2.2.
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— Provides each node a pseudo ID I DP;, and their corresponding secret point
SPP;, which is defined as SPP; = wH(IDP;); if i # j then IDP; # IDP;
as well as SPP; # SPP;. For a given set of < IDFP;, SPP; > no one can
determine the system secret w.

With the above information any node can generate its own pseudo IDs and
the corresponding secret points randomly in every session in communication.
Let’s check for a node, namely K; K has received its pseudo ID I D Pk and the
corresponding secret point SPPx = wH;(IDPg) from the system administra-
tor. Now, K is able to generate its own pseudo ID IDpx = Rix H1(IDP), and
the corresponding secret point SPpx = RxSPPx = RxkwH1(IDPk) = wRk-
H,(IDPg) = wIDpg, where Rk is a random generated by K; this relation also
holds the previous cited property in section 2.1 and 2.2, that is no one can de-
termine the system secret w for a given set of pseudo ID and the corresponding
secret point , < IDpg, SPpg >. Thus a node can generate its own pseudo IDs
and corresponding secret points when it is needed.

4 RIOMO Protocol

4.1 Anonymous Neighbor Authentication

When a node wants to join in the network or moves to a new place, it has
to authenticate within its neighbor nodes. Say, Alice has received her pseudo
ID IDP4, and the corresponding secret point SPP4 = wHi(IDP,), ie.,<
IDP4,SPPy4 > from the system administrator. She can join in the network
by authenticating within her neighbor nodes or if she moves another place in
the network different from her current place, she also needs to authenticate her
within her neighbor, to avoid a target oriented attack. If Alice wants to change
her pseudo ID different from her current pseudo ID without moving her place,
she also needs to authenticate her current pseudo ID within her neighbor. For
this purpose she generates pseudo ID IDps = RoaH(IDP4), and corresponding
secret point SPpy = RASPPy = RAle(IDPA) = wRAHl(IDPA) =wlDpy,
where R4 is a random generated by Alice; she also generates a random Rpa
which is used to generate verification codes Very and Ver;. Alice broadcasts
her pseudo ID IDp4, and random Rpr4 within her neighbor region. One of
her neighbor, let’s say Bob, makes a response with his pseudo ID I Dppg, and
generated random Rgp and verification code Very as shown in Figure [ If
Alice is a valid node then Verj = Verg, and Ver] = Ver; holds, thus she
can be a member and she is identified as IDpa, within her neighbor. Alice
and Bob use their session key Kap = g(SPpa,IDpp) = g(IDpa,IDpp)*¥ and
Kpa = g(SPpp,IDpa) = g(IDpp,IDpA)¥; thus Kap = Kpa corresponding
their pseudo IDs, IDpy and I Dppg respectively. No one within Alices neighbor
can recognize her as Alice because she is using her pseudo ID and she is changing
her pseudo ID time to time. Thus the nodes can hide their IDs in the network and
always seem new to each other. Any adversary node can not be a member within
its neighbor, because it has to pass the verification process ”?(Ver] = Very)”
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which is not possible to generate without the knowledge of the system secret.
Similar way all nodes in the network can authenticate anonymously within their
neighbors and generate their corresponding session key. Thus nodes in the net-
work maintain their neighbor table with their pseudo IDs and corresponding
session key.

Alice’s pseudo ID, IDpa = Ry H(IDP,) Bob's Pseudo ID, IDpg= Ry H,(IDPg)
Secret point, SPpy= R, SPP, = R, w H,(IDP,) Secret point, SPpg =Ry SPPy = Rg w H(IDPg)
= w R, Hy(IDP,) = w IDpy = w Rg H,(IDPg) = [Dpg
Alice generates random Rga for authentication Bob generates random Rgg for authentication
Alice computes: (1) <IDpa, Rra > Bob computes:
s =9 (8Pen. 0r0) || A o= | B | kau= (SPrg. 1Dey)
=g (IDpp . IDpg) ¥ < Fe: 0 KB =g (IDeg, IDpy ) @
Alice verifies: Bob verifies:
Very" = Ha(Kag [|IRzallRrs) —.(3) < Ver >, | Verg= Ho(Kga [IRzallRze)
?(Very* = Very) Very™ = Hy(Kgp |[RrallRral[IDpalllDeg)
Ver;= Hy(Kag [IRrallRrel|!DpallDpg) 7 (Ver," = Very)

Fig. 1. Anonymous neighbor authentication process for two neighbor nodes Alice and
Bob

4.2 Control Packets

RIMIO uses route request packet RRQ, and route reply packet RRP, to find a
route in the network. To discover a route and to receive a response it uses RRQ
and RRP respectively.

Route Requeat Packet RRQ:

IDpsp RRQSegNO IDg IDp

IDpgg: Sender pseudo ID I Dpgg, it is the pseudo ID of the current sender.
When sender broadcasts a RRQ packet it puts its own pseudo ID in this field.
Thus IDpgg # IDg, but when the source is a sender then IDpsgp = [ Dpso #
IDg, here IDg is the source’s real ID and IDpgo is the source’s pseudo ID
which we discussed in section 3.

RRQSeqNO: Route request sequence number is used for identifying each
route-request and corresponding route-reply packet from each other. It is gen-
erated by the source uniquely when source wants to communicate with a des-
tination. RRSegNO =H(IDpgsol||Time), where, H is a collision resistant hash
function known to all non adversary nodes in the network, IDpgo is a pseudo
ID of the source, and Time is the calendar time when source generates RRQ
packet. This field remains unchanged for the corresponding RRP generated by
the destination.

IDg: Source’s ID IDg, it is the source’s real ID. Source generates a route
request packet and puts its real ID in this field, and pseudo ID IDpgo, in
IDpgE field; thus for source IDpsgp = [ Dpso but IDpsp # IDg. It is used by
the destination to make a sign in route reply packet.
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IDp: Destination’s ID IDp, it is the destination’s real ID.
Route Reply Packet RRP:

IDPSE IDPRE RRQS@QNO SignD

IDpRrEg : Receiver’s pseudo ID; on the path from the destination to the source
when RRP packet travels I Drpp defines the next node who receives RRP packet.

SignD : Destination’s Sign; when destination replies to source through in-
termediate nodes, it generates a sign, so that no one can forge. Signp =-
Hy(Kps||RRQSeqNO), where Kpg is a session key between the source and
the destination, and generated by the destination as Kps = g(wH1(IDp),
Hl(IDs)) = g(Hl(IDD), Hl(IDs))w

Destination also uses its session key Kpg, to decrypt data, which sent by the
source encrypted with source’s session key Kgp, where Kgp = g(wH1(IDg),-
Hl(IDD)) = g(H1(IDs), Hl(IDD))w .

4.3 Route Discovery and Route Reply

On route discovery and route response procedures nodes maintain their corre-
sponding tables. When a node receives a RR(@Q packet it broadcasts within its
neighbor and when it receives a RRP packet, it sends the RRP corresponding
to the receiver. RIOMO is described in terms of its functionalities which are
described below.

Route Discovery. Every node in the network maintains its neighbor table
with their pseudo IDs and corresponding session keys. When a source wants
to communicate with a destination it generates a RR(@ and broadcasts this
RR(Q within its neighbor to find a route, thus RIOMO is an on-demand routing
protocol. By receiving a RR(@), a node checks IDp and RRQSeqNO, of the RRQ
and makes the following decisions:

— If the node is the destination i.e., IDp matches with its real ID then it do
the following tasks:

o It keeps < RRQSeqNO,IDpggp > in its routing table; this IDpgp
becomes [ Dprp for RRP, generated by the destination. By replacing
destination’s own pseudo ID in the IDpgp field of RR(Q), it broadcasts
RRQ, within its neighbor. The purpose of this extra broadcast is to make
attackers fool.

e [t generates a RRP with its own pseudo ID I Dpgg, receiver’s pseudo ID
IDpRrEg already discussed above, makes a sign Signp discussed in section
4.2 and sends to the receiver. Notice that RRQSeqgNO is unchanged.

— If the node is not the destination and RRQSeqNOis new, it keeps RRQ)Se-
gNO, corresponding pseudo ID IDpgg in its routing table, this information
< RRQSeqNO,IDpgg > is used by the node in the route reply procedure;
this IDpgg becomes a receiver pseudo ID IDpgrp in the route reply proce-
dure. The node becomes a new sender and it puts its own pseudo ID in the
IDpgpg field of the RRQ and this RR(Q) within its region.
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Route Reply. It is just a reverse path traverse of a RRP explored by a RRQ.
When a RR(Q reaches to the destination it generates a RRP and forwards it
in the reverse path as we discussed above. If a node receives a RRP, it checks
RRQSeqNO in its routing table then updates receiver’s pseudo ID I Dpgrp, with
an appropriate I Dpgg (i.e., from whom it receives the corresponding RR(Q) with
the same RRQSeqNO), and sends in the reverse path. If source receives a RRP
it generates Signs = Ha(Kgp||RRQSeqNO) and verify Signp. If Signg =
Signp the source sends data in the explored path by encrypting with its session
key KSD-

4.4 Working Procedure in Brief

1. Nodes make authentication of their neighbor nodes and maintain their neigh-
bor table. Thus only the trusted nodes can take part in authentication.

2. On Route discovery phase, source generates a RR() and sends within its
neighbor. If the destination is not within its neighbor then neighbor nodes
become new sender. By replacing their own pseudo IDs broadcast within
their own neighbor region. They also maintain this information in routing
table as we discussed in section 4.3.

3. If the node is the destination it generates a RRP and sends in the reverse
path as we discussed in section 4.3

4. Receiving RRP, source checks the authenticity of the destination, by com-
paring Signg and Signp. If success then sends data in the explored path.
Source and destination will use their corresponding session key for encryp-
tion and decryption as discussed in section 4.2 and 4.3.

5 Anonymity Achievement and Security Analysis

When an RR(Q) and RRP travel from node to, every node generates a large bit
random sequence corresponding to the fields of RRQ) and RRP. By extracting
random bits from the fields of the packets, every node pads their own random
bit sequence, and replaces their own pseudo IDs to the I Dpgg accordingly. Thus
the packets appear new when it moves from node to node. Also the fields (except
IDpsg,IDprE) are encrypted with corresponding session keys, thus it is also
protected from intruders.

Identity Privacy. In RIOMO the identities of the nodes are represented by
their pseudo IDs which are changed by the nodes in each session of communica-
tion. Pseudo IDs are also generated by using random numbers, hash functions
as we discussed in section 3, also the control packets are encrypted so no one
can recognize who is actual source and/or destination in a route request, route
reply phase. Thus identity privacy of nodes is achieved in the network.

Location Privacy. If there is extra information added to control packets when
the packets are forwarded form node to node; by observing the route request
and the route response packets an attacker can estimation about the distance
between the source and the destination. Thus, an attacker can set an attack
regarding location privacy.
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In our scheme, nodes do not know anything about the locations and identities
of the other nodes in the network. So, no nodes in the network can determine
the distance from them to the source and to the destination; they also do not
know about the starting point of a packet traveling in the network. Only in a
session the nodes know pseudo IDs of its neighbor region. Thus RIOMO ensures
location privacy.

Route Anonymity. Current attacks on route anonymity are based on traffic
analysis [I1]. The general theory behind these kinds’ of attacks is to trace or
to find a path in which packets are moving. For these purpose the malicious
nodes mainly looks for common information which are not changing in a packet
during movements of control packets. As a result, the adversaries can find or
to estimate the route from source to the destination. In RIOMO all the control
packets appear new to the network, when it travels form node to node. Because
every time random bits are extracted and padded during movements of the
control packets as we discussed at the beginning of this section. Thus route
anonymity is achieved of a path.

DoS. According to the target of attack, multiple adversaries can co-operate
or one adversary with enough power can target to a specific node to exhaust the
resource of the node. For this purpose the adversaries try to identify a node and
set a target to that specific node. In RIOMO identity privacy is achieved; so one
can identify a node make a target to attack. Thus DoS can be protected.

Wormhole Attack. In wormhole attack an attacker records a packet in one
location of the network and sends it to another location making a tunnel [I2]
between the attacker’s nodes, later packet is retransmitted to the network under
its control. Thus there could be a long distance travel for a packet to find a
route from the source to the destination. In RIOMO an attacker can not be a
trusted member within its neighbor so it can not be an intermediate node in
route discovery or route reply phase thus an attacker can not take part in the
routing. So the affect of the wormhole attack is not effective in RIOMO.

Rushing Attack. By using the tunnel of wormhole attack an attacker can
introduce rushing attack to rush packets. Existing almost all on-demand routing
protocols suffers from rushing attack. As RIOMO can prevent wormhole attack
so rushing attack is not effective in this protocol also.

6 Conclusions and Future Works

Anonymity is one of the important characteristics in securing a mobile ad-hoc
network routing. In this paper an anonymous on-demand routing protocol, called
RIOMO, is proposed, for preventing active as well as passive attacks. Nodes
in RIOMO take only one pseudo ID from system administrator and generate
their own pseudo IDs for anonymous communications. Thus pseudo IDs main-
tenance cost is reduced compare to the existing protocol. Moreover RIOMO
ensures node privacy, route anonymity and location privacy and is robust against
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several known attacks. Comparison analysis and security properties are de-
scribed. Further research is to consider performance analysis as well as imple-
mentation in a specific environment.
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