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Abstract. Most of the security proposals in commerce scenarios have been 
based on a classical e-payment system definition. This definition basically 
represents a client who sends a payment order to obtain some goods/services 
from the merchant, which the intentions of the real money transaction carry on 
between his financial institutions. Nevertheless, these definitions are not suffi-
ciently robust when new aspects appear in the electronic payment transaction. 
We can identify some of those new aspects (such as: smart card with network 
capabilities, business mediator with advantage services, handheld devices with 
constrained connectivity, and multiparty scenarios) that could subordinate the 
design of current and future commerce scenarios. In this paper we extended the 
traditional e-payment system definition, in order to include these new aspects. 
Additionally, we describe two new payment models, where such aspects are in-
volved, and where the secure solution needs to consider new security require-
ments. 

Keywords: E-payment system, secure payment protocol, multi-party scenarios, 
m-commerce, smart card.   

1   Introduction 

Since the appearance of e-commerce, significant work has been done trying to find a 
standard definition of e-payment system describing the principal involved entities and 
the flow of transactions in which these entities are involved.  

Common to all of these approaches is the description of the e-payment system as 
the interaction of five principal entities: the business entities client (C) and merchant 
(M), the financial entities issuer (I) and acquirer (A) and a payment system provider 
(PSP) as a secure entity which performs electronic payment transactions on behalf of 
the issuer and the acquirer on the Internet side and on behalf of client and merchant 
on the private banking network side.  

However, this definition presents some limitations when describing the trends in 
current e-payment systems in which new aspects emerge, such as: business mediator, 
smart card, multiparty scenarios, and mobile devices, all of them creating new scenar-
ios and circumstances which need new secure solution. The main goals of our research 
activity are to show the necessity to extend the  e-payment system definition, and  the 
necessity of design new security solution to payment process. For that, we present two 
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new payment models where many aspects are involved generating new flow of message 
and new security requirements.   

Following, we start with the consideration of the traditional definition of e-
payment system and the principal flow of his messages, in section 2. Afterwards, in 
section 3, we present the new aspects, that we will be considered, in the extended e-
payment scheme. In section 4, the two new payment models, with their new flow of 
messages are described. And next, in section 5 we present a brief description of the 
new security requirements that appears due to these new aspects.  The paper is con-
cluded in section 6. 

2   E-Payment Model 

In many works, the payment model [1][2][3][4] is defined as the interactions between 
five principal entities (C, M, I, A, PSP) (fig. 1). 
 

• Client (C): Entity who wants to purchase goods or services from a merchant.  
• Merchant (M): Entity who delivers the goods/services upon receipt of payment.  
• Issuer (I): The financial organization issuing the valid electronic payment instru-

ment (for example, credit/debit card, account and others). He will transfer funds 
from the customer and acquirer bank. 

• Acquirer (A): The financial organization of the merchant. He verifies the validity 
of the deposited payment and forwards it to the PSP, in order to inform the mer-
chant. 

• Payment system provider (PSP): IN [1] is defined as the entity which performs 
payment interactions on behalf of I and A on the Internet side, and on behalf of C 
and M on the private banking network side. He receives the request of payment au-
thorization from the merchants and communicates with the issuer in order to obtain 
a response. He could communicate with the customer (depending on the electronic 
payment instrument) for obtaining some information (account, password, etc.). If 
the payment authorization request is successful, he sends to the merchant this in-
formation and withdraws from the merchant to inform the acquirer. The function of 
this entity may be implemented by a credit-card company (such as VISA with 3D 
Secure [2]), a mobile operator (such as mobipay [5]), a secure gateway (such as 
paypal [6], authorized.net [7]) or a bank.       

 

The principal flow of messages in the payment process is:  

1. Payment ordering: PO is the interaction between C and M , there, C requests to 
purchase goods or services from M sending the required information (amount of 
purchases, issuer identification by payment instruments, etc.) to carry out the 
payment  

2. Authorization request: AR It is the interaction by which M requests a payment 
authorization from the customer’s issuer and waits for a response. The payment 
authorization process is handled through a PSP with the following functionalities: 
a) Off-line client authentication: Where the PSP check the client information, 

received from merchants, without need an online client authentication. In 
that way, the merchant receives all the private information of client, for-
ward it to the PSP and this one connects to the issuer bank.  
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b) Online client authentication: Where the PSP checks the client information, 
which is received from merchants, by means an online authentication 
mechanism (PIN, password, certificates, etc.). With this purpose, the PSP 
establishes an authentication channel with the client.  

3. Authorization response: Where the PSP sends the response (successful or unsuc-
cessful depending on issuer decision) of the authentication process to the mer-
chants. If it is successful, the response it is sent to the acquirer, in order to  
conclude the purchase. 

4. Payment sending: Finally, the payment process conclude with an interaction be-
tween I and A, with the goals of transferring the requested amount. Normally, this 
type of transaction is performed under a private banking network, once the ac-
quirer has received a successful authorization response. This interaction ends 
when A forwards the payment receipt to M through a PSP. 

 
In figure 1 the arrows represent the directions of these transactions.  

 

Fig. 1. Flow of messages in the traditional e-payment system 

3   Extending Electronic Payment Model 

3.1   New Technological Aspects Involved in Electronic Payment 

Although, many scenarios have been described taking the traditional model as refer-
ence, we consider that it presents some limitations when describing actual electronic 
payment systems in which appear new technological aspects, such as: smart cards 
with network capabilities, handheld devices with reduced connectivity, business me-
diators with advantage services, multiplicity of involved entities. 
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Payment Network Smart Card (NSC) 
Recently, many efforts have been made to transform the smart card into a device open 
to network interconnectivity. In order to do this, one must consider it as a fully func-
tional Internet node in accordance, whenever possible, with established standards. 
Several works have been done to this field, such as that collected in [8], which has 
been oriented towards establishing a simplified TCP/IP protocol stack. Moreover, in 
[9] the authors aimed to provide a TCP-type protocol. 

Although the resulting protocol did not fulfill all of the requirements established in 
the standard [10], it included the concept of agent-based Internet card. In [11], a re-
view of the characteristics, steps and planning of what could be a new generation of 
smart cards with or without contacts is addressed. A clear evolution towards a net-
worked smart card was quite evident. In [12] and [13], the card was already thought 
of as an Internet node which implemented standardized security and communication 
protocols, to be connected to a network via the host. The card was able to provide 
services or access Internet resources making use of protocol stacks in the same way as 
any other node on the network. Its use in security solutions was soon proposed. In this 
way, the network smart card was able to establish secure direct communication with 
remote Internet servers, as shown in [14][15]. This capacity allows the cards to guar-
antee online transactions.  

A new remote authentication protocol architecture for network smart cards is de-
scribed in [16] aiming to cover the authentication process globally with the maximum 
assurance of security. Her main characteristics are: 1) Stand-alone supplicant: The 
smart card adopts the functionality of standalone supplicant vs. split supplicant [17], 
2) Remote authentication protocol architecture: Atomic smart card authentication 
protocol design and end-to-end mutual authentication schema on layer 2 of the OSI 
model. 

These NSCs are powerful devices for being used as payment cards in electronic 
commerce.  It could be used to establish a secure mechanism to authenticate the  
client. 

 
Business mediator  
Although, in electronic commerce seemed to suggest that e-commerce transactions 
would result in decreased costs for buyers and sellers alike, and would therefore ulti-
mately lead to the elimination of mediator reducing this term to a digital shop (e-
shop) like a mediator between virtual and real worlds [18]. A careful analysis of the 
structure and functions of electronic marketplaces reveals a different picture. The 
electronic business mediator have appeared [19][20][21][22] providing many value-
adding functions that cannot be easily substituted or ‘internalized’ through direct 
supplier-buyer dealings, and hence mediating parties may continue to play a signifi-
cant role even in the e-commerce world. 

In the payment process, the business mediator is usually considered as entity which 
secure the payment transaction, this means; it is associated with the PSP. However, in 
others works it is represented, as entity capable of, among other functionalities, de-
crease the customer operations [23], simplifying the amount of transactions [24], 
provide a centralized the connection with the PSP [25], and else. In all the case, it is 
represented an entity with advantage services to client and to merchants, this means; 
in the business process, and out of the secure financial process such as: the PSP.  
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Consequently, the business mediator inside the payment process needs to be con-
sidered of as a new entity different to the PSP. His integration could modify the trans-
action between the involved entities and could generate some different scenarios.   

 

Connectivity  
Protocols designed in recent years for mobile payment systems are based on a sce-
nario where all entities are directly interconnected to one another. This scenario (for-
mally called “Full connectivity scenario”) offers advantages to protocol designers 
because it allows them to simplify the design and development of payment protocols 
without losing security guarantees. Nevertheless, this scenario does not consider 
situations in which one of the engaging entities can not directly communicate with the 
other due to the impossibility of one of them to connect to Internet, maybe for restric-
tions of  handheld device, geographic situation, etc. Considering previous works, 
these new scenarios of connectivity can be classified [26] as: 

 

• Disconnected: C and M are disconnected from the PSP and directly communicate 
with each other using a local link. 

• Server-Centric: The PSP is connected to both C and M but they are not directly 
connected with each other. 

• Client-Centric [27]: C is connected to both M and the PSP but they are not di-
rectly connected with each other. 

• Kiosk-Centric [28]: M is connected to both C and the PSP but they are not di-
rectly connected with each other. 

• Full-Connectivity: All the entities are directly connected to one another. 

Connectivity is one of the more important aspects which will determine the design 
of further security solutions for electronic payment, especially in mobile contexts. 
This concept implies in many cases new messages flow and new secure mechanisms 
to protect the traditional payment transactions. 

 

Multiplicity of involved entities 
Multiparty scenarios in electronic commerce [29] [30] are already well-know. Appli-
cations such as virtual mall or market place, commercial search agent describe a 
commerce scenario of multi-purchase, where one customer could interact with many 
merchants simultaneously; this means that it could obtain products from many mer-
chants. In other business models, such as demand aggregation, appear scenarios 
where many customers need to form a partnership in order to increase their bargaining 
power and obtain discounts; in that way, finally this multiple customers could interact 
with one merchant of with many merchants, simultaneously. 

Consequently, traditional topologies such as (one-to-many, ring, mesh, many-to-
many) need to be considered in the payment model, and also, need to be integrated 
with the others previous aspects in order to represent real applications.  

In that way, we propose to extend the electronic payment model to include these 
new aspects.  

3.2   Extended E-Payment Model 

Here, we will extend the electronic payment definition as the interactions between 
seven engaging parties (figure 2), three of which (I, A, PSP) remain unchanged from 
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the classical model.  Appear two new optional entities: (the dotted line around them 
represents that they may or may not be present) the business mediator (Md) and an 
enhanced payment card (NSC) with networking capabilities. The single merchant (M) 
is extended to one or more merchants (M+), and the client (C) is extended to one or 
more customers (C+). 

The variety of connectivity conditions between the entities, are represented by ar-
rows. It can be always direct connection, always indirect connection or one of them 
depending on the scenario. 

The new entity Network smart card (NSC) needs a direct connection with the client 
(this means that the cardholder needs a mechanism to read the NSC). But although, 
the NSC could establish a direct authentication channel with his issuer bank, this 
connection could be by indirect communication channel.  

And on the other hand, the mediator is located between M+ and C+, since he could 
offer advantageous services, in the payment process, to both of them. Note that it is a 
different entity from PSP. In that way, his connection with all close entities (C+, M+, 
PSP) could by direct or indirect.  

 

Fig. 2. Graphic representation of the extended e-payment model 

In this case, inside the definition it is not possible to describe the flow of message be-
cause this one will depend on the involved entities and the type of connectivity (direct or 
indirect) between them. Due to that, in the next section, we describe two payment scenar-
ios and the appropriate flow of messages. These scenarios could be derivated from the 
extended e-payment model, and could integrate all the new features.   

4   New E-Payment Scenarios 

Based on the new definition of the e-payment model we can generate a wide range of 
scenarios. We are interested in describing two novel scenarios where these new fea-
tures are involved.  

4.1   Client-Centric Payment with Multiple Merchants, Business Mediator, and 
Offline NSC (CC-M+ Payment) 

This scenario (Figure 3.) could be described by the flow of messages and the partici-
pating entities as: one client (C), one business mediator (Md), multiple merchants 
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(Mi∈M) and the PSP who provide the connection with the financial institutions (is-
suer and acquirer). The mediator plays the role of a virtual mall where the client can 
purchase products/services from different merchants. But especially, he acts as media-
tor between client and merchants, facilitating multi-purchases and multi-payment. In 
that way, C will delegate the multiple transactions with the merchants to Md.  

However, the principal characteristic of this scenario is that the merchants and the 
Md are disconnected from the PSP, and only the C establishes a connection with this 
one. In that way, all the payment process, and the payment authorization process 
(requests and responses) need to flow through C. Due to that, the mediator could 
provide a single message as an appropriate combination of request/response mes-
sages. Finally, the client establishes a direct connection with the PSP, and he could 
directly send his private payment info to the PSP. The online authentication process 
could be completed with the authorization request process. In this scenario the pay-
ment process occurs in the following way: 

  
1. The client sends the payment order (PO) to Md. In this case, this payment order 

could be composed by multiple payment orders POi to each merchant Mi∈M+, 
where M+ are the merchants selected by the client.  

2. Once this payment order PO is received, the mediator split it in a number of POi 
and distributes it to each involved merchant Mi∈M’. 

3. Afterwards, when merchants receive the payment order POi, they start with the 
authorization request ARi to the PSP. Since they have not connectivity with the 
PSP, they need to do the process through Md. 

4. In this moment, the Md waits for all the authorization request ARi which is send by 
the involved merchants Mi∈M’. Once Md receives ARi , it creates a single a single 
authorization request message and forwards it to C.  

5. C has the responsibility to connect to the PSP and to send all the authorization 
requests received from merchants through Md.   

6. Upon reception of the message from C, the PSP could receive in this scenario the 
authentication information of C. And for that, he continues with the traditional re-
sponsibility of checking the authenticity of C by means of the issuer bank. After 
which, PSP sends the authorization response ARs. This will be composed by the 
responses ARsi to each involved merchants Mi∈M+. This ARs need to be sent 
through C.  

7. The client receives the products/services when all involved merchants receive the 
authorization response ARsi. Due to that, C forward the ARs received from PSP 
to Md. 

8. Finally, Md divides the message ARs and distributes the appropriate authoriza-
tion responses ARsi to each involved merchants Mi∈M+.   
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Fig. 3. Flow of messages in CC-M+ scenario 

4.2   Client-Centric Payment with Multiple Merchants, Business Mediated, and 
Online NSC (CC-M+-NSC) 

This new scenario (Figure 4.) could be described, as in the previous case as: a client 
(C), a business mediator (Md) and multiple merchants (Mi∈M) and the PSP, who 
provides the connection with the financial institutions (issuer and acquirer). The me-
diator plays the same role. And in the same way that in the previous one, the mer-
chants and the Md are disconnected from the PSP.  Only the C can communicate with 
the PSP. However in this scenario a new entity appears: an online NSC which has the 
possibility of directly authenticating the client with the issuer bank. In that way, the 
flow of payment process is transformed in the following way: 

 

- The steps, from 1 to 4, are repeated in this scenario. Nevertheless, the step 5 in-
troduce new variant.  

 

5. C has the responsibility of connecting with the PSP to send all the authorization 
requests received from merchants through Md.  The authentication channel is 
now provided by the NSC  

6. Upon reception of a message from C, the PSP translate the authentication mecha-
nism to the issuer bank...  

7. Now the authentication process is handle by the NSC established an authentica-
tion channel, between NSC and I. 

8. When all this process concludes (and the PSP receive the issuer response), the 
PSP sends the authorization response ARs (composed by the responses ARsi) to 
each involved merchants Mi∈M’ through C.  
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Fig. 4. Flow of message in the CC-M+-NSC payment scenario 

9. C forward the ARs received from PSP to Md. 

10. And Finally, Md split the message ARs and distributes the appropriate authori-
zation responses ARsi to each involved merchants Mi∈M’.   

5   New Security Requirements for the Extended Version of the 
Payment Model 

Payment requires the greatest level of security in electronic commerce transactions 
[31][32]. For this reason, a solution is needed that guarantees confidentiality, authen-
ticity, integrity and non-repudiation of the transactions. However, many new require-
ments need to be  considered  in our models. Now we enumerate those security re-
quirements according to the new features.  

Payment Network Smart Card 

• A protected channel (confidential, authenticated and keeping integrity) should be 
built by own network smart card and the remote server (Access Control server 
controlled by the issuer bank). 

• Standardized communication and transport protocols between the smart card and 
the issuer bank with security purpose. 

Business mediator  

• A secure architecture to create a trust relationship with the un-trusted Md. 
• A secure mechanism to assign authorization to Md, for distributing the payment 

order, for joining the authorization request and, next for distributing the authori-
zation responses for each involved merchant.   
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• A mechanism to create a non repudiation evidence of Md’s participation in each 
step of the protocol. 

• A mechanism to establish mutual authentication schemes between customer and 
merchants across untrustworthy mediator. 

Connectivity 

• A mechanism to guarantee the security of the message when going through one 
or many entities. For example all the authorization process messages through Md, 
and C to PSP.  

• A secure mechanism to exchange cryptographic information, such as, a public 
key or a symmetric key, without online connectivity.  

Multiplicity of involved merchants 

• A mechanism to protect the confidentiality of the purchases and payment infor-
mation between all involved merchants, in order to avoid that some malicious in-
volved merchant could eavesdrop the information sent to other legitimate mer-
chant. 

• A mechanism to protect the integrity of the purchases and payment information, 
which is sent to the merchants. With the goal to of avoiding that some malicious 
merchant could modify the information sent to other merchants. 

• A mechanism to avoid mutual coordination, between the involved entities, to 
carry malicious behaviors.   

6   Conclusion  

Security in traditional e-payment model is based on protecting the transaction flow 
between business entities (client and merchant) and their transactions with the finan-
cial institutions.  However, the security architectures based on this model are not 
sufficiently robust when new participants with their respective functionalities and 
particularities engage the e-payment system.  

In this paper we summarize four new aspects (payment network smart card, con-
nectivity, business mediator, multiplicity of involved entities) to consider an extended 
version of traditional payment model.  

Also, we describe two new payment scenarios (Client-Centric payment with multi-
ple merchants, business mediator, and offline NSC, and, Client-Centric payment with 
multiple merchants, business mediator, and online NSC) in order to demonstrate how 
these new aspects could define new payment interactions and consequently requires 
new security solutions. A brief discussion of the security requirements of these sce-
narios allow us to how that it is not trivial to adapt the current payment solution to 
these new approach. In the future we are interested in developing a realistic secure 
payment solution for the proposed scenarios based on an extended version of the 
traditinal payment solutions.  
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