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Abstract. A new family of stream ciphers, Grain, is proposed. Two
variants, a 80-bit and a 128-bit variant are specified, denoted Grain and
Grain-128 respectively. The designs target hardware environments where
gate count, power consumption and memory are very limited. Both vari-
ants are based on two shift registers and a nonlinear output function.
The ciphers also have the additional feature that the speed can be easily
increased at the expense of extra hardware.

When designing a cryptographic primitive there are many different properties
that have to be addressed. These include e.g., speed and security. Comparing
several ciphers, it is likely that one is faster on a 32-bit processor, another is faster
on an 8 bit processor and yet another one is faster in hardware. The simplicity of
the design is another factor that has to be taken into account. While the software
implementation can be very simple, the hardware implementation might be quite
complex.

There is a need for cryptographic primitives that have very low hardware
complexity. A radio-frequency identification (RFID) tag is a typical example of
a product where the amount of memory and power is very limited. These are
microchips capable of transmitting an identifying sequence upon a request from
a reader. Forging an RFID tag can have devastating consequences if the tag is
used e.g., in electronic payments and hence, there is a need for cryptographic
primitives implemented in these tags. Today, a hardware implementation of e.g.,
AES on an RFID tag is not feasible due to the large number of gates needed.
The Grain family of stream ciphers is designed to be very easy and small to
implement in hardware.

Several recent LFSR based stream cipher proposals, see e.g., [1I2] and their
predecessors, are based on word oriented LFSRs. This allows them to be efficiently
implemented in software but it also allows them to increase the throughput since
words instead of bits are output. In hardware, a word oriented cipher is likely to be
more complex than a bit oriented one. In the Grain ciphers, this issue has been
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addressed by basing the design on bit oriented shift registers with the extra feature of
allowing an increase in speed at the expense of more hardware. The user can decide
the speed of the cipher depending on the amount of hardware available. This
property is not explicitly found in most other stream ciphers.

The proposed designs, denoted Grain (or more formally Grain Version 1 or
Grain V1) and Grain-128, are bit oriented synchronous stream ciphers. The
designs are based on two shift registers, one with linear feedback (LFSR) and
one with nonlinear feedback (NFSR). The LFSR guarantees a minimum period
for the keystream and it also provides balancedness in the output. The NFSR,
together with a nonlinear output function introduces nonlinearity to the cipher.
The input to the NFSR is masked with the output of the LFSR so that the state
of the NFSR is balanced. Hence, we use the notation NFSR even though this
is actually a filter. What is known about cycle structures of nonlinear feedback
shift registers cannot immediately be applied here.

The first, unpublished, version of the cipher is denoted version 0. This version
was cryptanalyzed in [3/4J5]. The design of version 0 will not be given in this
paper but the attack will be discussed in Section B}

The paper is organized as follows. Section [l provides a detailed description of
the Grain and Grain-128 designs. The possibility to easily increase the through-
put is discussed in Section 2l The security of Grain is discussed in Section [3]
together with a motivation for the different design parameters. Section [ con-
cludes the paper.

1 Design Specifications

This section specifies the details of the designs of both Grain and Grain-128. Both
ciphers follow the same design principle. They consist of three main building
blocks, namely an LFSR, an NFSR and an output function. The contents of
the two shift registers represent the state of the cipher and their sizes are |K|
bits each, where K is the key. In the following, the content of the LFSR is
denoted S; = s, 8141, -, 814 |Kk|—1 and the content of the NFSR is denoted
By = by, biy1, ..., by k)—1- The output function, denoted H(Bj, S¢) consists of
two parts. A nonlinear Boolean function h(x) and a set of linear terms added to
h(z). The output of H(By, St) is the keystream bit z;. A general overview of the
design is given in Fig. 1

1.1 Grain - Design Parameters

The keysize of Grain is |K| = 80 bits and the cipher supports an IV of size
|[IV| = 64 bits. The feedback polynomial of the LESR, denoted f(x) is a primitive
polynomial of degree 80. It is defined as

f@)=1+2" 4+ 2% + 22 + 257 4+ 257 4 2% (1)

To remove any possible ambiguity we also define the update function of the
LFSR as
St480 = St+62 D St+51 D St438 D Sty23 D St413 D St (2)
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Fig. 1. Overview of the different design blocks in the Grain family of stream ciphers

The feedback polynomial of the NFSR, g(z), is defined as

g(z) =1+ 2" + 220 + 228 4+ 235 + 213 + 247 4 252 + 259 + 2064
LTl 80 4 17,20 | 43,47 | 65,71 | 20,2835
AT 52,59 | p17,35,52, 71 | 120,98 43,147 | 17,.20,.59,65 (3)
17 20,28,85, 43 | (AT,52,59,65, 71 | 98, 35,4347 52,59,

Again, to remove any possible ambiguity we also write the update function of
the NFSR. Note that the bit s; which is masked with the input is included in
the update function below.

bit80 = St D bet62 D brr0 D begs2 D bryas D bepsr ® beyzz @ bepog®

Bbiy21 P bit1a B Do B by B biye3bireo B big37biyss®
®bs 4150119 © bryeobit 520145 D bry33biy28bs421® (@)
Dby 630t 14508 1280 19 @ by yeobiysabiisrbiy33®
Dbt 163b1-6001+2101115 D bi16301+60bt 4520144501 137D
®by433b¢ 12801 121011150149 D biy52bi 4450113704 133b¢ 128Dy 01.

From the two registers, 5 variables are taken as input to a Boolean function,

h(z). This filter function is chosen to be balanced, correlation immune of the

first order and has algebraic degree 3. The nonlinearity is the highest possible
for these functions, namely 12. The function is defined as

h(z) = h(zo, z1,...,24) =

=21DPx4BT0x3DT2X3DT3T4DXT1X2DTOX2T3DTT2T4 BL1T2X4 D T2X3T4
(5)
where the variables xg, x1, T2, r3 and x4 correspond to the tap positions s;3,
St425, St+46, St+64 and byyes respectively. The output function H(By, Sy) is given
by
zt = H (B, St) = @ bitj ® h(St+3, St+25, St+46, St+64, bi463) (6)
jeA
where A = {1,2,4,10, 31,43, 56}.
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Cipher Initialization: Before any keystream is generated the cipher must be
initialized with the key and the IV. Let the bits of the key, K, be denoted
ki, 0 < ¢ < 79 and the bits of the IV be denoted IV;, 0 < i < 63. The
initialization of the key is done as follows. First the NFSR and LFSR are loaded
with key and IV bits as

(7)

bi=k, 0<¢<79,
s; =1V, 0<i<63.

The remaining bits of the LFSR are filled with ones, s; =1, 64 <17 < 79. Then
the cipher is clocked 160 times without producing any keystream. Instead the
output function is fed back and xored with the input, both to the LFSR and to
the NFSR, see Fig.

Fig. 2. Overview of the key initialization

1.2 Grain-128 — Design Parameters

Grain-128 supports a keysize of | K| = 128 bits, as suggested by the name. The
size of the IV is specified to be |IV| = 96 bits. The feedback polynomial of the
LFSR, f(x), is a primitive polynomial of degree 128. It is defined as

f($) =1+ 1,32 4 $47 + 1,58 + 1,90 4 $121 4 $128. (8)

To remove any possible ambiguity we also give the corresponding update function
of the LFSR as

S¢4128 = S¢ @ Se47 D 5438 D S¢470 D S¢481 D S¢496- 9)
The nonlinear feedback polynomial of the NFSR, g(x), is the sum of one linear
and one bent function. It is defined as

g(l’) =1+ $32 + $37 + 1.72 + $102 + 1.128 + 1.441.60 + $61$125 + $63$67+

10
—|—.7}69.73101—|—.7,‘80.7}88+$110.7)111—|—.7}115$117. ( )
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Again, we also write the corresponding update function of the NFSR. In the
update function below, note that the bit s; which is masked with the input to
the NFSR is included, while omitted in the feedback polynomial.

biyi128 = 5t D by © b6 D big56 D brr91 D bryos D big3biy67D
©bir1101413 D bpy17be 418 D byorbrys0D (11)
©bira0bs a8 D biye1bire5 D bryesbiysa.

From the state, nine variables are taken as input to a Boolean function, h(x).
Two inputs to h(z) are taken from the NFSR and seven are taken from the
LFSR. This function is of degree deg(h(x)) = 3 and very simple. It is defined as

h(zx) = h(zo,x1,...,28) = Tox1 ® T2x3 O X475 O Tx7 ® ToT4Tg (12)

where the variables xq, x1, 2, T3, T4, X5, Tg, 7 and xg correspond to the tap

positions b4 12, Si48, St+13, S¢4+20, Di495, St442, St460, St+79 and sy 195 respec-
tively. The output function H (B, S;) is defined as

Z = _E[(.Bt7 St) = @ bt+j &) h($) D St493, (13)
jeA
where A = {2, 15,36, 45, 64, 73,89}

Cipher Initialization: The initialization is very similar to the initialization of
the 80-bit variant of the cipher. The bits of the key K, denoted k;, 0 <1 < 127,
and the bits of the IV, denoted I'V;, 0 < i < 95, are loaded into the NFSR and
LFSR respectively as

b =k;, 0<i<127,
(14)

s, =1V;,0<1<095.

The last 32 bits of the LFSR are filled with ones, s; = 1, 96 < ¢ < 127. After
loading key and IV bits, the cipher is clocked 256 times without producing any
keystream. The output function is fed back and xored with the input, both to
the LFSR and to the NFSR.

2 Throughput Rate

It is possible to increase the throughput rate of the Grain ciphers by adding
some additional hardware. This is an important feature of the Grain family of
stream ciphers compared to many other stream ciphers. Increasing the speed can
very easily be done by just implementing the feedback functions, f(x) and g(z),
and the output function several times. In order to simplify this implementation,
the last 15 bits in Grain and the last 31 bits in Grain-128 of the shift registers
are not used in the feedback functions or in the input to the output function.
Le., s;, 656 <i <79 and b;, 65 < ¢ < 79 in Grain and s;, 97 < i < 127 and
b;, 97 < ¢ < 127 in Grain-128 are not used in the three functions. This allows
the speed to be easily multiplied by up to 16 for Grain and 32 for Grain-128 if
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Fig. 3. Implementation of Grain which outputs 2 bits/clock

a sufficient amount of hardware is available. An overview of the implementation
when the speed is doubled can be seen in Fig. Bl Naturally, the shift registers
also need to be implemented such that each bit is shifted § steps instead of one
when the speed is increased by a factor §. Since, in the key initialization, the
cipher is clocked 160 times (Grain) or 256 times (Grain-128), the possibilities to
increase the speed is limited to factors that are divisors of 160 or 256 respectively.
The number of clockings needed in the key initialization phase is then 160/d or
256/4. Since the output and feedback functions are small, it is quite feasible to
increase the throughput in this way.

3 Security and Design Choices

In this section we give a security analysis of the construction and motivate the
different design choices.

3.1 Linear Approximations

Attacking Grain using linear approximations of the two nonlinear functions
turned out to be successful on the first version of Grain, (version 0). This attack
was discovered by several independent researchers and the details can be found
in [34J5]. Some design choices in the current versions are influenced by this at-
tack. In this subsection, we temporarily switch to the notation s(t) instead of s;
as previously used to denote a value at time ¢. We also use the notation z £ y
meaning that Pr(z = y) = p.

With a slight abuse of notation, let us rewrite the update function of the
NFSR as

0=g(B:) & s(t). (15)
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Let the weight of a binary linear function ¢, denoted w(¢), be the number of
terms in the function. Le., if £ = @, ¢;x;, then

wl) ={i€0.n:¢=1}. (16)
Assume that we have found a linear approximation £4(t) of g(B;) i.e.,

“’(Zg)_l
Lt)= P b+ ), (17)

i=0
where ¢o, @1, ..., Pu(e,)—1 denote the positions in the NFSR that are present in
the linear approximation. The bias of £,4(¢) is denoted g4, i.e.,

Pr(ty (1) = 9(B.)) = Prlty() = s()) = ) (1 +5,), 0<le| <L (18)

Similarly, a linear approximation ¢y (t) of the output function H(By, S;) can be
found. Let wx (£) and wr (€) be the number of terms from the NFSR and from
the LFSR respectively. Then £ (¢) can be written as

wn (Lg)—1 wr,(Lg)—1
)= P bvt+& e @ s+, (19)
i=0 i=0
where §o,81, .+, Sy (e)—1 and Yo, Y1, ... Yy, (0y)—1 determine the location of

the taps in the NFSR and LSFR used in the linear approximation. The bias
of (M) is denoted e, i.e.,

Pr(tn () = =(1) = ,(1+ex), 0<le| < 1. (20)

Now, sum up the keystream bits determined by ¢; in (),

Z(t+ o) B2(t+ 1) B ... & 2(t + ue,)—1) =

21
Cr(t+¢o) ©Llu(t+¢1) D ... ®Lu(t + duwie,)—1)- 2y

Using the piling-up lemma, the relation (2I) holds with probability p = 1/2(1 +
51:1(%)). The terms on the right hand side of (Z1II) will consist of wn (¢r) - w({y)
terms from the NFSR and wr, ({5 ) - w(€,) terms from the LESR. All terms from
the NFSR can now be approximated using () resulting in a relation involving
only keystream bits and LFSR bits as

w(ly)—1 , w(lg)—lwr (Lrg)—1 wn (Lp)—1
P =t+e0E P st+ei+e)e P st+&), (22
i= i= Jj= i=0

which holds with probability p’ = 1/2(1 + £4;) with

Etot = EZIUN(@H) -Eﬁ(zg). (23)
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From this point there are several possibilities for attacks. By finding a multiple
of the LFSR feedback polynomial of weight 3, a distinguishing attack can be
mounted. The expected degree of this multiple would be around 2/%1/2 (see
e.g., [6]). Combining the keystream bits given by the multiple and using the
approximation that 1/¢2 samples are needed in the distinguisher, about

1
N =282 4 (24)

Etot
keystream bits are required in the attack.

Another approach is to try to recover the state of the LFSR. An obvious way
of doing this is to exhaustively search the state and determine which state gives
the bias in (23)). In this case, only about

N = \K\€221n2 (25)

tot

keystream bits are needed. This expression can be derived from the capacity of
a binary symmetric channel, see e.g. [7]. Since the size of the LFSR is the same
as the key size, this method is obviously more expensive than exhaustive key
search. A faster algorithm was given in [4], where they generate more equations
of the form (22)). By only using equations of a certain form, and by using the
Fast Walsh Transform, the attack complexity could be made significantly lower.
We refer to [4] for more details on this attack.

Due to this attack, the parameters of the original version of Grain were
changed. A higher resiliency was added to the NFSR feedback function, increas-
ing w(¢y) and several linear terms from the NFSR were added to the output
function, increasing wy (€gr).

The design of Grain-128 is inspired by the analysis in this section. Thus, the
NFSR feedback function should satisfy the following three criteria

— High resiliency, implying many terms in the linear approximation (high
w(ly)). This can be achieved by adding several linear terms to the func-
tion. Each linear term will increase the resiliency by one.

— High nonlinearity, implying small bias of the linear approximations (small
€g). This can be achieved by using a bent function, i.e., a function with
maximum nonlinearity.

— Small hardware implementation, implying that the design is attractive in
low-cost implementations.

A well-known n-variable bent function is the function 2122 @ x324D. .. DLp_1Tn.
This function is also very small in hardware. Using n = 14 and adding 5 linear
terms gives a 4-resilient Boolean function with nonlinearity 260096. The best
linear approximations have bias e, = 277 and w(¢,) > 5.

The output function has the same design criteria as the NFSR feedback func-
tion. However, to increase the algebraic degree it has a term of degree 3. It has
nonlinearity 61440 and resiliency 7. The best linear approximations have bias
eg =2 and wy(ly) > 7.
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3.2 Time-Memory Tradeoff Attacks

It is well known that the state of a stream cipher must be at least twice the key
size in order to prevent time-memory tradeoff attacks [SI9JI0]. Both the LFSR
and NFSR are of size |K| bits, and thus the state is exactly twice the key size.
Since Grain is designed to be as small as possible in hardware, no extra state
bits are added to the design. The state is relatively expensive to implement in
hardware and it is important to keep it as small as possible. In [11] it was noted
that the initialization process of a stream cipher could be seen as a one-way
function i.e., the function taking the key K and the IV IV as input and outputs
the first | K|+ |IV| bits of the keystream. In this case the search space is 21|41V
and new data is generated by repeated initializations of the cipher. If we allow
a preprocessing time P that is higher than exhaustive key search 25! then it is
possible to have an attack with real time complexity lower than exhaustive key
search. Table [ gives attack complexities for Grain and Grain-128 in the time-
memory tradeoff setting of [I1] i.e., N> = TM?2D? and P = N/D, where N is
the search space, T' the computational complexity in the realtime phase, D the
number of initializations, M the amount of memory and P the computational
complexity in the preprocessing phase. If |[IV] < §|K | then it is possible to have
the preprocessing time also smaller than exhaustive key search. In this case we
need to initialize with several different keys and we will only retrieve one of
these keys in the real time phase. In the Grain ciphers |[IV| > 1|K| so this is
not applicable here.

Table 1. Time-Memory tradeoff attack with real time complexity 7', D initializations,
M memory words and preprocessing time P

Attack Complexities
T D M P
980 940 964 9104
Grain 972 936 972 9108
9128 964 996 9160

Grain-128 9112 956 9112 5168

3.3 Algebraic Attacks

Algebraic attacks can be very successful on nonlinear filter generators. Espe-
cially if the output function is of very low degree. Grain is very similar to a
nonlinear filter. However, the introduction of the NFSR in the design will defeat
all algebraic attacks known today. Since the update function of the NFSR is
nonlinear, the later state bits of the NFSR as a function of the initial state bits
will have varying but large algebraic degree. As the output function has several
inputs from the NFSR, the algebraic degree of the keystream bits expressed as
functions of key bits will be large in general. This will defeat known algebraic
attacks.
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3.4 Chosen-IV Attacks

A necessary condition for defeating differential-like or statistical chosen-1V at-
tacks is that the initial states for any two chosen IV’s (or sets of IV’s) are
algebraically and statistically unrelated. The number of cycles in key initial-
ization has been chosen so that the Hamming weight of the differences in the
full initial 160-bit state for two IV’s after initialization is close to random. This
should prevent chosen-IV attacks.

It may be tempting to improve the efficiency of the key initialization by just
decreasing the number of initial clockings. Considering the 80-bit variant of
Grain, after only 80 clocks, all bits in the state will depend on both the key and
the IV. However, in a chosen-IV attack it is possible to reinitialize the cipher
with the same key but with an IV that differs in only one position from the
previous IV. Consider the case when the number of initial clockings is 80 and
the last bit of the IV is flipped i.e., s¢3 is flipped. This is the event that occurs
if the IV is chosen as a sequence number. Looking at the difference of the states
after initialization it is clear that several positions will be predictable. The bit
Sg3 is not used in the feedback or in the filter function, hence, the first register
update will be the same in both cases. Consequently, the bit sy will be the same
in both initializations. In the next update, the flipped bit will be in position sgs.
This position is used in the linear feedback of the LFSR, and consequently the
bit s; will always be different for the two initializations. Similar arguments can
be used to show that the difference in the state will be deterministic in more
than half of the 160 state bits. This deterministic difference in the state can be
exploited in a distinguishing attack. Let x be the input variables to the output
function, H, after the first initialization and let x o be the input variables to the
output function after the second initialization. Now, compute the distribution
of Pr(x,xA). If this distribution is biased, it is possibleﬂ that the distribution of
the difference in the first output bit,

Pr(H(x) ® H(xa)), (26)
is biased. Assume that
Pr(H(x) ® H(xa) =0)=1/2(1+¢), 0<|g| <1 (27)

then the number of initializations we need will be in the order of 1/e2. This
attack can be optimized by calculating which output bit will give the highest
bias since it is not necessarily the bits in the registers corresponding to the
input bits of H(x) that have deterministic difference after the initializations.
This attack shows that it is preferred that the probability that any state bit is
the same after initialization with two different IVs should be close to 0.5. As
with the case of 80 initialization clocks, it is easy to show that after 96, 112 and
128 there are also state bits that will always be the same or that will always
differ.

1 It is possible, but maybe not very likely. One unbiased linear variable is enough to
make the output unbiased.
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It is possible to reduce the required number of initial clockings by loading
the NFSR and LFSR differently. If each entry of the registers is loaded with the
xor of a few key and IV bits and each key and IV bit influences the loading of
several entries, differences in the IV will propagate faster. The reason for not
doing this is mainly that all the extra xors needed would make the cipher larger
in hardware.

3.5 Fault Attacks

Amongst the strongest attacks conceivable on any cipher, are fault attacks. Fault
attacks against stream ciphers have been initiated in [I2], and have shown to be
efficient against many known constructions of stream ciphers. This suggests that
it is hard to completely defeat fault attacks on stream ciphers. In the scenario
in [I2] it is assumed that the attacker can apply some bit flipping faults to one
of the two feedback registers at his will. However he has only partial control
over their number, location, and exact timing, and similarly on what concerns
his knowledge. A stronger assumption one can make, is that he is able to flip a
single bit (at a time instance, and thus at a location, he does not know exactly).
In addition, he can reset the device to its original state and then apply another
randomly chosen fault to the device. We adapt the methods in [I2] to the present
cipher. Thereby, we make the strongest possible assumption (which may not be
realistic) that an attacker can induce a single bit fault in the LFSR, and that
he is somehow able to determine the exact position of the fault. The aim is
to study input-output properties for H (B, S;), and to derive information on
the inputs. As long as the difference induced by the fault in the LFSR does
not propagate to position by;¢3 in Grain or byig5 in Grain-128, the difference
observed in the output of the cipher is coming from inputs of H(By, S;) from
the LFSR alone. If an attacker is able to reset the device and to induce a single
bit fault many times and at different positions that he can correctly guess from
the output difference, we cannot preclude that he will get information about a
subset of the state bits in the LFSR. Such an attack seems more difficult under
the (more realistic) assumption that the fault induced affects several state bits at
(partially) unknown positions, since in this case it is more difficult to determine
the induced difference from output differences.

Likewise, one can consider faults induced in the NFSR alone. These faults do
not influence the contents of the LFSR. However, faults in the NFSR propagate
nonlinearly and their evolution will be harder to predict. Thus, a fault attack
on the NFSR seems more difficult.

4 Conclusions

In this paper we introduced the Grain family of stream ciphers. Two different
versions, denoted Grain and Grain-128, have been specified. The designs target
hardware environments where small area is of high importance. The basic imple-
mentation is very small but outputs only one bit/clock. An important feature in
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the Grain ciphers is the possibility to easily increase the throughput by adding
some extra hardware. This is done by simply implementing the relatively small
feedback and output functions several times. This flexibility makes the Grain
ciphers attractive for a wide range of applications spanning from the most de-
manding in terms of small hardware area to applications requiring a very high
throughput.
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