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12.1 Introduction 

Assessing the vulnerability of network infrastructure to disruptive events is 
recognized as an important component of network planning and analysis.  
Motivations for this type of research range from searching for the most ef-
fective/ efficient means of disrupting a network (e.g., preventing drug traf-
ficking – see Wood 1993) to assessing possible threats to critical network 
infrastructures so that adequate protective measures can be devised to limit 
potential disruption (see Wu 1992).  In such analysis, the disruptive activ-
ity being examined, whether due to natural disaster, accident, or sabotage, 
can be generically referred to as network interdiction. 
 Traditionally, approaches for modeling network interdiction have fo-
cused on identifying nodes or linkages most critical to some interpretation 
of system performance.  For instance, increasing the cost associated with 
routing flow between an origin-destination (O-D) pair is a common goal.  
Given the objective of increasing transportation costs, the impact of total 
or partial interdiction of linkages/ nodes can be considered as either: 1) de-
creasing network capacity, preventing flow or forcing it over more costly 
alternate paths; or, 2) increasing the cost associated with minimal cost 
paths.  Both aspects of interdiction rely on negatively affecting network 
connectivity in some way.  A classic network analysis approach to impact-
ing connectivity between an O-D pair is through the identification of a cut-
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set, or a set of linkages whose removal prevents O-D flow.  Provided that 
interdiction efforts are limited by available resources, it is reasonable to 
focus on components of the smallest cutset possible (Wood 1993).  It has 
been well established that solution of the maximum-flow model corre-
sponds to a minimum capacity cut; hence, it is no surprise that this rela-
tionship has been exploited in the formulation of many interdiction models 
(Wollmer 1964; McMasters and Mustin 1970; Ghare et al. 1971; Corley 
and Chang 1974; Ratliff et al. 1975; Cunningham 1985; Phillips 1993; 
Wood 1993; Burch et al. 2003). 
 Models based upon a maximum-flow model generally seek to apply 
limited interdiction resources to minimize the network’s capacity to move 
flow between origins and destinations.  To achieve this goal, minimal cut-
sets can be identified for an O-D pair(s).  No other cutset can be contained 
within a minimal cutset.  A minimum capacity cutset then is a cutset of the 
smallest total weight (however defined).  The usefulness of the maximum 
flow-minimum cut theorem is that the total capacity of a minimum cutset 
corresponds to the maximum amount of flow capable of moving between 
an O-D on the network (Ford and Fulkerson 1962; Colbourn 1987; Evans 
and Minieka 1992).  Once minimum capacity cuts are found, linkages in 
these cuts are likely candidates for attack.  The task then becomes deter-
mining which component linkages would be interdicted under a budgetary 
scenario.  In this type of model, lower flow capacity remaining in the net-
work indicates a more effective interdiction plan.  An algorithmic ap-
proach to this problem is presented by Phillips (1993), while Wood (1993) 
implements this basic idea as an integer program.  Though a minimum cut-
set may indeed be effective for interdiction in certain circumstances, it has 
been suggested that solution to some problems may require assessment of 
other minimal cutsets.  For instance, if multiple interdiction objectives ex-
ist, a minimum capacity cut for each O-D may not necessarily be the most 
effective option (Boyle 1998; Balcioglu and Wood 2003).   
 Interdiction of network capacity is indeed an important consideration in 
assessing a network’s vulnerability to interdiction; however, other criteria 
are also of interest.  For instance, how actual origin-destination flow activ-
ity may be impacted by interdiction efforts is of obvious concern when ad-
dressing network survivability.  Discussion on this topic can be found in 
Wu (1992) and Doyle et al. (2005).  More recent analysis of this issue is 
found in Myung et al. (2004), Matisziw et al. (2006), Grubesic et al. 
(2006), and Murray et al. (2007).  Another fundamental measure of attack 
vulnerability, therefore, is how network connectivity is impacted by an in-
tentional disruption (see for instance, Holme et al. 2002; Grubesic et al. 
2003).  The argument is that given an attack on network facilities, higher 
potential connectivity loss equates to a more vulnerable network infra-
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structure.  Furthermore, assessment of connectivity underlies the notions of 
network capacity and flow; hence, interdiction of connectivity is a valid 
concern when safeguarding network operation.  As is clear from the previ-
ous discussion, network connectivity is directly related to the concept of 
minimal cutsets.  Obviously, if all elements of a minimal O-D cutset are 
removed, then connectivity cannot be preserved.  From an interdiction 
standpoint, just as it makes sense to target a minimum capacity cutset, 
minimum cardinality cutsets are also of interest because they reflect a sce-
nario where limited resources are expended to cause the greatest damage 
possible.  Colbourn (1987) describes one way of deriving minimum cardi-
nality cutsets. 
 Regardless of the vulnerability measure(s) of concern (e.g., connec-
tivity, capacity, flow), it is vital to understand the outcomes of potential in-
terdiction to better support planning and management of network risk.  
One way of reducing risk is through the identification of the most disrup-
tive interdiction schemes (those causing maximal damage) to establish an 
upper bound on vulnerability.  If these worst-case scenarios can be identi-
fied, then administrators and managers can better plan for protection 
against threats and system improvement to minimize risks.  In fact, many 
models developed for identifying optimal interdiction plans have their 
roots in network vulnerability assessment. For instance, the modeling ef-
forts of Wollmer (1964), Corley and Chang (1974), Ratliff et al. (1975); 
Corley and Sha (1982), Ball et al. (1989), Malik et al. (1989), Church et al. 
(2004), and Murray-Tuite and Mahmassani (2004) all deal with finding in-
frastructure components of greatest importance to network operation, or 
rather the most vital links/ nodes. 
 However, complete focus on mitigating worst-case damage may not be 
entirely warranted as many near-optimal interdiction plans may also exist 
(Grubesic et al. 2006; Matisziw et al. 2006).  Evaluation of the range of 
possible interdiction outcomes is undoubtedly beneficial in this regard, es-
pecially if multiple objectives are involved (see Boyle 1998).  Hence, aside 
from an upper (worst-case) performance bound on interdiction severity, es-
tablishment of a lower bound (best-case) is also important to guide plan-
ning efforts.  A higher lower bound may be more indicative of greater in-
terdiction tolerance, as an example.  Valid upper and lower bounds can 
also benefit simulations geared at generating a representative range of po-
tential interdiction outcomes (see Matisziw et al. 2006). 
 To address the generation of bounds on interdiction of network flows, 
the flow interdiction model (FIM) has been recently proposed by Murray 
et al. (2007).  The FIM permits assessment of maximally destructive node-
based interdiction efforts on network operation.  In other words, the FIM 
can produce an upper bound on the amount of network activity that may be 
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lost due to a node-based disruption.  Interdiction impacts for multiple ori-
gins and destinations are easily considered in this modeling framework.  
As suggested by Murray et al. (2007), the FIM enables either maximiza-
tion or minimization of flow disruption to be evaluated.  This is possible 
because O-D paths are explicitly tracked.   

12.2 Modeling Linkage-based Interdiction 

The focus of this chapter is the development of a model capable of produc-
ing upper and lower bounds on the loss of connectivity that may result 
from interdiction efforts aimed at network linkages.  In other words, the 
goal is to identify a cutset of cardinality p that either minimizes or maxi-
mizes connectivity of origin and destination pairs.  Given an uncapacitated 
network and the following notation, the p-cutset problem (PCUP) can be 
formulated: 

j  = index of linkages, entire set denoted J
k = index of paths, entire set denoted K
o  = index of origins, entire set denoted O
d  = index of destinations, entire set denoted D

odN  = set of paths providing o-d flow
p = number of linkages interdicted 

k   = set of linkages along path k

otherwise 0
dinterdicte is  linkage if 1 j

X j

otherwise 0
oninterdictiby  uneffected remains path  if 1 k

Yk

otherwise 0
d-between  possible flow no if 1 o

Zod

p-Cutset Problem (PCUP)

Minimize/Maximize
o d

odZ (1)
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Subject to: 
doZY

odNk
odk ,1 (2)

odkod NkYZ  )1( (3)

kXY
kj

jk 1 (4)

kjk jkXY ,         )1( (5)

pX
j

j (6)

j,X j 10

k,Yk 10 

do,Zod ,  10 

(7)

 Objective (1) is to either minimize or maximize O-D connectivity loss 
in a network.  Constraints (2)-(3) track O-D path availability.  Constraints 
(4)-(5) account for whether a given path is available given the loss of links.  
The number of linkages to be interdicted is stipulated in Constraint (6).  In-
teger restrictions are specified in Constraints (7). 
 The PCUP formulation is similar to the FIM detailed in Murray et al. 
(2007).  There are two fundamental differences with the PCUP, however.  
First, interdiction is considered only for arcs.  Second, connectivity is ad-
dressed in the PCUP rather than flow. 
 The PCUP is beneficial in that it permits both minimization and maxi-
mization of (1).  This is a convenient property since reformulation is not 
necessary given either goal.  One key assumption of the model is that all 
paths permitting movement or flow between an origin and destination are 
accounted for.  This is necessary for ensuring that a minimal or maximal 
cutset is identified.  That is, here it is assumed that if any path connecting 
an O-D pair exists, then interaction between the two nodes is possible.  
Otherwise, if no path is available, then interaction between the pair cannot 
occur.  Though use of a subset of O-D paths (e.g., k-shortest, arc/node dis-
joint) can reduce problem size, there is no guarantee that an identified cut-
set is optimal if all O-D paths are not accounted for.  The PCUP deals ex-
plicitly with total interdiction of linkages (e.g., linkage is either available 
or is completely disabled) and partial disruption of a linkage is not possi-
ble.  Worth noting as well is that a special case of the PCUP is the ap-
proach proposed in Myung et al. (2004) capable of addressing the maximi-
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zation version of the problem.  However, in their paper a minimization 
version of the model is not provided and cannot be obtained via a straight-
forward extension of their formulation.  Furthermore, Myung et al. (2004) 
propose a heuristically derived bound and only consider a subset of possi-
ble O-D paths.  The PCUP is an integer program and as such can be solved 
directly using a commercial optimization package.  Here ILOG’s CPLEX 
6.6 mixed integer optimizer was utilized for solving problem instances.  
An issue that may arise though is that due to the number of constraints and 
integer decision variables, achieving optimality may be a computationally 
demanding task.  Murray et al. (2007) discuss some ways in that these is-
sues may be resolved.  For example, integer requirements on Yk and Zod can
be relaxed and some constraints can be consolidated (e.g., (5)).  Addition-
ally, some constraints could be eliminated from the general model depend-
ing on the objective orientation. 

12.3 Application of the PCUP 

Analysis of p-cutsets is conducted on the Abilene Internet2 backbone.  The 
Abilene backbone is a high capacity fiber-optic Internet network connect-
ing member universities within the U.S. (Abilene 2005).  The backbone it-
self consists of 11 routers (nodes) connected by 14 linkages as shown in 
Figure 12.1.   
 Here, the PCUP is used to identify those cutsets capable of causing 
minimal and maximal damage to the network.  All nodes in the Abilene 
network are both origins and destinations of flow and interact with each 
other.  Given this, the network contains 121 interacting O-D pairs.  In this 
network, intra-nodal interaction is present, meaning that flow can move 
into and out of the same node.  Since nodes are not targeted for removal, 
only 110 O-D pairs (inter-nodal interactions) can potentially be disrupted 
given link-based interdiction.  The O-D paths were obtained by enumerat-
ing all simple (loopless) paths for each O-D pair.  896 O-D exist, requiring 
approximately 2 seconds of computational time.  Both the maximization 
and minimization cases are examined here for a range of interdiction sce-
narios.
Table 12.1 and Figure 12.2 illustrate results maximizing O-D connec-

tivity loss.  Since every node in the Abilene backbone is directly connected 
to at least two other nodes (a 2-degree node), the interdiction of a single 
linkage can not disconnect any O-D pair.  However, when two linkages are 
rendered inoperative, more than half (60) of the O-D pairs lose connec-
tivity.  For example, the PCUP identifies the Kansas City-Indianapolis and 
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Houston-Atlanta linkages in the 2-cutset (p=2) causing the greatest impact.  
This cutset essentially partitions the network such that the number of nodes 

Fig. 12.1   Abilene Internet2 network backbone 
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Fig. 12.2  Connectivity impact for minimal and maximal p-cutsets  

in each half is as balanced as possible, thereby maximizing disruption.  For 
p=3, the PCUP identifies the Sunnyvale-Los Angeles, Denver-Kansas 
City, and Los Angeles-Houston linkages as a 3-cutset causing maximum 
connectivity loss.  Los Angeles is consequently disconnected from the net-
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work in this instance (see Table 12.1).  Figure 12.3 shows the maximum 
impact of a 7 linkage failure/attack on the backbone.  This particular inter-
diction plan fragments the network into 5 components, disconnecting all 
but 14 O-D pairs.  Given a linkage-based interdiction plan, the maximum 
number of O-D pairs that can be interdicted is 110 since intra-nodal inter-
action cannot be impacted by a linkage-based attack.  Thus, some 87% of 
O-D flow interactions are impacted in this case. 

Fig. 12.3  Maximum 7-cutset (p=7)

Minimization of connectivity loss produces very different outcomes.  
Analysis for the minimization case of the PCUP is presented in Table 12.2 
and Figure 12.2.  The results presented in Table 12.2 illustrate the best-
case situations for system performance given the occurrence of each inter-
diction scenario.  In these cases, the model tries to preserve connectivity 
between the O-D pairs to the greatest extent possible in a rather intuitive 
manner.  Given a set of nodes V in a network, it is well-known that mini-
mum network connection occurs when |J| = (|V|-1).  In the case of the Abi-
lene backbone there are 11 nodes, so a minimum of 10 linkages are needed 
to maintain connectivity.  Since the backbone is composed of 14 linkages, 
up to four can be removed without causing connectivity loss.  This is ex-
actly the result found using the PCUP.  After enough linkages are elimi-
nated to reduce the network to a spanning tree, then reduction of each  
additional linkage disconnects exactly one node from the network, retain-
ing a minimally connected network between the remaining nodes.  That is, 
for values of p > |J|-(|V|-1) in an undirected network where all nodes inter-
act with each other, the maximum connectivity remaining in the network 



Bounding Network Interdiction Vulnerability Through Cutset Identification    251 

T
ab

le
 1

2.
1 
 M
ax
im
iz
in
g 
co
nn
ec
tiv
ity
 lo
ss

p
O

B
 

IT
 

B
R

 
T

M
* 

L
in

ka
ge

s I
nt

er
di

ct
ed

 

1 
0 
13
01
 
10
 
9.
89
0 

C
H
-N
Y

2 
60
 
34
8 

0 
1.
39
1 

IN
-K
C
;A
T-
H
O

3 
62
 
16
49
 
28
 
11
.1
56
 

D
E-
K
C
;S
V
-L
A
;L
A
-H
O

4 
80
 
28
5 

0 
1.
04
6 

D
E-
K
C
;C
H
-I
N
;L
A
-H
O
;W
A
-A
T 

5 
86
 
18
1 

2 
1.
93
8 

D
E-
K
C
;C
H
-I
N
;S
V
-L
A
;L
A
-H
O
;W
A
-A
T 

6 
90
 
24
0 

4 
2.
40
6 

D
E-
K
C
;C
H
-I
N
;S
V
-L
A
;L
A
-H
O
;W
A
-A
T;
C
H
-N
Y
 

7 
96
 
16
3 

8 
2.
68
8 

D
E-
K
C
;C
H
-I
N
;S
V
-L
A
;K
C
-H
O
;A
T-
H
O
;IN
-A
T;
N
Y
-W
A
 

8 
98
 
24
0 
15
 
2.
43
8 

D
E-
K
C
;C
H
-I
N
;S
V
-L
A
;K
C
-H
O
;A
T-
H
O
;IN
-A
T;
N
Y
-W
A
;C
H
-N
Y
 

9 
10
0 
48
 
0 

0.
45
3 

D
E-
K
C
;C
H
-I
N
;S
E-
SV
;D
E-
SV
;L
A
-H
O
;K
C
-H
O
;IN
-A
T;
W
A
-A
T;
N
Y
-W
A
 

10
 
10
2 
49
 
0 

0.
46
9 

D
E-
K
C
;C
H
-I
N
;S
E-
SV
;D
E-
SV
;L
A
-H
O
;K
C
-H
O
;A
T-
H
O
;IN
-A
T;
W
A
-A
T;
N
Y
- W
A

11
 
10
4 
42
 
0 

0.
46
9 

D
E-
K
C
;C
H
-I
N
;S
E-
SV
;D
E-
SV
; S
V
-L
A
;L
A
-H
O
;K
C
-H
O
;A
T-
H
O
;IN
-A
T;
W
A
-A
T;
N
Y
-W
A
 

12
 
10
6 
42
 
0 

0.
56
2 

D
E-
K
C
;IN
-K
C
;C
H
-I
N
;S
E-
SV
; D
E-
SV
;S
V
-L
A
;L
A
-H
O
;K
C
-H
O
;A
T-
H
O
;IN
-A
T;
W
A
-A
T;
N
Y
-W
A
 

13
 
10
8 
41
 
0 

0.
45
3 

SE
-D
E;
D
E-
K
C
;IN
-K
C
;C
H
-I
N
;S
E-
SV
;D
E-
SV
;S
V
-L
A
;L
A
-H
O
;K
C
-H
O
;A
T -
H
O
;IN
-A
T;
W
A
-A
T;
N
Y
-W
A

14
 
11
0 

0 
0 

0.
23
4 
SE
-D
E;
D
E-
K
C
;IN
-K
C
;C
H
-I
N
;S
E-
SV
;D
E-
SV
;S
V
-L
A
;L
A
-H
O
;K
C
-H
O
;A
T-
H
O
;IN
-A
T;
W
A
-A
T;
N
Y
-W
A
;C
H
-N
Y

O
B
O
bj
ec
tiv
e,
 IT
  I
te
ra
tio
ns
, B

R 
 B
ra
nc
he
s, 

TM
  T
im
e,
 A

T 
 A
tla
nt
a,
 C

H
  C
hi
ca
go
, D

E  
 D
en
ve
r, 

H
O
  H
ou
st
on
, I

N
  I
nd
ia
na
po
-

lis
, K

C
  K
an
sa
s C
ity
, L

A  
 L
os
 A
ng
el
es
, N

Y  
 N
ew
 Y
or
k,
 S

E  
 S
ea
ttl
e,
 S

V  
 S
un
ny
va
le
, W

A 
 W
as
hi
ng
to
n,
 D
.C
. 

*S
ol
ut
io
n 
tim
es
 in
 se
co
nd
s f
or
 P
en
tiu
m
 II
I p
ar
al
le
l p
ro
ce
ss
or
 w
ith
 1
.0
 G
B
 R
A
M
 



252    T.C. Matisziw, A.T. Murray, and T.H. Grubesic            

given the removal of p linkages can be determined as follows:  1) compute 
the number of nodes that become separated from the network VS = p-(|J|- 
(|V|-1)), 2) compute the number of nodes retained in the network VR=(|V|-
VS), 3) since the network design preserving connectivity is a tree, it is 
known that VR(VR-1) node pairs will remain connected, and 4) the differ-
ence between original network connectivity and that remaining after p
linkages are removed gives the connectivity lost (PCUP’s objective).  Fig-
ure 12.4 illustrates the minimum connectivity loss resulting from a 7-cutset 
interdiction, in contrast to the maximum scenario shown in Figure 12.3.  
Note that through a minimum network connection, interaction between 8 
nodes (56 O-D pairs) can be preserved.  While identifying a spanning tree 
may be an alternative and attractive way of solving this minimization prob-
lem, it is unclear whether such a technique will always result in an optimal 
solution if: 1) all nodes do not interact with each other, and/or 2) actual O-
D flow activity is incorporated within the model. 

Fig. 12.4  Minimum 7-cutset (p=7)

In the existing literature, it is commonly assumed that individual char-
acteristics of network nodes or linkages (e.g., degree) can be used as prox-
ies to infer the importance of a facility to network operation (Holme et al. 
2002, for example).  However, the result of an interdiction is in fact 
strongly dependant upon the spatial structure of the network, as can be 
seen in the model results.  As an example, Table 12.2 shows that a 2-cutset 
resulting in minimum O-D disruption involves the Denver-Kansas City 
and Atlanta-Houston linkages that are both rooted by different nodes of 
degree 3.  In this case, no O-D connectivity is lost.  On the other hand, the  
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2-cutset identified in Table 12.3 (discussed above) also involves different 
nodes of degree 3.  However, their selection forms a spatial partition, 
maximizing O-D connectivity loss.  While both of these 2-cutsets have 
similar physical characteristics, their impact on network functionality (if 
interdicted) is not at all similar.  In fact, these two cutsets form upper and 
lower bounds on possible connectivity loss due to 2-link interdiction and 
serve to illustrate the range of interdiction outcomes possible.  Measures 
based on proxies for connectivity are not likely to be good approximations 
for these bounds and could obscure the true extent of network vulnerabil-
ity.  Nonetheless, many other feasible interdiction outcomes undoubtedly 
occur for each interdiction scenario (e.g., p=2) and may include near-
optimal solutions or alternate-optima.  Hence, from the perspective of 
managing network vulnerabilities, there is still a clear benefit in character-
izing the range of possible outcomes between the upper and lower bounds 
through simulation as discussed in Matisziw et al. (2006). 

12.4 Discussion and Conclusion 

This chapter has focused on identifying minimal or maximal p-cutsets for a 
system of origins and destinations.  The goal is to obtain the set of p cardi-
nality cuts, or linkages, capable of maximizing or minimizing network 
connectivity loss.  This distinction is important in that other models have 
focused primarily on the interdiction of capacity, not connectivity or other 
measures of network vulnerability.  Furthermore, models that have ap-
proached connectivity have typically done so using proxies for connec-
tivity (e.g., nodal degree, betweeness, etc.) and have not modeled it exactly 
as is done here.  The motivation for this problem follows directly from the 
need to assess a network’s vulnerability to interdiction.  Effective planning 
and management of network risks must consider the range of interdiction 
scenarios possible if appropriate mitigation measures are to be devised. 
 Recent events emphasize the importance of such analysis.  For instance, 
single-link failures are a common occurrence in the operation of many 
networks and hence a common consideration in network design (Wu et al. 
1988).  Although many networks are resilient to single-link attack/ failure, 
additional, simultaneous disruptions can be very problematic, leading to 
wide-spread service outages.  A recent example of this type of service out-
age is that caused by a 2-cut in the Sprint Nextel fiber optic network in the 
southwestern U.S. (C|net 2006; CNN 2006).   
 In order to identify the upper and lower bounds on post-interdiction 
network connectivity, the p-cutset problem (PCUP) was proposed.  The 
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PCUP is an extension of the flow interdiction model of Murray et al. 
(2007) aimed at explicitly accounting for linkage-based interdiction.  
Unlike other interdiction models, the PCUP’s structure permits both 
maximization and minimization of network connectivity loss.  This is ac-
complished by enumeration of O-D paths, permitting identification of cut-
sets of a stipulated cardinality that disconnect or preserve the greatest 
number of O-D relationships.  Through application to a real world net-
work, the PCUP is shown to be effective for identifying bounds on poten-
tial interdiction scenarios.
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