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Abstract In the age of the technology and in the field of Computer Networking,
devices integrated with the Internet of Things (IoT) resulted in a variety of
popular E-Health, E-Commerce and E-Home. The Internet of Things will be next
revolutionary term in the today internet. An important function of the IoT is to
create various types of technologies, standards and then to integrate them. Today,
the capacities of IoT are improving by establishing security for both small and large
applications. To help and determine the direction of future research, IoT security
challenges and privacy issues will be highlighted in this chapter. The chapter
analyzes compares and consolidates the existing research, presents new findings
and discusses innovations in the security of the IoT. The challenges in this chapter
must be addressed, if the full potential of IoT is to be realized.
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24.1 Introduction

To begin let us define the Internet of Things (IoT). “The Internet of Things (IoT)
is the network of physical objects-devices, vehicles, buildings and other items that
are embedded with electronics, software, sensors and network connectivity, which
enables these objects to collect and exchange data.”

The IoT is a new and evolving concept as shown in Fig. 24.6 the investment
details that is expected to be widely used in future [1]. The IoT allows the Internet
to connect with applications and users by first connecting with objects. The IoT can
be implemented in various domains such as retail, agriculture, home, schools and
transportation, which can be accessed remotely with the use of the internet. IoT is
also able to act without the human involvement in the system. The concept of the
IoT is related to the remote sensor networks and remote personal area networks.
Communication in IoT is through computing machines and sensors embedded in
the systems. The goal of IoT is to provide a good infrastructure based on all
things present in the world and also to inform users about the state of things. The
evolution of the IoT will be evolving along with communication between machines.
This machine-to-machine communication will occur in a variety of domains, such
as smart cities, smart homes, smart schools and smart agriculture. Basically, IoT
products operate on old fashioned and closed embedded operating system software.
Network access needs to be restricted to improve the security terms of the IoT.
The segment of the network should monitor for potential traffic and improper
activities, then take action if any problem occurs. Many companies have embraced
IoT technologies for their potential impact. According to Cisco, there will be 50
billion objects (i.e., devices embedded with technology) connected to the IoT by
2020, as Fig. 24.1 illustrates the world market [1].
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Fig. 24.1 World market for integrated equipment in IoTs



24 Research Challenges in the Internet of Things (IoTs) 265

Because of this, privacy has been a hot topic in the research on the different types
of technology that enable IoT.

This chapter was written to help internet companies navigate the perils and
promises of IoT. We will discuss the unique aspects of the IoT in relation to the
informational technology of the internet.

The rest of the chapter describes the resources needed for IoT technology based
on the location where it is used. Each section focuses on security and related
challenges. The topics discussed include IoT in supermarket Agriculture, schools
the home, and traffic management.

24.2 IoT in Super Market

Point of sale (POS) systems are used in the super markets to provide powerful
features such as warehouse hosting interfaces, enhanced reporting, file maintenance
and inventory control. POS software in supermarkets is used for stock maintenance,
expiry, provisioning, reordering wastage and return management. However, these
POS systems have some problems including insufficient customization, intensive
human resources and inefficient settlement. Currently, many super markets are using
IoT technology.

The technology includes radio Frequency Identification (RFID), as shown in
Fig. 24.2, smart shopping guides, self-checkout, logistics tracking, wireless and
ad-hoc communication with automatic identification, and mobile advertisement [2].

Fig. 24.2 Different designs
of RFID cards
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24.3 Challenges of Supermarket IoT

At present, manual stock frameworks are used for stocking, and buying items,
which are then recorded in a book. Such a system is prone to errors and may
lack information needed for proper operations. Data may not be appropriately
recorded or managed. From the wholesaler to retailer information on charges,
tickets, vouchers, and receipts are recorded in books; however, this system may
not facilitate optimal operations. Thus, it is troublesome to prepare, overhaul and
manage.

The issues associated with these systems include the following

1. Time consumption
2. Physical counts
3. Supply requests
4. Lack of automatic maintenance
5. Lack of proper management

24.4 IoT in Agriculture

The world of agribusiness is experiencing industrialization, but it is imperative
to also to create cooperation within the industry for advancement throughout the
world. Rural farmers have been concerned with improvements to advance agrarian
community and increase profits.

After many years of hard work positive outcomes have been seen in horticulture
framework advancements. These frameworks have the benefits of collecting and
tracking rural data. For example, more emphasis has been placed on equipment
than programming, without any data to address the production of needs of farmers.
Furthermore, available data are not adequately used by ranchers, so the impact of
data on horticulture, agriculturists and rural ranches has been minimal.

To change this situation and quickly improve farming conditions; it is important
to develop a horticultural cloud data that use IoT and RFID innovations [3].

An environmental control system could incorporate water quality monitoring,
programmed water quality, accurate compost treatments, soil quality and moisture
monitoring, and environmental condition (e.g., air, light) monitoring. A rural asset
control subsystem could incorporate an intelligent nursery that is able to program
and maintain a uniform temperature, control a water system that can dispense and
converse water, monitor of contamination and vermin, monitor plant and animal
health, and ensure the quality product [4–6].
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24.5 Different Challenges in IoT

Some of the major difficulties that should be considered when designing an IoT
based system including mechanical, social, legal, financial and business issues, with
an end goal to get wide acceptance from users. Guidelines and interoperability
standards are critical to create markets for new advancements. When gadgets by
different manufacturers are not compatible, interoperability is more troublesome,
and requires additional efforts to incorporate the different standards. Furthermore,
customers may tend to only purchase from a single manufacturer to avoid these
comparability issues if user cannot easily exchange information when they replace
a gadget with another from a different manufacturer, they will lose any benefits
that occurred from aggregating their information for some time. Security allows for
effective usage of the IoT with the help of inexpensive devices/gadgets to connect
one or many device together. However, these additional layers of programming,
middle ware, APIs, machine-to-machine communication results in more compli-
cated setup and new security dangers. Manufactures need to address these issues
with strategy driven ways to improve security and provisioning. With such a variety
of players required with the IoT, there will undoubtedly be turf wars as legacy
organizations attempt to protect their restrictive frameworks and as defenders of
open frameworks attempt to create new principles. New models may be developed
in light of requirements controlled by gadget class, control prerequisites, abilities
and usage. This presents opportunities for stage sellers and open-source promoters
to contribute and influence future principles [7].

24.6 IoT in Schools

The fast progression of information and Communication technologies has led to
IoT advancement in schools as well [8]. School campus may be composed of many
buildings constructed for different purposes. Each block of building has separate
systems for air conditioning, heating, ventilation and elevators, among others as
shown in Fig. 24.3. To manage these systems, IoT plays a major role in maintain
their correct working order. Sensing and control units allow for better maintenance.
For example RFID units can monitor the air ventilation by detecting the surrounding
climate and environmental changes. If any changes to the ventilation systems are
required, then the information can be automatically transmitted to the information-
gathering unit that is located in each block, i.e. the wireless central control unit.
Depending on the information received, the control unit may increase or decrease
the air conditioning Supply [9].
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24.6.1 Challenges of School-Based IoT

With the IoT, school can provide instructive results through richer learning experi-
ences and increase access to knowledge for students [10, 11].

An increasing number of students are learning with the assistance of a remote
gadget, whether it is a table brought from home or a school-issued laptop. Online
lessons can also be arranged to include captivating content. However, these devices
may “crash” outdated web systems in schools. To prepare, schools must upgrade to
secure and fast remote systems that can handle the data transmission from complex
projects being run on a large number of gadgets.

This preparation will pay off in spades. With e-learning applications, students can
work at their own pace, which allows the teacher to provide one-on-one instruction
to students who most require it. In addition, evaluations can be more consistent,
less manual and less time-consuming. Teachers no longer need to review each
examination or feed Scranton sheets into a machine. Finally, when associated
with the cloud, these e-learning advancements can collect information on student
progress, which can be used to enhance lesson plans for subsequent academic years
[12].

24.6.1.1 Enhanced Operational Efficiency

Instructive organizations are included many moving parts. So as to prevail at
what they do, they should have the capacity to monitor understudies, staff and
assets; all while holding costs in line. This is conceivable by utilizing empowering
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advancements that can without much of a stretch monitor individuals, resources
and exercises. Beforehand tricky assets, for example, projectors or lab gear—can
be outfitted with RFID peruses so that their whereabouts are unmistakable at all
circumstances. Ongoing deceivability implies instructors no longer need to invest
significant energy searching for these things and can rather concentrate on more
critical errands like educating and arranging educational module. Furthermore,
teachers can screen the state of their assets progressively so that if need be, things
can be supplanted with negligible disturbance to the school day. GPS beacons
can guarantee that understudies are represented progressively, minimizing tedious
exercises like recording participation. With RFID prepared rucksacks, understudies
can be consequently checked in as they board the transport. Likewise, the multi-
plication of brilliant ID cards and wristbands implies understudies can be naturally
checked “present” when they stroll through the classroom entryway. With portable
registering arrangements, operational barricades can be managed continuously. A
support laborer who discovers a broken candy machine can utilize a handheld gadget
to advise school authorities of the issue arrange the parts required as well as demand
extra repair administrations—while in the field.

24.6.1.2 More Secure Campus Designs

School authorities are under expanded weight to guarantee their grounds are safe. A
surge in school crises in the course of the most recent quite a long while, alongside
the developing feelings of trepidation over harassing and savagery, mean it’s more
critical than any time in recent memory to protect understudies. The IoT’s capacity
to track items, understudies and staff, what’s more, to interface gadgets crosswise
over campuses brings another level of security to establishments.

A GPS-empowered transport framework implies that transport courses can be
followed, so that guardians and chairmen can know where a given transport is at any
given time. Notwithstanding making the school travel more secure for understudies
(and significantly less unpleasant for guardians), understudies can be advised when
the transport is close to their pickup area; not any more sitting tight outside for a
late transport. ID cards and wristbands permit instructive associations to store the
last-known area of an understudy or guest, making a difference to guarantee the
ideal individuals are getting to the correct territories on grounds. They additionally
empower cashless installments at the school cafeteria or grounds store, which makes
a more streamlined exchange and can possibly demoralize tormenting and burglary.
At long last, the meeting of grounds correspondences permits staff to respond all
the more rapidly in a crisis circumstance. By associating portable workstations, cell
phones and two-way radios, staff can in a split second talk, message or send an email
to some other gadget in the system. For instance, a security monitor who spots a
battle can tell instructors and chairmen promptly, with one straightforward activity.
Presently, can come right away, and an acceleration of brutality can be maintained
a strategic distance.
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The IoT stands to significantly change the way organizations work, ensuring
important resources and improving understudy learning at each level. Notwithstand-
ing the quick advantages plot above, instructive establishments can tackle long haul
esteem from these advancements by investigating the subsequent information to
better arrangement asset portion, educational module and security methodology in
the years to come. Challenges and Open Issues.

24.7 IoT in the Home

IoT applications are available in the market for consumer needs. IoT technology is
an emerging innovation for society that will change the ways that consumers interact
with other markets, such as energy, health, and transportation.

Implementation of this technology in the home will be described in this section,
along with its applications, security, and potential needs of users [13, 14].

The design, installation, and setup of a professional smart home system are
available only after smart electronic appliances have been integrated into the home.
As such, the IoT at home is likely to be added piece by piece as the need arises.
However these systems provide good insights energy savings, reducing the cost of
the home improving efficiency. The functioning of this technology in the home can
run in the background or foreground. The background activity of the home, can
automatically process everyday tasks in a smart energy system. For example, it can
adjust heating levels, by of sensing the people present in the home. When more heat
is required, the energy consumed by all devices is recorded and calculated for each
device separately, with approximate billing cost provided.

Security and safety can be controlled by users’ smart phones. The system can
also monitor for and alert users about unwanted behavior. Smoke detectors can be
remotely monitored for continuous connection: the customer can remotely verify
that devices are receiving powered and are turned on. Connected appliances will
be operating in the foreground, with their performance increased based on previous
usage. The system can provide safety and security for home that is connected with
the IoT technology. When integrated into the home, this system can provide a fully
automated process to control the home a true smart home as Fig. 24.4 clearly shows
[15].

24.7.1 Challenges of Home-Based IoT

IoT manufacturers can demonstrate their commitment to buyers by designing and
building trustworthy devices. This technology can create an advantage over other
products by increasing the security and safety of users. They can also create an
effective process and provide a positive customer experience that meets users’
needs.
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24.8 IoT in Traffic Management Systems

The IoT plays a major role in intelligent traffic information systems by predicting
traffic flow conditions, current traffic operations and future traffic flows. This
traffic system allows drivers to find optimal routes to reduce their travel time.
IoT technology provides additional benefits for an intelligent traffic system, such
as high reliability, improved traffic conditions, information weather conditions,
between traffic safety, reduced traffic management costs and less traffic jam. An IoT
based traffic management system can be intelligent to collect of all traffic related
information to support the processing and analysis of traffic information. Such a
traffic system uses a number of different devices, including a global positioning
system, infrared sensors, laser sensors and RFID sensors [16–32].

An intelligent traffic management system using the IoT consists of three layers:
As shown in Fig. 24.5.

• Application layer
• Network layer
• Acquisition layer
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Fig. 24.6 Companies wants to invest in IoTs

24.8.1 Challenges of IoT-Based Traffic Management Systems

Due to the mobility of devices, radio frequency link variability and intermittent
connectivity, the mobile devices on the IoTs may have difficulty connecting other
devices on a network. For example, internet-connected cars are required to receive
and send data at different locations of gateway sensor nodes. The cars need to keep
the information while changing locations. To do this, IoT network paradigms should
incorporate concepts from delay-tolerant networks and mobile ad-hoc networks
[8, 16] (Fig. 24.6).

24.9 Conclusion

This paper has discussed IoT emerging technology in a variety of locations, where
people work and study. The benefits of these technologies were summarized. When
implemented correctly, they will efficiently and effectively improve the lifestyles of



24 Research Challenges in the Internet of Things (IoTs) 273

the user and provide benefits for society as whole. The chapter also described the
security issues and challenges associated with applications integrated in IoT. Smart
technology based on the IoT has great potential. By ensuring the integration of
safety and security features, manufacturer can increase the confidence of consumer
while advancing society.
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