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Abstract. The security of cyber-physical systems (CPS) is often lack-
ing. This abstract presents a methodology that performs a security eval-
uation of these systems by automatically generating attack trees based
on the system model. The assessor can define different kinds of attackers
and see how the attack tree is evaluated with respect to a specific type
of attacker. Optimal attacker strategies are calculated and from here the
most vulnerable elements of the system can be derived.
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1 Introduction

Cyber-physical systems (CPS) are networks of interacting elements with physical
input and output, usually containing various remote field sites where a certain
process is taking place [4]. Each field site consists of sensors and actuators, con-
trolled locally by a programmable logic controller (PLC) or similar device. These
remote sites are connected to a centralized control network where operators can
remotely monitor and control the processes. In the past decades, these systems
have evolved from proprietary, isolated systems to complex interconnected sys-
tems that are remotely accessible and often use commercial off-the-shelf (COTS)
components. This has made them easier to use, but also easier to attack [2].

Various research initiatives have been undertaken in previous years to
improve the security of cyber-physical systems, both in the academic world and
by industry. One of the areas in which a lot of research is situated is risk assess-
ment. A risk assessment process evaluates the likelihood and impact of identified
threats to the CPS. A recent review of risk assessment methodologies for CPS
lists various remaining research challenges [1], among which are better tool sup-
port, the necessity of proper methodology validation, more attention towards
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the system architecture when performing a risk assessment, and the need for
reliable sources of probabilities. In this abstract, a methodology for the security
evaluation of CPS is presented which can be used in a risk assessment process
and which tackles the aforementioned challenges.

2 Methodology

Figure 1 shows a general overview of the methodology. The process is divided
in two parts: a tree generation algorithm and a tree evaluation algorithm. The
tree generation algorithm takes as input a system, a list of extracted system
vulnerabilities and an attacker goal. The system is a model of the CPS which
will be subject to the security evaluation. The vulnerabilities themselves are
automatically derived from the system model by the FAST-CPS framework [5].
The attacker goal is the global objective of the attacker with regards to the CPS.
For each attacker goal for a system, a separate attack tree will be built. Templates
are used by the tree generation algorithm, they generate parts of the tree. The
templates are part of the methodology and do not require human interaction.
Once the attack tree is generated, the assessor can provide an attacker as input
for the tree evaluation algorithm. The attacker is an entity that attempts to reach
the attacker goal by following a path of attack steps through the attack tree. An
attacker is defined in terms of his capabilities, the credentials he possesses and
the parts of the system he has physical access to. Different kinds of attackers
can be modelled, each with their own capabilities. The tree evaluation algorithm
results in an optimal attacker strategy and the difficulty of the attack.
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Fig. 1. The flow of the methodology.

2.1 Input Model

The assessor must provide three input elements: the system model, the attacker
goal, and the type of attacker.
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System Model. The attack trees are based on the system architecture, hence
the assessor must provide a system model. An existing framework can be used for
this task: FAST-CPS. This framework allows the assessor to model his system
architecture in SysML, a modelling language derived from UML used for model-
based systems engineering [3].

Attacker Goal. The attacker goal will become the root node of the attack
tree. The assessor chooses this goal, the rest of the tree is then automatically
generated. If an assessor wants to reason about multiple attacker goals, a separate
tree is built for each goal. Three main types of attacker goals were identified based
on the NIST guide to ICS security [6]:

– Modify(Parameter): Changing the process behaviour of the CPS. The assessor
must provide which process parameter the attacker wants to modify.

– DenialOfService(SystemPart): Halting the workings of a component or mod-
ule in the CPS.

– Obtain(Asset): Obtaining a data asset stored in the CPS.

Attacker. An Attacker A = (C, M, A) is defined by the set of credentials “C”
the attacker owns, a mapping of attacker capabilities to integer values “M ”, and
a set of components in the system “A” which the attacker has physical access to.

2.2 Output

The output of the methodology is an optimal attacker strategy. An Optimal
Attacker Strategy S is a sub-tree of the attack tree T. This sub-tree represents the
optimal way for a modelled attacker to reach the attacker goal. What is optimal
depends on the chosen heuristic in the tree evaluation stage. Once the optimal
attacker strategy is returned, the assessor can identify the most vulnerable parts
of the system by looking at the leaves of S. Once the system model has been
changed accordingly, the assessor can see if the optimal attacker strategy has
changed and which other system parts require attention.

2.3 Tree Generation

The tree generation algorithm takes the attacker goal and a CPS model and
generates an attack tree. The algorithm uses templates that represent attacks
on the system or assess the impact of vulnerable components on possible threats.
The algorithm is shown below:

GenerateTree(AttackerGoal,SystemModel,Templates):

tree.root = AttackerGoal
goals = { AttackerGoal }
while goals �= ∅ do

goal = goals.pop()
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foreach Template t ∈ Templates do
if t.goal = goal then

Tree s = t.execute(goal, SystemModel)
goals.push(s.leaves)
tree.replace(goal, s)

Initially there is only one goal in the set of goals, which is the attacker goal
chosen by the assessor. Each template has a unique goal associated with it, once
the template that matches the attacker goal is found, this template is executed
and a tree is generated. This tree is then added to the main tree where the
goal used to be. Each template has a specific execute method. The leaves of an
executed template are then added to the set of goals so they can be matched
with other templates. If a goal finds no match, it is a leaf of the final tree.

2.4 Tree Evaluation

Once a possible attack on a system has been modelled in an attack tree, the
tree can be used to analyse security properties of the system, for instance the
difficulty of attacks. The analysis proceeds in three steps: First the difficulty of
each leaf is determined, then the difficulty of parent nodes is synthesized from the
difficulty of their children. Once all nodes are annotated, the optimal attacker
strategy is calculated.

3 Conclusions

This abstract presents a methodology that automatically builds system-
dependent attack trees for the security evaluation of cyber-physical systems. The
assessor can model different types of attackers and evaluate the attack tree with
respect to a specific type of attacker. Optimal attacker strategies are calculated
during this evaluation phase.
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