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Abstract Internet of things (IoT) is considered to revolutionize the way internet
works and bring together the concepts such as machine to machine (M2M) commu-
nication, big data, artificial intelligence, etc. to work under a same umbrella such
that cyber space and human (physical systems) are more intertwined and thus ubiq-
uitous giving rise to cyber physical systems. This will involve billions of connections
and smart products communicating with each other mostly without human interven-
tion to achieve smart objectives. The idea of IoT has enticed significant research
attentions since the massive connectivity bring varieties of challenges and obstacles
including heterogeneity, scalability, security, big data, energy requirements, etc. The
chapter looks into providing a concise review of the concepts on IoT and applications
describing the main features, vision, and future directions. Furthermore, open issues
and challenges that need addressing by the research community and some potential
solutions are discussed.

Introduction to Internet of Things

During the last decade, Internet of Things (IoT) has attracted intensive attention
due to a wide range of applications in industrial, biomedical observation, agricul-
ture, smart cities, environmental monitoring and other fields (Fig. 1) [1]. IoT is the
internetworking of physical devices used in our daily lives that use standard com-
munications architectures to provide new services to end users [2].

It is envisioned that by 2020 the future Internetwill include tens of billions of smart
objects/devices [3]. IoT technology provides better services to end users via real-time
data processing, communications and visualization. IoT can be extended to almost
everything from refrigerator towashingmachine,wristwatches to smartphones, home
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Fig. 1 Network of the future

security to alarm system, etc. [4]. For example, smart refrigerators can tell us the end
of the validity of food using bar-codes or which items to buy during our shopping in
themarket. On the other hand, imagine that we can control our house from anywhere.
By using smart phones or tablets with just simple touch we can set a desired temper-
ature or turn lights on or off before getting home. These are examples of just a few
applications out of thousands being currently developed every day in the field of IoT.

The massive growth in the number of devices connected to the internet (up to
100 billion devices), poses a huge range of challenges. In the future IoT will not
be islands of isolated systems, but will be an integration of many islands of con-
nected systems, applications, services and underlying devices. At the moment, each
of these devices and services work on their own architectures, data format, and own
existing protocol stacks. They are all still at early stages of development. Hence, the
communication between these objects is insecure, suffers from interoperability and
integration issues [5]. Furthermore, the sources of energy required to power these
devices are very precious due to the fact that most of them are powered by battery
or by means of energy harvesting. Therefore, there is a need for comprehensive
review of existing unconstrained and constrained devices protocols with the view of
developing unified, dynamic, standardized, energy efficient and intelligent protocol
stacks with recourse to node identity (both capacity and capability). So far, most of
these new challenges and concerns have started to attract the attention of academic
researchers and companies.
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IoT Applications, Future Directions and Challenges

Many researchers and early adopters have come up with promising solutions to
overcome the problems and challenges in realizing IoT applications. However, IoT
opens up new horizontal challenges that demand latest research and capacities to
address them. In this section, we briefly highlight the key challenges for the future
IoT systems (see Fig. 2). Wireless Sensor Networks (WSN) are considered as one
of the fundamental underlying technologies for IoT. Therefore, the study has also
considered some previous works in the WSN field.

Fault Tolerance

Fault tolerance is one of the most important issues in the area of WSN and IoT
applications. Both technologies involve large number of heterogeneous sensor nodes
spread over a large geographic area to perform a specific task. The explosive growth
of the connected devices demands higher reliability and performance from modern

Fig. 2 IoT challenges and opportunities
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Fig. 3 Multi-level paths between source and destination

networks. Some sensor nodes may be blocked or fail due to exposure to harsh envi-
ronments, interference, physical damage or lack of power [6]. Probability of sensor
node failure increases with rise in number of sensors and increasing sensing field.
Such nodes failure should not affect the overall task of the sensor network [7]. Most
ofWSNs and IoT routing protocols should have the ability to recover from the failure
of a sensor node [8]. The sensor is reported as a failure node when a node cannot
receive or communicate messages with neighbor nodes for a specific period of time
and thus excluded from the routing path. The problem becomes worse when two or
more sensor nodes fail in the same area. The network might cripple very quickly
because other nodes cannot find a route to the ultimate receiver. Therefore, a routing
protocol must follow new links dynamically to deliver the data collected by other
devices to the intended destination. Also, multi levels of redundancy may be needed
in a fault tolerant sensor networks as can be seen in Fig. 3. It clearly shows that
source 1 sends its data to the destination via intermediate nodes. Unfortunately, path
1 and 2 are failing to carry the data to the final destination due to malfunctioning of
some nodes. Therefore, the topology might require to find new path for packets and
reorganize the network.

Many design goals are related to routing policy such as energy consumption, small
delay, high throughput, limited variance of the connection quality, etc. Authors in
[9] present expected transmission count (ETX) algorithm that performs up to two
times better than minimal hop-count for long links in term of throughput. The ETX
strategy is to find high throughput paths on multi-hop wireless communication. It
minimizes the expected total number of packets transmission (including retrans-
missions) that requires to successfully deliver data to the final destination. Another
study [10] implements new routing technique called balanced energy adaptive rout-
ing (BEAR) for IoT networks. The proposed method operates in three phases: (i)
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Sensor nodes share the information related to their locations and residual energy.
(ii) BEAR protocol elects neighbor nodes and selects the facilitator and successor
nodes based on the node locations. (iii) Data transmission: The results of BEAR
show improvement of network lifetime by up to 55%. In [11], authors investigate
a novel context-aware routing (CAR) method for IoT applications. The proposed
scheme improves the current request response model, during the exchange in peer to
peer fashion. The simulation results of CAR show reduction in the total wasted time
in network delay and improvement of network service and bandwidth.

Quality of Service (QoS)

The concept of QoS is relatively new in the area of IoT. There are a few number
of researches currently dealing with this feature. In many applications, gathering
data needs to be delivered within a certain time to the ultimate receiver otherwise
the data will be of less value. The QoS requirements are met with differentiated
services and delaymanagement, packet loss, and bandwidth parameters in a network.
These requirements become the secret to a successful end-to-end service. We review
the most critical challenges faced in IoT infrastructures while implementing QoS
requirements and are listed below and seen in Fig. 4.

• Scalability: IoT field is widely supported by an increasing number of devices that
should not affect the QoS.

• Communication range: Most of these devices are limited in the transmission
range that lead to a major source of QoS degradation in IoT nodes problem. There-
fore, a node should depend on other intermediate nodes to be able to communicate

Fig. 4 Quality of service challenges
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with others out of transmission range. These intermediate nodes act as relays for
packets.

• Dynamic network topology: IoT network should have dynamic topology due
to route changes, node power failures, link failure, etc. Therefore, QoS of these
applications should not be affected with dynamic changes.

• Limited resources and capabilities: As alreadymentioned,most of the connected
devices are constrained nodes to its ecosystemwhich have limited memories, CPU
capabilities, power sources and bandwidth. Therefore, the QoS should be aware
of limited resources and capabilities of these IoT-objects.

As a result, quality of service needs research and stabilization for implementa-
tion, optimization and management. In Ref. [12], authors present a general model
to support the QoS aware deployment of multi-components IoT cloud infrastruc-
tures. The proposed model introduces suitable operational systemic qualities of fog
facilities. Another study, authors [13] show a hybrid push-pull traffic scheme for data
exchange in IoT environment. The proposed algorithm reduced 50% of network load
and throughput compared with traditional IPv6 and showed minimal packet drop.

Humans in the Loop (HITL)

As IoT technology proliferates and things becomemore sophisticated, many of these
new applications will require some form of human interaction. Human-in-the-loop
allows the user to change the outcome of an event or process. For example, self-
driving cars (also known as auto cars) are a great example when we mention HITL.
The car mostly drives itself, but it still needs human to be alert in the case of emer-
gency. When the sensor system sense something unusual on the road (e.g., there is
snow, construction, fire, possible collision, etc.), it probably has to hand the control
of the car to human. For example, consider a controversial, unfortunate and ethical
scenario, such as a self-driving car going to crash inflicting either significant third-
party damages or serious injuries to the driver. Should humanmake the final decision
rather than an artificial intelligence algorithm in such circumstances (Fig. 5)?

Transmission Media (TM)

TM is the physical path that establishes the connection and carries the data from the
sender to the receiver. IoT networks use different types of technology to transmit and
receive the data such as RFID, Bluetooth, LiFi, Zigbee, LoraWAN, Sigfox, etc. The
traditional problems associated with transmission media (e.g., bandwidth, high error
rate, fading, inference, etc.) exist for IoT applications as well. Each transmission
medium requires specialized energy, network hardware, bandwidth that has to be
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Fig. 5 Human in the loop challenges

Fig. 6 Different technologies of IoT

compatible with that medium. Therefore, optimizing the TM is a challenge in IoT
environment to sustain and prolong the lifetime of networks.

According to study in [14], authors discuss and analyse the capacity and coverage
of LoRaWAN and Sigfox in a large-scale area. They measured the interference in
the European frequency 868 MHz. The study illustrated both technologies provided
uplink and downlink failure rates of less than 1%. Furthermore, improvement of
indoor coverage up to 99% is also shown. In a different study [15], authors design full-
duplex wireless information transfer and use backscatter antennas to reduce latency
and energy consumption from reader to the target. The proposed scheme suppressed
interference from coexisting links. It also enabled simultaneous backward/forward
information transfer (Fig. 6).

Big Data

Internet of things leverage massive amount of data aggregated via smart objects and
is one of the most striking features of this new technology. It will be necessary to
develop techniques that convert this data into usable knowledge. Every two years,
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Fig. 7 The “5V” challenges

data is doubling in size and is expected to reach 44 Zettabytes in the next four years
[16].

The “5V” (Value, Velocity, Volume, Variety, and Veracity) are important chal-
lenges in IoT applications as can be seen in Fig. 7 and explained below:

• Velocity: refers to the speed at which the data is being collected, transferred and
processed. The speed of processing data is different based on the type of appli-
cation. For some applications, the arrival of data can be handled within a short
time while in other applications, real-time processing is required such as analytics
programs.

• Variety: refers to the different types of data collected by end devices such as
smart-phones, machines, sensors, etc. The data content is unstructured of different
types such as audio, video, images, XML format, plain text, CSV format, etc. The
variety of data should be organized and processed in a meaningful and consistent
way.

• Veracity: means making sure that the data gathered and stored are accurate. This
might mean filtering out any unwanted or corrupted data to enhance quality of
applications.

• Volume: is the amount of all types of data that is collected, stored, retrieved,
updated from different sources. IoT is creating enormous amount of data that
is rising exponentially. The question is can we incorporate volume and velocity
together?

• Value: Once the massive data is gathered accurately, the next step is to get the
value out of the data. Therefore, various algorithms such as feature extraction,
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trend analysis using artificial intelligence that enables informed decision, within
the required time frame, is another challenge.

There are several contemporary big data management and analytics applications
that can be applied in the area of IoT. Authors in [17] focus on the real-time data
coming from IoT devices in a smart building. The framework presents new technique
on analysis and storage of high-speed data generated by sensors. The system shows
the monitoring and control of a large amount of data without human intervention and
improved users experience. Previous study in [18] reported an integrated IoT archi-
tecture for gas and water smart meter. The intelligent model provides the information
to the utility and customers for a large amount of data. The proposed system shows
benefits for utility companies and customers such as reduce energy consumption,
automatic and real-time meter reading that saved physical meter reading and thus
maintaining environmental sustainability.

Security

The security problem is one of themajor challenges of networks over the years. Thus,
security, privacy and trust are critical factors for IoT applications as well. When
packets are routed through different links and devices to reach ultimate receiver on
the internet, measures should be taken so that the confidentiality and integrity of the
data is maintained. Moreover, most of the IoT devices are low power constrained
devices, therefore, already established cryptographic solutions cannot be directly
applied in the IoT scene [16]. Also, currently, the integration of application in the
network infrastructure is focused on only achieving the functionality rather than
holistically considering the security requirements when the application is designed.
This is leaving door open for attacks and hacking attempts. Cybersecurity experts
have warned that IoT is one of the most vulnerable technology and they expect more
targeted attacks on existing and emerging infrastructures, e.g., data theft, physical
injury, DDoS attack, ransomware for smart homes or smart cars, etc. Four key IoT
security challenges can be seen in Fig. 8:

• Trust and data integrity: is to ensure the data has not changed from the moment
it is sensed until it reaches the final destination. It also involves verifying the data
and validating the verification certificate.

• Trillion points of vulnerability: with each device getting connected to IoT repre-
sents a potential risk. This leads to questions: how confident can an organization
be of the data gathered and the integrity of the data sent? How to make sure data
has not been interfered or compromised with?

• Dataprotection: is the law required tobedesigned toprotect and control individual
and organization data gathered by sensors or applications and stored to be part of
a filing system.
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Fig. 8 Security challenges

• Data privacy: is to protect the data from exposure in the IoT environment. For
instance, any logical or physical entity can be given a unique address and the ability
to communicate automatically over the network.

A novel dynamic defence frame for IoT security has been implemented in [19].
The proposed method is divided into two phases: (i) The first stage applies based
on recognition of security threats. (ii) The second stage uses real data provided by
first stage. The authors provide a great solution method to ensure IoT security. With
the same objective, authors in [20] propose a lightweight trust design to identify and
isolate common routing attacks for IoT applications. In this protocol, the SecTrust
framework mitigate routing attacks by enhancing the integrity and confidentiality of
the IoT routing protocols. A new lightweight privacy-preserving data aggregation
protocol has been investigated by [21] to enhance IoT security. The LPDA scheme
supports fault-tolerance and efficiently aggregate IoT devices. It also early filters
false data infected by attackers.

Addressing Schemes

Uniquely identifying objects is a critical issue for the operation and success of IoT
applications. IoT-objects require to uniquely classify thousands of devices and to
manage and control them remotely through the internet. A few most critical features
of creating unique address are reliability, uniqueness, scalability and persistence
[3]. These smart devices require a suitable and unique address that will make them
able to communicate each other and become part of the internet. Internet protocol
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version 4 (IPv4) uses 32-bit addresses and provides capacity for only 4.3 billion IP
addresses which are almost out of addresses. The next generation is IPv6 and it uses
128-bit addresses and has massive address abundance 3.4 × 1038 or (340 trillion
trillion trillion) [22, 23]. A group of researchers [24] design a lightweight addressing
scheme to solve IoT heterogeneity and scalability problems. In this model, virtual
domain and multi encoding have been used to implement the nodes addressing. The
proposed scheme shows suitable and fixable interconnection between WSNs and
internet based on IPv6 over 6LowPAN. As highlighted by [25], authors propose
identification and addressing scheme for IoT devices where they used distributed
address allocation algorithm to implement automatic ID for IoTnodes. Thiswork also
presents addressing scheme combining cluster tree algorithm with AODV routing
protocol. It implements nodes addressing scheme in the local and wide area of IoT
networks. To this end, a unified addressing scheme for IoT is a very popular research
field and a big challenge.

Devices/Links Heterogeneity

Another important feature of the vision of IoT is the variety of devices and links
since it will be working on different sets of protocol suite, data formats, operating
systems, etc. In WSNs, most of the sensors are homogeneous, i.e., having the same
power, communication, capacity, and processor in term of computation. While IoT
technology implements a wide variety of networks, links, and devices connectivity
to provide different services [1]. Thus, heterogeneous nature of links and objects
play a critical role in the interconnection of the IoT devices and thus add a unique
challenge to address. Therefore, the question might be, is it possible to have a unified
architectural model that can be deployed that it is able to support these wide ranges
of devices and applications? In [26] an architecture is presented for heterogeneity
of devices and networks based on SDN-Docker techniques. The proposed work
reveals the feasible architecture and communication established between IoT devices
through an SDN-based network. The DIAT scheme is a simple, scalable distributed
architecture for large-scale IoT networks. It is specially designed to overcome the
interoperability among various devices and deployments [27].

Mobility, Geography

Internet of things with mobile sink are expected to increase the flexibility of
provide services and gathering data in large-scale sensing fields and detect-
ing environments. The use of geographical position of nodes is necessary to
detect nodes locations and simplify routing for WSNs and IoT networks. In
such systems, it requires each node to determine its own location as well as
the positions of its neighbour nodes. This information can be obtained with
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Fig. 9 Although the direct link from node A to B is less distance, the quality of path is more
efficient to route traffic over node C and D that accepts a geographically longer path

the help of global positioning system (GPS) [28]. With this location informa-
tion, a message can be routed to the ultimate receiver after including these
information into routing algorithm in various ways [29]. Direct communication,
whenever possible, is certainly the best way for data dissemination [22]. However,
the quality of a link can be significantly decreased by obstacles such as buildings,
trees, walls (see Fig. 9). Therefore, the researchers should take into consideration a
signal strength metric than by using the geographical distance.

The 5G and 4G Technologies Enabled IoT

The fourth generation (4G) technology has been widely used in the IoT and con-
tinuously evolving to match the needs of the future networks [30]. The main
generations evolved from 1G to 4G, recently work is progressing on 5G. With
each technology, new features are added and issues are resolved. The 4G tech-
nology with long term evolution (LTE) provide high quality video stream and
audio over end-to-end user with high bandwidth speed that could reach up to
1 Gbps. While the fifth generation (5G) is the next technology of mobile inter-
net networks and is expected to be operational in next two years [31]. It is
the extension of 4G LTE however with 10 times faster, higher data rates, more
secure, lower latency, long battery lifetime, and reliable connections on smart-
phones and other devices than ever before (see Fig. 10). It expects to handle about
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Fig. 10 5G enabled IoT innovation

more than 1000 times of mobile data than recent cellular systems. These features
will certainly be expected to make the next generation is the optimal network
and solution for IoT applications. This finding provides evidence that the 5G platform
will help the IoT technology to meet the requirements of applications and market
demands. In additional, it will become the solution of IoT applications such as non-
orthogonal multiple access, non-orthogonal waveforms, massive MIMO systems,
machine to machine (M2M) communications, etc.

Internet of Things Enabled by LiFi Technology

Light Fidelity (LiFi) is the wireless technology that uses the visible light commu-
nication networks instead of radio waves for data transmission. It is low cost and
efficient technology due to it uses only LED lamp to transmit data. This technology
provides highspeed, lightweight, secure and fully networked wireless via light. As
we are aware that the light travels faster than the radio waves. Therefore, the data
could be transferred 250 times faster than the high-speed broadband [32]. In addi-
tional, the technology involves visible light wavelength rather than radio waves that
can lead to human disorders.

As the market for IoT-devices grows and tiny sensors are embedded to more and
more things, buildings. Thus, these things produce huge amount of data and require
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Fig. 11 LiFi-technology enabled IoT innovation

faster data transmission to reach the target. Therefore, LiFi technology offers many
key benefits and best solutions for IoT networks in recent decade (Fig. 11).

Power Line Communication (PLC) for IoT Applications

PLC is a communication technology that carries data on a conductor and sending it
over existing power cables. Nowadays, power supply lines not only use for power
transmission but it also for data communication as a second job. It offers great
ecosystems advantages and opens up a wide field for different applications [33].
A wide range of PLC technologies are used for different purposes such as smart
grid, home automation, IoT, etc. Internet of Things is recently popular field and an
innovation buzzword. It has several applications that will enable a smarter world such
as smart home, smart cities, intelligent enterprise. At the concept of smart home, there
is always an electronic network linked each other. So, with the PLC platformmake it
possible to create communications between a variety of devices/things by using any
existing cable network. This finding provides a great opportunity that minimizes the
cost to deploy and further expansion of the network [34] (Fig. 12).

Conclusion

In summary, with the emergence of IoT, new regulatory approaches to ensure its
energy, scalability, Heterogeneity, human-in-the-loop, big data, etc. become neces-
sary. The IoT revolution is expanding connectivity via the internet and a wide range
of applications (e.g., actuators, sensors and other embedded systems). This will have
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Fig. 12 PLC-technology enabled IoT innovation

an effect on the quality, different life styles and the way we behave and interact with
humans, machines and devices in the future. Therefore, new research challenges
and problems will emerge due to the largescale device proliferation and their inter-
communication. This chapter gives an overview of the key issues related to the IoT
services and technologies. A number of researcher challenges have been described,
which are expected to become a major research trends in the next decade. A number
of previous works and new technologies have been analysed, andmost relevantWSN
and IoT applications were presented.
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