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Abstract. When dealing with structural safety analysis, one of the most
popular methodologies is Fault Tree Analysis (FTA). However, one major
critique is the rapid increasing of the complexity, and therefore incompre-
hensibility, when dealing with realistic systems. One approach to over-
come this are Component Fault Trees (CFT ), presenting an extension to
standard FT , allowing the separation of the analysis into less complex
parts on the level of system components. CFT s are proposed to be more
structured and partly reusable and therefore also claimed to be more
straightforward to use by engineers with little safety domain experience.

In this work, we aim at getting an idea of the validity of presented the-
ses and started an initial experiment with 13 computer science students,
being asked to execute CFT or FT method on a given case study. Due
to the number of participants, we focused on their empirical statements,
the analysis solutions, and empirical results collected using a question-
naire.

Although the empirical impression has been that the resulting CFT
models are better to use and more comprehensible than the FT mod-
els, the qualitative results have not supported this. Moreover, the
component-wise modeling seams to mislead the students such that they
have overseen failures outside the component structure, e. g., Common-
Cause, Cross-Component, or external failures.

1 Introduction

Fault Trees (FT ) [4,14] are widely used in industry to calculate hazard occur-
rence probabilities in the safety assessment process, e. g., according to IEC
61508 [5] or ISO 26262 [6]. This is done in a top-down way by analyzing the
propagation of faults through a system, identifying causes (events) of the haz-
ards, and calculating the hazard’s likelihood from the occurrence probabilities
of the basic events.

With the advent of model-based system engineering [3], which is introduced
to tame the complexity, also the use of models in safety engineering processes
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has gained increasing attention in the last decade [1,7,10–13]. On of them is the
approach of Component Fault Trees (CFT ) [9] a model- and component-based
methodology for Fault Tree Analysis, supporting a modular and compositional
safety analysis strategy.

Like the other mentioned approaches, however, CFT s are not widely used in
the industry yet. One reason for this might be the lack of experience in their
applicability and evidence for the claimed improvements. An interesting starting
point to overcome this gap is to (i) apply them to realistic system specifica-
tions and (ii) provide empirical evidence for their proposed improvements. One
attempt to (i) is given in [2], where two realistic case studies are analyzed apply-
ing both, FT and CFT method to compare their benefits and drawbacks. For (ii)
a controlled experiment with experienced practitioners from aerospace industry
and Ph.D. students has already been performed [8]. The accumulated outcome is
that it cannot be proven that CFT models imply significant more correct results
than FT . Though, the subjective perception of the authors and the participants
is that CFT s can reduce the problems of complexity, maintainability, and model
consistency between system and safety model.

In this paper, we want to analyze the possible benefit from another point
of view: one specific problem of development projects for critical systems is, in
addition to the safety measure’s applicability for experts, the communication
between safety and system engineer. The system engineer is often inexperienced
in the application of safety measures whereas the safety engineer is not aware of
every specific problem of the system. Therefore, good communication is neces-
sary. Unfortunately, often this is at least in need of improvement. In our point of
view, this improvement can be enforced by a safety modeling methodology, that
can be easily understood even by engineers that are inexperienced in this specific
methodology. Hence, the goal of our case study is to provide data about whether
using CFT lead to “better” analysis results when used by inexperienced users.
We investigate both, the quality of the analysis results but also the collabora-
tive aspect. This means whether CFT models are more comprehensible to other
inexperienced engineers, working on the same analysis, than FT models. From
this, we can draw our conclusion to the initial problem of the interdisciplinary
exchange between safety and system engineer.

In the following, we want to present our analysis results: necessary back-
ground on the CFT method is provided in Sect. 2. After that we present our
case study in Sect. 3 and discuss the results in Sect. 4. In Sect. 5 we conclude our
paper.

2 Background

A CFT is a Boolean model associated to system development elements such as
components [2,9]. It has the same expressive power as classic fault trees [4,14].
CFT s (as well as classic fault trees) are used to model the failure behavior of
safety-critical systems. This failure behavior is used to document that a system
is safe and can also be used to identify drawbacks of the design of a system.
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In CFT s, a separate CFT element is related to a component. Failures that
are visible at the outport of a component are models using Output Failure Modes
which are related to a specific outport. To model how specific failures propagate
from an inport of a component to the outport, Input Failure Modes are used.
The internal failure behavior that also influences the output failure modes is
modeled using the Boolean gates such as OR and AND as well as Basic Events.

Fig. 1. Classic Fault Tree (a) and Component Fault Tree (b) [8].

Every CFT can be transformed to a classic fault tree by removing the input
and output failure modes elements. Figure 1 shows on the left side a classic
fault tree and on the right side a component fault tree. In both trees, the top
events or output events TE1 and TE2 are modeled. The CFT model allows,
additionally to the Boolean formula that are also modeled within the classic
fault tree, to associate the specific failure modes to the corresponding ports
where these failures can appear. Top event TE1 for example appears at port
O1.

3 Investigating the Analyzing Experience of Component
Fault Trees

The goal of our research is to answer the following research questions:

RQ1: “How do inexperienced engineers evaluate the comprehensibility and
utility of another group’s model for the same analysis task?”

This leads us to N-version-styled safety analysis and serves as an indication for
the question whether the resulting models are interpretable by other engineers
inexperienced in dealing with CFT and FT (comparable to the sketched inter-
communication problem between safety and system engineer). To answer RQ1,
we asked the participants to answer questions about the applied method and its
usability for an iterative N-version-styled process. Further, we have instructed
each of them to exchange their results with a different group and have asked
questions about the participant’s opinion on the quality of their model and their
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received model to get an idea whether the internal and external comprehensi-
bility of a model is close. This would also be a hint on the model consistency.
Based on this, we formulated the following hypotheses:

H1: E{CFT is useful for the analysis process} �= E{FT is useful for the
analysis process}

H2: E{external perception of CFT} �= E{external perception of FT}
For the comparison of the methods, we do not only take the impressions of

the participants into account but also the qualitative results. Further, we were
interested in the confidence of the participants whether they have found all fail-
ure combinations.

RQ2: “Does using CFT leads to better analysis results than using
traditional FT methods, especially when used by inexperienced system
engineers?”

H3: The quality of the analysis with CFT is higher than for FT.
H3.1: #(critical cut sets CFT ) �= #(critical cut sets FT )
H3.2: E{confidence for having found critical cut sets CFT} �=

E{confidence for having found critical cut sets CFT}
For the planning of our case study, we strongly oriented ourselves on [15].

3.1 Case Study Structure

To gather data about the modeling process and the comprehensibility of the
models when exchanged with other modelers, we structured the analysis process
in three iterations. After each iteration, the participants, meanwhile split into
groups, filled in a questionnaire about their personal opinions. After that they
exchanged their model with another group without knowing who will receive
their model (cf. Fig. 3). We asked the participants to update their analysis model,
based on potentially additional information derived from the received model.

Before starting the experiment, we have had to bring up the students on a
comparable knowledge level. Therefore, a 3 h lecture on what is safety analysis
and how to use FT and CFT measure has been given by safety experts.

3.2 Participant Constellation

We have executed this case study with the help of 13 students of computer science
and related courses of study of one of our seminars at the Otto-von-Guericke-
University Magdeburg, which we have seen as an initial starting point for a
broader analysis on this topic. We are aware of the fact that a case study with
13 students cannot be representative for reliable conclusions. However, we think
that this is sufficient for getting an intention whether using CFT s can improve
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the safety analysis. Students as participants, in particular, are interesting since
they are representative for inexperienced (safety) engineers. Since most of the
students have only about one year until finishing their graduated Master’s degree,
the results might allow conclusions about how entry-level safety analysts would
cope with the methods.

Table 1. Distribution of the student’s
individual, subjective experience.

Experience CFT 1 CFT 2 FT

Programming 3.25 4.25 3.60

Software quality 3.25 3.25 2.80

Safety analysis 3.00 1.75 2.80

Fault trees 3.25 2.50 3.00

Mean 3.19 2.94 3.05

The participant group consists of
nine graduate students and four under-
graduate, which were at least in the fifth
semester of their seven semesters bache-
lor’s program. We split them into three
groups: Two of them where asked to
use the CFT method and one group to
use the FT method. Table 1 shows an
overview of the participants, their vali-
dation on their experience on program-
ming, software quality, safety analysis,
and fault trees. To increase the student’s concentration, we informed the stu-
dents about the case study after(!) the experiment. We only explained to them
that the results they produce are the base for their grading of the seminar.

3.3 Example System: Adaptive Cruise Control

As an exemplary system for the case study, we have chosen an Adaptive Cruise
Control (ACC ) system. The ACC function automatically adjusts the vehicle
speed to maintain a safe distance from vehicles ahead. It allows the vehicle to
brake when it detects that the car is approaching another vehicle ahead and
accelerates the car when traffic allows. In our example, the ACC functionality
is realized based on two redundant radar sensors, a dedicated ACC Electronic
Control Unit (ECU), which implements the control function, the motor ECU to
control throttle, and the brake ECU to control the car’s brakes (see Fig. 2).

Fig. 2. System architecture of the exemplary ACC system.
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The two hazards we defined for the students are:

– Collision (Car does not brake automatically, potential collision with an object
ahead)

– Driver Disturbance (sudden braking without human interaction, potential
harm by collision with other vehicles or wrong reaction of the driver)

3.4 Data Collection

Fig. 3. Sketch of the sequence for the
execution of the experiments.

For the analysis, we collected data from
both, the analysis results, i. e., the cut sets
of the resulting models, and the results
of the questionnaire. We developed our
question on an ordinal five-point Likert
scale (1=strongly disagree to 5=strongly
agree). The particular procedure which
group received which model after which
iteration is depicted in Fig. 3. Since all
groups are meant to model CFT and
FT , their modeling results are compara-
ble by the cut sets resulting from qual-
itative FTA. The FT group has given
away the complete FT whereas the CFT
groups only exchanged the ECU component.

Fig. 4. Questions for for hypothesis H1.

For the analysis we asked the following questions correlated to H1 (cf. Fig. 4).
For verifying the proposition of hypothesis H2, we analyzed the questions pre-
sented in Fig. 5. We have separated them into two different parts: an internal and
an external view and therefore compared them depending on the correlations of
the exchanged model. Internal questions are about the comprehensibility of the
own model whereas external questions are about the model, the group received.
For analyzing our propositions for hypothesis H3, we collected the data from
the question given in Fig. 6, using the qualitative verification results in the form
of the minimal cut sets and the following questions. Based on this data, we
can analyze what influence the different methods have on the results and the
confidence in the results.



Fault Trees vs. Component Fault Trees: An Empirical Study 245

Fig. 5. Questions for for hypothesis H2.

Fig. 6. Questions for for hypothesis H1.

4 Discussion of Results

In the following, we discuss our hypotheses based on the qualitative results of
the analysis, the data from the questionnaire, and, in particular, the subjective
impressions and statements we have collected from the participants1.

For measuring the statistical significance, we analyzed the test values using
the two-tailored Wilcoxon signed-rank test with a significance level α = 0.05 and
the correlation coefficient r. Therefore, the calculated z-values must be outside
the interval [−1.96; 1.96].

4.1 General Opinion on the Methods

When we analyze whether the methodology is sufficient and supportive for the
applied safety assessment process, we find out that the overall perception of
the participants is yes. The values of Table 2 supports this intention. Here, we

1 The raw data and the modeling results are available under https://cse.cs.ovgu.de/
cse-wordpress/wp-content/uploads/2018/03/sc2018 raw data anonymized.zip/.

https://cse.cs.ovgu.de/cse-wordpress/wp-content/uploads/2018/03/sc2018_raw_data_anonymized.zip/
https://cse.cs.ovgu.de/cse-wordpress/wp-content/uploads/2018/03/sc2018_raw_data_anonymized.zip/
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compare whether the participants think that the methodology is supportive of
the task (Q1.4).

When comparing FT and CFT it can be seen that the overall mean evalua-
tion of the usability of CFT (3.65) is higher than for the FT (3.33), especially,
since it is so close because of one outlier in Iteration 2 for CFT .

This leads us to the point where we can say that the participant’s perception
is that CFT are more appropriate to be used in a process dealing with iterations
and data exchange between different groups.

When calculating the z-value for Wilcoxon test, we get z=0.52 (r=0.21) lying
with the critical interval. Therefore, we cannot reject the null hypothesis H1:
E{CFT is useful for the analysis process} = E{FT is useful for the analysis
process}.

4.2 Participant’s Perception on Exchanging Models

Table 2. The participant’s ans-
wers to the question whether the
methodology is applicable when
used in a shared process. For the
overall values the data from the
CFT groups were grouped.

CFT1 CFT2 FT

Q1.4 4 3.5 3.4

Q2.4 3.5 3.25 3.4

Q3.4 4.5 2.25 3.2

Overall mean 3.65 3.33

Overall variance 0.96 1.52

Overall median 4 4

In the following, we want to analyze the par-
ticipant’s impression on exchanging the analy-
sis results as an intermediate step. In particular,
it is interesting which kind of input is interest-
ing for a group. Either CFT or FT , or, e. g.,
just a model represented in another modeling
formalism.

As we can see in Table 3 the evaluation of
the helpfulness of an additional model is overall
positive. When we have a close look at the dif-
ferent input variants, we see that the FT group
evaluates the received CFT model with the high-
est values (3.77). It is, in particular, remarkably
higher than the internal evaluations of the CFT
teams (3.21).

Further, utilizing the overall means, we have
found out that, in mean, the external evaluation for getting a FT model or a
CFT model is the same (3.5). However, when we compare those values to the
internal evaluation of the modeling group, we have a positive external rating for
CFT models as input for a CFT group, since the internal rating (3.46) is lower
than the external rating (3.5). In contrast to this, we see the opponent trend for
FT . Here, the evaluation trend is negative, i. e., the internal rating (3.6) of the
FT modeler is higher than the external evaluation of the CFT group (3.5).

When we have a closer look at the comments of the participants, this ten-
dency gets underlined. As a remark from the CFT groups, we have received the
feedback that the FT model is not well structured and complex to understand
compared to the CFT models. Moreover, when exchanging the models, we had
the problem that the FT has been drawn on four sheets of paper whereas the
component model required just one. Further, the amount of exchanged compo-
nents also had an impact. For the CFT , only the component ECU has been
exchanged, however, for the FT this was not possible at all, since every time
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Table 3. Internal and external perception of the helpfulness of a given analysis model
being exchanged between groups using either different methodologies (FT ↔ CFT )
or same methodologies (CFT ↔ CFT ). The overall values where computed from the
data of all constellations where a CFT group received a FT , the FT group received a
CFT , and a CFT group received a CFT .

Different methodology Same methodology

Internal External Internal External Internal External

FT CFT CFT FT CFT CFT

Iteration 1 3.60 3.42 2.75 3.87 3.50 3.42

Iteration 2 3.60 3.75 3.25 3.67 3.38 3.58

Overall mean 3.60 3.50 3.21 3.77 3.46 3.50

Overall variance 0.69 1.30 1.15 1.36 1.54 0.96

Overall median 4 4 3 4 3 3.5

the complete fault tree has been exchanged. This, of course also increased the
subjective complexity. To support this, even members of the FT group claimed
that their model was more complicated to be analyzed compared to the CFT .
However, to normalize this remarks, we have to keep in mind that the analysis
has been done with paper and pencil.

Overall, these results show that it can have a positive effect when receiving
another model as input to compare the own results with. Moreover, at least for
our participants, getting a CFT model as input seems to be the better alternative
than a FT model.

When analyzing the statistical significance of our results for the null hypoth-
esis H2: E{external perception of CFT} = E{external perception of FT} we get
a z-value of −0.19 (r=0.21). This means, we cannot reject the null hypothesis
for, and therefore, our impression is only empiric but not statistically relevant.

4.3 Qualitative Results and Confidence

The results of the minimal cut set analysis for the CFT or FT models created
by the different groups are presented in Figs. 7 and 8. The FT group has only
created a Fault Tree for the hazard collision, so the cut sets for the second hazard
cannot be compared with the other results. Moreover, the FT group is the only
group that changed their analysis model over time. However, they only split
the basic failure events such that a sensor error has become either a distance
too high or distance too low error. Nevertheless, this did not affect the failure
propagation logic.

However, it is interesting that both CFT groups modeled the failure of the
radar sensors in this detail. Discussion with the students has shown that this
comes from the fact that they tried to model the behavior also outside the
borders of the component, e. g., communication failures or loss-of-data.
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Fig. 7. Cut sets resulting form the CFT/FT model for the hazard “collision”.

Fig. 8. Cut sets resulting form the CFT/FT model for the hazard “driver disturbance”.

The cut sets show that all CFT groups have modeled more failures (failure
and erroneous behavior) than in the solution created by safety experts, where all
failures of the components are represented as an internal failure. This refinement
of the internal failures of the components leads to more cut sets compare to the
sample solution. When we have a closer look at the results, we find out that only
the most inexperienced group CFT2 modeled the correct failure propagation.

For the FT group, we can observe a common situation since the model gets
more complex than necessary and therefore they had two redundant subtrees.
One of them directly leads to the hazard event and the second one is combined
with the Motor ECU failure, i. e., in their failure propagation logic a motor fail
does not lead to the crash of the car.

Another interesting aspect is the failure propagation of the CFT1 model. Here
we can see that the Radar Sensor B is a single point of failure. The failure of this
sensor, however, is only critical in combination with the failure of Radar Sensor
A. This shows another problem of the CFT modeling for inexperienced modelers.
FT pushes the engineer to keep the look on the complete system’s behavior,
whereas CFT more focus the view on single component’s behavior. This can lead
to a situation where the modeler loses the overview over the complete system,
i. e., over cross-component-behavior, external failures, or common-cause failure,
as for the radar sensors of the ACC . Due to this result, since both one CFT group
and the FT group had a major error within their models, we cannot reject the
null hypothesis for H3.1 that #(critical cut sets CFT ) = #(critical cut sets
FT ).
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The confidence of the CFT1 group stays quite constant. For FT and CFT2
this is not the case. In the second step, after receiving the CFT from CFT2, the
confidence of FT that all failure combinations had been found drops from 3.2
to 2. Whereas the confidence of CFT2 group rises from 2 to 3.5. When having
a closer look at the results of the analysis and the comments of the participants
the reason is clear.

The FT group had some problem with modeling all possible failure modes
arising from the sensors of the ACC . Since, in contrast to the CFT groups, they
had no methodology for modeling different outputs and error types of a systems
element, their model only contains the failure modes “sensor error” and “sensor
failure”. However, the other groups differentiated between getting a sensor value
representing a “too high” or “too low” distance for the measurement, which has
the benefit of being able to define different influences on the erroneous braking
and acceleration of the system. The result of CFT2 is a consequence of the effect
that they are, on average, more skeptic with their model but after getting the
model of CFT1 as input, the confidence increased.

Many participants stated as positive aspect of the CFT methodology the
guidance they get (i) from the structured component point of view, where they
model each element separately and (ii) from the different viewpoint since CFT
components can be seen as interacting elements in the system with propagating
failures whereas FT only convey a strict structural point of view.

In this sense, the given results support hypothesis H3.2 that the structured
methodology of CFT can support the confidence of inexperienced system ana-
lysts more than the less strict FT method does.

However, the null hypothesis H3.2: E{confidence for having found critical
cut sets CFT} = E{confidence for having found critical cut sets CFT} cannot
be rejected, since Z=−1.15 (r=0.47).

4.4 Threats to Validity

In this section, we want shortly discuss external and internal thread to the
validity of case study and the drawn conclusions.

Internal Validity. For the internal validity of the case study, the number and
constellation of the participants are of high interest.

One possible threat is the degree of experience of the participants. When we
have a closer look on the research questions, we do not see this as a disadvan-
tage for the study since we wanted to analyze the general comprehensibility of
the methods without requesting any classification concerning the professional
context of each participant. So, we focus only on the applicability and compre-
hensibility of the given example system. Moreover, we think that it could also
be a light benefit because the subjective impression of the participants is not
overlapped by personal positive or negative historical experiences.

A second point is the difference in the experience of the participants. To
overcome this problem, we tried to split the undergraduate evenly throughout
the groups, i. e., the group with two undergraduate students, the FT group, also
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got one more member than the others. This lead, with respect to our measure
(cf Table 1) to groups with comparable experience level. This comparability was
also supported by the introductory lecture given by experienced safety experts.

The primary threat, of course, is the number of participants, which lead to the
fact that our ordinal data does never show a statistical significance. However,
to bridge this gap, we also took into account the personal statements of the
participants that were not directly projected onto the ordinal scale. Moreover,
we see this as a first step in the direction of a more considerable estimation, and
therefore even this small sample size and the corresponding gained experiences
are of value to us.

External Validity. The major threat to the external validity is the complexity of
the example system, since CFT are claimed to be most effective when it comes
to large, complex systems, or reusability of specific components. In fact, neither
the FT nor the CFT fit on one page but were split over four A4 pages, and single
subtrees had been substituted by proxy or virtual events. Therefore, in combi-
nation with the low level of practical experience, this seems to be a sufficient
benchmark, especially concerning the limited amount of time. For consecutive
studies, we will validate the applicability of more complex example systems.

5 Conclusion

In this paper, we have presented our investigation to the question whether apply-
ing Component Fault Trees (CFT s) can support the modeling process compared
to common Fault Trees. In particular: “How do inexperienced engineers evaluate
the comprehensibility and utility of another group’s model for the same analysis
task?” and “Does apply CFT lead to better analysis results than using traditional
FT methods, especially when used by inexperienced system engineers?”

We found out that indeed we can answer the research questions with yes.
Even though the results are not statistically significant for the small number of
participants, the results, as well as the statements of the participants, give a clear
trend. The usage of CFT can support, in particular, inexperienced engineers in
analyzing a system. Even for the iterative process, where intermediate analysis
results are exchanged between different groups, using CFT methodology seems
to have an advantage over FT methods.

However, we have to keep in mind that both modeling techniques, CFT and
FT , can cause trouble during the analysis. The problem with a FT is the rapidly
increasing complexity of the tree when applied to real systems. This can often
lead to redundancies and therefore can shadow other failure modes and cut sets
if they have been combined with a redundant subtree. However, a benefit is the
need to overview the complete system while modeling the FT .

In contrast to that, CFT s help focusing component-wise on separated and
less complex system elements. Nevertheless, this can even be a source of problems
since it can easily shadow the view for cross-component dependencies or external
failure events. Hence, it can increase the loss of common cause failure relation,
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which may lead to both, under and over-specification of the failure propagation
logic.

To get more reliable data, we plan to repeat the experiments on a larger group
of participants, e. g., from one of our larger courses with about 200 students and
more complex models.

Acknowledgment. Parts of the work leading to this paper was funded by the Frame-
work Programs for Research and Innovation Horizon 2020 under grant agreement
n.732242 (DEIS).
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