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Abstract. In this paper, we revisit the relationship between the prob-
ability of differential trails and the input difference of each round for
SIMON:-like block ciphers. The key observation is that not only the Ham-
ming weight but also the positions of active bits of the input difference
have effect on the probability. Based on this, our contributions are mainly
twofold. Firstly, we rebuild the MILP model for SIMON-like block ciphers
without quadratic constraints. Accordingly, we give the accurate objec-
tive function and reduce its degree to one by adding auxiliary variants to
make the model easy to solve. Secondly, we search for optimal differential
trails for SIMON and SIMECK based on this model. To the best of our
knowledge, this is the first time that related-key differential trails have
been obtained. Besides, we not only recover the single-key results in [11],
but also obtain impossible differentials through this method.
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1 Introduction

Devices of small size, such as smart cards and sensor networks, are increasingly
involved in our life. Despite of the convenience, a major concern is that these
highly constrained devices cannot afford the computational cost of traditional
block ciphers such as DES and AES. To this end, the notion of lightweight block
cipher was raised, and has seen a flourish of research works in recent years.
Specifically, SIMON and SPECK families of block ciphers [4] proposed by
the NSA are amongst the most promising candidates. The distinguishing fea-
ture of SIMON (SPECK) is that AND operations (modular additions) serve as
non-linear components instead of S-boxes, and this directly yields an implemen-
tation advantage on both hardware and software platforms. Later on, Yang et
al. proposed a variant of SIMON, namely SIMECK [22] which adopts the rota-
tional constants and key schedules of SPECK within the framework of SIMON.

© Springer Nature Switzerland AG 2018
L. Chen et al. (Eds.): ISC 2018, LNCS 11060, pp. 116-131, 2018.
https://doi.org/10.1007/978-3-319-99136-8_7


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-99136-8_7&domain=pdf

Automatic Search for Related-Key Differential Trails 117

We refer to both SIMON and SIMECK as SIMON-like block ciphers, as intro-
duced in [11].

Related Work. For SIMON, no designing rationale or security analysis was
explicitly given in the original paper [4]. Lots of subsequent researches have been
done for evaluating its security, and a majority of these works are also applicable
to the SIMECK case due to their great similarities [22].

There have been many results for SIMON by differential cryptanalysis [2,3,6—
11,20] and linear cryptanalysis [1,12,14]. To our interest, Kolbl et al. [9] gave an
exact closed form expression for the differential probability, and obtained single-
key differential characteristics through SAT/SMT solvers; in 2017, Liu et al. [11]
further investigated the relationship between Hamming weight of input difference
and differential probability, and proposed an automatic searching algorithm by
adapting Matsui’s algorithm [13], and obtained optimal single-key differential
trails for SIMON-like block ciphers.

On the other hand, Todo introduced the notion of division property, and
used it in finding integral distinguishers for SIMON [18]; later on, Todo and
Morii proposed a fine-grained variant called bit-based division property [19], and
thus gave integral distinguisher for SIMON32 with one more round.

Besides, the method of Mixed-Integer Linear Programming (MILP) is widely
used in automatic searching recently [15,17]. Specifically for SIMON, Sun et al.
modified the original model [15,17] into an MIP (Mixed-Integer Programming)
one by adding quadratic constraints [16], to remove invalid characteristics out
of the feasible region. Although they made it theoretically solvable by adding
auxiliary variants, it still seems rather sophisticated to make practical use of this
model. It is worth noting that based on division property, Xiang et al. [21] applied
MILP to automatically searching integral distinguishers for six lightweight block
ciphers including SIMON and SIMECK.

Throughout, no cryptanalysis work has been done for SIMON-like block
ciphers in related-key setting, and this issue is also mentioned by the designers
of SIMON [5] and SIMECK [22] independently. In fact, the behavior of certain
block cipher under related-key differential cryptanalysis is an important criterion
for its security, since the secret keys are often updated in security protocols or
differences can be incorporated using fault attacks. Meanwhile, avoiding high-
probability related-key differential characteristics is one of the goal of the key
schedule.

Our Contributions. In this paper, we make a fine-grained analysis of the
ROTATION-AND operations and construct proper MILP models for SIMON-
like block ciphers. As a result, we give related-key differential trails for SIMON-
like block ciphers for the first time.

Specifically, we revisit the relationship between the input difference and the
probability of differential trails, and reveal that the active bits’ positions of the
input difference will not only determine which bits of the output difference are
likely to be active, but also affect the probability of differential characteristics.
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From this we can get all possible output differences of the ROTATION-AND
operation and their accurate probabilities directly from input difference, rather
than using a DDTA (Difference Distribution Table of AND) accompanied with
some checking conditions as done in [6,9,11]. As a result, we can construct proper
MILP models with linear objective function while without quadratic constraints,
and search related-key differential trails for SIMON and SIMECK automatically,
as well as impossible differentials.

Our main results are listed in the following;:

1. We find 10, 9, 9 rounds optimal related-key differential trails for SIMON32/64,
SIMON48/96 and SIMONG64/128 with probability 2716, 2718 and 2718
respectively, costing about 15 days, 6 days and 7 days respectively.! More-
over, we find that there is an 8-round period trail with probability 27"
for SIMON2n/4n, and thus all trails can be extended to 19 rounds with
probability 272",

2. We find two 11 rounds optimal related-key differential trails for SIMON48 /72
and SIMONG64/96 with probability 2722 and 2722 respectively, costing about
7 days and 7 days respectively. The extension for SIMON48 reaches 16 rounds
with probability 27°°, and the extension for SIMONG4 reaches 18 rounds with
probability 2764,

3. We find 15, 16, 16 rounds optimal related-key differential trails for
SIMECK32/64, SIMECK48/96, and SIMECK64/128 with probability 2734,
2740 "and 2740 respectively, costing about 9.6 h, 3.8 days and 4 days respec-
tively. The extension of SIMECK48/96 reaches 19 rounds with probabil-
ity 2748 and the extension for SIMECKG64/128 reaches 23 rounds with
probability 2766,

For searching single-key differential trails, without of generality, we assume
that there must exist certain round with input difference of Hamming weight
one when considering the diffusion of block ciphers. Then by our method, we
can recover the results in [11]. In addition, we also get 11, 12 and 13 rounds
impossible differentials for SIMON32, SIMON48 and SIMONG64 respectively, and
get 11, 15 and 17 rounds impossible differentials for SIMECK32, SIMECK48 and
SIMECK®64 respectively, all in the single-key setting.

Organization of the Paper. We introduce notations and recall the construc-
tions of SIMON-like block ciphers in Sect.2. In Sect.3, we present the main
theorem on relationship between the input difference and the differential prob-
ability, and construct proper MILP models for SIMON-like block ciphers. Our
results are presented in Sect. 4. Section 5 is a conclusion of this paper.

L All experiments are performed on a PC with 2.5 GHz Intel Core i7 and 16GB 1600
MHz DDR3.
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2 Preliminaries

2.1 Notations

We say a bit is active if it is one. For the left half input difference in SIMON2n,
each bit has a subscript denoting its position, with that of the most significant
bit being 0; all subscripts are in the sense modulo n. We list main notations in

Table 1.
Table 1. Notations.
Notation | Description
o, & AND operation
(S5) XOR operation
St left circular shift by 4 bits
St right circular shift by i bits
Az} the i-th bit of left half input difference of the r-th round
Adj the i-th bit of output difference of AND operation of the r-th round
(a, b, ¢) | the rotation parameters for SIMON-like block ciphers

2.2 A Brief Description of SIMON and SIMECK

The round function of SIMON-like block ciphers is shown in Fig. 1, with the value
of (a,b,c) being (8, 1, 2) and (0, 5, 1) for SIMON and SIMECK respectively.

Fig.1. The round function of Fig. 2. The key expansion of SIMECK.
SIMON-like block ciphers.
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The key schedules of SIMON and SIMECK are totally different. The constant
C=2"—4=0zff-fc, and the generation of constant sequence {z; } is referred
to [4] (for SIMON) and [22] (for SIMECK). The key of the i-th round is denoted
by k;, and the identical permutation is denoted by I. For SIMON2n/mn, round
keys are generated by

Ch(z)i®kid(I®S™HS 3k, if m=2,
kivm =4 C® (Z])z D k; @ (I@ 371)573]6242, if m=3,
Ch(z)i®ki®dTDS™H(S3kivs ®kit1), if m=4.

For SIMECK2n/4n, the key schedules are shown in Fig.2. The updating
function is expressed as

ki1 = ts,
tirs = ki @ f(t:) © C © (2;);.

where f(z) = x ® S5%(x) @ S*(x) is part of the round function.

3 Constructing MILP Models for SIMON-like Block
Ciphers

In this section, we make a fine-grained analysis of the relationship between input
and output difference of the ROTATION-AND operations. We prove that not
only the Hamming weight but also the active bits’ positions of the input differ-
ence can affect the probability of differential characteristics. The former has been
proved by Liu et al. [11], and we highlight the latter’s importance in construct-
ing proper MILP models for SIMON-like block ciphers. Specifically, we give the
following theorem:

Theorem 1. Let f(z) = S%(x) ® Sb(z) be a Boolean function from F% to itself,
and ged(n,a —b) = 1. Let Az, Ad € FY be the input and output difference of f
respectively, with wt(Azx) = m, m < n, and R = {Axy,, Ay, ..., Az, } be
the set of all active bits in Ax. If there exist

1. py pairs of {ij, ix} such that |i; — ix|= |a — b| mod n; and
2. po pairs of {i;, ix} such that |i; — ix|= 2|a — b] mod n and there exists some
h such that |h —i;|= |a — b| mod n, |h —igx|= |a — b] mod n, Az}, ¢ R;

then there will be 22™~P1=P2 possible values for Ad, and each has the same
probability 2~ 2mPitrz,

To prove this theorem, we use the following lemma, which can be regarded as
a generalization of Observation 2 in [8]. All proofs can be found in the Appendix.
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Lemma 1. Let f(z) = S%x) ® S®(x) be a Boolean function from F} to itself.
Let Az, Ad € FY be the input and output difference of f respectively, and x € F%
be an input of f. Then,

1. In Az, only two bits, namely Ax;1, and Ax;y can affect the value of Ad;,
which is an arbitrary bit in Ad;

2. An arbitrary bit Az; in Az, can affect only two bits Ad;_, and Ad;_y in Ad;

8. An arbitrary bit x; in x can affect at most two bits Ad;_, and Ad;_y in Ad.
Specifically, Ad;—, is affected by x;, iff. Axi—qyp = 1; Ad;—p is affected by
s, fo AIi—b+a =1.

Based on Theorem 1, we can construct proper MILP models for SIMON-like
block ciphers in the following.

Constraints Imposed by XOR Operations. There are lots of XOR oper-
ations in either round functions or key schedules of SIMON-like block ciphers.
This turns out be a bottleneck in constructing efficient models if we follow the
XOR constraints given in [15,17], since there will be too many auxiliary variants.
However, we note that all possible points can be figured out easily and linear
constraints without auxiliary variants can then be obtained using the SageMath
code in [17]. We demonstrate this by the following example.

Let x @y ® z = w, where z, y, z, w € Fy. All possible points for (z, y, z, w)
are (0, 0, 0, 0), (0, 0, 1, 1), (0, 1, 0, 1), (0, 1, 1, 0), (1, 0, 0, 1), (1, 0, 1, 0), (1,
1,0, 0) and (1, 1, 1, 1). We can easily get the linear constraints as follows:

r+y—z+w>0
r+y+z—w=>0
—zx+y+z+w=>0
r—y+z+w=>0
—xr—y+tz—w> -2
T—yY—2—w> -2
—xr+y—z—w> -2
—r—y—z+w> -2

Constraints Imposed by ROTATION-AND Operations. Based on
Theorem 1, we divide the n bits input difference and n bits output difference of
ROTATION-AND operations into n groups. Specifically, group i (0 <i <mn-—1)
consists of three input difference bits at positions (4,7 +t, 7+ 2t) and two output
difference bits at positions (i — b,i + ¢ — b), where t = |a — b|.

Taking SIMON32 as an example, we list all 16 groups in Table2, and all
possible points with respect to each group in Table3. Then we can get the
following linear constraints by running the SageMath code [17] on input of all
possible points, where there is no auxiliary variants and the feasible region of
which contains no invalid characteristics.
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Az — Ajyg — Ady_, + Adiy, > —1
Axl + AaT,, — Adl_, >0

—Azp + Aziy + Adj_y, — Adjy g, > 1

Axiy + Axj g — Adiy , 20

Table 2. The 16 groups for SIMON32.

Input Bits | 0,7,14 | 7,14,5 | 14,5,12 5,12,3 12,3,10 3,10,1 10,1,8 1,8,15
Output Bits| 15,6 6,13 134 4,11 11,2 |29 90 |07

Input Bits | 8,15,6 156,13 6,13,4 | 13,4,11 4,11,2 11,29/290 | 9,0,7
Output Bits| 7,14 14,5 512 123 3,10 10,1 18 |815

Objective Functions. Let the probability of the differential characteristic be
27", Then we have the following objective function from Theorem 1:

R n—1 n—1 n—1 n—1
w = E (2 E Azl — E Axi Az, — E Az Az o) + E Axi Axy Ay o).
r=0 =0 i=0 i=0 i=0

(1)

However, this objective function of degree three makes it hard to solve the

model. To solve this issue, we form n groups with group 4 consisting of three

bits input difference (Ax}, Azj,,, Az}, ;) as well as an auxiliary variants p;, in
order to reduce the degree of the objective function to one.

R n—1 R n—1
w:2ZZA$§—ZZP§- (2)
r=0 i=0 =0 i=0

Then we can obtain the following linear constraints, taking the relationships
between (Axj, Axj ,, Az, ,,) and p] as shown in Table4.

AT}y —pl > 0
— Az} — Aaf o +pf > -1

—Amfﬂ - Axf+2t +p; > -1

Al + Aafy, —pf 20
Since the non-linear key schedules of SIMECK essentially reuse its round
function, the objective function of SIMECK turns out to

R n—1 R n—1 R—3n—1 R—3n—1

w=2) > Aaf =Y > pi+2) Y AR =YD ph ()

r=0 i=0 r=0 =0 r=1 i=0 r=1 i=0



Automatic Search for Related-Key Differential Trails 123

4 (Related-Key) Differential Trails for SIMON and
SIMECK

In this section, we show the (related-key) differential trails for SIMON and
SIMECK, which are automatically searched by solving the MILP models in
Sect. 3 using Gurobi. Our results are twofold: first and foremost, we give (long)
related-key differential trails for SIMON-like block ciphers for the first time;
second, using the same method, we give impossible differentials for SIMON-like
block ciphers and recover the trails given by Liu et al. [11], both in the single-key
setting.

Table 3. All possible points for each group.

(Azy, Aziyy, Aziyo, ) | (Adi_y, Adiy, )

(0, 0, 0) (0, 0)

(0,0,1) (0, 0), (0,1)

(0, 1, 0) (0, 0), (0,1), (1,0), (1,1
(0,1, 1) (0, 0), (0,1), (1,0), (1,1
(1,0,0) (0, 0), (1,0)

(1,0, 1) (0, 0), (1,1)

(1, 1,0) (0, 0), (0,1), (1,0), (1,1)
(1,1, 1) (0, 0), (0,1), (1,0), (1,1

(Azy, Aziye, Axiio )| D
(0, 0,0) 0
(0,0,1) 0
(0,1, 0) 0
(0,1, 1) 1
(1,0,0) 0
(1,0,1) 1
(1,1, 0) 0
(1,1, 1) 1

4.1 Related-Key Differential Trails

We present optimal related-key differential trails for SIMON32/64 in Table 6,
SIMON48/72 and SIMON48/96 in Table 7, SIMECK32/64 and SIMECK48/96
in Table8. The optimal trails for SIMONG64 and SIMECK64 are identical to
those for SIMON48 and SIMECK48 respectively.
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Except for SIMECK32/64, constrained by the limited computational
resources, it is still difficult to obtain longer optimal related-key differential trails
for other parameters, whose probabilities may hopefully reach the security mar-
gin. To solve this issue, putting some optimal trail in the middle, we search both
forwards and backwards until it reaches the security margin. In addition, we
observe that there exists an 8-round period for SIMON32/64 in the related-key
setting, which yields a 19-round related-key differential trail with probability
2732, These results are summarized in Table 5.

4.2 Single-Key Differential Trails

For obtaining single-key trails, it indeed costs more time by directly solving
the MILP models in Sect.3 than using the method in [11]. However, a key
observation is that in optimal single-key differential trails, there is always some
round’s input difference with Hamming weight one. This can explained from the
following two perspectives: on the one hand, the upper-bound of probability of
each round is negatively related to the Hamming weight of its input difference,
as proved in [11]; on the other hand, considering the diffusion property, an active
input difference bit of some round can make many forward and backward bits
active; thus, it is intuitive to require the hamming weight of some round’s input
difference to be the least (namely one), for obtaining long trails.

Keeping these in mind, we can recover the results in [11] (R-round optimal
single-key differential trails) using much less time, by solving the MILP models
with the precondition that there exists some r € {0, -+, R — 1} such that the
Hamming weight of the r-th round’s input difference is one.

Table 5. The probabilities of optimal and best related-key differential trails for variants
of SIMON and SIMECK. To distinguish from optimal trails, best trails are labeled with
*. For simplicity, all probabilities p are given as (— log, p) in the table.

Rounds 516 |7 |8 |9 |10 |11 |12 |13 |14 |15 |16 |17 |18 |19 |20 |21 |22 |23
SIMON32/64 0 [2 |4 |8 |11 |16 |16% 24%|24%|24%|24%|32%|32*%|32%|32*|- |- |- |-
SIMON48/72 2 |4 |6 |12 |14 |18 |22 |30%|33*|40*|42*|50*|- |- |- |- |- |- |-
SIMON48/96 0 |2 |4 |8 |12 |18 |24*|35%|36*|36*|36*|48*|48* 48% 48* - |- |- |-
SIMONG64/96 2 |4 |6 |12 |14 |18 |22 |30*|34%|42*|46*|54*55%*|64*|70*|- |- |- |-
SIMONG64/128 |0 |2 |4 |8 |12 |18 |26%|36%*|41%|48%|48*|64*|64*|64*|64*|- |- |- |-
SIMECK32/64 |0 |2 |4 |8 |10 |14 |18 |22 |26 (30 (34 |- |- |- |- |- |- |- |-
SIMECK48/96 |0 |2 |4 |8 |10 |14 |18 |22 |26 (30 |34 |40 |42%|46*|48*- |- |- |-
SIMECK64/128 |0 |2 |4 |8 |10 |14 |18 |22 |26 |30 |34 |40 |42*|46*|48%|54*|56%|62*|66*

4.3 Impossible Differentials

Considering the miss-in-the-middle approach and the diffusion property, we
search impossible differentials for SIMON-like block ciphers in single-key set-
ting, under that there is only one active bit in either the input difference or the
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Table 6. 10 rounds optimal related-key differential trails for SIMON32/64, where the
numbers represent the positions of active bits of input difference of each round while
‘-’ represents that there is no active bits.

R | SIMON32/64
Azt Ax” Ak

0 - 1,3,5,7,9,11,13,15 | 1,3,5,7,9,11,13,15
1 - - -

2 |- - 0,2,4,6,8,10,12,14
3 10,2,4,6,8,10,12,14 | - 1,3,5,7,9,11,13,15
4 |- 0,2,4,6,8,10,12,14 | 0,2,4,6,8,10,12,14
5 - - -

6 |- - 1,3,5,7,9,11,13,15
7 11,3,5,7,9,11,13,15 | - 1,3,5,7,9,11,13,15
8 |- 1,3,5,7,9,11,13,15 | 1,3,5,7,9,11,13,15
9 - - -

10 |- - 0,2,4,6,8,10,12,14
11/0,2,4,6,8,10,12,14 | - 1,3,5,7,9,11,13,15

Table 7. Optimal related-key differential trails for SIMON48.

R | SIMON48/72 SIMON48/96

Agt Az” Ak Azt Az” Ak
o |- 7,8,9,10,22 | 4,6,7,8,9,10,22 | - 9,11,12,13,16,17,19 | 9,11,12,13,16,17,19
1 46 - 2,4,22 - - 11,12,14,15
2 |22 4,6 1,2,4,6,20 11,12,14,15 | - 9,12,14
3 1,2 22 0,22,23 11 11,12,14,15 9,10,14,15
4 |- 1,2 1,2,22 11,12 11 9
5 |22 - 20 11 11,12 9,10,11,12
6 |- 22 22 - 11 11
70 |- - 22 - - -
8 |22 - 1,2,20 - - 13
9 |12 22 0,4,6,22,23 13 - 9,10,16,17
10 | 4,6 1,2 1,4,7,8,9,10,22 | 9,10,11,16,17 | -
11 | 7,8,9,10,22 | 4,6

output difference. Then if the MILP models are infeasible under this condition,
we get impossible differentials.

Taking the rotational invariance property of SIMON-like block ciphers [20],
for each variant of SIMON2n and SIMECK2n, an impossible differential addi-
tionally yields (n — 1) impossible differentials by rotation. Our main results are
listed in Table9.
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Table 8. Optimal related-key differential trails for SIMECK32 and SIMECKA48.

R | SIMECK32/64 SIMECK48/96

Azt Az” Ak At Ax” Ak
o |- 4,8,9,10 4,8,9 - 18 18
1 |10 - 9 - - -
2 |- 10 10 - 20
3 |- - - 20 - -
4 |- - - 19 20 18
5 |- - - 20 19 19
6 |- - 10 19 20 20
7 |10 - - 18,19 19 17
8 |9 10 - - 18,19 -
9 |4,89,10 9 9 18,19 - -
10 | 5,7 4,8,9,10 10 17,19 18,19 16,20
11 |6,8,9 5,7 - 20 17,19 17
12 | - 6,8,9 8,9 - 20 -
13 |6 - 5 20 - 19
14 | - 6 10 - 20 20
15 | 6,10 - - - 17
16 17 -

Table 9. Impossible differentials for SIMON and SIMECK in single-key.

ROUNDS Trails

SIMON32 |11 0,4000)—(80,0);
0,4000)-(20,0)
0,400000)~(800000,0);
0,400000)(200000,0)

(

(

(

(

(0,40000000)(8000000,0);
(0,40000000)-(800000,0);
(0,40000000)~(200000,0);
(0,40000000)-(80,0);
(0,40000000)-(20,0);
(
(
(
(
(
(
(
(
(

SIMON48 12

SIMONG64 13

0,40000000)+(2,0)
0,4000)+(200,0);
0,4000)-(8,0)
0,400000)+(800000,0);
0,400000)(200000,0);
0,400000)+(20000,0);
0,400000)—(8,0)
0,40000000)+(8000000,0);
0,40000000)(2,0)

SIMECK32 |11

SIMECK48 |15

SIMECK64 |17

5 Summary

In this paper, we mainly studied the security of SIMON-like block ciphers in the
related-key setting, by a fine-grained analysis of the ROTATION-AND oper-
ations. We hope our work helpful in designing key schedules for SIMON-like
block ciphers. For future works, it is desirable to obtain longer optimal differ-
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ential trails in related-key setting, maybe by combining our work with other
automatic searching algorithm, e.g., SAT/SMT solver.

Acknowledgement. The authors thank the anonymous reviewers of ISC2018 for use-
ful comments. This work was supported by the NSFC under grant #61379139.

A  Proof of Lemma 1

Proof. Let x and (z @ Az) be two inputs of the function f. We have
Ad = f(z) @ f(z ® Ax)
= (5%(x) © §°(2)) @ (5%(z ® Az) © S°(x © Ax)) (4)
= S%z) © S(Az) @ S4(Ax) © S°(x) ® S*(Az) © Sb(Ax)
Then for any bit Ad; in Ad (i =0,--- ,n — 1), we have
Adi = Tita © Azipp D ATiqa © Tigp ® Aipq © Aipp (5)

Obviously, only two bits in Ax, namely Ax;;, and Az;y;, can affect the value
Fix an arbitrary 4, assume that Ady is affected by Az;. First, we have

Ady = Thta © ATpyp © ATppa © Thpp © ATpyq © Axpyy, (6)
from Eq. (5). If Ady, is affected by Ax;, then we have

i=k+a modn (7)
or
t=k+b modn (8)

Put it in another form, we have
k=i—a modn 9)

or
k=i—b modn (10)
So proved that an arbitrary bit Ax; can affect only two bits Ad;_, and
Ad;_p.
From Eq. (5), we have that

(1) if Azjq =0, Aziyp, = 0, then Ad; = 0;

(2) if Al‘i_,_a = 1, Agji+b = 1, then Adz = (l'i—i-a S zi-&-b) ©1a 1;
(3) if Axjrq =1, Azjpp =0, then Ad; = Aziyg © Tivp = Titsp;
(4) if Axi_,_a =0, Axi_,_b =1, then Ad; = Titaq © A-’Ei-&-b = ZTitq-

Let x; denote an arbitrary bit in x. Ady, is affected by z;, iff. k =i—a mod n
and Azpyp = Axyj_gyp=1,or k=i—b mod n and Axyie = Azi_p1e=1. O
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B  Proof of Theorem 1
Proof. Let Ry be the collection of bits in Ad which are affected by bits in R.

From Lemma 1,

Rd - {Adio—aa Adig—ba Adil—a7 Adil—ba R Adim,_l—aa Adim_l—b}

There may be duplicate elements in the collection R,.

1. Since a # b, then iy —a Z iy —b mod n, for £ =0,--- ;m — 1;
2. For0<j#k<m-—1,4; —a# i —a modn, since i; # iy;
3. For0<j#k<m-1,ifi;—a=1i,—b mod n, then i; —ix =a—>b mod n;
4. For0<j#k<m-1,ifi; —b=1ip—a mod n, then i; —i, =b—a mod n;
If there exist p; pairs of {i;,4x} such that |i; —ix|= |a — b] mod n, we have
ij—iy=a—b modn (11)
or
ij—ig=b—a modn (12)

we claim that Eqgs. (11) and (12) cannot hold true simultaneously, otherwise it
contradicts with ged(n,a — b) = 1. Let R/, denote the set obtained by removing
duplicate elements from the collection Ry. Then if there exist py pairs of {i;, s}
such that |i; — ix|= |a — b] mod n, |Rq|—|R)|= p1.

Now we turn to discuss the relationships amongst bits in Ad. First, for Ady, ¢
R!,, we have Azpiq = 0 and Azpi, = 0 from Lemma 1; specifically, Ad, = 0
holds with probability 1, regardless of the values of =4, and zpy,. Thus, we
need only to discuss the relationships amongst bits in R/,. For Ady € R/, it
has been proved by Lemma 1 that at least one of Axyy, and Axyyyp is active.
Specifically,

1. Azgiq =1, Axpyp = 0. In this case, Ady = xx1p. If there exists some other
bit Adj, € R/, such that Adj, is dependent of Ady, then &' = k+b—a mod n,
since Adpyp—q is the only bit which may be affected by x4, except for Ady
from Lemma 1.

Adgyp—a =ATp4p © Tht2o—a B Thtp © Alp42v—a (13)
D Azptp © AZpiop—a

If Axk+2b7a € R, then Akorbfa = Tk4b = Adk; otherwise, Ad]ﬁLb,a =0
holds with probability 1 (independent of Ady).

2. Axpyq =0, Axgyp = 1. In this case, Ady = Tg44. If there exists some other
bit Adj), € R/, such that Adj, is dependent of Ady, then k' = k+a—b mod n,
since Ady4q—p is the only bit which may be affected by xjy, except for Ady
from Lemma 1.

Adya—b =AThya © Thr2a—b D Thra © AThi24—b
® AZpta © ATpy2a—b
If Axpyoq—p € R, then Adgyq—p = e = Ady; otherwise, Adgiq—p = 0
holds with probability 1 (independent of Ady).

(14)
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Axgiq = 1, Axgyp = 1. In this case, Ady = (Tgra D Trap) © 1 & 1. From
Lemma 1, the only other bit which may be affected by xgiq is Adgya—b.
Specifically, the following equation holds if Axgi0,_p € R.

Adpya—b = (Ths2a—b D Thga) ©1 D1 (15)

From Lemma 1, the only other bit which may be affected by x4 is Adgyp—q-
Specifically, the following equation holds if Axgi0p—g € R.

Aditb—a = (Thtb B Trt2—0a) ©1B1 (16)

It is obvious that Ady can be dependent of other bit(s) in R/}, only in the case
that Axkio0q4—p, ATpyop—q € R. However, since Ady1p—q and Adyyq—p intro-
duce the new bits (variants) of zx424—p and Tgyop—q respectively, we should
involve more elements in R/, to reduce the effects of zyyo,—p and Tiiop—q-
Again from Lemmal, the only other bit affected by xgioq—p (Tk+2v—a)
is Adpyoa—20 = (Tri3a—20 D Thy2a—b) © 1 B 1 (Adpsop—20 = (Thg2v—a ©
ZTht3b—24a) © 1 @ 1) on condition that Axgysq—2p € R (Azgi3p—24 € R).
Thus, in order to eliminate the effects of xx494—p and x4 2p—4, the only choice
(from Lemma 1) is involving the new bits of Adj24—2s and Adj425—24, which
can indeed eliminate xgy2,—p and Tpyop—q however introduce two new vari-
ants of xp13,—9p and Tx13p—24. Under the condition ged(n,a — b) = 1, this
eliminating-while-introducing process will succeed iff. |R|= n, and the proba-
bility of each possible value of Ad is 2~ ("1 which coincides with the result
n [11]. On the other hand, Ady = (kta € Trtp) © 1 @ 1 is independent of
other bits in R}, when |R|< n.

O

For a better understanding, we give an example with (n,a,b)=(8, 0, 3) as

shown in Fig.3. Assume that Azg = 1, Azg = 1. Only in the case where all
input difference bits are active, can Ady be dependent of other bits in Ad,
namely Ady = Ady @ --- & Ady.

1.
2.

Ady = (x069x3)®1691

Ads = (2o ® x5) ©1 @ 1, when Azxs = 1; Ads = (26 @ x3) © 1 @ 1, when
Al‘f; 1
Ady = (2 ® x5) ©1 B 1, when Azy = 1; Adg = (26 @ x1) © 1 & 1, when
A$1 1
(
1

Ad; = (2 ® 7)) ©1 @ 1, when Azy = 1; Ady = (21 ® x4) © 1@ 1, when
A.’I?4:
Ady = (24D 27)01D1

36147250
61472503

Essentially, given ged(n, a—0b) = 1, there is only one cycle ((

in this example). More generally, when ged(n, a—b) = t, there will be ¢ cycles, and
this in some way explains the rationalities of such requirement ged(n,a—b) = 1.



130

X. Wang et al.

Ady
Axg ——— Axg
X3 Xo
Ads,” xg xs \Ad3

Ad\_*2 X1/ Ady

X4 X7
Axy——L—"Ax,

Fig.3. The affected relationship between input and output difference bits of
ROTATION-AND.
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