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Preface Volume II

The second volume of Business Transformation through Blockchain con-
tains four sections and an appendix. It starts with a selection of use cases 
from a variety of different industries, such as tourism, energy, the Internet 
of Things, and healthcare. In the following section on sustainability, sev-
eral papers discuss the potential of the blockchain to create a more sus-
tainable economy, ranging from a circular economy to questioning the 
economic growth paradigm as such. Societal impacts, which are closely 
connected to the preceding section, also deal with issues such as sustain-
ability and a circular economy but also include topics related to digital 
identity and e-government as well as banking for the unbanked. The sec-
tion on legal issues concludes this second volume by investigating whether 
smart contracts are a threat for the legal industry and how the blockchain 
might impact intellectual property management.

In the first section, selected use cases from different industries are pre-
sented. Horst Treiblmaier and Irem Önder use data from expert interviews 
to create a theory-based blockchain research framework for the tourism 
industry. Jens Strüker, Simon Albrecht, and Stefan Reichert have a close 
look at the energy sector and present some ideas on how blockchain 
might potentially impact this sector in the not-so-far-off future. Chun- 
Feng Liao, Chien-Che Hung, and Kung Chen examine the state of the art 
of the Internet of Things and consider design issues regarding blockchain 
integration from a software architecture perspective. In the second paper 
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on the Internet of Things, authors Daniel Burkhardt, Patrick Frey, Simon 
Hiller, Alexander Neff, and Heiner Lasi argue that distributed ledgers will 
enable new opportunities to replace existing components on all layers of 
industrial IT architecture. Sachin Shetty, Xueping Liang, Daniel Bowden, 
Juan Zhao, and Lingchen Zhang present a mobile healthcare system for 
personal health data collection, sharing, and collaboration between indi-
viduals and healthcare providers, as well as insurance companies. The 
section about sustainability starts with Marcus Dapp, who argues for a 
new economic approach that has sustainability built into its core design 
by using cryptoeconomics based on blockchain technology to create 
incentive systems which encourage sustainable behavior. Dave Leonard 
and Horst Treiblmaier question the economic growth paradigm and ask 
the question whether cryptocurrencies can help to create a more sustain-
able economy. In the society section, Niels Faber and Jan Jonger address 
the question of how blockchain can be used to address societal changes 
and present a framework that helps to decouple assets and impacts. Clare 
Sullivan and Eric Burger examine the legal and technical implications of 
the application of blockchain technology to authenticate and verify iden-
tity for e-Government services and transactions. Guillermo Jesús Larios- 
Hernández and Almendra Ortiz-de-Zarate-Béjar elaborate on blockchain’s 
decentralized approach to trust and how it can help to create trust in 
financial services among the unbanked. The section on legal issues is 
opened by Bernhard Waltl, Christian Sillaber, Ulrich Gallersdörfer, and 
Florian Matthes who investigate how blockchain can potentially disrupt 
the legal industry by differentiating between various pillars of the system. 
Kensuke Ito and Marcus O’Dair examine the application of blockchain 
technology to intellectual property management. Finally, this volume 
includes an appendix from Aljosha Judmayer, Nicholas Stifter, Philipp 
Schindler, and Edgar Weippl in which some central blockchain concepts 
are explained in a manner that is easy to understand.

It is too early to predict what the future will look like, given the novelty 
of blockchain. However, it can be expected that in the years to come we 
will hear about spectacular failures, amazing success stories, and unex-
pected use cases. It is therefore even more important that academics start 
to rigorously investigate this field and partner with practitioners in order 
to systematically investigate the potentials and pitfalls of blockchain 
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 technology. The two volumes of this book aim to support both academics 
and practitioners in better understanding potential implications of block-
chain and in developing new ideas, innovations, and maybe even surpris-
ing new use cases. It will be an interesting journey, but one that has the 
potential to change business and society as we know them.

Vienna, Austria Horst Treiblmaier
Copenhagen, Denmark  Roman Beck
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1
The Impact of Blockchain on the Tourism 

Industry: A Theory-Based Research 
Framework

Horst Treiblmaier and Irem Önder

 Introduction

Digitalization is a trend that has heavily impacted the tourism industry. 
Horwath HTL (2015), the world’s largest hospitality consulting brand, 
points out that technological (r)evolution and digital channels belong to 
the mega trends in tourism which will influence mid- and long-term 
tourism development. The World Economic Forum (WEF) (2017, p. 3) 
states in its report on digital transformation in the aviation, travel, and 
tourism industry that “there is widespread recognition among industry 
leaders that the role of digital technology is rapidly shifting, from being a 

H. Treiblmaier (*) 
Department of International Management, MODUL University Vienna, 
Vienna, Austria
e-mail: horst.treiblmaier@modul.ac.at 

I. Önder 
Department of Tourism and Service Management, MODUL University 
Vienna, Vienna, Austria
e-mail: irem.onder@modul.ac.at

© The Author(s) 2019
H. Treiblmaier, R. Beck (eds.), Business Transformation through Blockchain, 
https://doi.org/10.1007/978-3-319-99058-3_1

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-99058-3_1&domain=pdf
mailto:horst.treiblmaier@modul.ac.at
mailto:irem.onder@modul.ac.at
https://doi.org/10.1007/978-3-319-99058-3_1#DOI


4 

driver of marginal efficiency to an enabler of fundamental innovation 
and disruption”. The WEF details recent industry trends, such as a grow-
ing demand for travel, the rise of the digital consumer, changes to the 
security landscape, and technological trends such as the rise of intelligent 
automation and the dominance of digital platforms. As a side note, the 
term “blockchain” is mentioned only once in their 40-page report as a 
potential enabler for the safe and secure exchange of personal data.

The academic tourism community has long acknowledged technology 
and especially the impact of the Internet as an important and timely 
research topic. Standing et al. (2014) identified a total of 288 relevant 
academic publications published between 2001 and 2010 that scrutinize 
the impact of the Internet in travel and tourism and classified this exist-
ing research according to seven main areas: tourism sector studies, 
e- business, information search, online purchasing, marketing, website 
analysis, and e-research methods. Interestingly, they conclude that “what 
can be gleaned from the earlier years of Internet and tourism research is 
that practitioners and experts alike tend to underestimate the impact of 
the Internet in the future” (p. 111).

In a recent study, Gelter (2017) provides a comprehensive and current 
overview of the relevant academic literature inside and outside of the 
tourism research community. He clusters the various ongoing trends into 
categories including e-tourism, Internet, smart technology, cloud com-
puting, big data, new digital travelers, gamification, and social networks: 
a bundle of mega trends which heavily impact on what he calls “digital 
tourism”. Blockchain technology is described as “a revolutionary technol-
ogy that in the future will transform financial transactions, and strongly 
influence [the] tourism industry” (p. 74). More specifically, he writes that 
“Blockchain will create unique opportunities for travel companies to 
track their customer’s preferences, build more personalized and meaning-
ful interactions, and extract more value from loyalty programs” (p. 75).

Hence, it can be concluded from previous studies in combination with 
ongoing technological developments that the tourism and travel industry 
is still in a transition period which is characterized by a strong transfor-
mation of the role of stakeholders and their respective interaction pro-
cesses. Blockchain represents the latest development in a long line of 
technological innovations that bear the potential to significantly shape 
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the tourism and travel industry in the not-too-distant future. To date, 
there exists a dearth of scholarly literature in tourism-related journals 
exploring the phenomenon in great detail and helping to lay the theoreti-
cal foundation for future studies in this area. In this chapter we will help 
to close this gap. We argue that through systematic research, academia 
can help the industry to better understand how to best cope with block-
chain technology and how to fully exploit its potential. More specifically, 
we strive to answer the following research questions:

RQ1:  How will blockchain impact existing structures (e.g., networks) 
and relations in the tourism industry?

RQ2:  What resources/capabilities will tourism organizations need to be 
able to cope with Blockchain-induced changes?

In the following sections, we present the results from qualitative inter-
views with the managers of several European Destination Management 
Organizations (DMOs) who outlined their ideas and visions on how 
blockchain might potentially affect the industry. We apply four widely 
used theories from social science research to develop frameworks and 
propositions that can help to guide future tourism and travel research.

 Methodology

The goal of this study is to understand and classify the perception of 
blockchain by tourism industry professionals as well as to develop a theo-
retically sound research agenda based on these findings. Our focus was on 
DMOs, which are responsible for the management of the wide variety of 
elements that make up a destination. Thus, DMOs possess an excellent 
overview of ongoing tourism-related activities in a specific region as well 
as their respective implications. They are therefore perfectly suited to com-
ment on the “big picture” of the tourism industry, which includes a mul-
titude of stakeholders with differing interests (Manente and Minghetti 
2006). In order to attract visitors to destinations in a highly competitive 
international market, destinations need to offer good value to their cus-
tomers. This can be successfully achieved only through collaborative 
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efforts by diverse actors at the destination, from airport infrastructure to 
hotel developments and the public transport network. Destination man-
agement involves coordinated management of attractions, amenities, 
accessibility, marketing, human resources, and destination-image-related 
issues. DMOs are responsible for leading and coordinating activities with 
their partners, for promoting the destination, and for providing strategic 
leadership for destination development (World Tourism Organization 
2007). Three levels of DMOs exist: (1) National Tourism Organizations 
(NTOs, e.g., Austrian National Tourist Office); (2) regional, provincial, or 
state DMOs (e.g., Colorado state tourist office); (3) local DMOs for cities 
or smaller geographic areas (e.g., Paris Tourist Office). DMOs can be pub-
licly funded, private profit-oriented organizations, or a mixture of both.

To the best of our knowledge, this is the first qualitative in-depth study 
to investigate the phenomenon of blockchain in the tourism and travel 
industry. Therefore, we decided to conduct an explorative study to 
uncover potential advantageous and disadvantageous impacts of the 
blockchain for different stakeholder groups. We conducted interviews 
with DMO managers from ten major European cities, namely Amsterdam, 
Berlin, Brussels, Copenhagen, Genoa, Helsinki, London, Tallinn, 
Valencia, and Vienna, representing ten different countries. These cities 
are in varying regions with diverse potentials and tourism strategies, and 
therefore present ideal units to explore the phenomenon under investiga-
tion. A purposive sampling approach was used to ensure a heterogeneous 
and diverse sample (Shadish et al. 2002).

The interviews were semi-structured and were supported by a guide-
line that was drafted by the researchers based on internal discussions and 
available literature on blockchain in general as well as its potential impli-
cations for tourism. Due to the novelty of the subject, the majority of the 
literature consisted of consulting studies and industry reports (e.g., 
Horwath HTL 2015; World Economic Forum 2017).

The recruitment of the participants was done in person during a major 
tourism conference. Subsequently, a follow-up email was sent with infor-
mation regarding blockchain technology in general and links to short 
videos on YouTube explaining the concept in more detail. The email 
included an invitation to choose a date and time for the interviews. The 
interviews took place between October 17 and November 29, 2017. All 
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the interviews were conducted in English via Skype and were recorded 
with the Amolto call recorder. The average duration for each interview 
was about half an hour. Six interviewees were male and four were female, 
with age ranging from 27 to 50 years. All interviews were analyzed fol-
lowing the standards of qualitative content analysis and grounded theory 
(Glaser and Strauss 1967; Hsieh and Shannon 2005). The job titles of the 
interviewees were quite diverse and included Head of Marketing, Head 
of Research, and Head of Information Technology. This was in line with 
the overall purpose of our qualitative and explorative study which was to 
gather a multitude of diverse and potentially contradictory statements.

Each interview started with general questions regarding the attitudes 
of individuals toward blockchain and their perceptions of how this tech-
nology might potentially affect the tourism industry. Generally speaking, 
the overall sentiment was that blockchain has a lot of potential, but con-
crete use cases in the tourism industry are unclear at the moment. One 
respondent commented that “At this moment Blockchain is a very good 
technology for Bitcoin, but there are no other real applications”, while 
another stated that “If you have the perfect technology, but you do not have 
good applications, then you cannot create any value out of this.” There were 
also several references made regarding the ongoing hype and the intense 
media coverage which led to the conclusion that “…Blockchain is not 
going to change everything.”

Furthermore, the complexity of the technology turned out to be a 
major obstacle for future applications, as is evidenced by one brief state-
ment: “I think nobody really understands it.” Finally, one respondent 
acknowledged the versatility of the technology and highlighted the pre-
vailing uncertainty regarding future implementations: “Blockchain is a 
technology, it is a new tool. Everything that can be done with this technology 
can be done for good or for bad.” Notwithstanding the existing lack of 
understanding and especially the absence of use cases in the tourism indus-
try, all interview partners were highly interested in its future development 
and in potential applications that can help to generate business value. 
There was a general consensus that the tourism industry needs to deal with 
blockchain and its potential implications: “Any company can benefit from 
Blockchain if it is among the first to find a way to do it. This is always the case 
with new technologies. There are potentials and threats for everyone.”
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In the following sections, we focus on the expected implications from 
a theoretical perspective. Rather than concentrating on specific use cases, 
which are outlined in the practitioner literature (e.g., Tapscott and 
Tapscott 2016), we investigate the potential impact of blockchain on 
tourism from a theoretical angle. In doing so, we apply four commonly 
used academic theories which help to shed light on future blockchain- 
influenced relationships between humans as well as on organizational 
business models in the tourism industry.

 Tourism and Blockchain: Four Theoretical 
Lenses

Tourism is an academic discipline that applies a multitude of theories, 
most of which were developed and refined in other academic fields, to 
study predominantly applied problems. The focus of inquiry in tourism 
has shifted over the years from what Cohen and Cohen (2012, p. 2195) 
call “earlier discourses of authenticity and the tourist gaze” to theoretical 
approaches which “reflect a broader meta-theoretical re-orientation in 
contemporary sociology and philosophy.” Similar to other academic 
communities, the grounding of novel research findings in established 
theories fosters the advancement of coordinated research activities in the 
academic tourism community. Some authors favor the application of the 
so-called “practice theories,” which use social practices as the starting 
point for theorizing and further research (Lamers et al. 2017), while oth-
ers build on well-established theoretical foundations that have been pre-
viously tested in a number of different settings across industries and 
academic disciplines (Bricker and Donohoe 2015). In the following sec-
tions we follow the latter approach and use four complementary theories 
that are widely popular in the social sciences, namely, agency theory 
(AT), transaction cost theory (TCT), resource-based view of the firm, 
and actor network theory (ANT), to investigate social and organizational 
blockchain-related issues in tourism. Previous research has highlighted 
the suitability of these theories to study different aspects related to orga-
nizational structures and management issues, or, more specifically, the 
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mitigation of agency problems, the coordination of transferred rights of 
disposals, the reciprocated interaction between institutions, and the coor-
dination of relational assets (Halldórsson et al. 2007). In each section, we 
first briefly introduce the theory and provide a couple of examples of 
previous applications to tourism research. We then use the findings from 
the expert interviews to illustrate how the respective theory can be used 
to further investigate the implications of blockchain on the tourism 
industry.

 Agency Theory

Agency costs are the sum of monitoring expenses by the principal, bond-
ing expenditures by the agent, and residual loss (Jensen and Meckling 
1976). They are caused by the principal’s desire to control, monitor, and 
supervise the agent, so that the latter performs the tasks in the best inter-
est of the former. AT has previously been used to explain conflicts of 
interest and strategies for solving incentive problems (Eisenhardt 1989). 
In tourism research, AT has previously been used, for example, to explain 
the owner/manager relationship in tourism-based condominiums 
(Guilding et  al. 2005), as well as to better understand the contractual 
relationships between hotel operating companies and hotel owning com-
panies (Rodríguez 2002).

Following the basic tenets of AT, we categorized and clustered the 
experts’ statements according to the presumed impact of blockchain on 
communication flows and relationships between principals (e.g., travel-
ers) and agents (e.g., booking agencies). Table 1.1 shows the respective 
categories that emerged from the interviews on the left and several sample 
statements on the right. In order to allow for efficient and effective com-
munication flows, it is crucial to specify the exact role of each market 
participant and their respective rights and duties, since this subsequently 
determines the allocation of tasks as well as the flow of information. 
Blockchain has the potential not only to alter communication flows, but 
also to change the responsibilities associated with specific roles. Some 
roles might even become redundant. However, it might as well be the 
case that existing relationships render blockchain unnecessary, especially 
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Table 1.1 Categories for agency theory and blockchain

Category Sample statements

Roles If you think about online travel agencies (OTA), it’s very 
unclear what the role of each player is. We have limited 
information about the bookings from OTAs and almost no 
information from conventional tour operators. Not 
enough data are being shared

Blockchain will […] change our roles and activities. We have 
to adapt

Relationships The possibilities to have direct relationships increases […] 
because they can trust you and they can work directly 
with you without other intermediaries

… because of the existing relationships in the tourism 
industry I don’t see the big impact or big influence of 
blockchain

Trust It’s relatively open what people will charge for anything. 
We are open. As long as organizations are honest, 
transparency is not an issue

[…] whatever helps us to get more data […] creates 
transparency for us as an organization. This in turn fosters 
trust

Transparency You can create a blockchain for a specific group. It’s up to 
you. If you want to make it transparent you can. If you 
want to hide information that is also possible

We have a global connected project that attracts airlines 
and they usually rely on really fast information and 
sometimes they are in other parts of the world and 
signing the contracts can take a couple of days. In that 
project blockchain will make sense as well. And 
transparency across borders will help to make contracts 
run faster

It could be possible to bring different stakeholders 
together. For example, by using smart contracts and 
having transparent financial relationships

[…] if you book a hotel you can easily see which part of the 
money goes where […] you have more transparency, you 
say OK this is what the hotel is getting, this is what 
intermediaries are getting and so on

Disintermediation […] if it really works people will not need a third-party 
provider

Bookings between different stakeholders can be made 
easier

We have the […] card, we have […] partners there, they 
just use two weeks of negotiating new contracts and 
sending them back and forth and blockchain will save 
them a lot of time
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in those cases where trust contributes to the functioning of stable business 
relationships. On the other hand, blockchain can also generate trust by 
increasing transparency. In turn this will allow for faster transaction pro-
cessing and connecting business partners across regions. Disintermediation, 
namely the substitution of middlemen, is expected to have a huge impact 
on existing business relationships. By removing various layers from the 
value network, bookings can be made easier and faster.

 Transaction Cost Theory

TCT deals with the impact of transaction and production costs on differ-
ent types of governance structures. The design of efficient inter- 
organizational and intra-organizational structures determines the size of 
an organization and its interchange with relevant markets (Coase 1937). 
Transactions costs include ex ante costs of initiation (e.g., search and 
information costs), agreement (e.g., costs of negotiations and reaching an 
agreement), and ex-post costs of adjustment and control (Picot et  al. 
1997). Strebinger and Treiblmaier (2006) have shown that TCT can be 
used to better understand structural and procedural organizational 
changes caused by the introduction of E-Commerce. Similarly, block-
chain has the potential to significantly disrupt existing market and orga-
nizational structures. TCT has been applied as a theoretical lens in recent 
tourism research to better understand the emergence of the sharing econ-
omy, as is evidenced by platforms such as Airbnb (Akbar and Tracogna 
2018). The authors compared different forms of governance mechanisms 
(i.e., pure markets, hierarchies, sharing platforms) and developed various 
propositions pertaining to the propensity of platform owners to adopt 
mechanisms of platform integration. Transaction costs have also been 
applied as the underpinning framework to explore the role of trust and 
formal contracts in dyadic and network cooperation among tourism 
entrepreneurs (Czernek et al. 2017).

Table 1.2 lists the respective categories that emerged from the inter-
views. Blockchain may change existing market structures, although it is 
currently unclear in which direction. It is seen as a tool which allows for 
direct connection with final customers, but it may also lead to centralized 
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Table 1.2 Categories for transaction cost theory and blockchain

Category Sample statements

Market structures It will benefit small companies and service providers more, 
since they can easily connect with the final customer

DMOs are like the middle in a lot of cases, so I think it can 
be good for people to have a centralized system that 
people can refer to

If there is no major innovation, which redefines the whole 
market, just those big players (e.g., online travel 
agencies) will get stronger and stronger

Communication 
structures

[Maybe] with blockchain there will be faster information 
exchange, faster communication between devices

Cost reduction There will be a reduction in transaction costs. That could 
also be beneficial for a public institution to show how 
they are going to save money

So if you have someone who is alone in the market, then 
he has the chance to raise the price as he wants, which is 
the risk of a central infrastructure system. In this case 
blockchain could be an opportunity to bring these costs 
down

Cost increase If you are using the blockchain infrastructure to secure 
every transaction, you need this capacity for each 
participant, which makes it much more expensive

We also need to consider new legal requirements 
pertaining to, for example, “anti money laundering” and 
“know your customer” regulations

Transparency If the blockchain combines all tourism data, including tour 
organizations and bus companies, the data is available 
for planning purposes, which allows for greater 
transparency

(Dis)
intermediation

The transportation system would definitely benefit from 
identification tokens, because it is complicated to buy 
tickets if you are not from XXX

A lot of transactions will take place directly between 
consumers and suppliers without any intermediaries

I think there will probably still be room for some 
intermediaries that provide additional services both to 
the supplier and to the client

information systems, which provides an advantage for companies that 
already dominate the market. Consequently, communication structures 
may change. Direct and computer-mediated information in combination 
with accessibility and immutability of information can lead to an increase 
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in communication speed. As far as the costs are concerned, the impact of 
blockchain is unclear. Some respondents expect a reduction of costs, 
which may be caused, for example, by more efficient market structures, 
while others fear an increase in costs due to the recording of each and 
every transaction in combination with legal requirements. Increased 
transparency was mentioned as a major driver for future developments. 
Similar to the expected impact of blockchain on costs, the interviewees 
disagreed as to what extent the technology might lead to intermediation 
or disintermediation. Some suspected that existing market leaders might 
grow even bigger, while others reason that the technology will allow cus-
tomers to directly connect with service providers. Alternatively, new 
intermediaries might emerge that understand the technology and develop 
innovative business models.

 Resource- and Capability-Based Views

The resource-based view (RBV) is a theory (alternatively: managerial 
framework) that focuses on an organization’s internal resources as a means 
of excelling in the market. According to RBV, it is only a subset of an 
organization’s resources which helps to create competitive advantage and 
an even smaller subset that accounts for long-term superior performance. 
In order to sustain competitive advantage, companies need to possess and 
protect scare resources. Those resources comprise all tangible and intan-
gible assets that a firm uses for choosing and implementing its strategies 
(Wernerfelt 1984; Barney 1991). Makadok (2001) synthesizes resource- 
based and dynamic-capability views, and differentiates between two dis-
tinct mechanisms, namely resource-picking and capacity-building, both 
of which companies can use to create economic rents. He defines ‘capa-
bility’ “as a special type of resource—specifically, an organizationally 
embedded nontransferable firm-specific resource whose purpose is to 
improve the productivity of the other resources possessed by the firm” 
(p. 389). Tourism research has applied RBV, for instance, to better under-
stand sustainable competitive advantage among tourism organizations 
(Evans 2016). Another example comes from Denicolai et al. (2010) who 
explore the relationship between the networking approach of tourism 
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Table 1.3 Categories for resource- and capability-based views and blockchain

Category Sample statements

Resources This could be amazing for transportation. Can you imagine 
a public transportation system that can use this sort of 
technology? It’s incredible

You can get rid of all the loyalty cards once travelers are 
connected to the identification tokens

Processes and 
management

All the processes from accounting to business intelligence 
[…] could potentially be professionalized

All kinds of supply chains can be managed better. This is a 
very interesting use case

I think there will be more and more demand for data 
analysts. People who can actually make use of this 
information, all of this data which is made available as a 
result of blockchain

Blockchain is also just a database which needs human 
knowledge and expertise to be integrated into certain 
domains

Competitive 
advantage

A worldwide operating tourism company has much more 
opportunities to use blockchain technology

Probably this development will widen the gap between 
organizations who are able to mine this data and turn it 
into extra money and those organizations who will not 
have the knowledge or the competencies to do that

firms and the development of tourism core-competences. More specifi-
cally, they use a resource-based approach to investigate the determinants 
of tourism core-competence development.

Table 1.3 lists the relevant statements from the survey participants that 
are related to various resources or capabilities. Obviously, blockchain 
itself constitutes a resource, but it is mainly the resulting applications on 
top of this platform that can lead to superior performance and subse-
quently competitive advantage. One example for such an application 
involves measures that make the transportation system more efficient. As 
far as processes and management are concerned, the interviewees came up 
with several examples, ranging from the implementation of new account-
ing and business intelligence procedures to the complete restructuring of 
supply chains. Especially the field of data analysis was of special interest 
for several respondents. They also highlighted the fact that human capital 
will still be needed to actually capitalize on the potentials of blockchain. 
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In order to gain competitive advantage, however, several conditions need 
to be favorable for the companies. This includes, for example, an appro-
priate organizational scale which determines the amount of capital avail-
able to invest in new technologies and the benefit gained from doing so. 
Blockchain thus poses a potential risk for companies that lack the finan-
cial means and knowledge to participate in this development.

 Actor Network Theory

ANT explores different roles within a network. The focus of ANT is on 
networks of relationships which constitute the main building blocks of 
society. Actors can not only be persons, but also objects (including tech-
nological artifacts such as blockchain) and organizations. Existing net-
work structures can be severely disrupted when individual parts of the 
network change (Latour 2005). Within tourism research ANT has been 
applied in a number of different settings, such as the creation of so-called 
tourismscapes, which simultaneously integrate people, objects, technolo-
gies, and spaces that can subsequently be ordered and scrutinized (van 
der Duim 2007). Jørgensen (2017) has shown how ANT can be used to 
create a framework to analyze tourism distribution by focusing on the 
link between producers of tourism services and their consumers. Paget 
et al. (2010) applied ANT to better understand the impact of innova-
tions in a French ski resort. They found that new associations arose 
between actors and non-human entities, and showed how existing 
resources can be used to develop new and innovative products. Van der 
Duim et al. (2013) even argue that ANT “enables a radical new way of 
describing tourism by critically investigating its ontological conditions” 
(p. 3).

Table 1.4 shows the respective categories that emerged from the analy-
sis of the interview data with a focus on ANT. First, we discovered several 
determinants of relationships, which include the necessity for companies to 
maintain good relationships with their customers (both B2C and B2B), 
and therefore a high importance of reputation. Furthermore, the service 
component of relationships may be affected. Several participants actually 
highlighted the potential of blockchain to improve customer service by, 
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Table 1.4 Categories for actor network theory and blockchain

Category Sample statements

Relationship 
determinants

Many organizations focus on their reputation
We strive to maintain good relationships with our 

customers. Blockchain may help us with that
Service 

components
When you are paying for the accommodation, you can be 

sure that the accommodation will be reserved
The big advantage is of course transparency, but I think 

there is also the need of somebody steering this. Because 
of transparency there is a risk that there are too many 
opportunities and it is unclear which of those could be 
used right now

We can offer additional services to our customers with 
blockchain

Network 
structures

I am always thinking from the travelers’ point of view. 
Because when you buy packages, there are a lot of 
middlemen in between. And you could probably cut them 
out, if there exists transparency between organizations 
and what they offer

All the bookings that you do are based on trust. All the 
booking processes will be affected by this

I think people are concerned that they make a transaction 
with a company that they are not familiar with. This could 
potentially become less of an issue with blockchain 
technology

Who will control the blockchain network?

for example, guaranteeing reservations, increasing transparency and 
offering additional services. However, it was also mentioned that some-
one (i.e., a human being) needs to manage the transition process and 
decide on how to capitalize on the benefits of blockchain. The core 
 element of ANT is the network and the relationships between the actors 
within. Any changes in the network’s structure can potentially disrupt its 
functioning. This especially pertains to the removal of middlemen (i.e., 
disintermediation) and the opportunities for customers to easily establish 
business relationships with hitherto unknown companies. Blockchain 
guarantees the execution of contracts and will likely lead to increased 
trust that is based on the availability and immutability of information. 
Network structures will be fundamentally altered and one participant 
raised the question of who will be in control. Given that blockchain is a 
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peer-to-peer network without any built-in control structures, the overall 
structure of the existing network can significantly change, which will in 
turn also influence all kinds of business relationships.

 Conclusion and Implications

In this paper we propose a multi-theoretical approach to better under-
stand the potential implications of blockchain for the tourism industry 
and to lay the foundation for further research in this area. As a starting 
point we used two research questions pertaining (1) to the impact of 
blockchain on existing structures and relations in the tourism industry 
and (2) the resources and capabilities companies need to be able to cope 
with Blockchain-induced changes. We used four theoretical approaches 
to analyze data from 10 qualitative interviews with DMO managers and 
to create categories that convey the essence of our findings.

We started with a framework suggested by Halldórsson et al. (2007) 
for supply chain management that includes four frequently used theories 
from economics and the social sciences. The four theories help to detect 
important issues when it comes to the presumed impact of blockchain. 
While several important overlaps may exist, AT and TCT in general deal 
with structural issues related to the tourism industry, whereas RBV and 
ANT provide important insights regarding management issues. AT 
focuses especially on roles and relationships between humans. By increas-
ing the transparency of transactions, blockchain has the potential to fun-
damentally alter existing business relations. The level of trust needed to 
form business relationships may decrease and structural changes such as 
disintermediation might occur as a result. TCT takes a broader perspec-
tive by investigating market and communication structures and allowing 
for the assessment of optimal organizational size. It is primarily the antic-
ipated changes in transaction costs caused by blockchain, which will have 
a substantial impact on organizational structures. As forecast by the 
DMOs, blockchain will simultaneously yield cost reductions in some 
areas and increases in others, which, according to TCT, will lead to the 
adaption of organizational and market structures. From an RBV perspec-
tive, blockchain constitutes a new resource if applied appropriately. It will 
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also impact inter- and intra-organizational processes and management 
structures that will ultimately affect an organization’s level of competitive 
advantage. This is especially important in an industry that is as intercon-
nected as the tourism industry. Finally, ANT helps to illuminate how 
blockchain will impact relations between various actors in the tourism 
network. The overall importance of existing relationships might decline 
due to the potential of blockchain to ensure trust and transparency. 
However, research is needed to discover the extent to which blockchain 
can actually fulfill such promises and how different actors in the system 
will benefit from them. Taken together, all four theoretical approaches 
help to shed light on different aspects of blockchain’s implications for the 
tourism industry. This might lead to simultaneous structural and proce-
dural changes on an organizational and/or market level, and to strategic 
changes on an organizational and/or regional level (cf., Treiblmaier and 
Strebinger 2008; Strebinger and Treiblmaier 2004). DMOs are respon-
sible for promoting specific geographical areas and need to take into 
account the potential systemic impact of blockchain not only for indi-
vidual companies, but rather for an intricate network of actors interact-
ing with each other in various roles.

We believe that academia and industry are closely connected in this 
emerging research field and that by asking the right questions and apply-
ing the appropriate methodology, academia can make a major contribu-
tion to support the industry in making sound managerial decisions. One 
major finding from our interviews was that the current level of knowl-
edge about blockchain and its potential implications for the tourism 
industry is low and many respondents stated that they would appreciate 
more information and support in that matter. Given the fast progress in 
this field and the existing uncertainties caused by ongoing media hype, 
we believe that it is the responsibility of academic research to take an 
impartial and objective stance. We therefore suggest that future research 
builds upon our framework and extends it further by closely investigating 
current Blockchain-related developments and their impact on the tour-
ism industry. By integrating new findings into our model, researchers can 
help to create a comprehensive theory-based framework that comprehen-
sively describes, explains, and predicts the impact of blockchain on the 
tourism industry.
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2
Blockchain in the Energy Sector

Jens Strüker, Simon Albrecht, and Stefan Reichert

The digitization of the energy industry continues to pick up speed. A new 
driver of this rapid development is currently the blockchain technology, 
which could, according to many experts, usher in the next stage of devel-
opment of the Internet. Blockchains have the potential to optimize 
energy management processes in almost all stages of the value chain while 
coping with the rising complexity of the increasingly decentralized energy 
system.

For the integration of a large number of prosumers into the energy 
system, the underlying IT architecture will have to ensure an efficient and 
secure distribution of data. In this respect, the blockchain technology has 
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made headlines in tech, and finance press, being mostly known for a 
 utilization as decentralized databases in financial deployments, most 
famously Bitcoin. After the technology made its first appearance in 
Nakamoto (2008), diverse authors have centered articles around 
blockchain- related issues. Among those, most focus on the technological 
architecture and its characteristics (e.g. Decker and Wattenhofer 2013; 
Pilkington 2016), anonymity and privacy (e.g. Zyskind et al. 2015), or 
the applications in finance (e.g. Fanning and Centers 2016). Today, the 
fundamental necessity of information systems (Wissner 2011; Colak 
et al. 2016) as well as accompanied potentials and value increasing appli-
cations (Gungor et al. 2013) have finally raised awareness in the energy 
sector (e.g. Albrecht et al. 2018). A study from the Federal Association of 
the German Energy and Water Industries (BDEW) analyzes the potential 
of energy-related applications and corresponding challenges (BDEW 
2017).

Digitalization and decentralization are putting households and com-
panies in the focus of the energy system, as they increasingly participate 
actively in market affairs through small-scale interactions. However, not 
only users and consumers may benefit from the blockchain technology. 
From an economic point of view, the possibility of increasing network 
utilization and efficiently organizing the allocation of flexibilities of any 
size seems particularly interesting. The ability of a blockchain to make 
even the smallest transactions cost-effective ultimately means new 
degrees of freedom, for example for the provision of control energy, 
direct electricity trading between market players or so-called “shared 
investments”. In combination with the digitization of metering pro-
cesses, blockchain technology supports new forms of product differen-
tiation, including generation type, location, and time. Correspondingly, 
there are already a significant number of specific pilot projects in all 
value-added stages of the energy industry. Examples are the charging 
infrastructure for e- mobility, the certification of green and regional elec-
tricity, neighborhood and tenant electricity concepts, the provision of 
control energy and wholesale electricity. These are analyzed in course of 
the chapter.
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 The Transition of the Energy Sector 
and the Upcoming Market Challenges

The emergence of renewable, distributed energy resources (DERs) and 
smart grids is expected to create a network, in which billions of devices 
could automatically communicate with each other. The increasing share 
of these energy resources might establish a zero marginal cost market in 
which single units of generated power will have no significant costs any-
more (Schlemmermeier and Drechsler 2015). Concurrently, competition 
impacts on wholesale prices and margin rates. Utilities are pressured to 
adjust to the change. The energy market is facing changes induced by 
technological and socioeconomic developments. The following trends 
can be observed (Edelmann 2014):

• The energy generation transitions from conventional thermal power 
plants to DERs, often renewables (Fig. 2.1). This induces fluctuating 
supply, increasing uncertainty, and a demand for information 
services;

• Energy trade becomes more complex. Local markets are being estab-
lished, opportunities emerge, streamlining the digital infrastructure 
gains in relevance;

Fig. 2.1 Future energy market
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• The energy distribution, now utilizing bidirectional flows of energy 
and data, is getting more dynamic (weather reliant plants, storage);

• The metering infrastructure is getting digitized. The smart meter 
rollout (in Germany beginning in 2017 [EnWG 2011]) is starting to 
replace analogous meters with smart meter gateway (SMGW) tethered 
devices;

• Customer relations are being confronted with a new kind of emanci-
pated customer, who is less reliant on the utility and who takes social 
and environmental issues into consideration.

According to Dalkmann (2014), stated trends can be classified in three 
major socioeconomic phenomena: (1) Volatility: The heterogeneous gen-
eration is causing high fluctuations. Accordingly, supply and price are 
subject to high levels of uncertainty. (2) Locality: DER such as power- 
heat coupling plants, photovoltaic installations, and biogas plants are 
becoming more popular for residents and local organizers. An increasing 
share of energy demand can be provided locally, making the grid- 
balancing a challenging task. (3) Participation: The traditional role of a 
utility is to locally provide a commodity to passive customers. The changes 
of the energy market have an empowering potential for customers, 
enabling them to optimize domestic consumption and to switch retailers. 
The establishment of local community projects to increase the share of 
local and green power is one instance. In Germany, households, small 
businesses, and local governments invest in more than 800 of these proj-
ects (Ott and Wieg 2014). This may encourage utilities to actively pursue 
the development of more differentiated products to saturate these emerg-
ing segments of demand.

In Kolks et al. (2012), the authors identified competition as a major 
challenge for local utility companies. In the last few years, multiple 
German cities started to either remunicipalize formerly privatized utili-
ties or establish new ones. Consequently, local and national competition 
increases while customers are able to choose the utility providing the 
most suiting retail products. The diversification of energy demand is 
another challenge for utilities. Customers may demand more options for 
the individualization of their consumption, controllable, and autarky- 
fostering solutions, representing an emancipated relationship to the 
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 company. Utilities ought to develop products that enable risk-seeking 
customers to optimize their individual costs while providing risk minimi-
zation for risk-adverse customers.

Along with the transitioning environment, the business needs of utili-
ties change as well. Due to the decrease in volume and profitability of the 
conventional business areas, companies ought to discover or create new 
value streams to foster growth. This includes the reconceptualization of 
customer relation strategies. Utilities can generally be classified as risk- 
averse. Innovation on information and communications technology gets 
easily disregarded. Most do not operate an internal research and develop-
ment (R&D) department, spending less than 1% of net sales on R&D 
(European Commission 2013; Daim et al. 2013). This innovational iner-
tia creates opportunity for market-external agents, aiming to secure their 
share of novel business areas. According to Edelmann (2014), the follow-
ing business areas qualify for market penetration by external agents 
(Table 2.1).

Accordingly, in the studies by Edelmann (2014) and Schlemmermeier 
and Drechsler (2015), the authors identify critical issues to be in the 
focus for changing energy business models. The “winners of the coming 
smart market” will have to satisfy a number of conditions. They need a 
clear vision for a strategic positioning in the market, as well as for a prod-
uct portfolio and a targeted market share. They need to build up internal 

Table 2.1 Exogenous sources of competition in transitioning energy markets 
(based on Edelmann 2014)

Area Task Competitors from…

Smart home 
services

Home Automation, Energy 
management

Entertainment industry, 
Automotive

Customer 
relations

Billing, visualization Telco, Retail, Technology

Metering SMGW-Administration, Remote 
meter reading

Technology

Data 
management

Data mining, Analytics, Load 
profile segmentation

Business analytics

Grid and 
distribution

Grid monitoring, Microgrid 
operations

Industry

Energy 
generation

DER, Renewables, Storage Technology, Automotive
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proficiency as well as business cooperations with intermediaries and ser-
vice providers. Furthermore, innovation capabilities and technological 
excellence will play a crucial role, in combination with a strong corporate 
identity and customer focus. These developments and contemporary 
challenges of the energy sector display a necessity for technological inno-
vation to transform utilities’ business processes.

The generation of electricity is increasingly determined by decentral-
ization, digitization, and decarbonization. As a result, it is becoming 
more and more fragmented, the number of prosumers, that is consumers 
who are also producers, is steadily increasing and DERs, such as PV roof-
top installations, batteries, and electric vehicles, will continue their 
growth in the coming years. In addition to loads of all kinds in house-
holds and businesses, they are increasingly being controlled via the 
Internet. The shift in the value chain to a bidirectional relationship 
between energy production and consumers is gradually progressing. At 
the same time, the economic pressure is steadily increasing to make dis-
tributed resources usable for both the grid and the market. In the next 
chapter, we will outline how blockchain technology promises to reshape 
the interaction between different market actors.

 The Promises of Blockchain in the Energy 
Sector

The blockchain technology promises to be able to organize and track 
very small energy flows and control signals at the lowest transaction costs. 
It fits seamlessly into strategies that put the customer at the center. 
Overall, processes and business models are increasingly determined by 
the changing needs of customers. As a result, direct investments in gen-
erating plants, the purchase of small quantities, as well as their process-
ing, billing and flexible delivery make the overall energy system much 
more complex overall. Blockchain technology promises to contribute to 
managing this emerging complexity through controlled data usage (data 
sovereignty) and direct interaction between actors (disintermediation). 
Possible applications of blockchain technology in the energy sector are 
discussed  intensively. In 2016, a study by the German energy agency 
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(dena) analyzed some applications about their potential. Significant 
potential was identified, above all, in direct transactions between cus-
tomers, including financial settlement, as well as in the areas of clearing 
and settlement and certifications of origin. A study by the BDEW, pub-
lished in 2017, further analyzes specific use-cases as well as the main 
determining success factors. The reduced need for intermediation (disin-
termediation) can simplify many processes, such as the change of provid-
ers or even the organization of ancillary services, and possibly organize 
them more cheaply. Equally feasible is the automated transfer of duties, 
levies, charges, or compensation through a blockchain. Complex docu-
mentation processes can be eliminated or reduced for all actors involved. 
It should be noted here that the boundary between the optimization of 
existing processes and the redesign of processes is fluid.

In addition to distributed generation, the number of loads of all kinds 
rapidly increases  that are controlled via the Internet (production 
machines, lighting, ventilation, vehicles, heaters, etc.). Irrespective of the 
question of suitable market design, the integration of these IoT resources 
into the electricity system as active market participants is urgently 
required from an economic perspective: unused capacities and (long 
term) storages represent opportunity costs. The direct interaction of 
devices promises to improve the utilization of networks and the alloca-
tion of flexibilities significantly. In such a real-time energy industry, mil-
lions of devices are fine-tuning their behavior based on market and 
network signals. For a realization, however, it is necessary to carry out 
each of these microtransactions safely and efficiently and to make them 
comprehensible. Blockchain technology promises here to be a major con-
tributing factor. New degrees of freedom may also arise for the design of 
the balancing group management, if a real-time management is possible. 
If small-scale infeed and outfeed of electricity becomes cost-effective, 
then product differentiation by type, location, and time becomes possible 
(e.g. the detection of local green wind power). Due to increasing self- 
sufficiency, neighborhood electricity and the usage of electric cars, the 
typical 4000 kWh household will no longer be the standard in the future. 
A resulting increase in the number of prosumers and the ongoing electri-
fication of the heating and transport sector are expected to generate 
 considerable pressure for local supply and demand to be networked. This 

 Blockchain in the Energy Sector 



30

also applies to the aforementioned expansion of Internet-enabled con-
sumption and generation facilities. The discussions about neighborhood 
and tenant electricity models are an indicator for the evolution of decen-
tralized market scenarios. Ultimately, the speed of these developments 
will significantly affect the opportunities for blockchain technology.

 Categorization of Blockchain Types

 Public (Permissionless) Blockchains

The most popular blockchains, such as Ethereum or Bitcoin, are permis-
sionless and public. In principle, they are accessible for everyone, given 
the appropriate infrastructure (Table 2.2). Participants are usually anony-
mous to other participants and represented only by a random ID as per-
sonal address. In first instance, there is no central provider to supervise 
the ongoing traffic. Public blockchains typically rely on the so-called 
Proof-of-Work (PoW) consensus mechanism for validating new data 
blocks. For this, miners compete against each other to solve a computa-

Table 2.2 Criteria for public, private, and consortium blockchains (based on 
BDEW 2017)

Public Private Consortium

Access Permissionless Permissioned Shared 
permissioned

Personal 
Information

Pseudonymity Known Known

Device 
Authentication

Not required Required Conditional

Consenus 
Mechanism

PoW, PoS PoA, PBFT PoW, PoS, PoA

Security Decentralized 
control

Single point of 
failure

Various

Transaction Speed Low (PoW) High Higher than 
public

Energy 
Consumption

High (PoW) Low Rather low

System Costs High Presumably low Medium to low
Individual Costs Low Rather high Various
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tional puzzle, where the winner gets to update the database and typically 
receives a reward in the specific digital currency (Swan 2015). Then the 
process starts again from the beginning for each new block. The correct-
ness of the solved puzzle and the integrity of the whole blockchain is veri-
fied by all participating servers. This advanced consensus mechanism 
makes trust between individual actors obsolete, as the majority of all par-
ticipants supervises the entire history of transactions. The reliability of a 
public blockchain heavily depends on a sufficiently high number of par-
ticipants as miners, who provide the needed computational power and 
storage capacities. In various initiatives, tremendous effort goes into 
working on alternatives to the PoW with less resource consumption, such 
as the Proof-of-Stake (PoS) (Buterin 2014). If these efforts are successful, 
public blockchains have two major advantages over private or consortial 
blockchains: Firstly, it allows the participation of random devices 
(machines, mobile phones, tablets, etc.) that are unknown to each other 
and not needed to be trustworthy. Secondly, there is no necessity that a 
consortium or private provider has to admit new blockchain-based appli-
cations. In a future IoT scenario, with random devices communicating 
on a near real-time basis, these two characteristics may prove fundamen-
tally important.

 Private (Permissioned) Blockchains

For permissioned and private blockchains, access is only granted to known 
participants, who might have rights to read and/or write data. The pro-
vider has full control over the blockchain and he knows all participants a 
priori. Thus, in most cases, private blockchains do lack the properties of 
anonymity and irreversibility. The provider generally has the possibility to 
set back certain processes in the blockchain, even though specific designs 
may vary. The abandonment of the PoW consensus mechanism and the 
irreversibility of the blockchain could greatly increase the processing 
speed and scalability. The validation of single blocks is thereby possible at 
much lower consumption of resources, as not all participants are simulta-
neously working on the solution of the algorithmic puzzle. An alternative 
to the PoW consensus mechanism for private blockchains is the Proof-of-
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Authority (PoA), where only a single node generates new data blocks. 
With private blockchains, it is possible to develop and deploy new appli-
cations rapidly. The most promising fields of application may be internal 
business processes, targeted toward a high throughput of data. It is pos-
sible to cut off and archive the blockchain at frequent intervals, for exam-
ple yearly, which can reduce the size of the storage volume significantly. 
Private blockchains do not necessarily need an underlying digital cur-
rency, as no financial incentives need to be set for miners.

 Consortium Blockchains

Consortium blockchains (or special-purpose blockchains) as semiprivate 
blockchains (shared permissioned blockchains) are oftentimes regarded 
as a compromise between public and private blockchains. Here only veri-
fied participants are allowed to validate blocks. Optimized consensus 
algorithms permit significantly faster transactions than public block-
chains. They do not necessarily need an underlying digital currency, 
although tokens can be useful for setting incentives. Generally, consor-
tium blockchains offer the possibility to be tailored toward the specific 
requirements of the energy market, for example by giving up the property 
of anonymity or by an increase of the transaction volume depending on 
the application. Currently, the Web Energy Foundation plans to establish 
and operate a consortium blockchain, specifically designed for the energy 
sector (Rocky Mountain Institute 2017). In this respect, the question of 
interoperability between different types of blockchains (public, private, 
and consortium) and industries is regarded as one of the key success fac-
tors of the blockchain technology (Underwood 2016).

 What Are the Most Promising Areas 
for Blockchain Applications in the Energy 
Sector?

At present, a large number of energy providers and startups are working 
on the testing of blockchain solutions such as Ethereum, Hyperledger, 
BigChain, or Tendermint. In the foreground is usually the optimization 
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of energy management processes such as billing, management of data, or 
processes for the change of electricity suppliers. The classic value chain of 
the energy industry is becoming increasingly interconnected and new 
applications can no longer be assigned exclusively to one area. In the fol-
lowing, some selected application fields are shown and the impact on the 
classical value chain is outlined.

 Charging Infrastructure for E-mobility

The use of electromobility requires an area-wide charging station infra-
structure. A very decentralized distribution and a large number of differ-
ent operators make today’s billing procedures very complicated. For 
example, the process of recognizing the user upon authorization at a 
charging station may currently be delayed due to a multitude of requests 
at different instances. Through the use of a blockchain method for detect-
ing the vehicles and for communication as well as billing of the amount 
of electricity purchased, the processing speed can be significantly 
increased. The consumer at a public reference point could be immedi-
ately recognized and settled. This leads to a comfort gain for the cus-
tomer, cost reduction for the provider, as well as detailed billing of the 
actual electricity purchased. In addition, the customer remains in control 
of his mobility data at all times. A current project for this is, for example, 
Share & Charge of Innogy and slock.it, in which the billing of the elec-
tricity purchased for electric cars is tracked and billed based on block-
chains. Participants will also be able to make their private charging 
stations available to other electric motorists. Payment and billing is done 
automatically via blockchain-based smart contracts.

 Certification of Energy Products

Customers comparing electricity tariffs containing exclusively renewable 
energy sources are oftentimes lacking the required information about the 
origin of their accounted electricity. Even though over 700 different 
retailers in Germany offer green electricity tariffs, the standards between 
individual contracts vary significantly. In many cases, only a certain per-
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centage of the electricity comes from renewable sources. In order to pro-
vide green electricity, individual renewable power plants are typically 
certified by a number of institutions in a costly process. The energy gen-
erated in these plants can then be traded as renewable energy certificates 
(Brey 2013). The implementation of a blockchain-based system could 
significantly increase the transparency by making transactions between 
producing unit and consumer publicly available and thereby raise trust-
worthiness of green products for end consumers.

The tamper-proof decentralized storage of data in a blockchain enables 
a transparent documentation of transactions that can be reviewed by all 
users and is therefore comprehensible. Certificates for renewable and 
regional electricity production, for example, can be documented on 
blockchain from the beginning of the production stage. As a result, prod-
ucts such as green and regional electricity can be developed, which are 
undoubtedly traceable to a source and invulnerable to manipulation. In 
addition, certificates for tradable emission or CO2 products are 
conceivable.

Generating plants, such as PV rooftops or CHPs, can write their own 
generation services directly into a blockchain via a terminal connected to 
the Internet. The documentation of the feed-in or any consumption is, 
therefore, guaranteed. However, it has to be ensured that the system on 
site (generation plant, measuring equipment) is correctly authenticated 
and that therefore no incorrect values are invariably written to a block-
chain. For example, it must still be ensured that it is an actual PV system 
that feeds-in locally and that the generated electricity is billed via a cali-
brated meter.

One solution already available on the market is the so-called 
GrünStromJetons of startup StromDAO.  These assess the current 
 electricity consumption of a household with the green electricity share 
present in the respective postal code area at the time of consumption in 
the regional electricity mix, the so-called green electricity index (based on 
regional generation structure, network topography, weather forecast, and 
load profile). The participating households receive units of the tradable 
cryptocurrency GrünStromJetons, depending on their green electricity 
purchase, with more GrünStromJetons for more related green power. 
Thus, the tokens provide information on the sustainability of individual 
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electricity purchases or indirectly on the network efficiency of consump-
tion behavior. Furthermore, in addition to the criteria of time and place 
of power consumption or power generation, it can also be differentiated 
according to the contribution to grid stability as a criterion of the value 
for the grid. This, in turn, can serve as a basis for corresponding electricity 
tariffs for private customers. For the heating and gas market, the exam-
ples given are basically transferable.

 Neighborhood Models and Microgrids

The ability to conduct secure transactions between agents without an 
intermediary, to account for them accurately, and to establish automated 
contractual relationships through smart contracts, enables not only new 
energy products but also new options for tenant electricity and neighbor-
hood models. The Brooklyn Microgrid in New York City has experienced 
great media attention in 2016. The blockchain startup LO3 Energy is 
realizing a peer-to-peer exchange platform (i.e. exchange directly between 
private subscribers without intervening intermediaries) for electricity 
(e.g. Mengelkamp et al. 2018). Apart from the regulatory environment, 
this project fulfills all relevant components of an efficient microgrid 
energy market, for example microgrid, grid connection, information sys-
tem, market mechanism, price mechanism, and energy management sys-
tem. The focus of interest is the market for peer-to-peer solutions, 
especially for companies: It is expected that especially microgrids and 
distribution grids are increasingly turning into so-called “transactive 
grids”, in which network-specific requirements and restrictions will be 
taken into account. By linking with blockchain technology, this creates 
the prerequisites for transparent and efficient energy trading between a 
large number of participating systems and the most diverse players, espe-
cially in systems with many decentralized units. As a result, the efficiency 
of the overall system might be increased and customers might profit from 
cost advantages and opportunities for new business models.

The common basis of the various tenant electricity and neighborhood 
models is that the generated energy quantities are recorded and written 
into the blockchain via intelligent measuring systems. There, the transac-
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tions are automatically executed and documented between the partici-
pants. Decentralized and self-managing, smart contracts ensure that 
electricity is demanded, for example, when a price threshold is undercut 
or green electricity or local electricity is available. Billing is also auto-
mated. One way to establish an appropriate business model is, for exam-
ple, the operation of a local donor network, which supports providers to 
generate regionally renewable energy. For this reason, Conjoule’s pilot 
project brings together private photovoltaic systems with local buyers 
based on the blockchain. In addition, there is the opportunity to auto-
mate energy management for households via smart contracts. Flexible 
consumers are shifting their demand over time or storing cheap, local, or 
green electricity. Under certain circumstances, active participation in 
other markets, such as the market for regulatory power, may be possible.

 Local Smart Markets and Energy Trading

Fluctuating renewable energy generation forces utilities to cover their 
energy demand in smaller time horizons as the actual amount of pro-
duced energy in the future is subject to uncertainty. The rising number of 
decentralized prosumers demand an active participation in the energy 
market. A central energy trading platform, such as the European Energy 
Exchange, is not entirely suitable to address local energy imbalances in a 
decentralized energy sector. Local platforms, on the other hand, induce 
three major problems. First, operating a platform is costly, as each trans-
action has to cover its individual costs. Second, a platforms provision 
would be organized by a single business, performing as an intermediary 
and charging service fees. Third, the IT infrastructure of a platform 
 usually remains on a single server system, limiting its resilience against 
attacks. The blockchain technology can potentially solve all three prob-
lems. First, blockchains are decentralized and implemented in all partici-
pating smart meter devices. A trustful intermediary is not required since 
the technology allows trustless interactions. Second, a blockchain net-
work is based on an almost autonomous code; therefore, transactions can 
be processed by smart contracts. Thus, the absence of third parties may 
potentially decrease transaction costs. Third, based on the decentralized 
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and cryptographic characteristics, blockchains can provide a high resil-
ience against attacks.

Overall, blockchains offer great potential in electricity trading and are 
a key enabler of balancing and managing the grid from the bottom up 
instead of today’s top-down approach (Morris 2017). Blockchain tech-
nology promises direct and anonymous trading in a variety of power mar-
ket products without the need to resort to a marketplace or intermediary. 
The main reason for this is the fact that the blockchain allows trusted 
transactions between unknown actors. An implementation of this idea 
was presented, for example, with the blockchain application Enerchain in 
November 2016 and is being carried out by 22 companies in a pilot proj-
ect. An expansion to balancing group management is also conceivable in 
the future. Thus, the transmission of relevant information can be made 
more efficient as well as the load and generation forecast by integrating a 
variety of micro devices. The actual consumption and production values 
can be automatically recorded, compared with the forecast and calcu-
lated. While technically the balancing group size can be reduced down to 
final consumers or terminals, among other things the balancing group 
responsibility raises a number of unanswered questions (e.g. organization 
of residual electricity supply).

 Asset Management

The installed measuring technology and the transfer of data into the 
blockchain can also be used for asset management. The monitoring and 
documentation of plant conditions enables efficient management of these 
plants. This provides operators, regulators, investors, and insurers with 
accurate and reliable information on the nature and condition of the asset 
and its ownership status. From this predictive maintenance cases can be 
constructed, that is, measures for the anticipatory maintenance of plants. 
Other applications include proving the operational capability of, for 
example, wind turbines in the event of network bottleneck-induced feed-
 in reduction, the tamper-proof and distributed storage of ownership and 
its transaction, as well as efficient auditing. Cost reductions can be 
achieved here through disintermediation, that is, the elimination of an 
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intermediary, and process acceleration as well as increased resilience of 
plant monitoring and control that is related to decentralization.

The overlaps between the applications shown here underpin the previ-
ous statement regarding the breakup of the traditional value chain by 
new technologies. Just as the individual economic sectors of mobility, 
energy and communication are becoming increasingly interconnected, 
the use of innovative technologies, such as blockchain, blurs the bound-
aries between the parts of traditional energy supply companies. This cre-
ates the need to redesign and rethink conventional corporate structures.

 Key Determinants for Blockchain in the Energy 
Sector

 Technical Limitations and Determinants

The applicability of the blockchain technology for processes in the energy 
value chain depends on technical criteria, such as transaction speed, 
energy consumption, IT security, and reliability, but also on economic 
factors and the general acceptance of the technology.

 Technical Challenges

Comparable to other fields, the success of blockchains in the energy sec-
tor depends largely on the overall development of this technology. For 
instance, the resilience against internal or external threats has yet to be 
investigated. That incorporating smart contracts on the blockchain causes 
inherent vulnerabilities toward outside attacks shows the prominent case 
of the Ethereum-based application of the Decentralized Autonomous 
Organization. After attackers were able to temporarily drain a large 
amount of Ether by exploiting a certain loophole in the code of the 
blockchain, the organization was eventually able to retrieve the stolen 
Ether by rolling back the transactions (Del Castillo 2016). However, con-
cerns remained that this so-called “hard fork” might undermine the per-
ception that the blockchain is immutable, and that contract agreements, 
once settled, would be final. Even though this particular case can be 

 J. Strüker et al.



39

traced back to flawed design, it also raises questions about how decentral-
ized the blockchain really is if major threats should occur.

The cost-effectiveness of blockchains compared to other technologies 
and the current intermediary-based system will be a major determinant. A 
network based on P2P-transactions is only feasible if it is able to lower 
transaction costs significantly. The current versions of blockchains, how-
ever, do not come at zero cost, since the so-called PoW concept for the 
generation of blocks requires extensive amounts of computing capacity 
(Tapscott and Tapscott 2016). Upcoming blockchains might incorporate 
a different validation concept, the PoS, which promises further improve-
ments in efficiency (Watanabe et al. 2016). A functioning PoS mechanism 
could significantly reduce the needed computational capacity, as it is not 
needed that all connected processors compete against each other on a solu-
tion to an algorithmic puzzle, as it is in the PoW. However, this might in 
return exhibit certain risks regarding the consensus mechanism and allow 
single participants unwanted exploitation possibilities. More alternatives 
are being tested out, for example the Delegated PoS by Steemit, EOS, and 
BitShares or the Byzantine Fault Tolerance by Ripple (Glazer 2018). One 
of the biggest technical challenges is the scalability of transactions inside 
the blockchain network. Current blockchains are not yet suitable for high-
frequency transactions, especially when taking transaction fees, for exam-
ple, as the 0.0001 Bitcoin per transaction for the Bitcoin network. In 
addition to that, the shared ledger will grow much faster. Due to the fact 
that each participant needs the full ledger to be part of the network, the 
integration of new participants will be more difficult. The privacy proper-
ties of blockchains might constitute a problem as well. The technology 
provides pseudonymity with a unique address, but it is possible to identify 
entities behind the blockchain address by analyzing the data on the block-
chain (Shrier et al. 2016). Another critical issue is the standardization. The 
blockchain is a young technology and each initiative is developed on its 
own individual solution. Standardized blockchain protocols allow the 
development of software that is more geared to market solutions.

The consumption of permissionless blockchains stems from the com-
putational effort to execute the PoW consensus mechanism. There are no 
precise calculations for blockchain’s energy consumption because the 
load of the participating devices is not available. However, approxima-
tions suggest the total power consumption for instance for the Bitcoin 
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blockchain to be comparable to a developing economy (Digiconomist 
2017). The PoS mechanism exhibits lower power consumption since less 
participants are required to verify transactions. Permissioned and consor-
tium blockchains perform verifications on only a few nodes or cloud 
solutions and do not consume more energy than conventional database 
systems. The ecological factors of energy consumption reveal an underly-
ing conflict between decentralized technologies and the aim for green 
energy. While western enterprises are using permissionless blockchains to 
reduce transactions costs, datacenters in developing countries fueled by 
coal may become new pollution havens by verifying their transactions.

 Transaction Speed

Already today, the procurable capacity of public blockchains in transac-
tions per second (TpS) is sufficient for applications such as the certifica-
tion of green electricity and local community/neighborhood power 
supply. For a wide-spread use of the blockchain technology, however, the 
limited transaction speed of public blockchains is one of the key limiting 
factors, e.g., Ethereum currently allows only 10–20 TpS. For compari-
son, the Visa Network has a maximum capacity of 56,000 TpS and makes 
2000 TpS on average, and PayPal runs an average of 155 TpS (Mougayar 
2016). A future energy market, with a great number of devices commu-
nicating in real-time, sets high requirements for the number of 
 transactions. Current blockchains are not yet suitable for high-frequency 
transactions (Fig. 2.2).

The reason for this low speed is the employment of the PoW consensus 
mechanism that is used to validate the transactions. In the medium term 
(Serenity Release, expected in 2018), the public blockchain Ethereum 
intends to switch to the less computation-intensive and thus faster PoS 
consensus mechanism. The promise associated with this change is an up 
to ten-fold acceleration of the transaction speed. Furthermore, the idea is 
to further increase the speed by splitting up and parallel processing the 
transactions in the so-called sharding consensus mechanism. In addition, 
the shared ledger will grow fast. Since each participant in a public block-
chain network needs the full ledger to be part of the network, the integra-
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Fig. 2.2 Transaction speed of payment systems (Based on Mougayar 2016; BDEW 
2017)

tion of new ones will be difficult. Today, the Bitcoin blockchain, for 
example, has a size of about 80 gigabytes (Blockchain Info 2016). The 
future energy market, with a vast amount of production and consump-
tion units communicating on a near real-time basis, sets quite high 
requirements regarding the number of transactions.

Private blockchains generally do not exhibit technology-related restric-
tions regarding their transaction speed. As all nodes within a private net-
work are known and regarded trustworthy, they can handle the validation 
of transactions in an uncomplicated way. This can be done through the 
so-called PoA mechanism, which might be better suited for high transac-
tion speeds.

 Operation and Transaction Costs

The cost-effectiveness of blockchains compared to other technologies and 
the current intermediary-based system will be a major determinant. A net-
work based on P2P-transactions is only feasible if it is able to lower transac-
tion costs significantly. While the cost of operating private blockchains is 
generally relatively low and comparable to cloud solutions, in actual practice, 
the costs mainly depend on the chosen design and thus cannot be estimated 
without better understanding the specific application requirements first.
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On the other side, the costs are perceived as a key obstacle to the spread 
of the public blockchain technology. Operating the Ethereum network 
currently costs about 93,440,000$ per year and the Bitcoin network 
approximately 657,000,000$ per year (Slock.it 2017). The operational 
costs of an application on the public blockchain mostly consist of the 
total of transaction fees required to operate it. A simple Ethereum trans-
action costs about 21,000 gas, which translates to about 0.12 cents at an 
exchange rate of exchange rate of 300 $/ETH (Wood 2014; Etherscan.io 
2017). Compared to existing payment service providers (e.g. a transac-
tion with PayPal costs € 0.35 plus 1.9% of the transaction volume), 
blockchain transactions are already inexpensive. Average-sized transac-
tions are, therefore, already economically feasible through public block-
chains. However, these are still too high in the context of microtransactions. 
For instance, a typical new refrigerator consumes energy of about 12 
eurocents per day on average (150kWh/a × 29 cent/kWh). Flexible pur-
chases of small amounts of electricity from different sources with several 
transactions per day can thus not be realized economically.

Upcoming blockchains might incorporate a different validation con-
cept, the PoS, which promises improved efficiency. A functioning PoS 
mechanism could significantly reduce the necessary computational capac-
ity, since not all connected processors compete against each other on an 
algorithmic puzzle, as in the PoW. This, however, might pose  certain risks 
regarding the consensus mechanism, possibly allowing participants 
unwanted exploitations. One of the biggest technical challenges is the scal-
ability of transactions inside the blockchain network. If companies manage 
to reach a critical mass fast enough then private blockchains could prevail. 
A possible reason for this development is that private blockchains lure more 
capital, as they promise to develop a proprietary application. In general, the 
development of two approaches is also conceivable: a peculiar altruistic 
public blockchain part and a consortium or private blockchain part for 
business applications. Due to the competition between the various systems, 
the costs will possibly continue to fall. Furthermore, as high license and 
software costs are no longer required, consumers are faced to lower costs 
due to the fact that these services are handled via the blockchain, for exam-
ple for the neighborly trade of electricity and the exchange of flexibility.
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 Costs

While the cost of running private blockchains is relatively low and com-
parable to cloud solutions, the costs for public blockchains are perceived 
as a major obstacle to the spread of the technology. A simple Ethereum 
transaction without smart contracts option costs about 21,000 gas 
(about 1.5–3 cents). By combining transactions, this value can be 
roughly halved. Compared to existing payment service providers (for 
example, a transaction at PayPal costs around € 0.35 plus 1.9% of the 
transaction volume), blockchain transactions are already cheap. As a 
result, transactions can now be economically represented using public 
blockchains. In the context of microtransactions, however, these are still 
too high. On average, a new refrigerator consumes electricity worth 
about 12 cents per day (150 kWh/a × 29 cents/kWh). Small-scale, flex-
ible purchases of electricity from different sources (for example, from a 
neighbor with a PV system or a battery) and with multiple transactions 
per day cannot currently be economically implemented (using public 
blockchains).

 Security

According to current knowledge, the PoW procedure is safe. So far, there 
was no hack of the actual blockchain, but only the applications on it. 
However, the security tests are still pending for the “proof-of-stake” 
mechanism. Private and consortial blockchains are classified as security- 
friendly between public blockchains and the use of non-blockchain-based 
methods. However, a common security vulnerability seems to be that 
very few developers develop these algorithms, and very few, in turn, 
review these algorithms, even though everything is open source. However, 
in order to guarantee resilience and thus a lasting security of supply in the 
energy industry, the entire system, that is the blockchain application as 
well as other parts of the system, such as smart meters and gateways, must 
withstand the safety tests.
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 What Is the Legal Framework for Blockchain?

 General Contract and Data Protection Laws

The use of blockchain applications raises a variety of legal issues. These 
are increasingly being discussed and analyzed in the literature. The legal 
questions can be clustered into various topics, which can roughly be 
assigned to general contract law, data protection and IT security law, as 
well as energy law. A practically relevant case for blockchain applications 
are the so-called smart contracts. However, the term encompasses more 
than just contracts in the narrower sense of civil law. It goes beyond this 
by including the use of software that controls and/or documents or even 
triggers a legally relevant activity, for example, in the context of existing 
contractual relationships (Schrey and Thalhofer 2017). Thus, smart con-
tracts can themselves be contracts or just a functional annex to a contract 
(Jacobs and Lange-Haustein 2017). Smart contracts are code-based and 
are handled by software applications. On the basis of specified condi-
tions, the software automatically checks whether the predefined condi-
tions exist and carries out the legally relevant activity (matchmaking).

There will be areas where smart contracts are unlikely to ever replace a 
comprehensive contract. At least more complex contracts are character-
ized by a certain degree of openness, which can be interpreted case- 
specifically by experienced lawyers. There are fundamentally different 
contractual principles that set limits for business via smart contracts. 
These limits ultimately define what properties should have trades that can 
reasonably be handled through smart contracts. As far as the conclusion 
of the contract itself by blockchain is concerned, it should be noted that 
the general civil law knows no immutable transaction history. These 
include, for example, the invalidity of contracts, the countervailability of 
contracts, the repayment after retirement, or the pending invalidity of 
contracts with minors until they are approved by the legal representative. 
Here, if necessary, a “reverse transaction” takes place (Schrey and Thalhofer 
2017). For the related valuation issues in the analog world, the use of 
lawyers is required and in case of dispute even often the courts. As a 
result, transactions through smart contracts should be designed to be as 
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little as possible vulnerable to such disruptions (Jacobs and Lange- 
Haustein 2017). The smart contract should have the ability to handle bad 
services at the program level (Kaulartz and Heckmann 2016).

Another relevant topic that sets limits for blockchain applications is 
data protection law. It accesses where personal data is processed and 
stored in the blockchain. These include, for example, the right of deletion 
stipulated from May 2018 by the EU General Data Protection Regulation 
as well as the “right to be forgotten” and the right to data portability (so- 
called “victim rights”). In a blockchain, neither data of single individuals 
can be removed nor finally transferred. Under certain circumstances, a 
regular complete separation of historical records is possible. Further con-
sideration is needed here as to how the data protection requirements with 
regard to personal data in the blockchain can be implemented.

Last but not least, IT security regulations must be obliged. When 
exchanging personal data, network status data and master data originat-
ing from intelligent measuring systems, the high technical and crypto-
graphic requirements of the Smart Meter Guidelines of the German 
Federal Office for Information Security (BSI) apply. In the case of busi-
ness processes and in market communications, the corresponding require-
ments are formulated by the Federal Network Agency. Finally, operators 
of critical infrastructures are obliged to implement IT security standards, 
which are controlled by the Federal Office for Information Security in 
terms of their relevance with regard to security of supply.

 Energy Regulation

The blockchain technology enables, among other things, the direct settle-
ment of small amounts of electricity (and heat) between households and 
companies at low transaction costs. In this area, however, there are vari-
ous legal requirements to consider. In this aspect, we focus on the German 
energy regulation here, but similar requirements can be found in most 
markets.

The requirements of the German Energy Industry Act (EnWG), the 
Electricity Network Access Ordinance (StromNZV), and the associated 
specifications of the Federal Network Agency are decisive for market 
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access and the exchange of energy via a public network. The StromNZV 
regulates the conditions for feed-ins of electrical energy into supply points 
of the electricity networks and the associated simultaneous output of 
electrical energy at spatially remote consumption points of the electricity 
supply networks. For the use of the networks and the exchange of energy, 
it is necessary to conclude a network usage contract and a balancing 
group contract and to comply with the rights and obligations specified 
therein. The balancing group contract must be concluded between the 
transmission system operators and the balancing group managers and 
regulates the rights, obligations, the necessary information, and data 
exchange liabilities. These obligations apply to the exchange of energy 
between market actors, irrespective of which instrument (bilateral busi-
ness, brokerage, stock exchange transaction, or blockchain technology) 
has been agreed.

Access to the balancing energy market is regulated by the StromNZV 
regulations, so that the use of blockchain technology is a new control and 
billing tool. It requires the prequalification of the plants for the control 
energy market and the participation in the tenders of the transmission 
system operators. In addition, the physical feed-in and billing is repre-
sented by the schedule management of the balancing group’s electricity, 
so that the conclusion of a balancing group contract is also necessary for 
the exclusive provision of control energy to the transmission system oper-
ator. In addition, the rules of StromNZV for the provision of balancing 
power by final consumers must be complied with, so that in future small- 
scale plants and consumers can participate in the balancing energy mar-
ket. To this end, the Federal Network Agency is aiming for a fix, the 
cornerstones of which were consulted in the spring of 2017. Thus, the 
provision of control energy can only be offered with strict control over a 
blockchain until further notice. Adherence to compliance for wholesale 
market operations also applies to quantities of energy traded through 
blockchain technology. For example, the obligation to report transaction 
data on wholesale energy transactions at European level is covered by the 
REMIT Regulation.

According to the EnWG, the obligation to report this activity to the 
regulatory authority is connected to an energy supply to household cus-
tomers (§ 5 EnWG 2005). In order for the BNetzA to be able to perform 
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its legally assigned supervisory tasks, it is necessary to have a deliverable 
address for administrative acts in the event of a regulatory application of 
blockchain. In the current report on digital transformation, the BNetzA 
is cautiously positioning itself on the subject of blockchain. The develop-
ments in terms of energy demand and computing power are to be awaited 
and tested against the background of security of supply to be 
guaranteed.

Energy supply contracts also have to meet specific legal requirements. 
Only by way of example, the obligation to include provisions on the 
duration of the contract, the price adjustment, termination dates, and 
notice periods, the customer’s right of withdrawal, liability, and compen-
sation arrangements for non-compliance with contractual services and 
information on the rights of household customers with regard to dispute 
resolution (§ 41 EnWG 2005). These requirements would at least have to 
be represented by a framework agreement on the basis of which individ-
ual electricity deliveries will be handled via smart contracts.

 Conclusion and Outlook

The distributed system architecture of the blockchain harmonizes excel-
lently with an increasingly decentralized energy industry. Greater IT 
security, efficiencies, potential cost reductions, and transparency are all 
powerful arguments in favor of blockchain technology that energy com-
panies should use for themselves. New blockchain-based business models 
and applications are emerging at a fast pace. The maturity of blockchain 
technology in terms of speed, energy consumption, IT security, reliabil-
ity, governance, interoperability, and cost-effectiveness is also rapidly 
evolving. However, it should be noted that currently almost all block-
chain applications and projects are still far from having a high market 
penetration.

In the everyday life of the energy industry, the blockchain technology 
will only be competitive if important regulatory framework conditions 
have been clarified. In addition to fundamental challenges in terms of 
data protection or liability law, specific energy management issues remain 
unresolved at the moment. Blockchain applications make it possible to 
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automate existing and new energy management processes and to present 
them in an immutable and transparent manner. Especially for the inte-
gration and orchestration of decentralized devices, systems and storages, 
the blockchain can serve as an instrument to enable real-time communi-
cation (e.g. storage recharge), documenting it with proof and providing 
it as a basis for further applications. A key success criterion will be the 
integration of blockchain applications into existing standard energy man-
agement processes and software. Once interoperability improves, pene-
tration is expected to increase rapidly.
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A Software Architecture Perspective
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We can perceive the advent of smart living spaces attributed to the fast 
emerging of Internet of Things (IoT) technologies. By combining with 
the blockchain technology, many innovative business models can be 
brought into reality. This chapter examines the state of the art and design 
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issues of IoT and the blockchain integration from software architecture 
perspective. In particular, four typical architectural styles for such systems 
are presented and discussed. The presented architectural styles are useful 
for helping developers make appropriate design decisions.

 Introduction

Recent years have seen increased attention being given to the digital cryp-
tocurrency systems. The blockchain, which originally served as the decen-
tralized platform for verified transactions on the cryptocurrency systems, is 
probably the most important innovative technology being directly derived 
from the initial cryptocurrency system (Nakamoto 2008; Wood 2014). 
Conceptually, the blockchain is a kind of secured distributed data storage 
where the validity of data is verified by peers. The consensus of peers is 
achieved based on pre-determined algorithms (e.g. Proof-of-work [PoW] 
or Proof-of-stake). Therefore, the blockchain enables distributed applica-
tions (DApps) to reach consensus in a trustless network without a central-
ized authority. As reaching consensus among trustless peers is hard (Fisher 
et al. 1985), the blockchain technologies facilitate many innovative busi-
ness models that are not easy to realize previously such as ride- sharing 
(Yuan and Wang 2016), health care (Mettler 2016), medical data access 
(Azaria et al. 2016), and agri-food supply chain tracing (Tian 2016).

According to Rivera and van der Meulen (2014), the number of inter-
connected smart objects (i.e. the IoT) will exceed 25 billion in 2020 and 
go beyond 100 billion by 2050. As a result, current centralized models, 
either the brokered model (Banks and Gupta 2014) or the client-server 
model (Bormann et  al. 2012), are not sustainable to the future needs. 
Specifically, the rapid growth of the number of connected things brings 
about new issues on scalability, security, and privacy. Due to the decen-
tralized nature, the blockchain is considered to be a promising solution to 
these challenges (Brody and Pureswaran 2014). In addition to distributed 
transaction processing, an IoT system built based on the blockchain 
inherently supports peer-to-peer messaging and distributed file sharing 
among a large number of devices. Besides, the blockchain can also provide 
a secure billing layer so that it is straightforward to build a peer-to- peer 
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marketplace among things being interconnected by the blockchain net-
work (Christidis and Devetsikiotis 2016).

Meanwhile, it is also important to note that the blockchain itself is not 
the silver bullet for all problems of IoT systems. Justifications of using the 
blockchain must be made in advance to avoid the development efforts 
become a pointless blockchain project (Infante 2018). Even for a justified 
blockchain-driven IoT (B-IoT) system, it is also important to systemati-
cally investigate how the overall architectural design affects the quality attri-
butes of the system. The design issues of a B-IoT system are more complex 
than a traditional blockchain-driven Web application as a Web application 
operates only in the cyberspace, whereas a B-IoT system usually involves 
cyber–physical integration. Unfortunately, as the blockchain and IoT are 
emerging technologies, the design issues and architectural styles of both the 
blockchain and IoT systems are still not well-explored (Weyrich and Ebert 
2016; Porru et al. 2017), not to mention their combination.

This chapter focuses on the software architecture perspective of B-IoT 
systems. The next part of this chapter outlines the state of the art of B-IoT 
research achievements as well as practical applications. Then, we shall 
explore the challenges faced by the IoT industry and why these problems 
can be solved by the blockchain technologies. Here we also introduce a case 
for a B-IoT system, which serves as the context of discussions on the design 
issues. Next, four typical architectural styles for B-IoT are presented and 
discussed. Preliminary evaluation of different styles is provided to compare 
the pros and cons of each given style. Here we focus on established block-
chain technologies such as the Bitcoin, Ethereum, or Hyperledger Fabric 
(Cachin 2016). Architectural design issues of alternative distributed ledger 
technologies such as the IOTA Tangle (Kusmierz 2017) and blockDAG 
(Lewenberg et al. 2015) are out of the scope of this chapter.

 State of the Art

In the study by Conoscenti et al. (2016), the authors performed a com-
prehensive literature review on applications of the blockchain and divided 
the use cases into five categories: data storage management, trade of goods 
and data, identity management, rating system, and other. The authors 
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notice that among these categories, data storage management, trade of 
goods and data, and identity management are typical examples where the 
blockchain has the potential to strengthen the IoT systems. For a specific 
example of B-IoT data storage management, when combined with a peer-
to-peer distributed file system such as IPFS (Benet 2014), the blockchain 
can be the backbone for establishing a robust and scalable firmware update 
service for the managed IoT devices (Lee and Lee 2017). Also, Liang et al. 
(2017) propose to enhance the resilience of IoT data using the block-
chain. Examples for trade of goods and data include peer-to- peer smart 
lock services (Prisco 2016; Han et al. 2017), decentralized electronic mar-
ketplaces (Subramanian 2017), thing-to-thing micro payment (Lundqvist 
et al. 2017), and energy trading (Aitzhan and Svetinovic 2016). Finally, as 
pointed out by Kshetri (2017), blockchain-based identity management 
can be leveraged to strengthen the security of IoT systems. Examples 
include the use of the blockchain to identify the battery in an electric 
vehicle battery refueling system (Hua et al. 2018) and blockchain-based 
decentralized authorization service for IoT (Andersen et al. 2017).

Brody and Pureswaran’s (2014) influential article pioneered the 
research of B-IoT. They pointed out the limitations of the current cen-
tralized architecture of IoT systems and suggested that there should be a 
paradigm shift to a decentralized one based on the blockchain technol-
ogy. Christidis and Devetsikiotis (2016) further elaborate and evaluate 
this argument and identified several design issues to be addressed before 
B-IoT systems can be widely accepted and deployed. The most notable 
issues are the insufficient computing power and storage of IoT devices. 
There are two typical solutions to these issues. The first approach is to 
design a new IoT-friendly blockchain which employs a new data struc-
ture and new consensus algorithms to ensure the data consistency of the 
ledgers. For instance, IOTA (Kusmierz 2017) uses Tangle as the underly-
ing data structure. Another new blockchain model for IoT is the 
Tweetchain (Buccafurri et al. 2017). In Tweetchain, consensus is reached 
when there is a sufficient number of valid confirmation tweets from the 
peer nodes. However, as noted by Yeow et  al. (2017), the consensus 
mechanism and security of these new ledger models may have flaws as 
they are not rigorously verified. Also, it is very hard to employ these new 
chain models if the B-IoT system is not built from the ground up since 
due to the existence of legacy blockchain platforms.
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An alternative way to deal with the issue of insufficient computing 
power and storage of IoT devices is to introduce an adaptation node so 
that the IoT devices can be bridged (by the adaptation node) to the 
blockchain platform. In the architecture proposed by Samaniego and 
Deters (2016), there is a one-to-one mapping between a virtual resource, 
which plays the role of an adaptation node, and an IoT device so that the 
computational and storage loads can be shifted from the device to a more 
powerful server. Likely, Teslya and Ryabchikov (2017) proposed an inte-
gration architecture for integrating an Industrial IoT (IIoT) platform, 
Smart M3, with the blockchain. At the core of this architecture is an 
integration component, which acts like a one-to-one proxy by transform-
ing and transmitting messages between an IIoT node and a blockchain 
node. In the study by Dorri et al. (2017), a lightweight private immuta-
ble ledger architecture is proposed to bridge the gap between an IoT 
system and the classical blockchain. The adaptation nodes are realized 
based on the Edge/Fog computing paradigm. That is, the adaptation 
nodes are hosted by an intermediate computing node between the IoT 
devices and the cloud. For example, in a smart home, the adaptation 
nodes are deployed on a home gateway (Özyılmaz and Yurdakul 2017). 
Detailed studies on designing Edge-centric B-IoT systems can be found 
in the studies by Kshetri (2017) and Stanciu (2017).

Only a few attempts have so far been made to study the aforemen-
tioned issues from the software architecture perspective. Among these 
works, Xu et al. (2017) performed a comprehensive investigation on the 
architectural design of blockchain-based systems. The architectural design 
issues of B-IoT systems are more complex in the sense that, in addition 
to the original issues, B-IoT systems involve cyber–physical integration. 
A preliminary study on architectural design issues of B-IoT systems can 
be found in the study by Liao et al. (2017).

 Motivation

In this section, we discuss the motivation of B-IoT systems. Specifically, 
the challenges faced by traditional IoT systems and why these challenges 
can be solved by blockchain technologies. As noted by Brody and 
Pureswaran (2014), the use of IoT technology only succeeded so far in 
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high-value application areas such as jet engine monitoring, smart meter-
ing, and healthcare management. The high cost of maintenance (e.g. 
firmware/software updates) and network connectivity makes it hard to 
earn profits from the deployed IoT services. It is also hard to ensure secu-
rity and privacy in current IoT systems by a traditional security through 
obscurity approach. Given that perfect trust on the Internet is not possible 
nowadays, a security through transparency approach is more feasible since 
the vulnerabilities of a system are publicly aware and can be verified. 
Following these observations, Brody and Pureswaran (2014) argues that 
the things should be democratized in the sense that there is no centralized 
server in a democratized IoT system. Instead, the system composed of 
connected trustless peers, where all business logic is driven by the consen-
sus among these and all state changes (transactions) must be agreed/veri-
fied by some peers. In this way, the blockchain is apparently the key to 
democratize an IoT system, as it is decentralized, transparent (each peer 
can examine the transaction records), and the states can only be changed 
based on consensus. Furthermore, by combining the blockchain and IoT, 
it is possible to create a transparent and liquid marketplace for physical 
assets among trustless peers, where IoT makes the physical assets acces-
sible, and the blockchain usually comes with a native billing layer.

 Design Issue

Let us now turn to the design issues which originate from combining the 
blockchain and IoT. There are many design decisions to be made in the 
process of designing a B-IoT system. However, because of the lack of 
systematic analysis of the architectural design issues, many B-IoT systems 
are still designed impromptu. In this section, we shall reveal such design 
alternatives and how they impact the overall non-functional quality attri-
butes of a B-IoT system.

 The Location of Blockchain Endpoints

From a network’s point of view, the blockchain is essentially a peer-to- 
peer network. In this article, a peer node in the blockchain is called a 
blockchain endpoint. In a blockchain, each endpoint keeps its copy of 
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global block data. The consistency among the copies is ensured by the 
underlying consensus algorithm of the blockchain such as PoW, proof-of- 
stake, or Practical Byzantine Fault Tolerance. An endpoint is also respon-
sible for verifying transaction requests. A transaction request in the 
blockchain represents a claim of state change. In a PoW blockchain, end-
points can be configured so that they are responsible for generating new 
blocks through a competitive process called mining. As an incentive to 
mining, cryptocurrencies are awarded to the endpoint that successfully 
generates a new block. Obviously, a blockchain endpoint is burdened 
with computation (transaction processing and mining) and storage loads 
(block data). To perform transactions (e.g. receiving or sending digital 
currencies and changing contract states) on the blockchain, an IoT device 
can either be part of the blockchain (by serving as an endpoint) or dele-
gate its requests to a blockchain endpoint which serves as the adaptation 
node for IoT devices to the blockchain.

In practice, both approaches work, but each method brings about dif-
ferent impacts on the system’s quality attributes. As mentioned, to serve 
as an endpoint in the blockchain, the additional burden for an IoT device 
is twofold: (1) The computation load for transaction processing and min-
ing; (2) The storage requirement for storing the global block data. In 
short, the price to pay is the higher cost for IoT devices. In many IoT 
usage scenarios, it is infeasible to deploy such high-end IoT devices. In 
some blockchain implementations, the endpoints can be configured so 
that the computation or storage loads can be reduced. In Ethereum, for 
example, the mining function can be turned on or off dynamically and 
remotely without shutting down the node. Besides, an endpoint can be 
configured so that it is in the Fast Sync mode or the Light Sync mode. In 
the Fast Sync mode, the endpoint does not process transaction requests. 
Instead, it just gets a snapshot of global data after a certain number of 
blocks are generated. In the Light Sync mode, the endpoint gets only 
block headers and current states of the blockchain. The block data are 
retrieved on demand from nearby fully functional endpoints.

On the other hand, if the transactions are delegated to the adaptation 
node, then the computation and storage load can be shifted to the adap-
tation node, which is typically deployed on the edge or the cloud. 
However, if no redundant adaptation nodes are deployed, then the adap-
tation node itself can be the single point of failure. Also, in order to 
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delegate the transactions to an adaptation node, the IoT device must 
have the private key and accounts being transferred to the adaptation 
node. In other words, the delegating node must trust the delegated node 
and the network, which is potentially a security vulnerability. However, 
there is a technique to alleviate this issue. In Ethereum and Bitcoin, a 
transaction can be constructed and then signed by a private key in an 
off-chain node. Then, the signed transaction can be verified and pro-
cessed by a remote blockchain endpoint without the private key. This 
technique is known as the raw transaction processing. To sum up, the 
decisions of the whether to and how to deploy a blockchain endpoint on 
an IoT device have significant impacts on the non-functional qualities of 
the system and thus are an essential architectural consideration.

 The Distribution of Business Logic and Data

When considering the design issues of B-IoT systems, it is helpful to 
further divide them into two groups, namely, the front-end and the back- 
end. This section focuses on the back-end of a blockchain application, 
which includes the blockchain infrastructure and legacy enterprise sys-
tems that interact with the blockchain application to fulfill the business 
needs. The front-end of a blockchain application refers to the user inter-
faces (UIs) or physical IoT devices. The design issues of the front-end are 
taken up in the next section.

In the back-end of a blockchain application, the states and business 
logic for querying and modifying the states are reified as a smart contract. 
Technically, a smart contract is a serialized stateful business object stored 
in the blockchain. Such a stateful object consists of a set of states and 
scripts (methods). After a contract is deployed, a unique address, serving 
as the reference to the contract, will be generated. Then, every endpoint 
of the blockchain can access the smart contract through the reference. In 
practice, many smart contracts have to interact with external legacy sys-
tems. For instance, a smart contract may need to get data from a database 
or to modify external data as a result of reacting to the contract state 
change. Therefore, in addition to the blockchain infrastructure and the 
smart contracts, the back-end of a real-world blockchain applications also 
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include legacy enterprise systems such as Web servers, application servers, 
and databases. Therefore, the design consideration of the distribution of 
business logic and data for the back-end of a B-IoT system is typically 
similar to that of a general blockchain application. In the back-end of a 
B-IoT system, the business logic and data can be placed either in the 
smart contract or in the external enterprise systems. To benefit from the 
blockchain technology, the business logic and data must be deployed as 
smart contracts in the blockchain. Nevertheless, it is usually not a good 
practice to put all logic and data in the smart contract. If block data are 
replicated in each node, putting all data in the blockchain can quickly 
drain out the network bandwidth and the storage spaces. Also, due to the 
low transaction processing rate, not every business logic is suitable for 
being placed in a smart contract. These new alternatives raise new design 
consideration for developers, that is, which parts of logic and data are 
suitable for placing in the blockchain and which parts are not.

 The Mechanisms of Cyber–Physical Integration

The front-end of a blockchain application refers to UIs or physical IoT 
devices. Theoretically, a front-end of a blockchain application needs to 
“wrap” an endpoint as the block data and smart contracts are only acces-
sible through an endpoint. In the real world, this is not always necessary 
because most endpoint implementations of popular blockchain technolo-
gies expose remote accessible APIs (Application Programming Interfaces). 
For instance, both Bitcoin and Ethereum endpoints expose JSON-RPC 
and many other language-specific APIs. The most popular architecture of 
a blockchain application consists of a Web page hosted on a Web server, 
where the front-end logic is embedded in the HTML using JavaScript. 
The JavaScript manipulates the endpoints through the endpoint- exposed 
API to interact with the smart contract. However, the architecture men-
tioned above must be extended in a B-IoT system, since both Web-based 
UIs and IoT devices belong to the front-end.

The style of cyber–physical integration is an important issue for IoT 
systems and has a great impact on system quality attributes when design-
ing an IoT system based a blockchain. For example, before a user can use 
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a rented smart thing, what is the target of the payment? If each smart 
thing is associated with a smart contract, then the user can transfer pay-
ments to the thing, where the payment is processed by the blockchain 
endpoint embedded in the thing (on-chain). Otherwise, the processing 
of the transaction has to be delegated to a powerful off-chain node (e.g. 
servers in the edge or cloud). Another issue is how the service provider 
finds and controls things. For example, after the payment is confirmed, 
the renting service unlocks the rented device either by WebSocket (off- 
chain) or by issuing a contract event (on-chain).

In general, the off-chain approaches are considered to be less secure. To 
extend the functionality of the blockchain, the off-chain approaches 
attach additional links, which are not part of the blockchain network and 
therefore vulnerable, to the blockchain endpoints. As mentioned, to del-
egate the transaction processing to a server, the server must have the pri-
vate key, making the design deviating from one of the key motivation of 
using the blockchain: working in a trustless network. Finally, overuse of 
off-chain mechanisms is harmful to a decentralized architecture, since 
delegating the tasks to the servers is a move toward the centralized 
approach, making the use of the blockchain less meaningful. Consequently, 
the system designer must strike a balance between the use of off-chain 
mechanism and the cost of IoT devices (computing power and storage).

 Architectural Styles

By taking the design considerations mentioned in the previous section 
into account, we can come up with four typical architectural styles for 
B-IoT services. Based on the placement strategy of blockchain endpoints, 
the four architectural styles are called Fully Centralized, Pseudo 
Distributed Things, Distributed Things, and Fully Distributed.

Before going into the details of the styles, it is beneficial to take a look 
at an illustrative use case of a B-IoT system so that we can explain these 
styles in a precise and concrete manner. The scenario is a blockchain- 
based vehicle-renting service, which is similar to Slock.it (Prisco 2016). 
In such a scenario, users can search for a smart car and then rent and pay 
for it using their smartphones. After payment is confirmed, the smart 
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vehicle is automatically unlocked. The car will be automatically locked 
again after the lease time has expired. As a proof of concept and a target 
of the investigation, we have realized a prototype of such platform on 
Ethereum. Inside the smart vehicle is an Arduino, an open source repro-
grammable electronics platform, for controlling the motor and interact-
ing with the instrument panel. There is also a Raspberry Pi, a popular 
open source low-cost yet powerful (with ARM-based CPU) embedded 
computer, which hosts the software and (optionally) the light node.

Figure 3.1 illustrates the general usage scenario for the vehicle-renting 
service driven by B-IoT. The details of each step in Fig. 3.1 are explained 
below.

 1. The vehicle owner first configures the parameters of the vehicle to be 
rented. For example, the account and the renting price. These param-
eters are then encoded as a blockchain transaction that updates the 
contract state.

 2. A user wants to rent the car using a smartphone. First, the smartphone 
scans the QR code, which indicates the account address of the device 
owner. After that, the user decides to rent the vehicle. The user trans-

Fig. 3.1 A car renting platform scenario
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fers money (cryptocurrency) to that account using the DApp installed 
on the smartphone. This action leads to another transaction being 
submitted and processed on the blockchain.

 3. Based on the contract logic, the car finds that the transaction is valid. 
Thus, the vehicle is unlocked and can be used by the user.

 4. The renter can operate the vehicle during the renting period.
 5. To return the vehicle, the renter presses a button on the dashboard of 

the vehicle. According to the rules encoded in the smart contract, the 
money stored in the smart contract is cleared: the renting fee is with-
drawn from the deposited money; the remaining money is returned to 
the renter’s account. Also, the state of the smart contract is modified 
to reflect the fact that it is returned by the user and is available for rent.

Now we are ready to examine the details typical for B-IoT architectural 
styles. In the following, we examine each of the architectural styles based 
on the three design issues: the locations of blockchain endpoints, the 
distribution of business logic and data, and the mechanisms of cyber–
physical integration. It is important to point out that the architectural 
styles presented here are not an exhaustive list of all possible cases. There 
are many intermediates between the presented styles, which are chosen 
based on representativeness and popularity. The purpose of these styles is 
to serve as a useful starting point so that the developer can customize the 
architecture to make the system more suitable for specific needs.

 Fully Centralized

One naive approach is shown in Fig. 3.2a. The architecture is essentially 
identical to the traditional centralized IoT system except that there is a 
blockchain endpoint deployed in the cloud. This architecture includes 
four major components: the cloud, the IoT device, the end-user device, 
and the blockchain network. The front-end includes the control logic for 
operating the sensors and actuators on the IoT device and the UI logic 
for interacting with users. The back-end includes the payment logic in 
the smart contract and the general business logic placed in the cloud. All 
system states are also kept in the cloud.
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Fig. 3.2 Architectural styles of B-IoT systems. The number of stars indicates the 
degree of computation and storage loads of each component

Apparently, there is one and only one blockchain endpoint in the sys-
tem, so that the whole B-IoT system is virtually a node in the blockchain. 
The consequence is that the blockchain only serves as a billing layer and 
that all transactions (both database and the blockchain) and most of the 
back-end business logic are performed in the cloud. Also, all system states 
are kept in the database in the cloud. This architectural style employs the 
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traditional cyber–physical integration mechanism. That is, it interacts 
with the cloud through the gateway. The IoT device is not aware of the 
blockchain.

Figure 3.2 also reveals the distribution of computation and storage 
loads using the star marks. It is assumed that the total computation and 
storage loads for the overall system is five stars. The cloud component in 
Fig. 3.2a is marked by five stars so that virtually all computation and stor-
age resources are centrally provided by the cloud platform. In this sense, 
this architectural style is called Fully Centralized. From the blockchain’s 
point of view, most of the system components (except for the payment 
logic) are off-chain. In other words, the blockchain is only used as a bill-
ing layer. This design departs from the decentralization philosophy of the 
blockchain and does not benefit much from the blockchain technology: 
scalable and distributed consensus. Consequently, this architecture is 
generally not an appropriate choice if the main objective is to deal with 
the problems of an IoT system by decentralizing the system but the 
design is still a centralization. However, this architecture style can be use-
ful if there is already a legacy IoT system and the development team 
wants to test the blockchain technology by integrating payment func-
tionality. As a result, the main advantage of this style is that it is a trans-
parent yet naive way to combine an IoT system with a blockchain.

 Pseudo Distributed Things

To embrace the philosophy of decentralization, we need to make most 
of the entities in the system as a peer in the blockchain network. Ideally, 
each IoT and end-user device should be a blockchain endpoint. As men-
tioned, due to the low-cost requirement of computing power, storage, 
and network bandwidth in IoT systems, placing a fully functional block-
chain endpoint in each device is usually not feasible in reality. As men-
tioned, one approach to remedy this problem is to introduce adaptation 
nodes so that the devices can be bridged to the blockchain. A typical 
architectural style to realize this approach is called Pseudo Distributed 
Things. As shown in Fig. 3.2b, an additional edge component is added, 
which hosts a set of blockchain endpoints serving as the adaptation 
nodes. The IoT device can send a transaction to the blockchain by com-

 C.-F. Liao et al.



 67

posing a signed and serialized raw transaction and then delegating the 
transaction processing task to the adaptation nodes. Depending on the 
number of IoT devices, the edge server may need to initiate one or more 
endpoints. An efficient way to manage these dynamically allocated end-
points is to use the Microservice architecture (Nadareishvili et al. 2016).

Most of the endpoints are deployed to the edge. Thus, the computa-
tion and storage loads are shifted from the cloud to the edge. As shown 
in Fig. 3.2b, three out of five stars indicate that the loads are marked on 
the edge. Also, this architectural style facilitates more flexible distribution 
of business logic, as some business logic can be placed at the edge. It is 
also possible to place business logic in the smart contract as each IoT 
device can invoke the contract methods (via the adaptation nodes). 
However, as IoT devices must communicate with the edge server through 
the network, putting too much logic in the contract also leads to more 
traffic among IoT devices and the edge server. This is usually undesirable 
as the bandwidth of an IoT network is typically limited and thus very 
precious. As for the cyber–physical integration mechanism, this architec-
tural style supports both on-chain (through the adaptation node) and 
off-chain (through the IoT gateway in the edge server) integrations. 
On-chain cyber–physical integration is more secure and scalable, but the 
price to pay is the bandwidth of IoT network.

This architecture is called Pseudo Distributed Things in the sense that 
the endpoints are physically located on the edge but can be logically asso-
ciated with IoT devices. The introduction of the edge server provides the 
flexibility of this architectural style: the IoT devices can act as peers in the 
blockchain network while the endpoints need not be deployed on these 
devices. Conversely, the cost is heavier device-edge traffic. Therefore, 
when using this style, the developer needs to strike a balance between 
decentralization and the use of IoT network resources.

 Distributed Things

Recently, major blockchain platforms started to support different syn-
chronization modes. In Hyperledger Fabric, there are four types of block-
chain endpoints (member service node, validating node, non-validating 
node, and application node) and each type is with different synchroniza-
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tion mode. In Bitcoin, there is a mechanism called Simplified Payment 
Verification (SPV). By SPV, a device with insufficient computing and 
storage resources is able to request the blockchain data from nearby trust-
ing full nodes instead of downloading the whole copy of the blockchain. 
Ethereum introduces the concept of the light client, which can perform 
the tasks of an endpoint in a low-capacity environment. The core idea is 
that each light client is assisted by some light servers and a peer serves as 
a full node hosted on a more powerful machine (e.g. the edge server) so 
that the light client can perform partial tasks and keep partial data at a 
time. Such improvements allow us to place light client endpoints on 
some high-end IoT devices, so that the Distributed Things architecture 
can be realized. As shown in Fig. 3.2c, the computation and storage loads 
are shifted to the IoT device, making the overall architecture more 
decentralized.

With the support of the full node on the edge server, the endpoints 
(light client) can be placed in the IoT devices. The main improvement is 
that the IoT devices can process the transactions on their own so that the 
traffic from the device-edge is greatly reduced. Such an architecture makes 
the IoT system logically decentralized as all IoT devices are part of the 
blockchain. Also, more business logic can be placed in the smart contract 
as each device can directly react to the contract event. Like Pseudo 
Distributed Things, the Distributed Things architecture supports both 
on-chain (through the light client) and off-chain (through the IoT gate-
way in the edge server) integrations. In the on-chain integration approach, 
the IoT gateway is removed from the IoT device since it is now controlled 
directly by reacting to the contract events. If the IoT device is powerful 
enough for hosting an endpoint, then implementing the system follow-
ing the Distributed Things style is a good choice. The main obstacle that 
prevents the developer from using this style is the cost of IoT devices.

 Fully Distributed

The architecture can be Fully Distributed if an endpoint is also deployed 
in the end-user device. In the Fully Distributed architecture, the service 
provider does not implement payment logic. Instead, a user pays directly 
to the address of the smart contract associated with the thing one is going 
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to rent. Again, as shown in see Fig. 3.2d, one star representing the com-
putation and storage loads can be shifted from the cloud to the end-user 
device making the overall architecture even more decentralized.

The Fully Distributed architecture is identical to Distributed Things 
architecture except that in Fully Distributed architecture, all user devices 
have endpoints (either full nodes or light clients) installed. Hence, all 
components in the B-IoT system become a peer node in the blockchain 
network. Figure 3.2d also reveals that a star is moved from the cloud to 
the end-user device to reflect the offloading of most of the cloud’s com-
putation and storage burdens. Storing a large amount of data in the 
blockchain is considered harmful as the stored data are replicated and 
stored by all peers. Thus, in most cases, the cloud is still required as B-IoT 
systems need a place to hold the data that are not kept in the blockchain. 
Theoretically, this is the ideal architectural style for B-IoT systems as in 
such architecture all entities, including the end-user device, are part of 
the blockchain. For a public B-IoT system, it is usually impractical to 
expect that all users have the endpoint installed on their devices which 
makes this architectural style infeasible. However, for a private B-IoT 
system used by a small group of users, it is possible to have the endpoint 
installed on the end-user devices. In such case, a Fully Distributed archi-
tecture is possibly a good choice.

 Discussions

 Avoiding Pointless B-IoT Projects

We have mentioned that before starting to build a B-IoT system, a justi-
fication of using the blockchain in an IoT project has to be made to avoid 
a “pointless blockchain project”. Greenspan (2015) provides a useful 
guideline for evaluating general blockchain usages. These rules are also 
applicable to B-IoT projects. Generally speaking, there must be a need 
for a scalable shared database and the database is going to be modified by 
many un-trusted nodes. Also, there must be a need that the transactions 
(for modifying the database) are created by peers that do not trust each 
other. In the vehicle-renting service example, vehicle devices (IoT devices) 
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and user devices (the smartphones) do not trust each other, but they need 
to interact and share service states via the blockchain to deliver the ser-
vice. Also, note that storing data in the blockchain is expensive as all full 
nodes must hold a copy of the block. As a result, storing potentially large 
amounts of sensor data in the blockchain does not make sense. In fact, 
the storage of the blockchain is usually referred to as a distributed ledger 
instead of a distributed database to avoid the misleading and inappropri-
ate use of the blockchain.

 Selecting an Architectural Style

Table 3.1 is a summary of the quality attributes of the architectural styles 
discussed. The first column shows the distribution of endpoints. The 
more places in which the endpoints can be deployed, the higher the 
degree of decentralization the overall architecture. As mentioned, the 
degree of decentralization affects how the overall system can benefit from 
the blockchain. The second column is the distribution of back-end busi-
ness logic. It can be observed that when the overall architectural style is 
closer to Fully Centralized architecture, then more business logic is 
implemented in the cloud. In contrast, more business logic is shifted to 
the smart contract as the degree of decentralization increases. Finally, 
when the style is more distributed, less off-chain links are needed. Ideally, 

Table 3.1 A summary of architectural styles for blockchain-driven IoT systems

Style name
Endpoint 
location

Back-end business 
logic

Minimal 
off-chain links

Fully Centralized Cloud Cloud+++, 
Contract(+)

m + n

Pseudo Distributed 
Things

Cloud and edge Cloud++, Edge+++, 
Contract+

m + n

Distributed Things Cloud, edge, and
IoT devices

Cloud++, Edge++, 
Contract++

n

Fully Distributed Cloud, edge, IoT
Devices, and user 

devices

Cloud+, Edge+, 
Contract++

0

Business logic: +++=mostly, ++=many, +=some, (+)=very few
n number of user devices, m number of IoT devices
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one should design systems so that the architectural style is as close to a 
Fully Distributed architecture as possible. Because when there are more 
off-chain links, the system is less robust and less secure.

 Implementing Architectural Styles

Among the four architectural styles, implementing Fully Centralized and 
Fully Distributed is straightforward as the former is similar to a legacy 
enterprise system and the latter is similar to a typical blockchain 
 application. Implementing the two intermediate styles is less intuitive 
and needs more sophisticated designs. Let us first make a more in-depth 
exploration of the implementation issues for the Pseudo Distributed 
Things style. The key technique is called “raw transaction”. It is also 
known as “signed transaction” as the core idea is to have the serialized 
transaction constructed by the IoT device and then signed using the pri-
vate key embedded in the device. After that, the signed transaction is sent 
to the edge and processed by a full node. To realize such a design, libraries 
for private key recovery (e.g. Keythereum) and transaction processing 
(e.g. ethereumjs- tx) are needed. It is noteworthy that there is a potential 
vulnerability in the link that connects IoT devices and the edge server. In 
Ethereum, the core technology to realize the Distributed Things style is 
the Light Ethereum Subprotocol (LES) mechanism. The prerequisite of 
this style is to have an endpoint being deployed on the IoT devices and 
then adjust the synchronization mode so that the endpoints become a 
light client that interacts with a full node by LES. In this way, the IoT 
devices can act like a blockchain peer and can check account balance or 
obtain block information without any intermediate entities.

 Conclusion

Until recently, designing B-IoT systems is still considered as a very chal-
lenging task. This chapter presents integration design issues of IoT and 
the blockchain from a software architecture perspective. In addition, we 
also reviewed the most notable characteristics: endpoint locations, distri-
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bution of business logic, and cyber–physical integration. Based on these 
issues, four representative architectural styles are presented and exam-
ined. The introduced architectural styles are useful for helping developers 
to make appropriate design decisions. Theoretically, a developer should 
design B-IoT services so that they are as close to the Fully Distributed 
architecture as possible. Nevertheless, one may find that other styles are 
more appropriate because of efficiency or cost considerations. Until 
recently, many fundamental parts of the blockchain are still unstable. 
Most of them have significant impacts on the architectural consider-
ations. A notable example is the consensus algorithm. Selecting the most 
appropriate consensus algorithm for B-IoT is a controversial issue and is 
still under active research. Hopefully, these new changes can support 
more innovative and flexible architectures and help developers to design 
a more decentralized IoT in a cost-efficient manner.
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4
Distributed Ledger Enabled Internet 

of Things Platforms: Symbiosis 
Evaluation

Daniel Burkhardt, Patrick Frey, Simon Hiller, 
Alexander Neff, and Heiner Lasi

 Introduction

The Internet of Things (IoT) is formed by the fusion of Information 
Technology (IT) and Operation Technology (OT), enabling assets to sup-
port human beings ubiquitously. In this way, many new opportunities but 
also challenges arise that need to be leveraged in order to add value. 
Interconnectivity between the assets on the edge is one condition that needs 
to be achieved to realize this vision.1 Additionally, data is required to be 
interoperable on the platform layer. Both challenges are approached by IoT 
platforms. However, from the user perspective IoT platforms effect a cen-
tralization of data and overtake its ownership, which has manifold conse-
quences. One example is the current scandal of Cambridge Analytica using 

1 The edge tier describes the physical layer where sensors and actors are placed to collect data from 
the real-world processes.
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millions of Facebook profiles to broadcast misinformation over the internet 
(Channel4 2018). This fact shows how an abuse of data and a power cen-
tralization in a social media platform can trigger misleading actions. In the 
IoT, such acts can have even worse consequences. Therefore, building blocks 
are required that guarantees data democracy and trust of the IoT.

Distributed Ledger (DL) concepts, such as Blockchain (BC), are intensely 
discussed topics in the world economy at present (Burgwinkel 2016). The 
reason is that this is the first time a consensus has been achieved without any 
centralized server (Tapscott 2016). Several enterprises, including McKinsey 
(Tapscott 2016) and SAP (Leukert 2016), see DL as having an enormous 
potential to revolutionize entire industries. The underlying data structures 
provide transparency, irreversibility, anonymity and distribution (Burkhardt 
et al. 2018). Especially in a connected and integrated world, where economic 
activities take place in business networks, the transformation of these charac-
teristics could be of enormous importance (Brakeville and Perepa 2018).

DL generic platforms (DLgp), such as Ethereum or Hyperledger, are 
developed to make cross-industry collaboration possible (Hyperledger). 
Both ecosystems include the implementation of decentralized applications 
(DApps) on top of smart contracts. Large IT enterprises such as IBM (Raval 
2016) and Microsoft (Microsoft 2018) recognized this potential and offer 
services that contain such generic platforms to develop DApps. Another 
factor that shows the vast interest and actual development of DL are the 
increasing Initial Coin Offerings (ICOs). In 2017, startups raised much 
more money through ICOs than venture capital (Kharpal 2017). But:

• How can DL leverage the business?
• Is it possible to replace existing components in established platforms 

with DL?
• Can DL be used to create new models of platform intermediation 

especially for the IoT?

 Relation to Existing Theories and Work

In early 2017, the German Ministry for Economic Affairs and Energy 
(Bundesministerium für Wirtschaft und Energie 2017) released a white 
paper on digital platforms, which outlined a European way for further 
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implementation of platforms in the manufacturing infrastructure of the 
European Union. The ministry is convinced that digital platforms will 
play a significant role in further economic growth and that they will also 
act as a driver for innovation, productivity and employment. This state-
ment shows a definite need for research in platform technology.

The basis of defining the term DL and its related concepts is developed 
according to Burkhardt et al. (2018). The current usage of DL is mani-
fold, with ongoing developments in different directions. A structure or 
framework for DL usage is necessary in order to abstract the diverse uses 
of DL and thus create interoperability and clarity of its usability.

In order to achieve the named research goals, it is important to close 
the research gaps. Thus, in this chapter work and theories related to the 
present discussion are shown in order to fill these gaps.

 IoT Platforms: Existing Theories and Work

In order to classify IoT platforms, the term Internet of Things has to be 
defined. Although it has been around for several years, IoT has no uni-
form definition. First coined by Kevin Ashton in the context of RFID 
technology, IoT has become a growing phenomenon (Madakam et  al. 
2015).

In the context of this chapter, the definition of IoT from the Industrial 
Internet Consortium (IIC) is being followed. The IIC is one of the leading 
consortia in the field of industrial internet and IoT, with more than 250 
enterprises throughout all sectors and domains. The IIC defines an 
Industrial-IoT (IIoT) system as a “system that connects and integrates 
industrial control systems with enterprise systems, business processes and 
analytics” (Karmarkar et al. 2017). Furthermore, the IIC provides four illus-
trated viewpoints on an IIoT system within the Industrial Internet Reference 
Architecture (IIRA) that are used to construct and analyze an IIoT system 
(Fig. 4.1). It is crucial to consider that the viewpoints have their focus on an 
ecosystem and not a single company to build such a system.

A digital platform can be classified in several different ways. Meier and 
Stormer (2012) divided it into five different classifications with different 
purposes and characteristics.

 Distributed Ledger Enabled Internet of Things Platforms… 
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Fig. 4.1 Industrial internet reference architecture viewpoints. (Lin et  al. 
2017)

• Agora: The agora is a marketplace for goods. The characteristics of the 
agora are market information as well as a negotiation process and 
dynamic pricing. An example for this would be eBay.com.

• Aggregator: An aggregator is a digital supermarket with the purpose 
of presenting products with a fixed price. An obvious example would 
be amazon.com.

• Integrator: An integrator has the goal to optimize the value chain 
through targeted supplier selection, process optimization and product 
integration. Cisco and its services would be an example for an 
integrator.

• Alliance: An alliance is a self-organized, value-added space with the 
characteristics of innovation, building trust, and the abandonment of 
hierarchical control. Github.com as a developer community is an 
example of an alliance.

• Distributor: A distributor exchanges information, goods and services. 
The characteristics are network optimization, unlimited usage and 
logistical processes. UPS or AT&T and its services would be an exam-
ple of a distributor.

From the combination of both given terms—IoT and platforms—
originates the definition of IoT platforms that will be followed in this 
chapter. An IoT platform enables the connection of machines and devices, 
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as well as the accumulation and analysis of machine and sensor data with 
the help of services (Zdravković et al. 2016).

Zdravković et al. (2016) also identify and array different categories of 
existing IoT platforms. These categories play an important role later in this 
chapter where comparison with DL comes into play. The categories are:

• Domain-specific platforms: These can be found within one domain 
where they enable domain-specific scenarios.

• Technology-specific platforms: These kinds of platforms only take 
into account one specific device or a set of devices. They are not lim-
ited to one sector or domain.

• Machine to Machine (M2M) platforms: Providers of M2M plat-
forms have the purpose of offering connectivity as well as data 
analytics.

• Generic platforms: As the name indicates, this is this kind of platform 
is intended for a wide range of uses and not bound to one domain or 
set of technologies.

Two state-of-the-art examples of IoT platforms are:

• Axoom IoT Platform: A manufacturing-based platform which, for 
example, enables the connection of machines and sensors and the col-
lection and analysis of data (www.axom-solutions.com).

• ThingWorx: A platform in the industrial sector which provides scal-
ability, functionality and flexibility (https://www.ptc.com/en/prod-
ucts/iot/thingworx-platform).

Other examples of platforms were considered, such as by Köhler et al. 
(2014), Mineraud et al. (2015), Ray (2016), Sruthi and Kavitha (2016) 
and Zdravković et al. (2016).

 Distributed Ledger: Existing Theories and Work

Qtum (2018b) defines technological platforms as possibilities to create 
and distribute games, tools and applications. As do Zdravković et  al. 
(2016), it further categorizes platforms into those which are specific pur-
pose driven and the more general (Qtum 2018b). Purkayastha (2017) 
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defines Ethereum, Hyperledger, HydraChain, Multichain, Open Chain, 
IBM Blockchain, Chain and IOTA as platforms that support the proto-
typing of ideas with specified programming languages (Purkayastha 
2017).

Qtum is an example of a DLgp (Qtum 2018b). Another example is 
Ethereum (Ethereum 2018), which provides the possibility to create 
DApps on top of its BC and smart contracts supported by the provision 
of an ERC20 token standard without a specific domain assignment 
(Braendgaard 2018). Following this, new business logic can be developed 
and connected up, which establishes potential for business model innova-
tion but also disruption. An example of another DL generic platform is 
Hyperledger Fabric (Hyperledger 2018). Inter alia, it is used as a basis for 
the IBM Blockchain Platform (IBM 2018) which is utilized in the ‘Car 
eWallet’ solution of the partnership between ZF, UBS and IBM (Clark 
2018).

On the other hand, there are DL platform components (DLpc), such 
as Bitcoin, Ripple, (Streamr 2018) or IOTA, that have been developed 
for a specific functionality (Beall 2017). Furthermore, projects or DApps 
like uPort, Aragon, Golem, Gnosis, Oracalize and so forth can be 
 integrated into platforms with a specific scope of usage (Kasireddy 2017; 
Nagpal 2018).

In order to evaluate and compare BC solutions, Xu et al. (2017) define 
the four sections: level of decentralization, support for storage and com-
putation, BC configuration and name other design decisions to be made 
when designing a system using BC. Going through the design process, 
the taxonomy created will support the analysis of a design option’s capa-
bilities and thus help to configure a system with the desired qualitative 
attributes (Xu et al. 2017). The section’s criteria are relevant for a later 
categorization of DL features.

Criteria like usability, security, scalability, support and documentation, 
development, limitations and flexibility, currency, consensus and incen-
tive mechanisms are defined by Macdonald, Liu-Thorrold and Julien 
(2017) to support the selection of existing DLgps. They evaluated the DL 
platforms Ethereum, IBM Open Blockchain, Intel Sawtooth Lake, 
Blockstream Sidechain Elements and Erisa. Their work found Ethereum 
to be the most suitable DLgp currently.
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Further DL projects with additional specifications and relevance for 
this chapter are Nxt because of the use of proof-of-stake consensus algo-
rithm (PoS) (Nxt 2018; Neo 2018) as an alternative to Ethereum and 
RSK (Lerner 2015). As a sidechain of Bitcoin, RSK enhances its func-
tionality to a DLgp, which also leads to an enhancement of the Bitcoin’s 
and RSK’s capabilities.

The fusion of IoT and DL offers many new possibilities for both start-
ups and tech companies. Pureswaran and Brody (2014) speak of an 
“Internet of Decentralized, Autonomous Things” that is created by this 
fusion. DL will govern the interacting devices that manage their own role 
and behavior in the described democratization of the digital world. The 
cooperation of IBM and Samsung created ADEPT, which should serve as 
a ledger for the billions of transactions generated by the billions of devices 
on the network (Barker 2015). Further organizations like IOTA (Popov 
2017), Chain of Things (Chain of things 2018) or (Filament 2018) have 
the vision to build DLs suitable for the IoT and enable devices to behave 
autonomously in a secure and interoperable environment without requir-
ing a central authority.

The developments discussed facilitate an integration of DL vertically 
as well as horizontally into existing domains and usage areas. Through 
analysis of related theories and work, we identified a major gap in plat-
form categorization and its usage. Without such a categorization, a com-
parison on any layer would be akin to comparing “apples and pears”. 
Therefore, definition and demarcation of DL platforms are key for the 
later development of features for DLgps and DLpcs in order to assess a 
profound usage of DL. The term ‘platform’ stands in this chapter for digi-
tal online platforms in manufacturing and IoT. According to Burkhardt 
et  al. (2018), the evaluation is conducted on protocol layer with the 
objective to define general functions on the higher abstraction layer of 
‘concepts’.

 Research Approach

This chapter contains a comparative study of two fairly new and still 
innovative technological fields. Concerning platforms, the scientific lit-
erature is advanced enough to allow a content analysis of their defini-
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tions, examples and most importantly their features. Recent and past 
research fits this approach for the necessary explanation of the focal con-
cept here.

DL is an innovative field, barely discussed so far by the scientific com-
munity (Burkhardt et al. 2018). Thus, the scientific literature is not yet 
sufficient to arrive at a solid definition and to point out its key features 
for a comparative study. In light of this, an explorative approach with 
expert interviews based on the qualitative methodology of the social sci-
ences (Atteslander 2010; Diekmann 2017; Kromrey 2006; Schnell et al. 
2013) has been necessary. In this evaluation, we defined experts as early 
adopters of DL who have already collected experiences and hence a cer-
tain expertise in their day-to-day-business use of DL.  Furthermore, 
developed DLgps and DLpcs were examined in order to form a deeper 
evaluation. For the use or implementation of DL in an existing system, a 
certain expertise and thorough analysis is necessary.

Based on our findings the characteristics of those two innovations were 
assigned to the four layers of the IIRA by the IIC: Business, Usage, 
Functional and Implementation. The IIC also defined the key character-
istics (Privacy, Security, Safety, Resilience and Reliability) that were of 
concern in this research. The evaluation is based on a heuristic and not on 
a theoretical approach, due to lack of the latter in a fast-developing tech-
nological field like the industrial internet. This high velocity of develop-
ment is also the reason why the analysis of characteristics was done 
without the claim of completeness.

 Definitions and Demarcation

Before the evaluation of features and challenges, the terms ‘platform’, 
‘meta-platforms’, ‘marketplace’, ‘IoT’, ‘IoT platforms’, ‘DL’ and ‘DL plat-
forms’ need to be defined in order to set the basis for further discussions.

Digital platforms are mostly known for their use as market space dis-
tributors (e.g. Amazon or Alibaba). Therefore, their social and economic 
guidelines and routines are based on the rules for marketplaces, even 
going back to the days of the Agora in ancient Greece: sellers are allotted 
their specific space and sell their goods and services, with a certain fee for 
this opportunity paid to the marketplace owner. In addition, sellers have 
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to follow the specific conditions of agreement of the market space  
distributor, the likes of presentation of the market space, shipment of 
the goods or providing what service. Otherwise, the marketplace owner 
can sanction the seller or even banish them from the marketplace. The 
buyers instead simply follow the specific rules of payment (Swedberg 
2009). 

Besides their distribution of market space and, with it, the bringing 
together and connecting of buyers and sellers in one place, digital plat-
forms collect data from both user groups: corporate data of the selling 
companies and private data of the buyers, most importantly with con-
comitant analysis of purchasing behavior. Using the latter, digital plat-
forms such as Amazon and Alibaba are able to improve their performance 
in logistics and allocation and their goods and even to anticipate future 
purchases (Iansiti and Lakhani 2017). With this in mind, we define digi-
tal platforms in general according to Zhu and Furr (2016) as an agent 
that connects two or more groups of users (human or technological) and 
enables their interaction directly.

Digital platforms can be found throughout all vertical sectors and 
domains. The advantages of data collection and distribution to differ-
ent users can also be seen in the manufacturing sector. An open indus-
try platform for IoT can be developed by one or more companies with 
the purpose of it being used for a product, service or technology. In 
its creation, it becomes useful for several other companies to comple-
ment their own innovations in order to create certain synergy or net-
work effects (Gawer and Cusumano 2014). Zdravković et al. (2016) 
define an IoT platform “a software that enables connecting machines 
and devices and then acquisition, processing, transformation, organi-
zation and storing machine and sensor data” (Zdravković et al. 2016, 
p. 2).

In IoT, the convergence of OT and IT is essential to be productive, 
efficient and successful in business (Kienle 2017). To ensure convergence 
between both, domain-specific platforms on the OT side are needed, to 
connect partly to IT. In addition, you need meta-platforms accessing the 
underlying specific platforms to provide connectivity among different 
domains and to form horizontal integration. This convergence makes 
new business models possible. An example for such integration is the 
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Google Flights Search Engine simulating a meta-platform, whereby the 
third-party airlines are domain-specific platforms. In the area of such 
platforms, the traditional architectures exist of a centralized data struc-
ture. With the emergence of DL platforms, decentralized data structures 
are supported.

The main idea behind DL is a decentralized record-keeping of transac-
tions, whereby transactions represents a basic function describing how an 
organization works. To validate such transactions without any centralized 
server, a consensus algorithm is necessary. Furthermore, for a permanent, 
immutable, transparent, anonymous and tamper-free data structure, 
methods of cryptography are applied.2 BC as a concept of DL is designed 
by saving transactions in blocks and concatenating these blocks to a chain 
using cryptographic means. Protocols such as Ethereum and Bitcoin are 
built on this concept (Burkhardt et al. 2018).

To support horizontal integration, DLgps can be used. To get a bet-
ter comprehension and a detailed line of development, DL platforms 
are divided into two categories. In DLgps all elements of a platform 
are fulfilled. In the definition of ‘generic platforms’ in the section 
entitled “IoT Platforms: Existing Theories and Work”, the word 
‘generic’ explains something that is generalized so it is interoperable 
among various systems or domains. In the IT context, ‘generic’ can 
refer to software and hardware as well as to business processes or prac-
tices. Generic translates as the ability of something to function with-
out knowing the underlying details of a system that it is working 
within (Rouse 2018). The more generic the platform is, the broader 
the scope of use becomes. According to the IIRA, IoT systems can be 
broken down into functional domains. In contrast to the listed plat-
form characteristics of the section “IoT Platforms: Existing Theories 
and Work”, the functional domains illustrated here describe a com-
plete IoT system from edge to business layer. DLgps cover functional 
domains such as operation, information and application which take 

2 Further principles, to define the term “Distributed Ledger”, are explained in the paper from 
Burkhardt et al. (2018).
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over properties of a platform in an IoT system. All of these domains 
have certain properties, listed in Fig. 4.2 (Lin et al. 2017). Examples 
of DLgps fulfilling the functional domains of a generic platform are 
Qtum, Ethereum and Hyperledger (Karthik 2018; Qtum 2018b). A 
further analysis of the described mapping is done in the rest of this 
chapter.

DLpcs implement a single type of property or a combination of prop-
erties listed in Fig. 4.2 (Lin et al. 2017). Components exhibit coherent 
functionalities. Through the enclosure of the implementation, compo-
nents show a certain independence and thus they can be integrated into 
third-party technologies. The comprehensive use of components can 
have a positive impact on the economy as well as on applied development 
processes (IT Wissen.info 2012). Examples of DLpcs are BigchainDB or 
uPort. Through the integration of DLpcs, the functionality set of a DLgp 
or IoT platform can be expanded and thus a broader coverage of func-
tionality is achieved.

Fig. 4.2 Functional properties of an IoT system. (According to Lin et al. 2017)
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 Features and Challenges of IOT Platforms

From the existing literature, the following characteristics about IoT plat-
forms are either derived or aggregated to enhance the content of the 
IIRA.  The defined platform features are listed below the viewpoints 
Business, Usage, Functional and Infrastructure and are visualized in 
Figs. 4.6, 4.7 and 4.8.

• Business Layer: There are several forms of payment that the providers 
offer (Mazhelis and Tyrvainen 2014; Mineraud et al. 2015). The pay-
ment characteristics of platforms are differentiated in service and pric-
ing models:

 – Service Models: One way of payment is through Publish-Subscribe 
(Mineraud et al. 2015). The allocation of applications is provided as 
a store (Mazhelis and Tyrvainen 2014; Mineraud et al. 2015) or by 
the platform providers themselves (Sruthi and Kavitha 2016). For 
the communication with other platforms interoperability as a 
 service is sometimes a feature (Zdravković et  al. 2016). Further 
mentioned features are the possibility to scale the platform—also as 
a service (Balamuralidhara et al. 2013; Ray 2016; Zdravković et al. 
2016).

 – Pricing Models: Two features here are pay-as-you-go (Mineraud 
et al. 2015) and billing by inventory costs (Gawer and Cusumano 
2014; Zdravković et al. 2016).

• Usage Layer: In order to operate devices via a platform, a well- 
functioning application environment is necessary. This includes a 
dashboard (Mineraud et al. 2015; Zdravković et al. 2016) or an inter-
face (Sruthi and Kavitha 2016) as well as developer tools (Mineraud 
et al. 2015; Zdravković et al. 2016)—some of them with a drag-and- 
drop function (Zdravković et al. 2016). Such options also stimulate 
further network effects (Gawer and Cusumano 2014). For the usage 
layer, the product performance data is also of high importance 
(Zdravković et  al. 2016). In the IIRA the analysis of stakeholders  
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that are involved in the specification of an IoT system are relevant in 
this layer (Lin et al. 2017).

• Functional Layer: As a main feature, communication plays an 
important role in the scientific literature (Zdravković et al. 2016). 
Concerning IoT, M2M is in the center of communication (Mineraud 
et  al. 2015; Zdravković et  al. 2016). Communication is mostly 
multi-sided (Mineraud et al. 2015) and as near to real time as pos-
sible (Zdravković et al. 2016). So, for its function the data is differ-
entiated in terms of whether it is private or public use (Gawer and 
Cusumano 2014;  Mineraud et al. 2015; Ray 2016). As applications, 
a general device management is often offered (Balamuralidhara et al. 
2013; Dayarathna 2016; Zdravković et al. 2016) but also user man-
agement (Balamuralidhara et  al. 2013), alerts and triggers, digital 
copies of devices, remote monitoring and mashups as the integration 
of new data (Zdravković et  al. 2016). The most frequently men-
tioned functional features are data collection/accumulation 
(Dayarathna 2016; Mineraud et al. 2015; Ray 2016), data storage 
(Balamuralidhara et  al. 2013; Mineraud et  al. 2015; Sruthi and 
Kavitha 2016), data visualization (Balamuralidhara et  al. 2013; 
Dayarathna 2016; Ray 2016; Sruthi and Kavitha 2016; Zdravković 
et  al. 2016) and data analytics (Balamuralidhara et  al. 2013; 
Dayarathna 2016; Mineraud et  al. 2015; Ray 2016; Sruthi and 
Kavitha 2016; Zdravković et al. 2016). Zdravkovic et al. (2016) add 
features such as data exchange and streaming from which failure pre-
diction can be derived.

• Implementation Layer: Concerning the infrastructure and hosting 
of IoT platforms, there are several differentiations. A platform can be 
hosted on a server or in the cloud (Mineraud et al. 2015; Ray 2016; 
Sruthi and Kavitha 2016) as well as an open or closed platform con-
cerning access (Mineraud et al. 2015)—also referred to as internal or 
external platforms (Gawer and Cusumano 2014). There can be a 
support provided by the host (Balamuralidhara et  al. 2013; 
Dayarathna 2016; Mazhelis and Tyrvainen 2014) and an integration 
in existing frameworks (Balamuralidhara et  al. 2013; Sruthi and 
Kavitha 2016; Zdravković et al. 2016). Some platforms even offer 
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proprietary messaging (Mineraud et  al. 2015) and/or an intercon-
nection of several devices (Mineraud et al. 2015; Ray 2016).

The literature and research on IoT platforms point out a significant 
number of challenges. There is still no proper standardization in data for-
mat and processes (Implementation Layer) (Balamuralidhara et al. 2013; 
Ray 2016). In this heterogeneous network of platforms (Implementation 
Layer) (Ray 2016), the interoperability may suffer under certain exclusive 
ownership over a device (Usage Layer) (Zdravković et al. 2016). Mokhtar 
and Houshmand (2010) already highlighted this issue in 2010, while 
Ganzha et  al. (2018) are offering a solution to the problem in 2018. 
Another challenge is the support for contextual data, (Functional Layer) 
(Dayarathna 2016) or for complex data structures (Functional Layer) and 
business logics (Business Layer) (Zdravković et al. 2016). In cloud-based 
systems as well as for the devices in centralized approaches, energy con-
sumption and management are still an issue for platform providers and 
users (Implementation Layer) (Ray 2016; Zdravković et  al. 2016). 
Platforms also play an important role for the product lifecycle (Menon 
et al. 2016). Yet, there are still certain issues in the reusability of devices 
concerning their use in different contexts or applications (Usage Layer) 
(Zdravković et al. 2016). Furthermore, the handling of millions of sensor 
data or even out-of-order processing are also an issue (Functional Layer) 
(Dayarathna 2016; Ray 2016). In addition, Ray (2017) identifies chal-
lenges in the middleware following vertical silos (Implementation Layer), 
unambiguous IoT node identity (Functional Layer) and fault tolerance 
(Implementation Layer), while Zdravković et al. (2016) points out that 
the only distinguishing feature IoT platforms have in comparison to other 
platforms is their M2M connectivity.

As far as it concerns the trustworthiness of the IIC Security Framework 
(IISF), security is a topic in the description of IoT platforms. (Sruthi and 
Kavitha 2016; Zdravković et al. 2016). Important issues are the security 
of information (Dayarathna 2016), secure access (Zdravković et al. 2016) 
and also protection from other users (Balamuralidhara et  al. 2013). 
Besides security, the listed platform characteristics also support the other 
categories of trustworthiness, such as private or public data use in the 
category of privacy and integration framework in reliability.
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 Features and Challenges of Distributed Ledger 
Components and Platforms

In this section, the features of DLpcs and DLgps are defined. In the evo-
lution of value creation from platforms to ecosystems, it is recognized 
that DL can play an important role in enhancing the two steps of evolu-
tion. Considering the three-tier architecture of the IIRA’s  implementation 
viewpoint, different functional operations of DL are identified (Lin et al. 
2017). The three-tier architecture divides an IoT system into three layers. 
The edge tier comprises the assets surrounding and supporting the user in 
the physical environment conducting a specific use case. Figure 4.3 visu-
alizes a smart locker use case, including a user’s smartphone, a courier 
truck equipped with different sensors, a box system with smart locks and 
a package as assets on the edge. The platform tier—as the layer in the 
middle—gathers data coming from the edge tier, analyzes it and creates 
actions. Platforms on this tier receive commands from the enterprise tier, 
process them in order to manage services and functions provided to the 
assets on the edge tier. On this layer, depending on the use case DLpcs 
can be integrated to provide functionality to the platform implementa-
tion. For example, DL could take over data service, operation or gover-
nance services. On the enterprise tier, domain-specific business logic for 

Fig. 4.3 Integration of DL platform component. (According to Lin et al. 2017)
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end-users is implemented or operation specialists use platform and edge 
data. Digital tokens of the DLpc created by the chosen DL protocol can 
be used as a value counterpart for the usage of services provided on the 
platform tier. New economic possibilities arise out of this realized con-
nection, increasing the lock-in effect of the business ecosystem.3

An example of a DLpc use is Uber creating the ECO token (ECO 
Foundation 2018) based on a permissioned public DL protocol under 
the ECO foundation. Thus, Uber enhances the value creation of its 
exclusive application as well as increasing indirect network effects of the 
evolving business ecosystem around Uber (Kasireddy 2017). The open-
ness of DL guarantees interoperability of value exchange to other applica-
tions within the business ecosystem. This means that it is possible that a 
user possessing ECO tokens can pay for the services of partners that pro-
vide applications based on the ECO protocol (Johnston 2018). In con-
trast, the access of the user to the applications is still separate, as the 
applications are based on different technical platforms. Thus, the user 
needs to create separate accounts for each application.

On the next evolutionary step from platforms to ecosystems, DLgps 
play a major role. In Fig. 4.4 the assets on the edge tier are autonomously 
performing activities to realize use cases, that is, paying other assets for 
the use of services they provide by having their own identity. In the exam-
ple shown, the box pays the truck for delivery of the package and charges 
the customer for storing the package. The functionality of the platform 
tier is divided into service, processing and analytics. The DLgp takes over 
the processing part and thus the platform management. It realizes the 
asset’s unique identity. Furthermore, smart contracts can be implemented 
on a DLgp to add this behavior to the assets, enabling them to work 
autonomously. The analytics functional block implements the intelli-
gence based on the data storage controlled as well through the DLgp. The 
user interface to the end-user is on the enterprise tier and implemented 
in DApps that are also based on the DLgp. This guarantees an interoper-
ability between evolving ecosystems with a unified value exchange and 

3 According to Moore (1993), in a business ecosystem companies create capabilities around an 
innovation by working competitively and cooperatively to develop new solutions around it.
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Fig. 4.4 DL generic platform-enabled ecosystem. (According to Lin et al. 2017)

free access enabled through a common DLgp,4 creating indirect network 
effects. This will release new options for value creation from centralized 
platforms to decentralized and open IoT business ecosystems, with the 
potential to disrupt current business models.5 The role of the cloud 
changes from controller to service provider, leading to a democracy of 
power in the IoT ecosystem (Pureswaran and Brody 2014). With this 
concept, assumptions are made which build the foundation for the fur-
ther progress of the chapter:

• current IoT platform will be functionally enhanced by DLpcs to estab-
lish new value creation;

• DLgps will enable value creation in IoT business ecosystems with the 
consequence of disrupting current IoT platforms and solutions, mak-
ing it more difficult to create lock-in effects.

4 All DApps run on the same underlying structure, for example using the same virtual machine or 
language. Thus, no integration of proprietary APIs is needed. Following this, new DApps will cre-
ate indirect network effects in other existing DApps as they can seamlessly be integrated into each 
other. Thus, new users of a DApp will increase the value of this DApp and indirectly the value of 
every other DApp on the DL generic platform Kasireddy (2017).
5 The development of interoperability between ecosystems is in contrast to long-term subscription 
relationships that current manufacturers seek Dickson (2016).
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 Analysis of DL Platform Components and DL Generic 
Platforms

In this chapter, DLpcs and DLgps based on literature analysis are 
explained that exemplify the described classification and usage. This 
forms one part of the feature and challenge derivation of DL by analyzing 
the characteristics of the identified solutions.

 DL Platform Components

Various solutions are relevant in this section, in which DL is used to ful-
fill a specific purpose. The identified DLpcs can be integrated into exist-
ing platforms to fulfill a specific platform function. One functional block 
of an IoT platform according to the IIRA is ‘application’ (Lin et al. 2017). 
DApps provide a service to an end-user to fulfill a specific purpose in its 
business. uPort, for instance, implements an open identity system based 
on the DLgp Ethereum; this allows users to save identity information 
(uport 2018). In the Ethereum ecosystem, a unique identification is 
thereby realized. Further identified DApps and their provided service are 
as follows (Aragon 2018; Gnosis Ltd. 2018; Golem 2016; Streamr 2018):

• Aragon: governance
• Golem: computing
• Gnosis: predictions
• Streamr: streaming

A further functional block is ‘information’ and one component thereof 
is ‘data’. BigchainDB realizes big data storage with BC characteristics, 
such as decentralized control and immutability (BigchainDB GmbH 
2018). Distributed storing of large files and media is enabled by the 
InterPlanetary File System (IPFS) taking over file system functionality 
(Protocol Labs 2018). High performance in data processing is a challenge 
of the IoT in order to, for example, realize M2M communication. IOTA 
provides a consensus algorithm based on a directed acyclic graph that 
aims to reach consensus in an IoT environment with a huge amount of 
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data. Thus, it provides the functionality of ‘data processing’ (IOTA 2018). 
Bitcoin, as a first-generation BC, is classified as a further DLpc fulfilling 
the purpose of a ‘value storage’ of the functional block ‘information’. This 
is due to the deflation of Bitcoin’s cryptocurrency by dividing the mining 
rewards every 210,000 blocks and the currently low scalability (Bitcoinwiki 
2018). To provide ‘communication’ with the edge or Web APIs outside of 
a DLgp, Oracalize can be used to realize this connection (Oraclize 
Limited 2018). The last prominent example of a DLpc is Ripple, which 
provides the functionality of ‘Value Transfer’ (Ripple 2018). This over-
view shows the current development of DLpcs to be used as alternatives 
or extensions to existing platform components.

 DL Generic Platforms

Use cases or scenarios are relevant in this section in which DL is employed 
to fulfill functionalities of a general-purpose platform leading to a hori-
zontal integration of domains. Furthermore, use cases or scenarios are 
described here that speak of DL without specific implementation details. 
One example is in Nannra in which it is argued that BC has the potential 
to provide security against attacks in the scenario of terrorists taking over 
self-driving cars (Nannra 2018). Additionally, the paper explains that by 
the interoperability created through the implementation of BC, safer and 
better critical infrastructure can be built (Nannra 2018).

The six platforms Qtum, Ethereum, Neo, Cardano, EOS and Hadera 
were identified as DLgps because all are Turing complete and provide the 
needed functionalities.6 Next, the main features are explained and put 
into contrast. Qtum uses Bitcoin Core infrastructure combined with the 
Ethereum Virtual Machine, which thus provides modularity, stability 
and interoperability. Furthermore, through smart contracts processes can 
be automated.7 Qtum, as well as other DLgp, provides the possibility to 
create custom tokens which enables the development of self-sufficient 

6 See Burkhardt and Werling for functional details of Ethereum Burkhardt et al. (2018).
7 A program logic built to conduct virtual contract terms agreed upon by parties and autonomously 
runs on the DL.
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ecosystems, as explained in the example of Uber. By building on the 
Bitcoin Unspent Transaction Output (UTXO) model, smart contracts 
can be deployed on lite wallets which can be installed on any mobile 
device. Thus, Qtum can be used in domains from IoT, supply chain man-
agement, telecommunications, social networking and so on—not having 
a specific domain usage (Qtum 2018a).

Ethereum and Neo contain similarities. Neo’s focus is on creating a 
smart economy featuring digitized physical assets. To reach this goal it 
combines digital assets, digital identities and smart contract. Furthermore, 
Neo uses a Delegated Byzantine Fault Tolerant consensus algorithm 
which leads to a sacrifice in decentralization but improved scalability. 
With the infrastructure component ‘NeoX’, it implements cross-chain 
interoperability to enable cross-chain asset and transaction processing.8 
Another component, ‘NeoFS’, can be used to store large files over many 
different nodes with a configurable reliability (Szabo 1997). Ethereum, 
on the other hand, aims to offer a “trustful object messaging compute 
framework” (Szabo 1997) as a “transaction-based state machine” (Szabo 
1997), providing a generic platform for the development of DApps with 
customized tokens. One difference to Neo lies in the consensus algorithm 
used. Ethereum currently uses PoW (proof of work) and it has planned 
to transfer with the next version to PoS. This difference has implications 
to scalability and finality of blocks.9 Another difference lies in the pro-
gramming language employed. Whereas Ethereum developed its own 
programming language—Solidity—and is working on further program-
ming languages, called Serpent, LLL, Mutan and Viper, Neo adopts 
existing programming languages. This has implications for the safety of 
smart contracts (Fig. 4.5).10

Cardano is a DLgp developed by academics and engineers with a sci-
entific philosophy. It consists of the following two layers, which increases 
flexibility in cases of maintenance and upgrades via soft forks. The 

8 Through cross-chain interoperability the exchange of assets or transactions between private and 
public Neo blockchains is implemented, Levenson (2017).
9 An analysis of the implications is not part of this chapter.
10 Again, an analysis of the implications is not part of this chapter.
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Settlement Layer (SL) contains the value ledger after the UTXO model. 
The same as RSK is for Bitcoin the Computation Layer (CL) is for 
Cardano. Current developments in both layers include the IELE virtual 
machine, the Ouroboros PoS (proof of stake) consensus algorithm, pro-
gramming language adoption of Solidity, the new programming language 
Plutus, Tartaglia library and integration of hardware security modules 
and Sealed Glass Proofs (Cardano 2018; Store of Value 2018). Cardano 
uses the delegated PoS (dPoS) consensus algorithm Ouroboros. Basically, 
the block producers are selected proportional to the amount of stake they 
hold or were delegated. The scheduling of the block producers is then 
done randomly from a source of provable randomness in order to avoid 
manipulation by block producers (dan on Steemit 2018).

EOS is another DLgp that uses a dPoS.  Block producers are here 
selected through a continuous approval voting system and scheduled 
using a pseudorandom number created from the block time. EOS enables 
deterministic parallel execution of applications, which means that the 
parallel generated schedules are deterministically executed. This leads to 
different states of accounts in parallel threads,11 which avoids an immedi-
ate execution of messages by scripts. Another benefit of EOS is the 
 independence of bandwidth used by an application on the EOS BC and 
the current token price. A block producer, on the other hand, will increase 
bandwidth, computation and storage if the token value rises. Thus, net-
work performance increases with a rising token value. Governance func-
tions, like defective updates to applications or proposed hard forks, are 
done by elected block producers (EOSIO/Github 2018).

Hedera, the last and newest DLgp, identifies performance, security, 
governance and stability as challenges for public DLs and goals of the 
Hedera platform. From performance tests,12 the Hedera team proved a 
throughput between less than 10,000 transactions per second (tps) to 
500,000 tps and latency of under 11 seconds measured over different 

11 A block is divided into cycles, a cycle consists of threads, each thread contains transactions that 
contains a set of messages (EOSIO/Github 2018).
12 Considering the performance of achieving consensus on transaction order and timestamps, not 
included is the processing of transactions (Baird et al. 2018).
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number of computers and geographic distribution.13 A finality could be 
reached between 0.75 seconds and 3 seconds, depending on the trad-
eoffs described. Hedera uses an asynchronous Byzantine Fault Tolerance 
(aBFT) consensus algorithm called Hashgraph, which secures the plat-
form against, for example, distributed denial of service attacks, only if 
more than two-thirds of network participants follow the protocol cor-
rectly.14 The Hedera governance is maintained by a council of up to 39 
organizations to guarantee the integrity of codebase and prevent DL 
forking. This leads to a model of permissioned governance and open 
consensus over the order of transactions.15 Concepts that are used to 
guarantee stability of the DL are cryptographic proofs and unique iden-
tifiers.16 Hedera builds up on the internet using TCP/IP for communi-
cation. On the Hashgraph Consensus Layer, the gossip protocol and 
hashgraph consensus algorithm are used to reach consensus over the 
order of transactions in the network. Cryptocurrency is used to realize 
incentives and improve security, for example preventing Sybil attacks,17 
of the DL system. The file storage stores information with consensus in 
Merkle- directed acyclic graphs duplicated over the nodes in a shard.18 

13 Transactions are of 100 bytes.
14 For more information, see Baird (2016) or Burkhardt et al. (2018).
15 The codebase of Hedera is open for review but not opensource, whereas open innovation on top 
of the platform is enabled.
16 Each round a node processes the hashgraph (shared/global state) by receiving all transactions of 
this round; it digitally signs the hashgraph and gossips it over the network. It collects all gossips 
from the other nodes and thus can construct a consensus hashgraph which can be used as a verifi-
able proof. Because the proof is organized as a Merkle tree, a proof can be given in an efficient way 
to a third party. Furthermore, the proof includes an address book which lists the public keys of all 
members together with their stake and the address book history that is a sequence of address books 
signed by members with more than two-thirds of the stake from the previous address book, going 
back to the genesis address book. In this way it serves as a unique identifier of the DL Baird (2016), 
Baird et al. (2018). (stake proof ).
17 Hedera uses PoS to weigh a node’s vote in the hashgraph virtual voting algorithm. See Baird 
(2016), Burkhardt et al. (2018). Proxy staking is used to give a person the possibility to transfer its 
coins to another node using the person’s stake. Baird et al. (2018).
18 Sharding is used to gain performance when a network grows in number of nodes. It splits the 
nodes into separate shards containing a subset of the state of the entire ledger and communicating 
over messages. Consensus in a shard is reached by the hashgraph consensus algorithm leading to 
aBFT of the “multi-shared ledger” Baird et al. (2018).
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Fig. 4.5 Hedera architecture. (According to Baird et al. 2018)

Any Smart contracts written in Solidity can be deployed on Hedera 
(Fig. 4.5).19

Some challenges that Ethereum works on are privacy, consensus safety, 
smart contract safety and scalability. It is considered that the other men-
tioned DLgps face these challenges too and try to tackle them through 
different approaches. With Ethereum’s byzantine hard fork at the end of 
2017, support tools, such as zero-knowledge proof and ring signatures, 
were provided on which solutions to guarantee privacy can be created. 
The implementation of the PoS consensus algorithm is seen as a safe and 
efficient in comparison to PoW, which thus enables a greater security of 
consensus. Formal verifications and Viper (Ethereum/Github 2018a) as 
well as other activities aim to increase the safety of smart contracts in 
order to avoid costly bug removal. The last challenge—scalability—can 
easily be solved by a sacrifice in either safety or decentralization according 
to the trilemma of Vitalik Buterin (Ethereum/Github 2018a).20 Further 
partial solutions of scalability are on second layer, such as interactive veri-
fication and state channels. TrueBit (2018) is a solution solely suitable for 

19 Formal proofs are in development to guarantee the stability of smart contracts. Swirlds and Baird 
(2018).
20 Blockchain systems can only have at most two of the following features: decentralization, scal-
ability and security Ethereum/Github (2018b).
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specific applications and for state channels. Plasma (TrueBit 2018) is a way 
for improvement but limited to the main chain’s ability of handling with-
drawals, attacks and so forth. A promising solution of scalability on the 
base layer of Ethereum is sharding, which splits BC into shards of which 
each keeps its own state (Buterin Vitalik 2017; Ethereum/Github 2018b). 
In the current state of development, it is not possible to name a DLgp that 
is farther ahead in solving these challenges (Konstantopoulos 2018).

 Analysis of Conducted Interviews

Between mid-February and the end of March 2018, seven oral interviews 
with DL experts from different business areas were conducted. Because of 
the aim to flexibly generate information, a semi-structured form of inter-
view with the support of a questionnaire but the possibility to go deeper 
into any specific topics arising was held (Atteslander 2010; Diekmann 
2013; Kromrey 2006; Schnell et al. 2017). The recorded interviews were 
analyzed according to a four-phase structure: transcription, individual 
analysis, general analysis and control (Lamnek and Krell 2010). The 
questionnaire was structured in two parts. The first part has its focus on 
general questions to the usage of DL and the second part targets the gen-
eration of features according to the viewpoints of business, usage, func-
tional and implementation. In the interviews, the terms DL and BC were 
used interchangeably because no general definitions exist and the clarifi-
cation of this was not part of interviews’ focus. Thus, in the interview 
analyses DL also stands for BC.

 Persona

The selected interviewees are global experts on infrastructure, protocol 
(DL), process, service and application layers as well as consultants in the 
area of DL.  All the interviewees act in a business environment where 
partnerships and establishment of ecosystems are important. The exper-
tise spans from DL development to business including the likes of 
 cryptography, product and project management, business innovation, so 
that a breadth of knowledge on DL was available.
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 The Definition of DL

Despite the differences in expertise, the interviewees had a common 
understanding of DL.  The definitions of DL included the following 
aspects:

• no central server required—an attacker does not know which server to 
attack because of the distributed network of DL;

• the Byzantine General’s Problem is solved with DL;
• data is tamper resistant because it is redundant over the network nodes;
• the use of cryptography provides security;
• transactions get ordered through the DL protocol;
• a transaction is only valid if the total amount of held cryptocurrency 

stays the same;
• through the use of incentive mechanisms, DL is autonomous;
• a trustless interaction is enabled;
• smart contracts are used to implement the transfer of value.

 Usage of DL

Some of the experts consider DL usage as relevant in the implementation 
of marketplaces or ecosystems, leading to a fusion of domains. Business 
areas in which a usage of DL is most significant overall at the moment are 
supply chains, energy, mobility, finance and certification. The IoT is also 
seen as a relevant field of DL adoption and therefore a further develop-
ment of DL and IoT is required. One topic of development in the IoT is 
light and thin clients deployed on the edge assets of which first results are 
expected during a given year. Trusted chips that integrate cryptography 
curves are of further relevance. Another business area that was identified 
is healthcare.

The infrastructure experts argued that on the infrastructure layer, 
domain independence is preferred. From a development view they create 
their own roadmap as they hold the expertise, but on the other side close 
contact with their customers in an agile development mode is also neces-
sary for prioritization. In relation to the state of DL, most of the develop-

 Distributed Ledger Enabled Internet of Things Platforms… 



102

ments are in PoC or prototype phase; some of them are already in testing 
and a few in the production phase. Most of the companies use prototyp-
ing to get to know the use of DL. This leads to developments of DL use 
cases in-house copying aspects from public, opensource projects. After 
involving several departments in the developments to erase silos, it is 
expected that the solutions will be enhanced to partnerships with other 
companies and industries. This will lead to new value creation released by 
DL. All the experts agree that DL usage is important in the formation of 
partnerships between different stakeholders for which the buildup of 
trust is effortful and costly. With DL a decentral storage of data, secure 
communication, trustful connections and digitalization of physical assets 
are realized. Furthermore, a development of specific DL solutions, like 
for the IoT, as well as DLgps are examined. Both directions lead to a ver-
tical and horizontal integration of DL.

 Functions of DL

DL establishes trust. In the IoT, there are challenges considering updates 
of devices, decisions to integrate devices in networks and the question of 
trust toward a device with which you would like to interact. DL realizes 
the management of devices through many parties, which establishes trust. 
Additionally, security and cost efficiency were named as further func-
tional attributes by the experts. As DL involves several equal parties into 
the creation of consensus, the maintenance of the system is more effi-
cient. Furthermore, DL enables the exchange of value in a secure and 
failure-resistant way, which opens new possibilities. Another expert adds 
the protection of customer information, process compliance and identity 
management as further important DL features. All the named function-
alities could lead to a simplified creation of partnerships and sharing or 
selling of data. Thus, the creation of ecosystems is possible without a 
centralized party, which enables further entities to join in order to create 
value. This also establishes new opportunities for small businesses, mak-
ing it easier to join ecosystems for which the creation of trust is not 
necessary.

 D. Burkhardt et al.



103

 Challenges of DL

Due to the state of development there are still challenges that need to be 
overcome. One major challenge is scalability. According to the experts 
this will be solved through vertical optimization including new tools, 
sharding and so on, and horizontal optimization including bridges to 
further BCs and such like. It is expected that a complex ecosystem with 
different but compatible DL solutions for specific usage areas will evolve. 
Another challenge is the discrepancy in speed of processing. If the speed 
is too high, forking will occur and the data cannot be trusted anymore. 
Thus, a balance between off-chain and on-chain data storage and process-
ing is important. On the business level, one expert explains that currently 
it is important to show the customers where DL is not relevant. Before 
they define the infrastructure implementation it is therefore necessary to 
create a trust model in which the relevance of DL is evaluated. If a trust 
problem between the parties is not identified or a strong central player 
can force participants on its platform, then a DL operation might be pos-
sible but not for the entire industry. Furthermore, currently the experts 
work on increasing the acceptance of DL in their own company. Therefore, 
the educating of decisionmakers, especially through trainings, is essential. 
Support of DL solutions is another aspect that is relevant for its produc-
tive adoption, which at the moment is only rarely guaranteed by DL 
implementations. Ultimately, DL has an impact on current business 
models. This requires new business model methodologies which enable 
the evaluation of a company’s capabilities in an ecosystem and a shift in 
culture. The generation of revenue decreases in importance in this case, 
whereas value creation gets more important.

 Feature Analysis

For the development of DL features, the IIRA viewpoint model was used. 
The model shows four viewpoints that support the analysis of IoT sys-
tems. In the interviews, the experts assigned DL features to these 
viewpoints.
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The Business Viewpoint

Trust is a high-level feature of DL. With DL, formulation of contracts 
between parties is not necessary anymore because with cryptographic 
mechanisms it is now possible to verify the identity of the other party and 
prevent double spending. This enables the digital transfer of value with-
out a middleman. Thus, DL has an impact on economics, which forces 
companies to analyze or reshape their existing business models. Data that 
would have to be gathered centrally is now ubiquitously available in a 
verified manner, which pushes new business models, products and ser-
vices, such as telematic insurances. Further barriers in the form of regula-
tions and accounting have to be overcome in order to free the potential 
of DL. After this, partnerships, even with the customer, can be formed 
‘on the fly’, which creates transparency of end-to-end processes and the 
formation of ecosystems without high interface development efforts. This 
will also lead to an improvement in operational speed and more efficiency 
in business processes. New incentives and mechanisms are created to 
invest in upcoming opportunities enabled through smart contracts, 
which is based on economic and game theoretical systems.

The Usage Viewpoint

With DL the user drifts into an active part of value generation by partici-
pating in the network. Currently, because of technical restrictions the 
user has to use central servers in order to participate in the network. With 
an improvement of technical possibilities, the user will shift further to 
being a direct network participant. The experts think that most users will 
not take up this role, which creates the need for new roles overseeing the 
user’s tasks. A new economic niche is thus generated by this circumstance. 
Furthermore, the user can use innovations without losing privacy. Results 
based on data can be trusted without possessing the data itself. This 
enables the possibility to use an application without the need to trust the 
provider. As the user holds his or her own data (private key) the misuse of 
data by the provider or third parties is not possible. For some use cases, 
the data transparency can be also an obstacle that needs to be 
considered.
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The Functional Viewpoint

Companies with a vertical integration focus on the development of spe-
cialized DL applications, whereas companies with a horizontal integra-
tion focus on the improvement of the DL usage. The first type of 
company is closer in terms of interaction with the end-user. Both types 
leverage each other by exchanging knowledge and developing compat-
ibility. An integrative approach between the developments will lead to 
a higher stability and network effects for the whole ecosystem. For 
example, an asset’s identity stays unique in different applications of the 
ecosystem or decisions that are made in a private BC can be transferred 
to a public BC, so realizing voting mechanisms. Additionally, another 
expert envisions the protection of customer data with DL as a further 
functional use. Thus, new models emerge that liberate the potential of 
DL. A current, general problem seen by the experts is missing standards 
for data, processes, protocols and so on, which do not exist in a domain 
or even an industry. According to their opinion, DL will not solve the 
problem of missing standards because some companies profit too much 
from their established standard. But in order to leverage the fusion of 
IoT and DL, this is a further challenge for both directions to be 
overcome.

The Implementation Viewpoint

Because of the interrelated developments of the two types of companies 
discussed, technical challenges need to be solved on both sides to improve 
developments. For example, scalability issues need to be solved by hori-
zontal integration companies in order to enable vertical innovation. Due 
to the global reach of DL, a higher speed in developments can be achieved. 
Usually, the infrastructure has to be built before application development. 
With DL and opensource communities the infrastructure already exists. 
Furthermore, it became attractive for developers as the DL user base and 
link to business is available, which forces innovation. Additionally, for 
developers DL is seen to be appealing because opensource enables them to 
be more independent but also gives the opportunity to freely participate 
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in impactful projects with other experienced developers. However, the 
form of developing has changed as concepts like trial and error are cur-
rently costly in the DL space. Developers have to make sure that their 
smart contract is bug free before deployment. This led to DLgps, such as 
Cardano, that have implemented programming languages with formal 
verifications, with the flipside that these languages are complicated and 
require specialists. Testing frameworks, such as Truffle, are also evolving 
that increase smart contract safety. Moreover, smart contracts need to be 
developed with a distributed execution in mind which forces the devel-
oper to consider dependencies in the code. The challenge for companies 
is to define a balance between smart contract safety, broad developer 
adoption and degree of integration of opensource. A high potential, espe-
cially for traditional industry companies, is discovered by the experts if 
DL is used to share data that is still captured in the systems of the compa-
nies. An openness to evolving communities is therefore required.

 Results of Features and Challenges Evaluation

The results of the evaluation are shown in Figs. 4.6, 4.7 and 4.8.21 The 
information gathered in the DL platform analysis and interviews was con-
solidated and transferred into the structure illustrated. It is divided into 
four sections that visualize the viewpoints of the IIRA. The summarized 
challenges of DL are listed in the upper part of each section and the fea-
tures are shown on the lower part. For instance, from a business and usage 
viewpoint privacy and transparency need to be balanced depending on the 
use case, which led to the listing of ‘privacy’ and ‘transparency’ as chal-
lenges. The creation of use cases and transfer to business cases also includes 
the challenge of ‘identification of usage’ and ‘impact on business model, 
business processes and culture’ from a business perspective. A key chal-
lenge on the functional viewpoint is the ‘dependencies of horizontal and 
vertical developments’. For example, current challenges on the implemen-
tation viewpoint, like ‘scalability’, need to be solved for DLgp in  

21 Only key DL points from the Figs. 4.6, 4.7 and 4.8 are explained. For a detailed explanation of 
the features and challenges, please refer to the sections “Analysis of DL Platform Components and 
DL Generic Platforms” and “Analysis of Conducted Interviews”.
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order to run DLpcs and applications according to the defined conditions. 
Forks lead to partitions of DL protocols due to functional changes and 
different beliefs apropos the change necessity in the corresponding com-
munity. It requires an ecosystem of interrelated solutions, solving the func-
tional and implementation challenges with a view on business and usage.

From a business viewpoint DL enables the features shown. ‘Smart gov-
ernance & compliance’ is realized by ‘smart contracts & DApps’ on the 
implementation viewpoints. Furthermore, due to the characteristics of 
DLgps ecosystems, which can be built but do not require trust between 
the participants, no trust creation phase is necessary, which inclines to an 
‘on-demand’ ecosystem creation. Additionally, because of the features of 
‘opensource’, ‘global reach’, ‘compatibility’, ‘existing and open infrastruc-
ture’ and ‘failure resistance’ on the implementation viewpoint, ‘opera-
tional speed’ and ‘cost efficiency’ in the business viewpoint can be 
achieved. The user receives direct ownership over his or her own data. DL 
network participants decide themselves who accesses their data, which 
generates a ‘transparent data ownership’ in the functional viewpoint. 
Furthermore, any person with an internet connection gets the possibility 
to transfer value over the DL network, creating new possibilities in the 
business and usage viewpoint. In the functional viewpoint, a ‘unique 
identity’ can be realized because on a DLgp (‘Common control layer’) an 
identity of an asset or a person needs to be created once and can be used 
throughout the ecosystem. Due to the fact that data is validated by the 
respective consensus algorithm in a p2p network and data is owned by its 
creator, it concludes the information to be valid. This creates ‘trusted 
applications’ and new possibilities in the business viewpoint. To summa-
rize, all the DL features from the various viewpoints form the founda-
tions to foster ‘privacy’, ‘security’ and ‘reliability’ in order to enable ‘trust’ 
of a whole system.

 Feature Mapping

In Figs. 4.6, 4.7 and 4.8, challenges and features of IoT platforms and 
DL according to the analysis of this chapter are arranged opposite each 
other. The yellow marking on IoT side indicate where a link can be 
formed to DL.
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Fig. 4.6 Feature mapping IoT platforms and DL; business and usage viewpoint. 
(According to the IIRA business viewpoint Lin et al. 2017)
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Fig. 4.7 Feature mapping IoT platforms and DL; functional viewpoint. (According 
to the IIRA functional viewpoints Lin et al. 2017)

In the business viewpoint, DL will enable new ‘service models’ in addi-
tion to service subscription with an on-demand characteristic. 
Furthermore, through ‘non-influenceable currency’ and ‘new investment 
and payment mechanisms’, new ‘pricing models’ can be integrated which 
enable direct payments on the edge tier. With the implementation of 
DLgps and the integration of DLpcs into IoT systems, a reuse of assets in 
different contexts will be guaranteed as a horizontal integration facilitates 
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Fig. 4.8 Feature mapping IoT platforms and DL; implementation viewpoint. 
(According to the IIRA implementation viewpoints Lin et al. 2017)

domain and context independence. Additionally, users of an IoT system 
receive a unique identity independent of context or application through-
out the IoT ecosystem by the implementation of a DLgp as the ecosystem 
foundation. This also guarantees an independent ‘IoT node identity’, 
‘user management’ and ‘asset management’. Furthermore, DL enables a 
valid data layer of an IoT system, which provides ‘data ownership con-
trol’, ‘data exchange’ and ‘data sharing’. The described connections sup-
port the development of valid ‘digital copies of devices’ and communication 
between devices on platform tier—‘devices (interconnected)’. Nannra 
(2018) advocates this link, saying that DL can support a secure commu-
nication between assets on the edge tier (Nannra 2018). IoT platform 
features described, such as ‘data storage’ and ‘cloud/server’, can be 
replaced by DLpcs. Because DL and IoT platforms comprise features that 
enable assets to act autonomously on the edge tier, M2M communica-
tion and value transfer is realized. Challenges on the implementation 
viewpoint, like ‘heterogeneity’, ‘fault tolerance’ and ‘vertical silos align-
ment’ can be tackled with the implementation of DLgps and DLpcs 
guaranteeing ‘interoperability’, ‘compatibility’ and ‘failure resistance’ in 
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the functional and implementation viewpoint. DL guarantees a synchro-
nized global state of the network which enables valid statements on the 
sequence of transactions—‘timestamp’.

 Conclusion

Trust, overarching an IoT system, can be enabled by emphasizing privacy, 
security, reliability, safety and resilience in all four viewpoints. Figure 4.9 
indicates that the integration of DLpcs and DLgp facilitate the genera-
tion of ‘privacy’, ‘security’ and ‘reliability’ of an IoT system by establish-
ing trustworthiness between the IoT stakeholders.

In this chapter, the analysis of IoT platforms and DL as a platform 
component and generic platform is conducted and the results are com-
bined in feature mapping. The illustration supports the identification of 
IoT features and challenges that can be enhanced or replaced by DL’s 
features in order to build a more trustful IoT system. This includes the 
prevention of data misuse, enabling of secure interconnectivity and 
interoperability as well as guaranteeing the promised behavior of the IoT 
system by implementing a decentralized control function. Additionally, 
challenges that have to be solved on the DL side can be identified. 
Moreover, it shows where DL does not provide functionalities in order to 
justify a more in-depth use of DL in the IoT. Thus, it is concluded that 
DL is the required pillar to enable democracy of power in the IoT. With 
DL, assets can build trustful relationships to create new value.

The DL challenges listed need to be solved to achieve the described 
scenario. It is further necessary to examine more DL and IoT solutions, 
conduct interviews and implement use cases to identify additional chal-
lenges and features in order to guarantee the completeness of the map-
ping visualization. This will be supported by a more detailed classification 

Fig. 4.9 Feature mapping IoT platforms and DL enabling trust
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of DL and IoT platform types as well as its integration into the graphic 
structure. Through this detailing, an improved evaluation of the usage of 
DL in the IoT can be achieved. Furthermore, the use of DL in combina-
tion with other technological fields, such as artificial intelligence, is nec-
essary to construct a substantial DL framework that supports its adoption 
and integration in the IoT.
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Blockchain-Based Decentralized 

Accountability and Self-Sovereignty 
in Healthcare Systems

Sachin Shetty, Xueping Liang, Daniel Bowden, 
Juan Zhao, and Lingchen Zhang

 Introduction

The recent influx of wearable medical devices promises to bring rich divi-
dends to healthcare stakeholders. Wearable medical devices are networked 
computing devices equipped with sensors to track the patient’s vital signs 
and physical activities. The data and the analytics can also be linked to 
Electronic Health Records (EHR), which can benefit patients to help 
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monitor their personal health and aid doctors in prescribing personalized 
medicine and insurance providers to gain insights into cost of providing 
medical care.

However, due to security and privacy concerns, it has been reported 
that medical device manufacturers have only instrumented 20–30% of 
their networked devices to be used in hospitals. There have been several 
vulnerabilities reported with medical devices. For instance, ICS-CERT 
reported that Hospira’s Symbiq drug infusion pump (Matt 2015) used by 
medical facilities to automatically administer doses of medication to 
patients based on the amount specified by the caretaker was vulnerable. 
The vulnerability allows an attacker to change the doses of prescribed 
medicine and impact patient safety. In 2017, FDA has reported of vul-
nerabilities in St. Jude’s Medical heart devices (Matt 2015). It is obvious 
that connected medical devices are here to stay and the likelihood for 
compromising medical devices grows exponentially. Current cybersecu-
rity solutions for identity management are inefficient and lack the ability 
to track failure and accountability immediately.

In addition to compromise of medical devices, there are several pri-
vacy concerns with health data collected from both wearable devices and 
EHR systems. Patients are concerned about the lack of transparency in 
which healthcare stakeholder has access to their data and how is their 
data used. Current healthcare cybersecurity solutions focus on improv-
ing data providers’ responsibilities to detect the data disclosure activities; 
however, it is equally important to protect data access and provide 
immediate notifications of improper data disclosure risks. In addition, 
over 300 EHR systems utilize centralized architecture which are prone 
to single point of failure and suffer from lack of interoperability that 
results in the lack of a holistic and thorough view of personal health. It 
is reported by Harris (2016) that 62% of insured adults rely on their 
doctors to manage their health records, which limits their ability to 
interact with other healthcare providers than their primary doctor. 
Moreover, even though many health providers are supposed to follow 
rules or laws, such as HIPAA (Health Insurance Portability and 
Accountability Act of 1996), there are still many entities that are not 
covered by any laws. Therefore, it is crucial that any entity that has access 
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to the data should be accountable for their operations on the data and 
any operations on the data need to be audited.

Blockchain’s capability to capture data provenance will facilitate secure 
tracking of medical devices from production to ongoing use. The prove-
nance information encoded in the blockchain provides immutable and 
reliable workflow with a trusted ground truth. The ground truth can be 
used for transparent, traceability and accountability when any device 
malfunctions accidentally or as a result of a security attack. The capability 
will also be useful for autonomous monitoring and preventive mainte-
nance of medical devices. As compared to existing cyber defense solu-
tions, Blockchain’s distributed consensus protocols and cryptography 
techniques, decentralized control will reduce cyber threat risks for medi-
cal devices. The other benefits include streamlining the secure tracking of 
medical devices, cost savings, improving patient privacy by secure and 
targeted access to patient data.

Blockchain relies on pseudoanonymity (replacing names with identi-
fiers) and public key infrastructure, keeping the privacy of the users. The 
workshop co-held by the Office of the National Coordinator for Health 
IT (ONC) and the National Institute for Standards and Technology 
(NIST) (2016) focused on the blockchain usage in healthcare and 
research, aiming to clarify the implications of blockchain as an infrastruc-
ture for healthcare use cases including privacy preservation for predictive 
modeling, increasing interoperability between institutions at a large scale, 
immutability of health records, health insurance claim process improve-
ment, health information exchange, healthcare delivery models with arti-
ficial intelligence, identity management, monetization strategies and data 
provenance requirements.

With the above mentioned issues of data ownership, data isolation and 
lack of accountability, as well as high privacy risks existing in current 
EHR systems, patients have little control over their personal health data 
(Kish and Topol 2015), the notion of Self-Sovereignty by Clippinger 
(2017) gains great popularity for dealing with healthcare data issues. To 
better bring this concept into reality, we adopt two novel technologies, 
Intel SGX and blockchain, to implement a patient-centric PHDM sys-
tem with accountability and decentralization. Intel SGX offers an anony-
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mous key system (AKS) (Sarangdhar et  al. 2016) that can generate an 
anonymous certificate which will then be transmitted to a certification 
platform for validation. Blockchain technology, where data are stored in 
a public, distributed and immutable ledger, maintained by a decentral-
ized network of computing nodes, provides a decentralized and perma-
nent record-keeping capability, which is critical to data provenance (Liang 
et al. 2017a, b, c; Ekblaw et al. 2016; Peterson et al. 2016; Thierer 2014; 
Yue et al. 2016; Zhang et al. 2016; Angela 2018) and access control 
(Hardjono and Pentland 2016) in cloud data protection.

In this chapter, we present a complete patient-centric PHDM system, 
allowing patients to collect and manage their health data with compli-
ance. In the development of the system, we take the user ownership of 
data into consideration and the contribution is as follows.

• Self-Sovereign Data Ownership. We adopt the idea of user-centric 
architecture to control data access and issue permissions. It is the data 
owner that decides who can access the data and whether to make the 
data public or private, as well as how to validate the data. Token-based 
verification is utilized to grant one-time access to data requested by 
third parties.

• Permanent Data Record with Integrity. We collect data records and 
submit an abstract of each record to the blockchain network. The 
records are included in a block and the integrity of the record is guar-
anteed by the consensus mechanism used in the block mining process.

• Scalable Data Processing. The volume of health data collected from 
wearable devices and user input scales greatly so we propose a high- 
speed algorithm to improve the efficiency of data processing.

• Decentralized and Distributed Privacy and Access Control. We pro-
pose a decentralized permission management protocol to deal with 
each personal health data request. The data access records are stored to 
provide traceable logs, using blockchain to preserve immutability.

• Trusted Accountability. The trusted execution environment provi-
sioned by Intel SGX is utilized to generate a fingerprint for each data 
access. For medical treatment and insurance enforcement, every action 
is traceable. Once data leakage is detected, the malicious entity can be 
identified for investigation.
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 System Architecture

A three-layer architecture for accountability and privacy preservation is 
designed for the PHDM system. The data sharing layer provides users 
with entire control over their personal health data and handles data 
requests from third parties. The SGX enabled hardware layer provisions a 
trusted execution environment in the cloud, generates data access tokens 
and is responsible for reliable data storage and process. The blockchain 
network layer, which is distributed and untrusted, records data opera-
tions and various data access requests for immutability and integrity pro-
tection. Figure 5.1 is a general scenario for the patient-centric PHDM 
system. Personal wearable devices collect original health data, such as 
walking distance, sleeping conditions and heartbeat, which may be syn-
chronized by the user with their online account associated with the cloud 
server and cloud database. Every piece of health data could be hashed and 
uploaded to the blockchain network for record-keeping and integrity 
protection. The original data is maintained in the cloud database hosted 
on trusted platform enabled by SGX. The user owns personal health data, 
maintains access tokens, and is responsible for granting, denying, and 
revoking data access from any other parties requesting data access. For 
example, a user seeking medical treatment would grant the doctor a one- 
time data access token. Same scenario applies to user-insurance company 
interactions. Besides, user can also manually record everyday activities 
according to a particular medical treatment such as medicine usage and 
share the information frequently with the doctor.

Healthcare providers such as doctors can perform medical test, give 
suggestions or provide medical treatment, and request access to previous 
medical treatment from the patient. The data request and the correspond-
ing data access is recorded on the blockchain for distributed validation. 
Besides, user may request a health insurance quote from insurance com-
panies to choose health insurance plans. Insurance companies can also 
request access to user health data from wearable devices and medical 
treatment history. The blockchain network is used for three purposes. For 
health data collected from wearable devices and from healthcare provid-
ers, each of the hashed data entry is uploaded to the blockchain network 
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for integrity protection. For personal health data access request from 
healthcare provider and health insurance company, a permission from the 
data owner is needed with a decentralized permission management 
scheme. Besides, each of the access request and access activity should be 
recorded on the blockchain for further auditing or investigation. Each of 
the data access request should be processed to get a permission from the 
data owner with a decentralized permission management protocol. The 
access control policies should be stored in a distributed manner on the 
blockchain which ensures stability. Besides, each of the access request and 
access activity should be recorded on the blockchain for further auditing 
or investigation.

 System Entities

User System users collect data from wearable devices that monitor users’ 
health data such as walking distance, sleeping conditions, and heartbeat. 
Those data are then uploaded to the cloud database hosted on trusted 
platform via the mobile application. User is the owner of personal health 
data and is responsible for granting, denying, and revoking data access 
from any other parties, such as healthcare providers and insurance com-
panies. If the user is seeking medical treatment, the user would share the 
health data with the desired doctors. If the treatment is finished, the data 
access is revoked to deny further access from the doctors. Same scenario 
applies to user-insurance company relations. Besides, user can also record 
everyday activities according to a particular medical treatment such as 
medicine usage to share with the treatment provider for adjustment and 
better improvement.

Wearable Device Wearable devices serve to transform original health 
information into human readable format and then the data is synchro-
nized by the user to their online account. Each account is associated with 
a set of wearable devices and possible medical devices. When a piece of 
health data generated, it will be uploaded to the blockchain network for 
record-keeping and integrity protection.
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Healthcare Provider Healthcare providers such as doctors are appointed 
by a certain user to perform medical test, give some suggestions or pro-
vide medical treatment. Meanwhile, the medical treatment data can be 
uploaded to the blockchain network for data sharing with other health-
care providers under the user’s permission. And the current healthcare 
provider can request access to previous health data and medical treatment 
from the user. Every data request and the corresponding data access is 
recorded on the blockchain.

Health Insurance Company User may request a health insurance 
quote from health insurance companies or agents to choose a proper 
health insurance plan. To provide better insurance policies, insurance 
companies request data access from users including user health data 
from wearable devices and medical treatment history. Users with previ-
ous medical treatment(s) may need to pay a higher rate and the history 
cannot be denied by users to prevent insurance fraud. Users can choose 
not to share exercise information due to privacy issues but mostly they 
would desire to share because regular exercise can bring down the 
insurance pay rate. However, users cannot hide or modify medical 
treatment history data since those data are permanently recorded on 
the blockchain network and the integrity and trustworthiness is 
ensured. Moreover, the insurance claims can also be recorded on the 
blockchain.

Blockchain Network The blockchain network is used for three purposes. 
For health data collected from both wearable devices and healthcare pro-
viders, each of the hashed data entry is uploaded to the blockchain net-
work for integrity protection. For personal health data access from 
healthcare provider and health insurance company, a permission from the 
data owner is needed with a decentralized permission management scheme.

Cloud Database The cloud database stores user health related data, data 
requests from the healthcare provider and insurance companies, data 
access record and data access control policy. Data access is accountable 
and traceable. Once data leakage is detected, the malicious entity can be 
identified.
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 Key Establishment

In the patient-centric data management system, users are required to reg-
ister an online account to be involved in the system and generate data 
encryption key pairs to encrypt their cloud data for confidentiality. For 
key management, we assume the system developers adopt a secure wallet 
service. The description of each key established is as follows.

User Registration Key KUR The user needs to create an online account to 
store health data collected from wearable devices and other sources in the 
cloud database. We denote the user registration key as KUR. Every time 
user wants to operate on their cloud health data, the registration key is 
needed. This key is generated from the platform identity key using Intel 
SGX AKS and is thus bounded to the user. Even if the user’s registration 
key is stolen or compromised, it could not be used elsewhere without the 
user authentication. Similarly, the registration key for healthcare provider 
and healthcare insurance company is KHR and KIR, respectively.

Data Encryption Key KDE After registration, the user generates an 
encryption key KDE to encrypt all the health data stored in the cloud data-
base. When a health data entry is created, user has the option to encrypt 
the data entry, which limits the data access only to the key owners, and 
the hashed data entry will be uploaded instantly to the blockchain.

Data Sharing Public/Private Key Pair (PKDS, PRDS) For health data shar-
ing, a public/private key pair will be generated, denoted as (PKDS, PRDS). 
In some cases that the data sharing activity is to be recorded on the block-
chain, the private key is used to generate a signature from the user to 
indicate the health data ownership, while the public key is used by others 
to verify the ownership. When users want to share their health data with 
healthcare providers or insurance companies, they share the private key for 
data access and the corresponding tokens generated with this private key.

Platform Identification Key KPID Each trusted platform owns a plat-
form identification key KPID, also generated from the platform identity 
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key using Intel SGX AKS. Every health data request and data access on a 
certain platform will generate an activity record signed by KPID for 
accountability while still with anonymity preserved. Different entity keys 
are noted as KPIDu for users, KPIDp for healthcare providers, and KPIDi for 
insurance companies.

 PHDM Procedures

In the system, there are five phases for PHDM: user registration, health 
data generation and synchronization (data generated from user, health-
care provider, and insurance company), health data access management, 
health data access record uploading, and health data access auditing.

User Registration In the system, user needs to create an online account 
to store health data collected from wearable devices and other sources in 
the cloud database by way of establishing an online ID. Other entities in 
the system cannot correlate the online ID with their real identity, preserv-
ing user privacy in the registration phase. Personal health data comes 
from wearable devices such as activity trackers or smart watches, and 
medical devices such as pacemakers or defibrillation, as well as manual 
user input for treatment tracking such as medicine usage and training. To 
synchronize the personal data to the cloud for convenient access and fur-
ther process, the user first can register to the cloud service provider for an 
online account with enough storage capability. Figure 5.2 shows the data 
collection and synchronization architecture.

Health Data Generation and Synchronization Health data contains 
four categories: data collected from wearable devices, data collected from 
medical test, data collected by patient indicating their treatment details, 
and data recorded by healthcare providers and insurance companies. 
After registration, the user can collect health data from wearable devices, 
which monitor their everyday activities, such as walking, bicycling, and 
sleeping, and choose to synchronize those data with their online account. 
The collected data is encrypted using KDE and stored in the cloud data-
base. This preserves user privacy in the data generation and storage phase. 
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Fig. 5.2 Personal health data collection

The synchronization step triggers an event in the system which trans-
forms the event into a transaction on the blockchain. Every time a health 
data entry is created, user has the option to encrypt the data entry and 
upload the record on the blockchain.

Health Data Access Management User can share data with healthcare 
providers to seek healthcare services, and with insurance companies to get 
a quote for the insurance policy and to be insured. A token-based access 
control mechanism is adopted to control personal health data access and 
exposure. The health data are stored in the cloud database and the access 
control policies are stored on the blockchain in a decentralized way to 
ensure integrity and remove the necessity of a trusted third party. Both 
healthcare providers and insurance companies can request data access to 
the data owner, that is, the registered user in the system. User can grant, 
deny, and revoke access from both parties. Each time there is a data 
request, the user will generate an access token to the requester. The access 
token is bound to a trusted platform for accountability.

Health Data Access Record Uploading As mentioned above, once a 
data request or data access event is monitored in the system, the event 
will be captured as a data access record which will serve as a system log for 
future validation and regulation. The record is hashed and eventually 
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transformed into a Merkle tree node (Merkle 1980) using Tierion API 
(Tierion 2016). The Merkle tree root node will be anchored in a block-
chain transaction following the Chainpoint 2.0 protocol, proposed by 
Wayne et al. (2016). For the blockchain nodes, both healthcare providers 
and insurance companies can join the blockchain mining process in 
exchange for the large-scale dataset retrieved from personal health data-
base as mining rewards. For privacy concerns, the dataset removes sensi-
tive information such as name and location and is anonymous. Insurance 
companies can learn more information from medical history and health 
data so that they can make specific policies according to the characteris-
tics of customers. Healthcare providers can learn from previous medical 
treatment and gain experiences which will benefit future medical cases 
and improve medical levels.

Health Data Access Auditing When it is necessary for legal regulators to 
investigate the system security, user can grant the system auditor access to 
the data records on blockchain network. Each data record is verifiable by 
checking the record signatures. It is also accountable against the trusted 
platform by identifying the platform key used in the signature.

 Token-Based Access Control

For anonymity and verification purposes, we adopt the token-based 
access control mechanism to handle the data management process. As is 
shown in Fig. 5.2, the cloud server is responsible for issuing and verifying 
tokens, and also maintaining both the data record database and data 
access log database. Users can request and share the access tokens to data 
requestors. Potential data requestors include healthcare providers, insur-
ance companies, and even system auditors. Each data and token opera-
tion is recorded in the blockchain and thus validated. After user 
registration, the cloud server can issue tokens based on the personal 
information provided by users. To access data, the required token will be 
presented to the cloud server and verified. The server issuance operation, 
the user token presentation, and verification omit system logs, which will 
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be stored in the log database, as well as data requests and access from 
third parties.

 U-Prove Based Token Generation

User registration is based on U-Prove (Paquin and Zaverucha 2011), 
which is proved capable to be integrated into Trusted Platform Module 
2.0 by Chen and Li (2013). U-Prove (Paquin 2013) includes three enti-
ties, namely, issuer, prover, and verifier. In our system, the issuer and the 
verifier are the same entity, that is, the cloud server. The user in our PHDM 
system is the prover entity in U-Prove model. During user registration 
phase, there are some parameter definitions for both prover and issuer.

 – The value of the token information field (T I): T I ∈ (0, 1)*

 – The value of the prover information field (P I): P I ∈ (0, 1)*

 – Application Attributes (AA): (A1, …, An), T I

(A1, …, An) indicates n attributes from the application itself.

 – Issuer Parameters (IP): U IDp, desc(Gp), U IDH, (g0, g1, …, gn, gt), 
(e1, …, en), S

U IDp is an application-specific identifier for this particular IP, which 
is unique across the PHDM system and desc(Gp) specifies the group (Gp) 
with an order of p, which is used for discrete logarithm computation in 
the following verification steps.

U IDH is the identifier for the secure hash algorithm. (g0, g1, …, gn, 
gt) is the issuer’s public key. (e1, …, en) is generated from AA, indicating 
the format of each application attribute.

 – The hash of the IP (P): P = H(IP)
 – Device-protected Boolean (DB): d

This indicates whether the protocol is device-protected. PHDM adopts 
trusted execution environment so the value by default is true.

 – Device Parameters: gd, xd, hd
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The device generator gd satisfies gd ∈ Gq. xd is device private key and 
hd is the public key.

With the above information provided, we choose the issuance protocol 
version number 0x01. The user platform identification key KPIDu, is used 
to generate the device private key. The token generation protocol is as 
follows.

 

The cloud server issues tokens to users with the signature (σz
1, σc

1, σr
1). 

For privacy concerns, the AA are hashed for the generation of U-Prove 
based token. During some circumstances, the issuer is able to generate 
multiple tokens at one time for better performance.

 Token Presentation Protocol

A presentation proof of ownership of certain messages or attributes con-
tained in the token is generated using the token private key and is required 
to access user data in the cloud database. Before accessing data, the data 
requestor needs to attest itself and convince the user that it is running on 
top of SGX enabled environment in an isolated enclave. The SGX attes-
tation is launched by the data requestor, which will send a signed quote 
to the data owner for verification using the platform dependent key. The 
remote attestation between the two platforms is performed with the assis-
tance of the Intel Attestation Service (Anati et al. 2013). After the verifi-
cation, the user will request a one-time U-Prove token with a newly 
generated private key PRDS and share it with the data requestor. The 
data requestor forwards the token to the verifier of the cloud database 
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and will be granted access after the verification. Different decisions can be 
made by the user, such as to grant, deny and revoke access. The presenta-
tion proof serves two purposes. For one thing, it proves the integrity and 
the authenticity of the attribute values and for another, it establishes the 
confirmation of the ownership of the private key associated with the 
token itself, which will further prevent token replay attack.

 Decentralized Accountability and Integrity 
Protection

As is shown in Fig. 5.2, each data and token operation is recorded in the 
blockchain and thus validated in a decentralized and permanent manner, 
ensuring data integrity. Besides, every operation is launched on a trusted 
platform enabled by Intel SGX, making the operation record trustworthy 
and nonframeable. The event record can be described using a tuple as 
<datahash, owner, receiver, time, location, expirydate, signature> where the 
signature comes with platform dependency for accountability. Then the 
tuple is submitted to the blockchain network, which is followed by sev-
eral steps to transform a list of records into a transaction. A list of transac-
tions will be used to form a block, and the block will be validated by 
nodes in the blockchain network by consensus algorithms. After a series 
of processes, the integrity of the record can be preserved, and future vali-
dation on the block and the transaction related to this record is accessible. 
Each time there is an operation on the personal health data, a record will 
be created and anchored to the blockchain. This ensures that every action 
on personal health data is accountable. There are different types of opera-
tions from different parties, as listed in Table  5.1. The SGX platform 
identification key KPID is used to generate the signature thus making 
each record platform dependent and ensuring that every action on per-
sonal health data is accountable. The token generation and issuance are 
also recorded in the same way so as to track the data requests and 
authorizations.

For scalability considerations, we adopt a Merkle tree-based archi-
tecture (Merkle 1980) to handle large number of data records. Each 
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Table 5.1 Types of operations in the healthcare collaboration system

Health data Operator Operation

Personal health data User Update, query
Healthcare provider Query
Insurance company Query

Medical history Healthcare provider Update, query
User Query
Insurance company Query

Insurance information Insurance company Update, query
User Query
Healthcare provider Query

leaf node represents a record and the intermediate node is computed 
as the hash of the two leaf nodes. The Merkle root, along with the tree 
path from the current node to the root, serves as the proof of integrity 
and validation, that is, the Merkle proof. The basic Merkle proof is 
shown in Fig. 5.3. First, we need to identify the record location, the 
targetHashB. The target hash and the path to the Merkle root, that is, 
nodes in green, constitute the Merkle proof of the hashed data record, 

Fig. 5.3 Personal health data integrity protection
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which is stored in a JSON-LD document that contains the informa-
tion to cryptographically verify that the record is anchored to a block-
chain. By calculating the hashes in different tree levels, it is easy and 
fast to obtain the root hash, which is anchored in the blockchain 
transaction, witnessed, and maintained by some distributed nodes. It 
proves the data was created as it was at the time anchored. The Merkle 
root for each Merkle tree is related to one transaction in the block-
chain network, which means a blockchain transaction represents a list 
of data records the Merkle hosts, enabling the scalability and effec-
tiveness of data integrity protection and validation. The tree-based 
architecture protects the integrity of each operation record itself 
which can be validated by traversing the tree nodes. Meanwhile, it 
implicitly indicates the integrity of all the nodes in that any single 
node modification could lead to the modification of the root, thus 
protecting the integrity of the whole tree structure at trivial costs 
(Figs. 5.4 and 5.5).

Fig. 5.4 PHDM system interaction
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H2=Hash(H1+C)

rightNodeC

targetHashBleftNodeA

H1=Hash(A+B)

Fig. 5.5 Merkle tree-based data integrity protection

 System Evaluation

Our system adopts a user-centric model for processing personal health 
data using blockchain network, ensuring the data ownership of indi-
viduals, as well as data integrity. The operations on the data records are 
highly inter-operable and compatible with current systems. By enforc-
ing access control policies, users can handle their personal data without 
worrying about the privacy issues. Meanwhile, each request and update 
from healthcare providers and health insurance companies are recorded 
and anchored to the blockchain network, making actions toward per-
sonal health data accountable. With all the security objectives proposed 
in Section I achieved, it is crucial to evaluate the system performance, 
regarding to the scalability and efficiency of the data integrity proof 
generation and data validation process. We test different numbers of 
concurrent records with a range from 1 to 10,000. Figures 5.6 and 5.7 
show the average time cost. From these two figures, we can conclude 
that the system can handle a large dataset at low latency, which indi-
cates the scalability and efficiency of the data process. By adopting 
Merkle tree method to batch data, we implement an algorithm with 
the computation complexity of O(log2n). This is an important advan-
tage when the data records are collected at a high frequency. In the 
future, we will take a deeper vision into the delay tolerance for health-
care data processing and improve the data collaboration procedures 
accordingly.
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Fig. 5.7 Average time for proof generation

For U-Prove based token generation, we select five attributes pre-
defined and involved in each token and two of them are required to 
obtain a data access token. During the token issuance, there are basically 
two cryptographic methods for digital signature including Subgroup and 
ECC.  The evaluation results for token issuance and presentation with 
these two methods are shown in Fig. 5.4a, b. It can be concluded that 
ECC-based token generation is more efficient than the subgroup-based 
method. This can be explained that ECC utilizes shorter key length for 
the elliptic curve than subgroups of equivalent security levels and com-
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Fig. 5.8 Average time for proof validation

putes faster with a small field. Adopting the ECC-based U-Prove proto-
cols for both token issuance and presentation, the average overhead 
brought to the system is 8.1% and 9.4%, respectively (Fig. 5.8).

 Mitigation of Attack Surfaces in Blockchain 
Using Intel SGX

The proposed PHDM system will be deployed in a permissioned block-
chain platform within a healthcare organization’s cyber infrastructure. 
However, the permissioned blockchain platform are susceptible to 
attacks. In this section, we provide information on INTEL SGX miti-
gates attack surfaces in the proposed PHDM system.

 Blockchain Vulnerabilities and Attacks

Due to the P2P communication model and the trustless node involve-
ment, most blockchain services and blockchain-based applications could 
be vulnerable to certain attacks that are difficult to detect or prevent. It is 
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possible that the network node is compromised and thus negatively 
impact the mining process or consensus process. In this section, we pres-
ent and analyze the vulnerabilities that are possible for distributed 
ledgers.

 Block Withholding Attack (A1)

Blockchain nodes usually join a pool to mine blocks with other nodes. 
Once a new block is mined, the rewards is shared among all the pool 
members. However, some malicious nodes intend to join the pool but 
never publish the block that has been mined, which decreases the overall 
rewards of the pool (Rosenfeld 2011). Such attack is hard to detect 
because the mining process is controlled by the owner of the mining 
platform. Even when the platform finds a solution to a new block, other 
nodes are not aware of the fact. Analysis (Courtois and Bahack 2014) 
shows that block withholding attack makes it possible for a rogue miner 
to gain profit without effort.

 Block Discarding Attack (A2)

Block discarding attack (Bahack 2013) happens when a node controls the 
majority of network connections with other nodes. A mined block needs 
to be confirmed by most of the nodes and added to the blockchain. If the 
network is controlled by a single party that intends to discard a certain 
block mined by a normal node, the attack will discourage the nodes in 
the controlled network from confirming this block. In this way, the newly 
mined block by the normal node will be set invalid if a block from other 
nodes is confirmed earlier than itself.

 Replay Attack (A3)

Replay attack often happens in P2P networks where there are frequent 
message exchange and propagation. Attackers may try to repeat or delay 
an intercepted data transmission, thus preventing the honest party from 
communicating normally with the party where the message comes from 
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(Dua et al. 2013). Replay attack in blockchain network is discussed in 
several scenarios, such as smart grid (Kim et al. 2016) and IoT environ-
ment (Lee and Lee 2017), as well as blockchain-based big data authenti-
cation protocols (Abdullah et al. 2017). Replay attack also serves as a way 
to launch block withholding attack when the malicious node eavesdrops 
the block confirmation message and delays the message from immediate 
propagation. For blockchain applications where there are quantities of 
distributed nodes, it is challenging to mitigate such attacks using the 
traditional timestamping services since most message exchange is trans-
ferred in a simultaneous session and a concurrent manner.

 Man in the Middle Attack (A4)

Man in the Middle Attack (Callegati et  al. 2009) is similar to replay 
attack in that attackers try to intercept the message between two honest 
parties, possibly alter the message and then deliver the false message. 
Usually, the attacker tries to insert himself in-between the information 
flow of the client and server, inject a forged message to both sides so that 
he can impersonate either side. Both the client and server could leak sen-
sitive information since they believe they are interacting with the authen-
ticated parties. In blockchain network, this could happen when a node 
joins the block mining process and steal the mining result, that is, the 
solution to a puzzle in a proof of work blockchain, from another node 
and then pass it to other participants for confirmation. Even though 
there are methods to detect such attacks, but the timing is critical. When 
the solution finder realizes that the solution is stolen, it may be too late 
since the rewards are already distributed.

 Potential Privacy Risks (A5)

One major concern of blockchain is the privacy issue due to the distrib-
uted nature of node connection. Each node participates in the network 
actively to broadcast messages and receive rewards. Transactions made by 
each node is traceable by other nodes. This is also concerned with the 
anonymity issue which is acknowledged in Bitcoin transactions since the 
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transactions are permanently recorded in the public ledger while every-
one can see the detailed transaction balance and public addresses. Some 
scenarios such as financial institutes and military communications require 
isolated transactions built on top of tamper-proof blockchains. If the pri-
vacy issue is solved, users can communicate in a secure way without expo-
sure of sensitive information and still make use of blockchain benefits for 
integrity protection.

 Majority Hash Rate Attack (A6)

In order to gain a large quantity of profit, some miners use special mining 
equipment to control a great source of mining power. When an attacker 
controls more than 50% of the entire mining power, he can reverse trans-
actions he sent while he is in control and even prevent some transactions 
from being confirmed with high possibility. This is why majority hash 
rate attack is also called 51% attack. This attack could also lose the 
 decentralized nature of blockchain since the majority of the network is 
controlled by a powerful entity. A two-phase proof of work (Bastiaan 
2015) is proposed to prevent such attack but the hardware is not seriously 
considered in the model.

 SGX Capabilities

Intel SGX provides enclaves, which is an isolated zone for trusted pro-
gram running, to reduce the attack surface and minimize the trusted 
computing base. We illustrate three key notions adopted by SGX, namely, 
Enclave, Attestation, and Sealing, as follows.

 Enclave

When an enclave is created, the sensitive code and data will be stored 
inside a protected memory region called Enclave Page Cache (EPC). The 
EPC region is encrypted which ensures strong confidentiality. The code 
inside the enclave is not authorized to access memory beyond the enclave 

 Blockchain-Based Decentralized Accountability… 



142

boundaries. If code inside one enclave accesses content in another enclave, 
there would be an error of aborted page access. Enclave Page Cache Map 
is a hardware structure which stores security and access control informa-
tion for every page in the EPC.  After the enclave is provisioned with 
appropriate memory content, there will be an enclave measurement 
stored in two registers, MRENCLAVE and MRSIGNER. MRENCLAVE 
provides an identity of enclave code called enclave identity, which is a 
SHA-256 digest of enclave log by ECREATE instruction. The enclave 
log contains the content and relative position of the enclave pages as well 
as some security flags (Intel 2013). MRSIGNER identifies an enclave 
signer’s identity called sealing identity, which signs an enclave when the 
enclave is created. Inside the MRSIGNER, the hash of the signer’s public 
key is stored. After enclave is initialized, the enclave identity and sealing 
identity will be available by calling.

EGETKEY and EREPORT instructions. Each enclave has a certificate 
issued by the enclave author in the format of SIGSTRUCT.  Three 
 metadata fields in SIGSTRUCT is used to determine an enclave’s iden-
tity: the modulus of the RSA key used to sign the certificate (MODULUS), 
the enclave’s product ID (ISVPRODID), and the security version num-
ber (ISVSVN). An enclave author can issue several enclave certificates 
using the same RSA key to indicate different modules of the same 
software.

 Attestation

Attestation is a process that one entity proves that it is running on top of 
a trusted platform to another. Intel SGX provides two types of attestation, 
including local attestation (two enclaves running on the same platform) 
and remote attestation (extending local attestation to outside of the plat-
form). Local attestation can be performed between two enclaves: target 
enclave and challenger enclave. First of all, challenger enclave sends attes-
tation request to target enclave for verification as well as challenger 
enclave’s MRENCLAVE value. Then target enclave uses EREPORT 
instruction as well as the received MRENCLAVE value to create a signed 
REPORT for challenger enclave and sends it back. Challenger enclave 
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receives the REPORT and extracts the REPORT key to compute the 
MAC. If the MAC matches the value on the target enclave’s REPORT, 
then challenger enclave can confirm that target enclave is running on the 
same trusted platform. Then challenger enclave can create a REPORT for 
target enclave and sends it to target enclave so that target enclave can con-
firm that challenger enclave is on the same platform in a similar way. In 
some cases, two enclaves on different platforms need to verify each other. 
Intel SGX enables a third enclave called quoting enclave to help launch a 
remote attestation. Quoting enclave adopts Intel Enhanced Privacy ID 
(EPID) (Brickell and Li 2011) as a key to sign the REPORT from the 
target enclave on the same platform and generate a QUOTE which will 
be sent to the remote enclave for verification. Similar to local attestation, 
there is a challenger enclave requesting to verify the target enclave. Here, 
the target enclave exists on a different platform from the challenger 
enclave. The target enclave will create a REPORT and send it to the quot-
ing enclave. The quoting enclave signs the REPORT using the EPID key 
to generate a QUOTE and sends the QUOTE back to the target enclave. 
The target enclave forwards the QUOTE to challenger enclave as well as 
some other user data for authentication. Challenger enclave uses an EPID 
public key to verify the QUOTE. In this way, the target platform is veri-
fied and further communication can be established.

 Sealing

When enclave program finishes running, the code and data inside the 
enclave will be gone. In order to store the data for future use, Intel SGX 
provides a sealing key to encrypt data and ensure data integrity. The 
sealed data can only be unsealed when the trusted environment is restored 
locally (Anati et  al. 2013). By calling EGETKEY instruction, current 
enclave can access the sealing key, seal the data, and export the data to a 
memory region outside the enclave. There are two sealing policies 
designed by Intel, including sealing to the enclave identity and sealing to 
the sealing identity. Depending on the access control policies of the 
enclave applications, different sealing policies can be adopted. Sealing to 
the enclave identity can produce a key only available to the exact enclave 
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instance. If a key available to different enclave instances under the same 
sealing identity is needed, the policy of sealing to the sealing identity 
(Sealing Authority) can make it. With the security notions described 
above, the security capabilities of SGX can be summarized as follows.

Enclave Execution (C1) is tamper-resistant against software attacks 
outside the enclave (McKeen et al. 2013). Hardware-rooted Randomness 
(C2) provides a valuable source for cryptographic key generation and 
protection. A true random function is provided in the tRTS (Trusted 
Run-Time System) library available in Intel CPUs (Aumasson 2016). 
Remote Attestation (C3) allows a client platform to attest itself to a 
remote party proving that the client is running in a trusted environment. 
This ensures the integrity of code execution in both the client and server 
side. Trusted Elapsed time (C4) provides a hardware-assisted measure 
for trusted timestamping service, which is critical for scenarios where it is 
time sensitive. Confidentiality Assurance (C5) prevents sensitive 
 transactions and business contracts from leakage. The enclave identity 
key and provisioning key can be involved for secret protection and attes-
tation. Sealing and Unsealing (C6) helps to store confidential informa-
tion outside the enclave for future access after system shutdown. 
Monotonic Counter (C7) is supported to serve as a measure to defend 
against the replay attack.

Considering the attacks mentioned, we utilize Intel SGX to establish a 
trusted execution environment which will greatly reduce the attack sur-
face and minimize the trusted computing base. At the same time, most 
SGX capabilities can be chosen to effectively defend all of the six attack 
as illustrated in Table 5.2, to achieve a reliable distributed ledger.

Trusted execution could be established in an enclave zone (C1) which 
provides an isolated environment and thus the reduced attack surface, 
playing an important role in defending against all five attacks. The code 
and data inside the enclave are integrity-protected. SGX enabled block-
chain mining ensures that the mining process will be isolated inside the 
enclave. Even when the platform and the Operating System is controlled 
by a malicious entity, the mining is still protected from compromise. This 
guarantees that once a block is mined, the block will be immediately sub-
mitted to the blockchain network without delay, making block withhold-
ing attack impossible. Hardware-rooted Randomness (C2) helps with 
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Table 5.2 Design rationale for SGX enabled blockchain

Potential attacks Intel SGX capabilities

Block withholding 
attack (A1)

Enclave execution (C1)

Block discarding 
attack (A2)

Enclave execution (C1), remote attestation (C3), 
monotonic counter(C7)

Replay attack (A3) Hardware-rooted randomness (C2), remote attestation 
(C3), trusted elapsed time (C4)

MITM attack (A4) Hardware-rooted randomness (C2), remote attestation 
(C3), confidentiality assurance (C5)

Potential privacy risks 
(A5)

Enclave execution (C1), confidentiality assurance (C5), 
sealing and unsealing (C6)

Majority hash rate 
attack (A6)

Enclave execution (C1)

random number generation used in key management protocols, benefit-
ing the message exchange in transactions between blockchain nodes and 
is capable of resisting replay attack. The function sgx read rand() calls the 
hardware-based pseudorandom generator (PRNG) available in Intel 
CPUs through the RDRAND instruction. Remote Attestation.

(C3) is employed during communications between client and server 
for the purpose of key negotiation and exchanging shared secrets which 
will be used in the following interaction. The shared secrets established 
using remote attestation may become platform dependent, making it an 
effective countermeasure for resisting the man in the middle attack since 
the secret is bound to the platform dependent identity that cannot be 
forged by a middle man. To provide a message with a trusted timestamp-
ing, the SGX capability of trusted elapsed time (C4) can be adopted by 
calling sgx get trusted time from the architecture enclave service. This 
trusted time can effectively prevent replay attack where a given expire 
time is set. Confidentiality Assurance (C5) protects peer to peer commu-
nication in the transaction process and preserve the confidentiality of 
both identity and transaction. Enclaves can seal and unseal the secret 
(C6) shared by two parties, especially the secret is used multiple times. 
Monotonic Counter (C7) provides a trusted counter by calling sgx create 
monotonic counter function, which is utilized to preserve message authen-
ticity during communications, thus enhancing resistance against replay 
attack and man in the middle attack.
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 Conclusion

In this chapter, we design and implement a mobile healthcare system for 
personal health data collection, sharing and collaboration between indi-
viduals and healthcare providers, as well as insurance companies. The 
system can also be extended to accommodate the usage of health data for 
research purposes. By adopting block chain and SGX technology, the 
system is implemented in a distributed and trustless way so that personal 
health data is stored and shared with robustness. The algorithm to handle 
data records can preserve both integrity and privacy at the same time.

By utilizing blockchain technology in the self-sovereign healthcare sys-
tems, we manage to distribute the responsibility of maintaining trusted 
records for data operation as well as token generations.

Meanwhile, benefiting from the blockchain consensus scheme and the 
decentralized architecture, along with the trusted execution environment 
and the platform dependency provisioned by Intel SGX, the records are 
anchored with trusted timestamping and redundancy, preserving both 
availability and accountability of the healthcare data and operations. We 
also propose U-Prove based protocols for the permission management. 
We implement a prototype of the PHDM system and the evaluation 
shows that the performance is acceptable.

For future work, we will integrate the PHDM system with the enhance-
ment of a blockchain-based access control scheme to provide better data 
protection and user privacy. We will explore how to combine both per-
sonal health data and medical data together and provide a better solution 
to address healthcare uses in identity management and electronic health 
record management.
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 Interdependent Crises, Complexity, and a New 
Approach

The term digital revolution refers to the profound changes brought about 
by digital information and communication technologies (ICT) in the 
twentieth century and their gradual convergence at the beginning of the 
twenty-first century. Digitization has brought a steep increase in the con-
nectivity of our societies and economies through massively reduced trans-
action costs. This connectivity has enabled large corporations to gradually 
develop into networks with global reach—internally, with transnational 
subsidiaries, and externally, with supply chains spanning the globe. This 
increased interdependence between businesses has led to the mega trend 
we call “globalization”.
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Globalization, deregulation, and ICT have brought much progress and 
better standards of living to many people and countries. However, this 
development seems to come at a price that becomes increasingly palpable. 
Non-sustainability is the biggest global challenge humanity is facing at the 
beginning of the twenty-first century. In a global survey among business 
and governmental leaders, environmental risks—extreme weather events, 
natural disasters, failure to mitigate and adapt to climate change, biodiver-
sity loss and ecosystem collapse, as well as man-made natural disasters—
have been identified as the risk cluster which would have the largest impact 
as well as the highest likelihood (World Economic Forum 2018).

Today, our societies and economies are much more interconnected 
than any previous time in history. This high degree of connectedness 
within and between corporations and institutions has created a large web 
of complex systems. These networks are much harder to control than the 
societies and economies of the twentieth century, which were smaller, 
more isolated, and often confined to the nation state. While the economy 
went global without much restriction, a concerted global effort to regu-
late it is nearly non-existent. The unrestricted operation of globalized 
industries has created a series of ecological crises that have the potential 
to remove the very foundations the global economy continues to rely on.

Since 2008, we also are fully aware that the dominant economic sys-
tem is not invulnerable to turbulence and crashes. The survey mentioned 
above identified a variety of economic risks—fiscal crises, un-/underem-
ployment, asset bubbles in a major economy, failure of critical infrastruc-
ture, failure of a financial mechanism or institution, energy price shocks, 
illicit trade, deflation, and unmanaged inflation—that are considered to 
be likely and have a lower, but still significant impact (World Economic 
Forum 2018).

The interdependence and thus complexity of these challenges is 
unprecedented. The “too big to fail” debate has shown that the economic 
power and reach of large corporations and banks are exceeding the capac-
ity of many nation states to contain economic mishaps. Joint efforts by 
policy makers, regulators and governments are underway:

• The United Nations has developed the “Sustainable Development 
Goals” framework that covers a broad range of social and economic 
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development issues, including poverty, hunger, health, education, cli-
mate change, gender equality, water, sanitation, energy, environment 
and social justice (United Nations 2015).

• European nations implemented a series of financial support measures 
(European Financial Stability Facility and European Stability 
Mechanism) to counter the European debt crisis. The European 
Central Bank is  repurchasing bonds at a large scale, also known as 
quantitative easing (“European Debt Crisis” 2018)

• The Basel Committee on Banking Supervision is implementing the 
third installment of the Basel Accord (“Basel III”), after several exten-
sions, in 2019. The accord is a global, voluntary regulatory framework 
on bank capital adequacy, stress testing, and market liquidity risk, 
developed in response to the deficiencies in financial regulation 
revealed by the financial crisis of 2007–08 (“Basel III” 2018).

The failure of regulators to keep up and create effective global frame-
works to which all nations and actors are accountable is leading to social 
tensions and even crises in some parts of the world. Societal risks—such 
as water crises, food crises, large-scale involuntary migration, spread of 
infectious diseases, and profound social instability—are thought to have 
a similar impact as environmental risks (World Economic Forum 2018).

As a consequence, general public trust in business and political leaders 
is eroding in many countries. We can find a variety of examples of the 
geopolitical risks identified by the World Economic Forum (2018) such as 
interstate conflict, failure of national governance, terrorist attacks, failure 
of regional or global governance, and state collapse or crisis in a variety of 
countries on all continents.

The question is: Against this backdrop, how should we tackle this 
web of interdependent complex crises and address some of the funda-
mental challenges humanity faces—such as climate change? The sus-
tainability challenges we are witnessing are rooted in a misaligned 
incentive system that does not take into account the ecological and 
human capital which the economic system depends upon and needs for 
its very existence.

In order to think of new solutions, some of the key assumptions of 
standard economics need to be scrutinized because they insufficiently 
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describe and model the complex reality we live in. Conventional eco-
nomics makes several assumptions that seem to be overly simplistic (Ball 
and Helbing 2012, chap. 7; Helbing 2013):

• Interpreting the economy as an equilibrium system that, through sup-
ply and demand, would always find a perfect price balance, as long as 
no outside influences interfere. As a consequence, forecasts underrate 
the potential for major fluctuations such as bubbles and crashes. The 
underlying assumption of a closed, linear model does not quite reflect 
our world as an open, non-linear system.

• The orthodox model imagines economic agents as independent, endowed 
with all necessary information at all times, and always acting rationally 
to maximize their own “utility”. This conceptualization has been relaxed, 
using concepts such as bounded rationality and information asymmetry. 
However, this new branch of behavioral economics only illustrates the 
stark contrast between old and new economic models.

• By assuming agents interact solely on the basis of price information, 
feedback loops and interdependent behavior are ignored. While the 
press often speculates that herd behavior may create fluctuations, bub-
bles, or crashes, they are not part of conventional economic models.

One of the core problems is that today’s economic system is creating 
systemic market failures in the form of so-called market externalities. 
They are considered external precisely because they are not contained in 
the models of conventional economics (see above). As a consequence, 
today’s economy always needs external checks and safeguards; a role tra-
ditionally carried out by policymakers and regulators. Classic govern-
mental instruments include subsidies to foster positive externalities and 
taxation to curb negative externalities.

However, while the economy went global without much restraint in 
recent decades, governments have been largely uneffective in guiding and 
framing the globalized economies. One of the reasons is that policymak-
ing is still mainly confined to national preferences and boundaries. Recent 
leaks demonstrate that corporations play on legal gaps and tax haven 
constructs around the world, which indicates that it is a challenge for 
competing nations to agree on consistent, global policy.
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One solution would be to harmonize regulation globally in important 
domains like environmental protection, CO2 emissions, and so on. This 
has been attempted through initiatives like CO2 emission trading (Kyoto 
and Paris Agreements), although the results clearly lag behind the expec-
tations. One of the core reasons is that the social, cultural and economic 
realities of nations vary significantly, leading to a broad spectrum of 
national interests and motives. Diplomatic efforts to align these interests 
are time-consuming and prone to failure. In many ways, the Paris 
Agreement is an example that can be considered a huge success—although 
the stability of strong commitments and backing is not self-evident (e.g., 
the position of the US administration).

It is safe to assume that any approach relying on globally harmonized 
regulation to tackle the interconnected challenges described above will 
take a long time (which we may not have) and often lead to agreements 
of the lowest common denominator. The second reason to be skeptical 
lies in the nature of the approach: financial (dis)incentives like taxes and 
subsidies only affect one parameter of the complex system—national cur-
rency. We suggest a more robust system of finer granularity  is better 
suited to steer our economies and societies.

In order to move toward such an alternative system, we start from a 
few key questions:

• What if we could measure externalities much more broadly and deeply—
and automatically using ICT?

• What if we could price externalities that have not been priced before and 
make them visible?

• What if we could expose such priced externalities to new (dis)incentive 
systems (i.e. markets)?

Our proposed approach is to extend the economic system itself by 
systematically including externalities and making them tradable on mar-
kets. We are proposing to address societal challenges using a new gover-
nance paradigm made possible by innovative technology. Using insights 
from complexity science, we propose a new system which would moti-
vate people to act more sustainably, while remaining decentralized, self-
organizing, multi-layered, and circular. With the advent of recent 
breakthroughs in digital technology—mainly blockchain technology, but 

 Toward a Sustainable Circular Economy Powered… 



158

also the “Internet of Things”, and artificial intelligence—it is possible to 
create such decentralized incentive systems (Kleineberg and Helbing 
2016).

Blockchain (BC) technology allows data streams that quantify exter-
nalities to be recorded and tracked in a trustworthy manner. It also allows 
these data streams to be valued and traded (“priced externalities”). This 
would allow to create decentralized markets for externalities which cur-
rently do not exist. In addition, these data streams and markets would 
not need a governance structure controlled by institutions like central 
banks. That is because BC technology allows anyone to create monetary 
systems accessible by anyone on the Internet. In contrast to fiat curren-
cies, anyone on the Internet can obtain and use Bitcoin, for example. 
“Economic and monetary management will be overhauled by new sys-
tems anchored in digital currencies and the blockchain, making tradi-
tional pricing mechanisms and exchange rate systems less relevant” 
(World Economic Forum 2015, p. 35).

The sensory networks of the Internet of Things (IoT) allow measuring 
real-life phenomena representing externalities. These phenomena could 
be tracked by public machine sensor networks like those used to measure 
emissions, noise, traffic, etc. run by city administrations in combination 
with human sensor networks based on mobile phones and other devices 
(e.g. hardware kits like Raspberry Pi. At a later stage, personal artificial 
intelligence (AI) tools could help to analyze the various streams of data 
on externalities and represent them as cryptocurrency. The tools could 
create behavioral recommendations for users on how to manage their 
wallets in the best way.

Cryptoeconomic designs will power incentive systems on a variety of 
platforms that focus on different externalities. These platforms will grad-
ually connect to create new ‘‘token economies’’, whereby tokens circulate 
within and between the platforms. This will create new sources of income 
and new ways of mitigating unsustainable activities on a large scale. 
Moreover, these token economies will have their own built-in governance 
systems.

In the following section, we describe the core concepts and processes 
of such a design and discuss some architectural considerations.

 M. M. Dapp



159

 Core Concepts

We propose a decentralized economic system that combines a series of 
distinct concepts and processes. The broad strokes are presented here as 
an overview while the details will be left for later stages of research.

Blockchain technology makes it possible to design and create digital 
currencies to allow local communities to create and design their own 
money. That is significant for two reasons. Firstly, it allows communities 
to create currencies and design economic policies (“cryptoeconomics”) 
that are tailored to their local needs. A centrally issued single currency 
following a single economic policy cannot provide such a level of adap-
tiveness. Therefore, the European Central Bank continues to struggle to 
develop a single economic policy which is adequate for the heterogeneous 
EU market: its instruments are essentially limited to money supply, inter-
est rates, and bonds. Secondly, bottom-up cryptocurrencies will over 
time democratize money supply and money governance. Traditionally, a 
small group of managers in central banks (that are often privately owned 
and not democratically legitimized) decide on the entirety of the mone-
tary system, from money supply, to fractional-reserve standards, to inter-
est rates. The consequences of its decisions affect very large populations 
(e.g. 330 m US citizens in case of the FED, 510 m EU28 citizens in case 
of the ECB).

Bearing in mind the complexity challenges discussed in the previous 
section, it is fair to ask whether a small group of people facing bounded 
rationality, information asymmetries, and a limited arsenal of instru-
ments is in fact able to steer such large complex economies—or whether 
new, more participatory, self-organizing systems would bring more ben-
efit to a larger number. This section makes a proposal based on the latter 
contention.

 Incentive System

One of the core concepts is to create an incentive (and feedback) system 
that is multi-dimensional, multi-layered and based on cryptocurrencies 
designed to promote sustainable behavior.
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Table 6.1 Examples for market externalities

Positive externalities Negative externalities

Education, cooperation, health, 
community service, reuse, recycling, 
biodiversity, care-taking, CO2 
capture, etc.

CO2 and other emissions, pollution, 
disease spread, waste of food/energy, 
deforestation, garbage, noise, etc.

Cryptocurrencies The basis of the design is that agents in the system 
receive money for sustainable behavior when they create positive and/or 
reduce negative externalities in their area of influence. Externalities, 
i.e. effects on actors who have not been part of the original transaction, 
cover a broad spectrum (c.f. Table 6.1). If the side effects of a market 
transaction are beneficial to a group of bystanders, the externality is called 
positive; whereas if they are harmful, it is called negative. For example: 
polluting the environment while producing oil is a negative externality if 
nobody in the transaction (neither the oil-producing corporation nor its 
clients) covers the cost of cleaning up the environment (c.f. oilspillmoni-
tor.ng for empirical data about this problem).

Externalities are positive if a transaction creates beneficial spillover 
effects for others. For example, reducing CO2 emissions anywhere on the 
globe helps everybody on the globe—no matter who actively contributed 
to the reduction. This lack of incentive to contribute is known as a collec-
tive action or free-rider problem and is one of the reasons why global 
climate agreements are so hard to accomplish.

Terminology: Blockchain, Cryptocurrency, Altcoins, Smart 
Contracts, DApps, DAO

A blockchain is a distributed data structure that is collectively written and 
maintained by a network through a distributed consensus mechanism. In 
2008, Bitcoin was the first application—offering digital cash or ‘‘cryptocur-
rency’’ to its users—using blockchain technology and an economic consen-
sus mechanism called proof-of-work. Copycat projects have created a 
myriad of alternative cryptocurrencies (“altcoins”) and several 
new  exchanges started to allow users to trade cryptocurrencies (see  
coinmarketcap.com for an overview). Regulation across the world is patchy, 
ranging from innovative, supportive approaches in some jurisdictions to 
flat out bans in others.
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 The introduction of smart contracts by the Ethereum project in 2013 led 
to the second phase of evolution. Smart contracts are code that is deployed 
to a blockchain to be immutable and self-executing. Smart contracts can 
interact with other smart contracts, websites and humans allowing for the 
emergence of programmable value transfer networks (“Internet of Value”). 
Such decentralized applications (“DApps”) sit one layer above the block-
chain and make use of its features. Many DApps explore this new space to 
create domain specific applications ranging from insurance to social net-
works, supply chain provenance, prediction markets or voting.

Moving up the stack, the third phase of evolution has started with 
“TheDAO” project in 2016. A Decentralized Autonomous Organization is a 
network based on a set of interacting smart contracts that not only perform 
functions of a certain application domain but that also incorporate func-
tionality to mimic an organizational structure and its governance—in a dis-
tributed way. The key problems to be solved are decision-making/voting, 
dispute resolution, joint funding schemes, and so on.

Across all phases, technology and governance pose the key challenges at 
the current stage of development. Fully decentralized approaches to tech-
nology are severely limited in scaling and throughput performance while 
the ambition to create democratic structures on top of the DApps poses 
a design challenge in its own right.

As of writing there are hundreds of distributed ledger projects actively 
exploring the space to experiment with different data structures (e.g. 
blockchains, directed acyclic graphs, hashgraphs), consensus algorithms 
(e.g. proof-of-work, proof-of-stake, Byzantine Fault Tolerance (BFT), etc.), 
different application domains (see above), and last but not least technical 
challenges ranging from closing security loopholes to experimenting with 
new approaches to increase performance.

Just like central banks or local currency schemes, the designers of this 
new money need to answer two key questions: How/For what will people 
receive cryptocurrencies, and how/for what will they be able to spend 
them? Generally, new coins are received for positive actions that strengthen 
the network and address externalities specific to that token. Instead of a 
debt-based IOU issuing scheme—as most fiat currencies use since the 
abandonment of the Bretton Woods gold standard in 1971—the cur-
rency will be based on the real-life “good” work of tackling an unsustain-
able externality (we may call this “proof-of-good-work”). Thus, it derives 
its value from the community that issues the currency—and accepts it in 
return. Two aspects are crucial: Firstly, the local community needs to cre-
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ate closed-loop systems in which the tokens issued can also be spent on 
things that users value. At the beginning, when there are only a few cur-
rencies, this will be harder than when numerous currencies are already 
established. Successful existing local currency projects offer a great deal of 
insight here. Secondly, issuing money for good work also means that 
agents are not required to exchange their own fiat currency into a crypto-
currency to participate in the system. Newly minted tokens will not be 
distributed to banks but directly to people for activity deemed beneficial 
to the community. Therefore, it is crucial that the community controls 
the supply and policy of the token and not banks. In this way, the new 
token economy can self-organize, develop in parallel to the existing finan-
cial systems, and function independently of them. An area we can learn 
much from, is game reward systems research.

The question of how people will spend their cryptocurrencies is closely 
related to the design of feedback mechanisms and closed loops in the sys-
tem. The more closed circles the designers manage to create when devising 
the mechanisms of a new currency (‘‘circular’’ economy), the easier it will 
circulate, and the easier it will be for people to not only earn but also 
spend tokens. As the system runs in parallel to existing fiat currencies, 
there is no immediate need to buy food and shelter with the new crypto-
currency. At the same time, people will spend tokens because they want 
other positive externalities like clean water, healthy food, education, etc.

Multiple Dimensions Contrary to today’s economic system, agents will 
make use of a variety of currencies that represent classes or types of exter-
nalities. People do not use one single currency, but many: each currency 
represents a type of externality and acts as a signal on the market for 
externalities. These signals will make preferences and priorities in the 
demand and supply of externalities to a greater extent visible  than in 
today’s markets. In addition, agents will be able to actively participate by 
trading the different currencies/externalities. Although not quite the 
same because it is not created from the bottom up, the closest existing 
analogy the markets for CO2 emission certificates.

Multiple Layers In most cases, local communities (e.g. a city) will issue a 
currency according to the type and scope of the externality they want to 

 M. M. Dapp



163

address. However, others like international bodies (e.g. the United 
Nations or the European Union) can do the same. For example, instead 
of today’s distribution scheme, the United Nations could issue tokens 
equivalent to the budget allocated to climate mitigation and distribute 
them to communities in return for credible (cryptographic) proof that a 
certain amount of CO2 was permanently captured. The support would be 
direct, transparent, accountable, and more effective than today’s processes 
as the success metric would already be built-in. As long as a token is 
addressing an externality, any group should be able to create and use it. 
However, not being a local community, the United Nations would also 
offer a compelling way for people to use the tokens they receive. At the 
beginning, it would be possible to exchange them for fiat currency. In the 
long run, however, the tokens would need to have intrinsic value.

Valuation How is the value of such cryptocurrencies determined or 
influenced? The “mudflation” phenomenon in computer games (the 
unintended inflation, i.e. devaluation, of virtual tokens issued in-game 
without any limits) shows that simply creating and issuing tokens will 
not work. The challenge is to get the economic policy right. At the same 
time, programmable money allows a much more fine-grained control of 
a monetary system: token supply can be capped or non-capped leading to 
deflationary or inflationary currency; tokens can be destroyed (“burnt”) 
and removed from the supply; demurrage, expiration, and many more 
characteristics can be made inherent properties of a token. However, as 
these possibilities did not exist before, it is hard to predict the potential 
of large-scale, bottom-up, open cryptocurrency systems, that are demo-
cratically governed and accessible to anyone.

Convertibility A second aspect is the convertibility of cryptocurrencies. 
Generally, people should be able to exchange from any currency to any cur-
rency to make the most use of their tokens. This can either be accomplished 
by a mechanism that allows direct conversions or by using a “meta currency” 
that allows the exchange between different  currencies. In a 2010 policy 
paper analyzing the imperfections of the existing international monetary 
system (e.g. over-representation of the USD), the International Monetary 
Fund presented several options to increase stability (Moghadam 2010). 
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One option was to create a sui generis global currency—called Bancor in 
honor of economist John Maynard Keynes—to replace today’s system of 
Special Drawing Rights, as either a common or a parallel currency. A similar 
conceivable approach would be to devise a system of externality-based coins 
in which conversions are done automatically through smart contracts. In 
fact, some blockchain projects are working on such conversion mechanisms 
(e.g. Bancor and Interledger, c.f. section on architecture).

Some conversions, however, may be detrimental to the overall goal of 
sustainability. Take the following hypothetical example: a project proposal 
involves burning down 10 km2 of rain forest to build schools. If the cost-
benefit estimates are done in one single currency, a result of both estimates 
being close may lead to a favorable judgment of the project. This approach 
presumes that the costs and benefits of having trees versus having schools are 
of comparable quality and can be balanced. This presumption ignores the 
fact that the rain forest will be gone, no matter how many schools are built. 
On the other side, if two different externality tokens representing CO2 
emissions and education were used, it would become transparent that build-
ing schools does not balance out the diminished capacity of the rain forest 
to capture CO2 - the tokens represent two different dimensions. To discour-
age such transactions, they would need to cost more—not unlike the tax 
proposed by James Tobin to curb excessive foreign-exchange transactions.

Reputation Using programmable tokens in incentive systems enables the 
creation of metrics akin to reputation. For example, maintaining a consis-
tently above-average balance of “CO2 coins” would indicate that an indi-
vidual has made a credible effort to keep his/her ecological footprint low (if 
the user decides to make this information public). Several externality mea-
surements combined would gradually form a rich user profile with some 
degree of reliability and accuracy. Under the control of the user, such profiles 
could be used for job interviews, political campaigns, insurance policies, etc.

 Token Economy

Token and Tokenization A token is a quantified unit of value, generic and 
fungible. Most blockchain projects use a token for implementing their own 
cryptoeconomics. In the simplest case, the token is the cryptocurrency 
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itself, like bitcoins on the Bitcoin network. On Ethereum, ether is used as 
“gas” to execute smart contracts on the platform. Ethereum-based decen-
tralized applications (so-called DApps) typically create their own tokens 
specific to the functionality. Standards are emerging to define common 
characteristics to make these tokens interoperable (e.g. ERC20, ERC777).

Typically, new tokens are created in one of two ways. Either, the whole 
token supply is created in advance (“pre-mined”) with the option to sell 
to future users via a token-sale mechanism like an initial coin offer-
ing  (ICO). Or, the tokens are created regularly while the platform is 
being used. Sometimes, these two approaches are combined. In addition, 
tokens can operate in different ways, some examples include: payments 
(like normal currency), stakes (for users to get “skin in the game”), or 
creation/destruction schemes (“burning” tokens usually renders them 
unusable, at least temporarily).

A related concept is tokenization. Tokenization is the act of creating a 
set of tokens to digitally represent an asset or a right. For example, a 
physical object like a house, car, or a natural resource (such as a forest or 
a field) can be tokenized to render a fine-grained digital representation of 
the physical object’s value. This enables the resource to be managed mul-
tilaterally and maintained collectively.

There are different ways to conceptualize and tokenize an externality on a 
blockchain: as a currency, asset or something else entirely. In the first case, the 
logic of a currency is straightforward: users receive tokens by doing something 
valuable and spend tokens (pay) for something they value. If a currency logic 
is adopted, it creates a market where externalities are traded. Another way to 
model externalities is as an asset. For instance, the community selects a user 
to take care of a piece of forest with the aim to gradually grow the forest or 
limit deforestation. In this way, the person acts as a custodian of the forest. 
One form of compensation would involve rewarding the user for maintain-
ing or expanding the forest over time. The financial logic is different to a 
currency: The person has a stake in the forest and could not as easily switch 
to another externality as would be the case if the user possessed a currency 
convertible on markets. An even more sophisticated approach would be to 
integrate this logic into a decentralized autonomous organization (DAO) such 
that the foresst would own itself and manage its own tokens through smart 
contracts (c.f. the art project ‘‘terra0’’). Such a technocratic governance 
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 framework could be designed to directly reflect community rules to collec-
tively manage externalities (Ostrom 2015), rules that are hard to implement 
using only currency or asset concepts.

What Is Cryptoeconomics?

No commonly agreed definitions exist yet but following Vitalik Buterin one 
can say that cryptoeconomics is the combination of cryptographic proofs of 
past events and economic incentives to encourage future events inside a 
blockchain system. On the cryptography side, components used center 
mainly around consensus algorithms, digital signatures, and hash functions, 
plus more recently, zero-knowledge proofs, multi-party computation and 
homomorphic encryption. On the economy side, things are more complex 
and an active area of research involving game theory, mechanism design, 
and network economics.

Cryptoeconomics Cryptoeconomic designs will power the incentive sys-
tems established around local externalities. Gradually, as more of these 
currencies come into existence, they will connect to create token econo-
mies, whereby tokens will circulate in and between the currencies. Such 
currency networks, technically accessible by anyone (including “the 
unbanked”), can represent new sources of income and new ways of miti-
gating unsustainable activities on a larger scale. Moreover, these token 
economies will have their own built-in systems of governance.

Two notable blockchain projects that are actively experimenting with 
a variety of complex, multi-coin cryptoeconomic mechanisms may serve 
as illustrative examples. Steemit is a blogging platform similar to Medium 
or Wordpress that rewards users for writing and curating content. No 
central entity monitors what is published and once published, the history 
of posts is immutable. The sophisticated incentive mechanism uses three 
different tokens that model a checking account, a savings account, and a 
currency account (to USD). New tokens are issued daily to reward con-
tributors who post new content, and vote and comment on existing con-
tent. Akasha, the second example, is a social network “dedicated to 
freedom of expression, access to information, and privacy”. The incentive 
mechanism enables the base currency to be exchanged for self- regenerating 
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“Mana” used to publish, vote, comment, etc. Voting burns Mana, which 
the authors can collect and reconvert to the base currency. Whereas the 
savings account in Steemit serves as a form of reputation, Akasha uses a 
fourth currency called Karma that builds based on the burning on Mana. 
Both these examples show that the power of blockchain technology goes 
beyond mimicking fiat currencies in a secure digital way; its real power lies 
in the ability to define complex rules governing how a currency should oper-
ate—an ability that fiat currencies are unable to provide.

The key to the success of such initiatives is that local communities can 
design and create currencies and incentives according to their local needs, 
tokenize what is agreed to be relevant, and collectively track the parame-
ters in question. A key question is how to fairly distribute tokens at the 
beginning of the process. One interesting idea in that context is that indi-
viduals could issue their own personal currency which would gain value 
through a network of mutual acceptance, an idea pursued for example by 
the Circles project (https://joincircles.net/).

Finally, such a system creates decentralized markets for externalities 
and thus contributes to solving the problem of externalities being “out-
side the economy”. It also constitutes a new source of income and could 
potentially constitute a contribution to a universal basic income scheme.

Token Economy and Interoperability Today, many blockchain projects cre-
ate numerous DApps, each with their own tokens, cryptoeconomics, etc. 
This creates a heterogeneous landscape of DApps. The pressure to con-
nect these DApps is already apparent and will increase over time. While 
the term “cryptoeconomics” describes incentive systems designed for and 
within a DApp, the term “token economy” describes the wider economy 
between different DApps. Although crypto investors can trade many 
cryptocurrencies and tokens today, a full-fledged token economy in 
which direct flows of tokens between different DApps creates more com-
plex networks does not yet exist.

However, in order to usefully discuss token economies, a more funda-
mental problem needs to be solved first: Despite many public and private 
blockchains in existence today, inter-blockchain interoperability remains 
elusive. Assets on one blockchain generally cannot be moved to other 
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chains and exchanging assets on different blockchains requires a central-
ized intermediary. Two projects that may serve as examples of how to 
address this challenge can be found in the technology section (Cøsmøs 
and Polkadot).

The goal would be to scale DApps to address different externalities in 
different regions of the world and then trade the externalities in order to 
cater to the various needs of people—that is, create a token economy.

 Sensing Network

The function of the sensing network is to translate real world objects and 
actions into their digital representations. Several questions need to be 
addressed here: How is the validity of a digital representation ensured and 
then verified? How can users stay in control of their data and more con-
cretely, how can they gain reputation from their data (and tokens) with-
out compromising anonymity? Who controls the sensor networks?

Proof of Good Work We use the term “good work” to describe activity an 
agent does to create a positive or reduce a negative externality. The challenge 
is to translate this real-life event into a trusted digital representation in the 
form of a certain amount of tokens which measures the scope of externality.

To rightfully reward tokens, the community needs a guarantee that the 
good work has indeed taken place and that the data once collected is 
protected from manipulation before it enters the immutable blockchain. 
Two types of proof are possible: (a) “oracles” are trusted data sources out-
side of blockchains and constitute one of the key challenges for existing 
blockchain projects. The current solutions range from trusted hardware 
in sensors, to encrypted transmissions between sensors and the block-
chain. (b) What can be done in cases where no adequate hardware exists? 
For example, it would be quite easy for an actor to fake a “selfie” with ten 
trees which he/she ostensibly planted (to increase CO2 capture). Here, a 
concept of “social proof” or “human oracles” may be helpful: members of 
the community mutually verify and attest that a certain activity took 
place. Aside from the question of scalability, it is crucial to devise a cryp-
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toeconomic design that gives incentives to the verifiers to participate and 
be honest (no collusion, etc.). Blockchain projects on voting and dispute 
resolution are working on such mechanisms.

Identity and Privacy In order to create an independent system that works 
globally without external infrastructure or governance, the question of 
identity also needs to be addressed. One interesting concept discussed in 
this context is self-sovereign identity. Instead of a government issuing a 
state-owned ID card, citizens use a decentralized identity service which 
they control. Users would make claims and provide proof of their iden-
tity (name, age, place of birth) that other users would corroborate (attest). 
Just as people keep passports, birth certificates, bank records, and impor-
tant bills on paper in their private homes, self-sovereign identity would 
replicate this approach digitally. Suitable cryptoeconomic designs are 
needed to keep everyone honest and interested in strengthening each 
other’s identity (Abraham 2017).

A related question is how an incentive system which will invariably 
make use of reputational metrics can be reconciled with the desire to keep 
users’ personal and externality data private (or anonymous). This is an 
active area of research. One interesting concept is that of zero-knowledge 
proofs and multi-party computation which allow one party to prove their 
knowledge of something to another party without actually revealing this 
knowledge. For example, a user would be able to show that they own a 
piece of externality data without the need to reveal the content of that 
data (e.g. their CO2 footprint).

Mesh Networks Over time, the Internet became strongly dependent on 
centralized industries (ranging from Internet service and domain names 
to social networks and search engines) mainly because of the client-server 
logic embedded in its design. In order for the IoT to be less dependent on 
industry, communities could run mesh networks of sensors alongside the 
existing infrastructure (e.g., https://www.thethingsnetwork.org/).

Community-run decentralized networks are desirable for various rea-
sons: firstly, they prevent misaligned incentive systems whereby personal 
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data is sold between corporations as a business model; secondly, they 
make the network more resilient as data is not concentrated in a few 
nodes driven by a data-collection business model; and, thirdly, they 
enable diverse data sources that may not have a viable business model 
(e.g. data curation projects like Wikipedia or Open Street Map).

This approach can be gradually expanded from local communities, to 
regions, and finally to continents and the entire globe, incrementally 
building a “digital nervous network” to benefit all citizens, with fewer 
dependencies and more democratic oversight (Helbing and Pournaras 
2015).

 Governance

Reijers et  al. (2016) provide a comparative analysis of the new gover-
nance models enabled by blockchain technology which draw on the 
social contract theories of Hobbes, Rousseau, and Rawls. A system as 
decentralized as the one proposed needs a similar governance approach 
based on direct democratic and participatory principles like community 
decision-making, majority rule, voting, dispute resolution, etc. The core 
design principles, decentralization and subsidiarity, are complementary.

Subsidiarity Subsidiarity is a principle of social organization that holds 
that social and political issues should be dealt with at the most immediate 
(local) level. Being an opt-in system, communities cannot give unfair 
advantage to those who join first.

Decentralization As control at local level affects people greatly in their 
daily lives, it is important to prevent single actors or stakeholders from 
dominating. In other words, the system needs to have balanced demo-
cratic legitimation from the bottom up.

Transparent Technology The democratic control paradigm needs to extend 
to the technical realm: changing the parameters of the incentive system, 
controlling the IoT networks, designing the AI, and so on need to be 
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transparent processes subject to democratic oversight. This requires inter 
alia that all technical artifacts, software, algorithms, and APIs need to be 
open source for public review.

Glocalization There are two key governance processes: creating and/or 
modifying local token designs and managing the registry of all tokens 
and setting parameters on a global level. The proposed approach 
acknowledges the concurrence of the growing importance of the conti-
nental and global realm on the one hand (c.f. discussion on globaliza-
tion at the beginning) and the salience of local and regional governance 
(cities, communities) on the other. Governance at the local level, 
although not necessarily democratic at all times, has a long tradition in 
many cities around the world. Personal relationships supported by 
incentive systems as described above should make it possible to establish 
externality markets with local/regional scope if adequate mechanisms 
are in place to settle disputes to ensure that “good work” is correctly 
recorded.

In order to ensure that local needs are indeed addressed and the inter-
ests of the community safeguarded, it is important that the community 
collectively has an influence on the pricing mechanism. That is not to say 
that prices are defined by committee, but that priorities for certain types 
of externality can be democratically determined and influence the pricing 
mechanism. While both halves of a city separated by a river share a com-
mon interest in a clean river, they may have different priorities regarding 
noise or littering and thus, they may derive different pricing mechanisms 
(or even tokens).

While the pressure to coordinate globally may be lessened in a decen-
tralized system built on community self-organization, global coordina-
tion remains the more difficult governance task. We argue that any 
global mechanism must be democratically legitimized to be inclusive, 
accepted, and hence effective. Monbiot (2004) presents several ideas 
concerning how a democratic world parliament could be devised that 
are compatible with the presented approach. In addition, we argue for 
multi-stakeholder representation in global governance: besides local 
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and regional governments, and business, science and civil society also 
need to be represented. Representatives of all four groups would be 
elected by their constituencies and would share decision-making power 
equally. Their deliberations are public and they should strive for con-
sensus on most questions (with no veto power to block important 
decisions).

Evaluating such novel governance proposals is challenging, but today’s 
technologies allow us to experiment with massive online deliberation 
spaces (Helbing and Klauser 2016) and liquid democracy/delegated vot-
ing (Helbing and Pournaras 2015) in order to bring enriched expertise to 
bear on governance and make the decision-making process more trans-
parent and resistant to manipulation.

 Architecture and Technologies

To be able to implement the concepts presented above, a conceptual 
understanding of the core processes and an overview of the technological 
landscape is needed in order to devise a technological architecture. 
Figure  6.1 depicts the core process architecture on a high level. From 
right to left, the externality data is sensed and stored. The first stage of the 
cryptoeconomic design involves verifying the correctness of data (oracles/
social proofs) and generating digital tokens to represent the data. They 
are kept in the user’s wallet until he/she decides to use them. The token-
economy design encompasses the pricing process and trading on decen-
tralized markets.

Dec. Trading

Dec. Trading

Dec. Trading Pricing

Token Economy Design

Cryptoeconomic DesignToken Economy Design

Token Economy Design

Pricing Proving Storing SensingTokenizing

Pricing

Fig. 6.1 Overview of core processes from data sensing to token trading
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This overview cannot go into a detailed technological discussion. 
However, to illustrate the diversity of blockchain projects, we provide a 
brief overview of selected blockchain projects that support one or more 
of the core process requirements. In addition to the core processes 
described in Fig. 6.1, we add two more aspects—governance and interop-
erability—as crucial elements of a working system.

All project information in the table is summarized from the respective 
project website and/or white paper (Table 6.2).

Table 6.2 Example projects addressing the requirements of individual  core 
processes

Core process Description and example projects

Sensing During sensing, users can collect/crowd-source data on 
externalities using sensor infrastructure or their own 
hardware sensors, for example their mobile devices.

IOTA (https://iota.org/) is a blockless distributed ledger 
(“Tangle”) that makes feeless value transfers possible. The 
Tangle makes consensus an intrinsic part of the system, 
leading to a decentralized and self-regulating peer-to-peer 
network that is lightweight with instant consensus on new 
transactions. Streamr (https://www.streamr.com/) tokenizes 
streaming data to enable machines and humans to trade it 
on a decentralized market. Streamr offers a visual 
programming environment to create data-driven DApps. 
AIRA (https://aira.life/) is working on a standard to facilitate 
human–robot and robot–robot economic interactions using 
liability smart contracts. AIRA makes it possible to connect a 
variety of different robots, and trade sensor data between 
them, etc. with the final goal of establishing fully 
automated enterprises in a “robot economy”

(continued)
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Table 6.2 (continued)

Core process Description and example projects

Storing Users can decide to store the sensor data locally, or with a 
trusted decentralized cloud storage provider of their choice, 
or register the data as streaming data (no storage). In 
addition, users can decide on the (non)encryption of the raw 
data.

Datum (https://datum.org/) is a decentralized and distributed 
high performance NoSQL database backed by a blockchain 
ledger. This technology allows anyone to securely and 
anonymously backup structured data from social networks, 
wearables, smart homes, and other IoT devices. SIA (https://
sia.tech/) and Filecoin (https://filecoin.io/) make the free hard 
drive capacity of users available to create a storage network 
powered by cryptocurrency (and smart contracts). 
Participants are incentivized to store other user’s files and 
users pay to store their files. BigChainDB (https://www.
bigchaindb.com) is a Big Data distributed database 
augmented with blockchain characteristics to enable 
decentralized control, immutability, rich permissioning, 
transfer of digital assets, and control via a federation of 
voting nodes

Proving Users can declare what quantity of externality (e.g. 10 trees 
planted) a piece of data represents. Users then register their 
data on the blockchain after passing the “proof-of-good-
work” verification. This can be achieved either by proving 
that trusted hardware was used, or by using a social proof 
mechanism offered by the system.

Oraclize (http://www.oraclize.it/) acts as a data carrier, a 
reliable connection between Web APIs and a DApp. 
Oraclize’s own “good behavior” is enforced by 
cryptographic proofs. Gnosis (https://gnosis.pm/) and Augur 
(http://www.augur.net/) are decentralized, peer-to-peer 
oracle and prediction market platforms. They allow users to 
create prediction markets on the outcome of any future 
event, or viewed differently, to establish decentralized 
oracles powered by humans

(continued)
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Table 6.2 (continued)

Core process Description and example projects

Tokenizing The system translates the quantified data into a tokenized 
representation based on the economic policy devised by the 
community. Users receive the tokens into their wallets and 
can start using them.

District0x (https://district0x.io/). Districts are marketplaces and 
communities that exist as DAOs (with their own token) on 
the district0x network. All districts possess some core 
functionalities like posting/listing, searching, 
ranking/reputation, and invoicing and can be extended with 
plugins. The creation of a district establishes an 
accompanying Aragon entity (see below), where all of the 
district’s governance and decision-making processes are 
executed. Comparable projects are Colony (https://colony.
io/), where districts are called colonies, and Giveth (https://
giveth.io/), which targets altruistic, non-profit organizations. 
In addition, Bancor (https://about.bancor.network/) allows 
users to convert between any two tokens, with no 
counterparty, at an automatically calculated price, thanks to 
built-in liquidity. The Bancor protocol is a standard for 
ERC20 tokens that allows smart contracts to connect to a 
liquidity network, enabling continuous on-chain liquidity 
throughout the network, without needing to match buyers 
and sellers

(continued)
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Table 6.2 (continued)

Core process Description and example projects

Pricing/trading When users decide they want to actively spend/use their 
tokens, they join a decentralized market. A price is 
determined based on the community’s economic policy for 
this externality and its current collective pricing preferences 
as well as the demand/supply on the respective market.

Swarm.city (https://swarm.city/) is a decentralized marketplace 
with a built-in contextual reputation system. It allows 
people to communicate and transact value using context-
specific marketplaces (“hashtags”), and form communities 
(“hives”) to benefit from economies of scale and earn 
reputation collectively through marketplace transactions. 
DEX (https://www.dex.sg/) is a decentralized data exchange 
where people can monetize and share data. It offers data 
discovery, curation, verification, and an incentive system to 
provide better data as well as transactions. Enigma (https://
enigma.co/) is a privacy protocol that enables encrypted, 
secret (smart) contracts that are able to handle sensitive 
data without moving off-chain, thus enabling privacy-
preserving DApps

Governance The system requires governance mechanisms that work in 
decentralized, trust-less environments to provide 
mechanisms for dispute resolution and voting.

Aragon (https://aragon.one/) enables users to create and 
manage decentralized organizational structures to 
democratize governance and allow for borderless, 
permissionless and efficient value creation. Kleros (https://
kleros.io/) is a decentralized arbitration protocol that uses 
game theory and crowd-sourcing to adjudicate claims in a 
fast, transparent and inexpensive way. It aims to help users 
resolve disputes quickly, securely, and affordably

(continued)
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Table 6.2 (continued)

Core process Description and example projects

Interoperability In order for the system to be extensible and scalable in the 
future, it requires mechanisms to connect different 
distributed ledger technologies in a coherent way to allow 
for cross-chain transactions.

Cøsmøs (https://cosmos.network/) is a permissionless 
decentralized network of independent parallel blockchains 
(“zones”), each powered by classical BFT consensus 
algorithms. The Inter-Blockchain Communication protocol 
keeps track of the number of tokens in each connected 
chain and manages inter-blockchain transfers. The end goal 
is to allow many sovereign and easy-to-develop blockchains 
to scale and interoperate with each other, creating an 
Internet of Blockchains. (The architecture is a more general 
application of the Bitcoin sidechains concept, using classic 
BFT and Proof-of-Stake algorithms, instead of proof-of-
work.). Polkadot (https://polkadot.network/) is a 
heterogeneous multi-chain technology that follows a 
different approach. It is an inter-chain blockchain protocol 
which also enforces the order and the validity of the 
messages between the chains. It enables independent 
blockchains to exchange information and trust-free 
transactions via the Polkadot relay chain. Interledger 
(https://interledger.org/) is a protocol suite for sending 
payments across different chains in different currencies 
using connectors (like Internet routers), to route packets of 
money across independent payment networks. The open 
architecture and minimal protocol enable interoperability 
for any value transfer system
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 Implications

In this chapter, we argued for a new economic approach that has sustain-
ability built into its core design by using cryptoeconomics based on 
blockchain technology to create incentive systems which encourage sus-
tainable behavior. We presented in detail the core concepts and discussed 
some architectural and technological aspects. What are the implications 
of such a system?

Challenging Implications Firstly, the primary challenge is to develop a 
design framework/template which communities can easily use without 
being experts. A multidisciplinary approach is required to correctly design 
the initial parameters and incentives so that people will opt-in and start 
using the system. Relevant disciplines include behavioral economics, 
game theory, mechanism design, psychology, and sciences related to indi-
vidual externalities (earth and life sciences). The parameters for the boot-
strap phase may differ considerably to those of later phases when the 
system has stabilized and matured.

A related challenge is how to handle negative externalities. It is intui-
tive to design incentive systems to foster positive feedback loops to 
encourage users to engage in an activity deemed to be favorable by the 
community: “Do more good, get more tokens!” However, how can nega-
tive externalities that nobody wants to have in the first place be addressed 
without compromising the opt-in system? It is not attractive for a new 
user to start off with a negative balance of something like CO2 or food 
waste. One approach to avoid negative balances could be to systemati-
cally find a positive externality to reward and counteract the negative one, 
but more research is needed here.

Secondly, the system needs to be as easy to use as possible for anyone. 
Receiving and using cryptocurrency today is very difficult for a layperson. 
Today’s crypto wallets require users to take care of abstract things like pri-
vate keys which are hard to understand and if they are lost, all funds will be 
inaccessible. This environment is not inviting for new users who wish to try 
the system out. Gamification, UX design and receiving new cryptocurrency 
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without the need to exchange your own money can help, but a lot of experi-
mentation is needed.

Thirdly, even if the first and second challenges are resolved, incentive 
systems rely on the assumption that humans will act because they receive 
tokens, and act more if they receive more tokens. However, this is not a 
given: the danger is that the existing intrinsic motivation to do good is not 
reduced by introducing tokens (extrinsic incentives) but magnified. People 
might only become active if they receive tokens for it. This problem 
already exists, but in a system where everybody participates, the effects 
may be much larger. Concepts based on reputation or charity may offer 
solutions, but more research in the context of cryptocurrencies is needed.

Beneficial Implications Firstly, the largest implications are for the eco-
nomic system: open money—accessible to anyone, which can be earned 
by anyone, self-governed, and with potentially global reach—allows us to 
rethink the role of money and its governance in a much wider sense than 
hitherto. In addition, it allows us to run (public and transparent) experi-
ments on economic policy at scale—something that was previously 
impossible. If successful, we should see a higher quality of life with less 
resource usage for more people. The possibility to earn income from posi-
tive externalities could contribute to a universal basic income scheme and 
thus tackle the anticipated unemployment caused by automation (Frey 
and Osborne 2017).

Secondly, from a complexity science perspective, such a bottom-up self-
organized system provides many more control variables (in the form 
of tokens). This helps to make the overall economic system more robust 
and stable compared to a centrally defined economic policy based on a 
single currency. The policy implications could be that less policy control is 
needed to keep the economy in check, but this hypothesis needs testing.

Thirdly, if there were a fully digital system of currencies and underlying 
economic policies codified in software, it would make it much easier than 
today to run simulations of new policies before initiating real-life experi-
ments. However even real-life experiments are conceivable: from A/B 
testing of the same currency exhibiting two different sets of characteris-
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tics and measuring the acceptance in the community, to releasing entire 
test currencies.

Fourthly, in addition to the potential of additional income sources for 
individuals, entire new business models for mission-driven non-profit 
organizations dedicated to sustainability are possible. Instead of donor-
based models to finance projects which solve problems without a business 
model, such organizations could devise incentive systems and issue their 
own currency to address the issue.

In a distant future, when such a system may be fully deployed and 
matured and billions of people may earn and trade a multitude of exter-
nality tokens on a daily basis, using wallets with so many different tokens 
that personal digital assistants (run by AI) would need to suggest the 
optimal use of them. In such a future, as complex human interactions are 
matched by complex, multi-dimensional digital transactions optimized 
by personal AI systems, the actual notion of “money” as the (single) 
medium of exchange may slowly move into the background. A society 
with so many currencies that the individual cannot manage them manu-
ally anymore, might also be viewed as an essentially moneyless society.
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7
Can Cryptocurrencies Help to Pave 

the Way to a More Sustainable 
Economy? Questioning the Economic 

Growth Paradigm

David Leonard and Horst Treiblmaier

The emergence of blockchain technology entails myriad implications for 
actors across a diverse set of industry sectors. Focusing on the blockchain 
as the data structure underlying cryptocurrencies, this chapter explores 
the potential of this technology to contribute to the broader societal goals 
of inter- and intra-generational equity commonly convened under the 
banner of sustainability. In particular, we examine how cryptocurrencies 
may alleviate a fundamental institutional driver for economic growth and 
facilitate the maintenance of a sustainable steady-state economy by dis-
placing demand for debt-based money as a medium of exchange. In 
building this case, the chapter begins by considering the inexorable limits 
to economic growth implied by the bio-physical realities of our planet, 
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and the inability of our current monetary systems to function effectively 
within these limits. The discussion then turns to the ways in which politi-
cal reforms and alternative currencies could overcome this problem, 
before exploring the various advantages of cryptocurrencies over many of 
the alternative options. This line of argumentation amounts to a strong 
case for the further development of blockchain technologies and espe-
cially cryptocurrencies, and one which may appeal to individuals far 
beyond the spheres of IT, business, and finance.

 The Bio-physical World and Its Natural Limits

The first law of thermodynamics informs us that the stock of materials on 
our finite planet is manifestly limited, but also that we may use the same 
materials repeatedly. The speed with which we cycle this limited stock of 
materials through our economic systems—the material flow—is inescap-
ably limited by the availability of energy. The second law of thermody-
namics informs us that entropy, which denotes the degree of randomness 
in a system and the unavailability of thermal energy to be converted into 
mechanical work, constantly increases. This implies that accelerating the 
flow of materials through our economic systems requires an ever increas-
ing input of energy. However, the availability of energy to humankind is 
itself limited by our capacity to harness solar radiation from the sun in 
the form of solar, wind, and hydropower, as well as the orbital kinetic 
energy of the sun which manifests as tidal energy. It is not just our capac-
ity to harness these sources which is limited, but the energy flows from 
these sources are inherently limited themselves. The fact that the econ-
omy deals with limited resources and follows the law of physics rather 
than the so-called economic cycles and mechanical equilibrium states has 
been laid out decades ago in the work of Georgescu-Roegen (1971, 
1975), but has thus far failed to transcend into a new logic of reasoning 
in economics (Cojanu 2009).

While the ongoing debate about the magnitude of the limits imposed 
by these physical realities could fill many books (see e.g. Rockstrom et al. 
2009; Meadows et al. 2004; Hardin 1995), and is therefore beyond the 
scope of this contribution, the case made here relies only on acceptance 
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of the fact that the availability of matter and energy for human economic 
activity is necessarily limited. Increasing technological efficiency enables 
the maximization of economic output given these limited sources, but as 
economic activity can never be completely decoupled from environmen-
tal impacts, planetary boundaries impose an inescapable absolute limit to 
the scale of human economic activity.

Societal factors impose even more restrictive limits on the scale of 
human economic activity than these absolute limits imposed by the bio-
sphere: namely the desirability of the increasingly throwaway society 
which is implied by continuously accelerating the flow rate of a limited 
stock of materials. Increasing production and consumption implies not 
only diminishing marginal benefits from these activities, but also increas-
ing marginal costs—as the provisioning role of ecosystem services is dis-
placed by economic activity (Daly 2005). The ‘weak sustainability’ 
perspective endorsed by most nation states and international organiza-
tions deems ‘sustainable’ any increase in aggregate wealth, regardless if 
this is achieved through further substitution of natural capital by man- 
made capital. This viewpoint is reflected in the Adjusted Net Savings 
approach to national accounting (Stiglitz et al. 2009), which subtracts 
from GDP costs associated with capital depreciation and resource deple-
tion, and therefore treats all factors of production as substitutable. The 

Fig. 7.1 Weak sustainability (left) vs. strong sustainability (right)
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independence of the ecological, social, and economic spheres supposed 
by weak sustainability approaches is depicted in the left side of Fig. 7.1.

The ‘strong sustainability’ perspective typically endorsed by ecological 
economists, on the other hand, recognizes the inescapable dependence of 
both society and the economy on a functioning biosphere, and therefore 
rejects the linear substitutability of these different types of capital. The 
right side of Fig. 7.1 depicts these dependencies by representing society as 
a subset of the environment, and the economy as a subset of the society. 
Differences between weak and strong conceptions of sustainability lead 
to dramatically divergent conclusions: the former typically leads to 
endorsement of ‘sustainable’ economic growth, while the latter leads to 
conclusions that a steady-state economy represents the most desirable of 
all possible outcomes (Daly 1991). Irrespective of differing opinions 
about which approach will best maintain the wealth of our societies at 
this point in time, it is clear that beyond a given level of production eco-
nomic growth will become uneconomic in that the costs of further eco-
nomic expansion to humanity will outweigh the benefits (Daly 2005). It 
can be concluded from these bio-physical and societal factors, taken 
together, that perpetual economic growth is not only impossible, but also 
undesirable. The so-called growth paradigm, which postulates that eco-
nomic growth is good, imperative, limitless, and a remedy for many 
social problems is therefore nothing more than an ideology (Dale 2012).

As a species we are destined for a no-growth future. The open question 
for society is whether we will reach this inevitable outcome by design, or 
whether it will be forced upon us by resource scarcity. The consequences 
for human wellbeing under these two scenarios are wildly different. A 
controlled transition to a steady-state economy (Daly 1991) will neces-
sitate significant reforms to many of our most deeply entrenched societal 
institutions which were designed prior to 1970, before the planet’s carry-
ing capacity was breached, and therefore reflect an empty world para-
digm which assumes an eternal growth in production (Farina et al. 2003). 
Prominent examples include state administered pension schemes and our 
debt-based money supply. Awareness has since grown that this Ponzi 
development path is not viable in the context of planetary limits 
(Madhavan and Barrass 2011), yet the nature of these societal institu-
tions also precludes the cessation of economic growth, as economic 
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 stagnation implies the failure of social security systems (Busch 2010), 
constriction of the monetary supply, and recession (Nicolini 2015). 
Nevertheless, the goals of inter- and intra-generational equity will be best 
served by the development of a steady-state economy, where a fixed stock 
of resources flows through our economic systems at a constant and non- 
increasing rate to meet the needs of a stable population (Daly 1991). This 
version of the no-growth future does not imply the stagnation of a system 
designed to grow, but rather includes a number of institutional reforms 
to create a system which is designed to maintain a non-declining level of 
material throughput per capita (Kerschner 2010). Reaching this state will 
require significant reforms to several societal institutions: the focus here 
is on our monetary systems.

 The Money Supply

Currently, the vast majority of all money in existence is created in the 
form of debt and is brought into existence by the creation of loans by 
private banks through fractional reserve banking (Dyson et al. 2016). In 
many states, banks are required to retain a certain percentage of demand 
deposits as reserves and are entitled according to regulation to loan out 
the remainder at interest. Reserve ratios are determined by central banks 
and therefore differ by jurisdiction: some states like Australia require no 
minimum reserves (Reserve Bank of Australia 1991), while Brazil requires 
40% of demand deposits to be retained by banks (Banco Central do 
Brasil 2018). For the sake of demonstration, we will assume a reserve 
ratio of 10%, which is the ratio applied in the US (Federal Reserve 2017), 
and is a common figure worldwide. This reservation process repeats when 
the loaned money is later deposited in the same or another bank, with 
10% being retained and the remainder lent at interest: this process con-
tinues indefinitely with ever decreasing sums. To provide an example 
(shown in Table 7.1), an initial deposit of $10 of high-powered money by 
a commercial bank at a central bank facilitates an initial loan by the com-
mercial bank of $100, which is recorded by the commercial bank as an 
asset. This high-powered money equals the bank’s accounts with the cen-
tral bank, plus the amount of cash held in its vaults plus the circulating 
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currency. The total money supply is now $110. Following some transac-
tion by the debtor, the recipient of the $100 deposits the money at the 
same or another institution. This demand deposit facilitates the granting 
of a further loan in the amount of $90. The total money supply now 
stands at $200. Repetition of this process enables subsequent loans in the 
amount of $81, then $73, then $66, and so on, with the total money 
supply increasing by these amounts at each stage. After 44 iterations, the 
value of new loans which can be granted has dropped to around $1. 
Meanwhile, the initial $10 deposit has given rise to loans totaling $990, 
thereby increasing the total money supply to around $1000, with around 
$100 of this retained by banks as reserves. Through this eminently simple 
yet little understood mechanism, banks are able to literally create money 
out of nothing and then charge interest on that money. Of course, the 
potential to create money in this way is not always fully realized: banks 
may voluntarily elect to hold reserves in excess of the minimum legal 
requirements, while the hoarding of money by citizens outside of deposit 
accounts (under the mattress for instance) represents a leakage to this 
system, which stops the money creation process. Nevertheless, currently, 
around 97% of the global monetary supply has been created in this way, 
with the remainder consisting of notes and coins (Dyson et al. 2016).

Society needs money as a medium of exchange. The current system is 
one in which we, as a society, effectively rent our money from private 
banks who create this money out of nothing but the debtor’s pledge of 
repayment, with interest representing the rental costs. An economy based 
on debt-based money is able to grow only by placing ever more people 
into ever greater debt through the granting of credit. This process insidi-
ously concedes power to the few while the many are subjected to a subli-
mated form of slavery known as ‘debt peonage’ (Hudson 2012), which is 
ultimately enforced by state violence. The purpose here is not to address 
the ethical questions about whether banks should be able to siphon 
wealth and power from society by charging interest on money they have 
created out of nothing. These questions have been addressed by other 
authors, who frequently conclude that the decentralized nature of cryp-
tocurrencies based on the blockchain exemplifies a democratization of 
the money supply to address these power imbalances, and therefore rep-
resents the defining characteristic of these emerging technologies 
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Fig. 7.2 Components of the US monetary supply. (Wikimedia 2018)

(Antonopoulos 2016). Rather, the purpose of this section is to explore 
the suitability of the current system for non-growing economies and the 
transition to a steady-state economy, as well as the merits of alternative 
monetary systems.

Given that the majority of our money has been issued as credit, the 
first question to be addressed is where the additional money is to come 
from in order to service the interest payments on our existing stock. At 
the aggregate level there can be only one answer: new loans must be 
issued continuously (Douthwaite 2006). That is, our monetary supply 
must perpetually increase in order to avoid defaults on existing loans. It 
is important to note that this imperative is not a function of the human 
condition or our economic systems, but is an inherent characteristic of 
the monetary system itself (Douthwaite 2006). And the monetary sup-
ply is increasing very rapidly indeed: 3.8% growth in ‘broad money’ in 
the United States during 2016 being somewhat below the average 
growth rate of around 5% pa over the past 50 years (WorldBank 2017), 
see Fig. 7.2. The flip-side of this increasing liquidity is the spiraling lev-
els of public and private debt around the world. The debt-based nature 
of this new money implies a drive for increased productivity at the micro 
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level, as those entities which have taken on debt must realize sufficient 
returns on their investments to service the interest repayments. This is 
the first way in which our current monetary system necessitates an ever 
expanding economy and an ever increasing throughput of materials and 
energy.

Growth of the monetary supply at a more-or-less constant rate leads to 
an exponential expansion, which appears benign in times of sufficient 
economic growth. When the production and consumption of goods and 
services increases in line with the monetary supply, price levels remain 
constant. The necessity of continually increasing aggregate production to 
keep pace with the expanding monetary supply, and thereby avoid exces-
sive inflation, is the second driver for economic growth, and perhaps the 
most important institutional factor at play: despite the fact that this 
imperative is pushing us further away from a sustainable scale for the 
macro-economy from a ‘strong sustainability’ perspective. From a ‘weak’ 
sustainability perspective, however, economists, politicians, and business 
leaders are entirely correct when they state—to the exasperation of many 
environmental actors—that the economy, and therefore the flow of mate-
rials and energy, must constantly increase in magnitude. The general 
inflationary trend that characterizes developed economies (Monnin 
2014) indicates that recent economic growth rates have been insufficient 
to maintain price stability, and the situation does not look like changing. 
Many governments openly embrace inflation, even setting inflation tar-
gets, as the expectation of higher future prices discourages saving in favor 
of present-day spending, and thereby spurs short-term economic growth 
(Kremer et  al. 2013). But it seems that governments may have little 
choice but to accept inflation, as no developed economy is bold enough 
to forecast economic growth rates at anywhere near the rate at which the 
money supply is increasing (OECD 2017). Looking further toward the 
future, and bearing in mind the increasingly limited availability of 
resources, it is clear that the increase in production levels must slow even 
further and, in the best-case-scenario, will eventually stabilize as we move 
into the steady-state economy: the only alternative being a resource- 
driven economic collapse (Daly 1991). As this transpires, inflation will 
inevitably increase further as the autonomously growing money supply 
outpaces production by an ever growing margin.
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The conclusions which can be drawn from this preceding discussion 
are (1) that our current monetary systems are inappropriate for the 
impending reality of non-growing economies and (2) that our current 
monetary systems actively drive society away from the goal of establish-
ing a sustainable scale for the macro-economy. Advocates of ‘weak sus-
tainability’, which seeks an increase in the wealth of societies by allowing 
for further substitution of natural capital by man-made capital, may not 
be alarmed by this narrative. In contrast, advocates of ‘strong sustainabil-
ity’, who recognize that future wellbeing is dependent on maintaining 
stocks of natural capital, are likely to come to the conclusion that reform-
ing our monetary systems is the most pressing institutional challenge in 
progressing toward a society which accords sufficient respect to the notion 
of inter-generational equity. Fortunately, there are several avenues by 
which such reforms could be implemented.

 Alternative Money Systems

The most important feature of any alternative system from a ‘strong sus-
tainability’ perspective is that money should exist independent of debt—
commonly referred to as ‘positive money’ (Dyson 2014). On the one 
hand, positive money fosters intra-generational equity by diminishing 
the power imbalances inherent to the current system (Dyson et al. 2016). 
On the other hand, positive money supports inter-generational equity by 
reducing the burden of debt which will be inherited by future genera-
tions, as well as enabling environmental conservation by alleviating the 
drive for unsustainable growth implicit to debt-based money (Douthwaite 
2006).

Such a system could theoretically result from incremental reforms to 
the current system, as outlined by Fisher (1935) and updated by Huber 
and Robertson (2000): governments need simply demand that central 
banks gradually raise the reserve rate to 100% over time. At that point, 
commercial banks would no longer have the power to create money and 
would be restricted to loaning that money which they had previously 
accepted as deposits: their income would comprise only the difference 
between the interest collected on loans and that paid on deposits, as well 
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as fees for the provision of financial services. When injections of addi-
tional money were deemed necessary according to economic conditions, 
this could be printed by the treasury or central banks at the government’s 
behest and spent into existence—for example in paying the salaries of 
public servants. Central banks, if retained at all, would then exercise 
monetary policy by managing the rate at which they directly create new 
money, rather than the indirect and less predictable route of controlling 
the base (bank) interest rate. While the notion of governments printing 
money is often rejected as inherently inflationary, that is because such 
actions currently take place in addition to, rather than instead of, the 
creation of money by banks. With respect to questions of responsible 
monetary policy and the maintenance of price stability under this alter-
native model, it is worth reflecting on the chronic inflationary trend and 
acute financial crisis, and considering whether these important functions 
might be better performed by elected officials than the corporate entities 
which are central banks. Modeling of Fisher’s original proposal by the 
IMF in 2006 generated ‘strong support’ for the range benefits claimed to 
arise from such a reform (Benes and Kumhof 2012), and the ideas have 
since received support from numerous economists and bankers including 
a Vice-President of the European Central Bank (Dyson et al. 2016).

As relatively simple to realize as these reforms could be, they do not 
appear likely in the foreseeable future. The financial crisis provided an 
opportune moment for a fundamental restructuring of our monetary sys-
tems, yet the very nature of fractional reserve banking did not enter the 
public discourse at that time. Neither is it generally mentioned in the 
context of mounting concern over spiraling levels of public and private 
debt in many countries: these discussions therefore overlook the fact that 
debt and money are two sides of the same coin, such that reducing debt 
necessarily means a constriction of the money supply. It is unsurprising 
that the public is poorly informed on this topic, as educational curricula 
at all levels routinely omit even the most basic principles outlined in this 
chapter about what money is and how it is created (Antonopoulos 2016). 
Whether these various omissions are incidental and arising from a lack of 
societal awareness of the importance of this topic, or whether they are 
engineered by vested interests, the result is an apparent lack of political 
will for governments to undertake the reforms necessary. Political will is 
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not helped by the common fate of the two American presidents that have 
previously sought to undertake positive money initiatives: Abraham 
Lincoln in authorizing the issuance of debt-free United States Notes 
(greenbacks) through the First Legal Tender Act of 1862, and John 
F.  Kennedy in seeking to displace Federal Reserve Notes with silver- 
backed certificates created by the treasury through the 1961 Executive 
Order 11110.

The apparent infeasibility of political reform does not mean that soci-
ety must remain at the mercy of a debt-based monetary system which 
siphons off wealth from society and drives unsustainable economic 
growth: rather than reform the system we can seek to displace its influ-
ence through the increasing use of alternative and complementary cur-
rencies as mediums of exchange. From an ecological economic standpoint, 
the essential elements of any viable alternative currencies are that they 
must exist independent of debt and that their growth rates should be 
determined exogenously according to temporal economic demands and 
resources constraints. Throughout history, numerous examples of alter-
native currencies have been created, mostly because of specific socio- 
economic circumstances (Hileman 2014).

 Complementary Currencies

Complementary currencies tend to be regional initiatives which exist in 
parallel to state administered fiat currencies and aim to keep money 
within local communities as they are only accepted by locally owned 
businesses and, in some cases, by local councils for the payment of prop-
erty rates. These initiatives typically fulfill the requirement of existing 
independent of debt. To the extent that such currencies displace demand 
for debt-based money as a medium of exchange, they have the potential 
to circumvent the growth imperative and facilitate the transition to a 
steady-state economy. Initiatives have emerged at various scales in numer-
ous countries: a prime example being that of the Brixton Pound (brixton-
pound.org/). One benefit of this emergent multiplicity of currencies, as 
also applies to diversity in biological systems (Elmqvist et al. 2003), is 
that greater variation implies greater resilience against shocks: cata-
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strophic disruption to one currency need not necessarily affect the func-
tioning of others, or at least not to the same extent. On the other hand, 
the localized nature of such initiatives may be conceived of as a barrier to 
the efficiency of transactions between regions in an increasingly global-
ized commercial environment (Boonstra et al. 2013).

 Cryptocurrencies

Cryptocurrencies based on blockchain technology represent an alterna-
tive market-based solution to the dominant debt-based money supply, 
but what kind of money do cryptocurrencies represent? Bitcoin, as an 
example, appears on its face to represent fiduciary money which obtains 
value based exclusively on the confidence that it will be accepted as a 
medium of exchange (Buyst et al. 2005). It is clearly not fiat currency at 
the present time, given that no government has yet decreed that Bitcoin 
must be accepted as payment for debts in order that courts will enforce 
the obligation. It also seems to differ from commodity money in that it 
lacks intrinsic value, and yet Bitcoin is treated a commodity by some 
official entities. According to an analysis by Chohan (2017), regulators 
around the world have adopted varying approaches to this question. As 
of September 2017, states including Bangladesh, Bolivia, and Ecuador 
have banned virtual currencies outright, while other national jurisdic-
tions have adopted a wide range of legislative responses. Australia and 
Japan officially recognize Bitcoin as a means of payment, but not as legal 
currency. The EU Court of Justice has recognized Bitcoin as a means of 
payment, with the consequence that conversions between Bitcoin and 
fiat currencies are exempt from value added taxes, but that these taxes 
nevertheless apply to transactions for goods and services made using 
Bitcoin. In the United States, Bitcoin is similarly classified as a convert-
ible decentralized virtual currency by the treasury, yet as a commodity by 
the Commodity Futures Trading Commission, and as property by the 
IRS. Israel also treats Bitcoin as an asset for taxation purposes, rather than 
as a currency. Despite these differences, it is a common finding from 
many countries that central banks determine that they lack jurisdiction 
to regulate cryptocurrencies as they do the traditional financial sector 
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owing to the lack of recognized financial actors. Chohan (2017) notes 
that these regulatory frameworks are highly fluid and subject to alterna-
tions over time.

Regardless of how they are legally conceived, cryptocurrencies have 
demonstrated their viability as a medium of exchange and this is evi-
denced by the ever expanding list of companies which accept them as 
payment for the goods and services they provide: including the large 
online retailer Overstock.com, the travel booking agency Expedia, and 
the technology company Microsoft. The open question from a sustain-
ability standpoint is whether these emerging technologies represent an 
improvement over the dominant debt-based money supply. To simplify 
the analysis and avoid generalities which may not apply to all of the 
approximately 1500 cryptocurrencies in existence (coinmarketcap.com 
2018), we will begin by considering only a single cryptocurrency—the 
obvious choice being the market leader, Bitcoin—before discussing the 
implications of variations on this exemplary case, and indeed the notion 
of cryptocurrency plurality.

To begin with, it is worth considering whether Bitcoin fulfills the three 
essential functions of money: acting as a medium of exchange, a unit of 
account, and a store of value. Lo and Wang (2014) acknowledge that 
Bitcoin fulfills each of these functions, while identifying several limits to 
its efficiency in doing so, as well as several advantages over other forms of 
money. Given its lack of intrinsic value, the willingness of merchants to 
accept Bitcoin as a medium of exchange is entirely predicated on their 
expectations regarding the willingness of others to use it for future trans-
actions. The advantages of Bitcoin transactions for merchants include 
lower explicit financial transaction costs, although the mining of new 
Bitcoins to validate the transaction implicitly devalues all existing hold-
ings by a small extent (Lo and Wang 2014). This externality will cease to 
exist once the cap of 21 million Bitcoins is reached in 2140, at which 
point the transaction cost (mining fee) will have to be fully internalized 
as an explicit cost to the transacting parties in order to inspire miners to 
process the transaction (cryptocoinmastery.com 2017). Volatility in the 
value of Bitcoin, on the other hand, could act as an impediment to its use 
as a medium of exchange: particularly with respect to the issue of returns. 
As Bitcoin transactions cannot be cancelled, and as the value of Bitcoin is 
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likely to have changed between the initial purchase date and the time of 
return, Lo and Wang (2014) report the tendency for merchants only to 
offer in-store credit for returns on orders made with Bitcoin. This volatil-
ity also limits Bitcoin’s ability to act effectively as a unit of account, by 
requiring merchants to continually update their prices in order to offset 
their exchange rate risk. As a consequence, many retailers are reported to 
express their prices only in fiat currency units and then calculate the cor-
responding Bitcoin price (as a limited duration offer) at checkout (Lo and 
Wang 2014). As fiduciary money, Bitcoin’s ability to act as a store of value 
is entirely dependent on the expectations of others, and is therefore prone 
to speculation and bubbles because its value ‘rests wholly on self-fulfilling 
expectations’ (Lo and Wang 2014). Accumulated experience over the 
short life of Bitcoin has shown it to be deflationary in nature most of the 
time until late 2017 (as discussed below), indicating that confidence 
exists that it will continue to be accepted by others. To summarize, 
Bitcoin does fulfill the three basic functions of money with various levels 
of efficiency, but would perform even better if it were to see some 
increased stability in terms of exchange rates. The increasing acceptance 
of Bitcoin by (especially e-commerce) merchants demonstrates that it is 
‘perceived by the mainstream to offer sufficiently positive net benefits to 
be worth experimentation’ (Lo and Wang 2014).

These basic functions are better facilitated by forms of money fea-
turing the characteristics of durability, portability, divisibility, fungi-
bility, limited supply, and general acceptability (Desjardins 2015). 
Cryptocurrencies in general, and Bitcoin in particular, excel in many 
of these respects. Unlike tangible currencies such as notes and coins 
they are infinitely durable, requiring only the maintenance of the sup-
porting IT infrastructure to ensure their enduring existence. Paper fiat 
currencies initially replaced gold due to their greater portability and 
hence improved ease of use as a medium of exchange, but even these 
cannot compete with digital currencies for the ease of transacting over 
large distances. Cryptocurrencies represent a further improvement in 
portability over centralized digital currencies in that the completion of 
transactions need not wait the several days often required for tradi-
tional clearing houses to validate international transactions. Bitcoin is 
viable as a deflationary currency due to the fact that each unit is highly 
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divisible. Unlike fiat currencies, this characteristic enables the comple-
tion of low value transactions even as the unit price rises. Like all digi-
tal currencies, Bitcoin is fungible in that each unit (or portion thereof ) 
is perfectly interchangeable. Any viable currency must be limited in 
supply in order to act as a store of value. The current version of Bitcoin 
is hard-coded with an absolute limit in its supply that cannot be 
changed without a hard fork which would create a new derivative, 
whereas some other cryptocurrencies and all commonly accepted fiat 
currencies are limited only in a temporal sense: the implications of this 
difference are further explored below. It is only with respect to the final 
characteristic, general acceptability, that Bitcoin can be seen as cur-
rently failing to embody the ideal attributes of money. Unlike the other 
characteristics, however, which are objective features of money itself, 
acceptability is a subjective assessment by individuals which is subject 
to change over time.

Having established Bitcoin’s ability to fulfill the functions of money 
and identified the characteristics of money which enable it to do so, we 
now look at whether Bitcoin fulfills the characteristics of ‘positive money’. 
In contrast to fiat currency which is mainly created from debt, Bitcoins 
are brought into existence through the productive efforts of miners to 
verify transactions and inscribe them onto the blockchain (Narayanan 
et al. 2016). The generation of new coins through mining is consistent 
with the notion of positive money in that new money can be brought 
into existence without increasing indebtedness. Of course, Bitcoin cur-
rently remains connected to debt to the extent that is bought and traded 
for fiat currencies, but this process does not reflect the fundamental 
nature of the cryptocurrency and these links will likely weaken as Bitcoin 
gains acceptance as a stand-alone currency.

Despite considerable fluctuation in the value of Bitcoin since its incep-
tion, a clear deflationary trend is evident, with the price rising from 0.06 
USD in 2012 to consistently over 6000 USD throughout the final months 
of 2017 and early 2018 (coinmarketcap.com 2018). While this develop-
ment may be explained away as resulting from speculation, these invest-
ment decisions of course take account of relevant characteristics of the 
currency, in particular the issue of scarcity. The total quantity of Bitcoin 
that will ever be issued into circulation is defined within the original algo-
rithm hard-coded onto the blockchain and which cannot be altered. The 
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algorithm defines that the absolute cap of 21 million Bitcoins is released at 
a tapered rate—halving every four years—according to a deflationary 
schedule which was defined when the system was created, and which is 
publicly known (Narayanan et al. 2016). This characteristic further differ-
entiates Bitcoin from fiat currencies which have no defined limits and 
whose growth rates are determined through opaque decision making pro-
cesses by a range of public and private entities. The effect of this uncertainty 
combined with significant growth rates is that fiat currencies are almost 
always inflationary—driving economic growth beyond sustainable levels 
through increased consumption in the shorter term (Kremer et al. 2013)—
whereas the fixed volume and increasing value of Bitcoin encourages saving 
(Murphy et al. 2015). One argument that can be brought against deflation-
ary currencies is the issue of divisibility; that is, the question of what one 
uses to buy, for example, groceries with when the currency has increased in 
value to the extent that one unit of the lowest denomination can purchase 
a car. While a major issue for fiat currencies as well as exchanges involving 
tangible commodities, this issue poses no problem for cryptocurrencies 
which are typically infinitely divisible. If this solution became untenable in 
the longer term as price tags required expression using ever increasing nega-
tive exponents, Ametrano (2016, p. 1) suggests as an alternative that ‘price 
stability could be achieved by dynamically rebasing the outstanding amount 
of money: the number of cryptocurrency units in every digital wallet is 
adjusted instead of each single unit changing its value’.

So Bitcoin, considered in isolation, can be regarded as a form of posi-
tive money which is deflationary by design as long as demand exceeds the 
amount of new coins being created and therefore overcomes the unsus-
tainable growth imperative which is an inherent consequence of debt- 
based monetary systems. However, the current situation is one in which 
Bitcoin exists in addition to fiat money and alongside a wide range of 
alternative cryptocurrencies, and can therefore be seen as increasing the 
aggregate money supply and acting as a driver for economic growth. Let’s 
first deal with the issue of crypto-plurality. There currently exist around 
1000 competing cryptocurrencies and the number is constantly growing 
through new initiatives and hard forks from existing schemes.1 This 

1 A comprehensive list of cryptocurrencies can be found at https://cryptocoincharts.info/coins/info
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development allows for the exploration of the various pros and cons of 
each scheme at this early stage in the development of this new technol-
ogy. While not all cryptocurrencies place an absolute cap on the total 
quantity to be released, several important ones tend to specify a fixed 
quantity which is issued at given intervals, thereby producing an ever 
decreasing rate of increase which mimics the development of stocks of 
precious metals: despite increasing perpetually, from a ‘strong sustain-
ability’ perspective these models still represent an improvement over the 
steady-rate increase demonstrated by most fiat currencies in recent times. 
The digital nature of cryptocurrencies even allows for the implementa-
tion of economic experiments, which would be hard to do in the real 
world alone. The cryptocurrency Freicoin,2 for example, has a demurrage 
fee that encourages circulation by automatically charging a fee from 
money holders and strives to create a currency with neither inflation nor 
deflation. The economic theory behind it stems from Silvio Gesell, an 
anarchist, libertarian, and theoretical economist, whose revolutionary 
ideas were hard to implement and test in a non-digital society (Ilgmann 
2015).

Potential regulatory interventions notwithstanding, the success of one 
or more cryptocurrencies will be determined by their attractiveness to 
investors, and this is already borne out by marked differences in market 
values. This result is unsurprising: hardly any investor, regardless how 
optimistic they are about the future of cryptocurrencies in general, would 
regard a world in which 1000 cryptocurrencies hold even vaguely equal 
market shares as a probable outcome in the longer term. It would be 
simply infeasible for single businesses to accept the full spectrum of cur-
rencies as payment for their goods and services, and inefficient for differ-
ent businesses to subscribe to different sets of currencies. Much more 
likely is that one or two cryptocurrencies, and not necessarily the current 
market leaders, will rise to prominence and come to dominate the mar-
ket; this would be reflected in businesses publicizing the fact that they 
accept those currencies to the exclusion of all others and displaying their 
prices in the respective units. As such, the notion that cryptocurrency 

2 http://freico.in/
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plurality would result in an effectively unlimited monetary supply would 
appear to be unfounded in reality.

On the other hand, it seems that cryptocurrencies will exist in paral-
lel to the fiat money supply for some time to come and that the expan-
sion of cryptocurrencies will therefore have an overall inflationary effect 
on the economy. Longer term expectations that these new currencies 
can yield sustainability benefits is therefore valid only to the extent that 
they can displace debt-based money as a medium of exchange, rather 
than complementing it. These changes, if they eventuate at all, are likely 
to be driven by consumer preferences regarding social sustainability 
considerations, as exemplified by the literature touting the decentral-
ized nature of cryptocurrencies as their primary advantage over central-
ized banking systems. But while ecological sustainability is often 
marginalized or entirely overlooked in discussions of the merits of cryp-
tocurrencies, it could well be in this respect that cryptocurrencies and 
the blockchain in general hold the greatest promise for transformative 
societal change.

The institutionalized growth imperative inherent to debt-based curren-
cies and the potential structural advantages of alternative monetary sys-
tems notwithstanding, cryptocurrencies do not yet represent a panacea 
for the world’s sustainability issues. A major concern of these new tech-
nologies and one that is receiving increasing attention in the literature is 
the massive energy requirements involved in the mining procedure called 
proof-of-work as distributed computers compete to solve complex algo-
rithms in order to validate transactions.3 As the number of crypto transac-
tions grows with time, so too will the energy requirements of the financial 
sector. However, the high energy costs for mining each block of transac-
tions in Bitcoin is not an inevitable characteristic of cryptocurrencies. The 
original idea of proof-of-work, as published in the seminal paper from 
Nakamoto (2008) was intended to ensure that it would be almost impos-
sible for a single node to take control of the network. The rise in popular-
ity of Bitcoin in recent years led to the development of highly specialized, 

3 The Bitcoin Energy Consumption Index can be found on this website: https://digiconomist.net/
bitcoin-energy-consumption
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energy-consuming hardware (application-specific integrated circuits) and 
the formation of so-called mining pools, which actually represent a cen-
tralization of mining power that is in stark contrast to the decentralization 
philosophy of blockchain-based technologies. It has to be noted, however, 
that this huge energy consumption is by no means necessary for the cre-
ation of a block from a technical perspective and that alternative ways for 
finding consensus are currently being discussed in various communities 
(e.g. proof of stake, proof of burn, proof of elapsed time, Byzantine fault 
tolerance and variations thereof, Federated Byzantine agreement (Baliga 
2017)). Further development is therefore necessary to reduce the energy 
footprint associated with each transaction, but as the steady-state econ-
omy also implies a non-growing number of transactions, the footprint 
need only be reduced to an acceptable level and not close to zero as would 
be necessary in an eternally growing economy: such changes seem quite 
feasible through generalized advances in the energy efficiency of comput-
ing processes, and perhaps more specific attention to the characteristics of 
consensus algorithms used by cryptocurrencies.

 Conclusion

This chapter has highlighted an often overlooked potential benefit arising 
from further expansion of the use of cryptocurrencies based on the block-
chain. It begins by building the case that continuous economic growth is 
impossible in a finite world and that the consequences of further pursu-
ing this development strategy will have deleterious effects for environ-
mental integrity and consequently for societal wellbeing. Debt-based 
monetary systems which dominate the global economy are subsequently 
identified as the primary institutional driver that compels humanity to 
pursue further economic growth despite the growing evidence that it is 
contrary to our collective self-interest. Finally, in the context of a political 
climate which lacks the necessary will to undertake crucial financial 
reforms, the emergence of cryptocurrencies is discussed as a market-based 
remedy which holds the potential to mitigate the ills of debt-based fiat 
money and facilitate the transition to an ecologically and socially sustain-
able global society.
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8
At Your Service: How Can Blockchain 

Be Used to Address Societal Challenges?

Niels Faber and Jan Jonker

 Introduction

The aim of this chapter is to explore possible applications of distributed 
transaction technologies, such as blockchain, involving multiple constit-
uents. We investigate its use, maintenance, and verification in relation-
ship to societal challenges. Particularly, we set out to touch on the possible 
uses of such technologies and how they would accord with a society that 
strives for sustainability and circularity. Our starting point is the identifi-
cation of the concept of transaction which lies at the core of blockchain 
technology. Various understandings of a transaction come into play. We 
specify three perspectives that are relevant in this paper: economic, 
accounting, and IT. In classic economic terms, a transaction implies an 
exchange in which two actors, a supplier and a buyer, exchange goods or 
services (supplier to buyer) for some form of payment (buyer to supplier). 
The result of such transactions is the creation of various values between a 
supplier and buyer. The supplier’s stock of goods decreases in exchange 
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for an increase in, for instance, the supplier’s bank account. Reversely, the 
stock of goods of the buyer increases and a decline in the bank account is 
experienced. This simple metaphor is used to explain the process that 
unfolds with transactions that involve the exchange of goods for money 
while, of course, it will alter the moment this process is amalgamated 
with services. From a bookkeeping and accounting perspective, a transac-
tion is considered as a registration of this exchange of goods and services 
for some form of compensation in a variety of ledgers. Here, each involved 
ledger records the (monetary) value of the goods or services delivered and 
payment(s) received. From the realm of information processing, a trans-
action is understood as a series of operations that form a whole for an 
information carrier (e.g., a database or file system). This series of opera-
tions occurs entirely, meaning that the transaction succeeds, or not at all 
that is the transaction fails. Key to the transaction concept in information 
processing is that, before and after the transaction, the information car-
rier is in a verifiable and consistent state (Gray 1981).

Each of the presented perspectives can be related to the concept of 
blockchain technology. First, the technology provides a technical founda-
tion that enables transactions as intended in information processing. The 
technology facilitates the storing of complete transactions and makes 
these immutable. Second, this foundation ensures the correct handling of 
transactions in the economic realm. This pertains to two issues, specifi-
cally (i) blockchain ensures the correct registration of the transactions in 
the ledger regarding the actors involved (i.e., the bookkeeping perspec-
tive) and, consequently, (ii) it facilitates the administrative component of 
transactions in the economic sense. Hence, the recording of the exchange 
of goods and services for some form of payment is reduced to transaction 
handling at the level of information processing. In blockchain technology, 
such transactions are recorded in a distributed ledger (Nakamoto 2008). 
In conclusion, it facilitates transactions regarding all three perspectives.

We use this contribution to explore how blockchain technology relates 
to sustainability and circularity, two of the current societal challenges. 
While sustainability and circularity are different ideals, they may very 
well be considered as two sides of the same coin and members of the same 
family. Sustainability pinpoints the issues and challenges that society 
faces in relationship to its natural, social, and economic environments 
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(e.g., Rockström et al. 2009). Additionally, it provides some direction for 
resolving these, but to a limited extent; realising a sustainable develop-
ment situated within an inter-generational playing field. In this field, the 
primary task is to preserve the potential of natural, social, and economic 
resources in such a way that next generations are able to utilise these same 
resources to prosper (WCED 1987). Circularity, or the concept of a cir-
cular economy (e.g., Stahel 1982; Ellen MacArthur Foundation 2012), 
promises to provide a more practical approach, emphasising the econom-
ics of materials and products. Building on, among others, Stahel (1982), 
this concept attempts to turn current linear economies into economies 
that build on closed loops of (raw) materials and products. In these loops, 
materials that have thus far been considered as waste are reused and recy-
cled, and products are designed for repair in order to reduce the need for 
virgin materials in the whole of the economy (e.g., Jonker et al. 2018). It 
is in its effects that the circular economy intends to contribute to the 
pursuit of sustainable development.

Inspired by Porritt’s (2007) framework of capitals, we address both 
sustainability and circularity from a transactional perspective. From this 
framework, we derive three principles to support the transactional per-
spective on sustainability and circularity. First, the framework conceptu-
alises the world as a coherent set of five types of capital: (i) natural, (ii) 
human, (iii) social, (iv) manufactured, and (v) financial capital. Natural 
capital refers to all natural and biological resources that the Earth has to 
offer. Individual capital is comprised of all individuals and relates to them 
both physically and mentally. Social capital concerns communities, insti-
tutional frameworks, and society at large in which humans reside. 
Manufactured capital refers to technologies, infrastructures, and so on, 
that humans have constructed to support and facilitate their lives. Finally, 
financial capital refers to monetary value that humans create and use in 
their economic systems. Together, the five capitals represent the environ-
ment in which humans live, individually and collectively depend on, and 
make use of throughout their lives. Because the types of capital are inter-
connected, using these does not occur in isolation and hence multiple 
capitals will be affected by human actions simultaneously.

The concept that humans use the indicated capital generates the sec-
ond principle, specifically, that individual and collective human activities 
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occur in relationship to these types of capital in the form of transactions. 
Humans employ the capital in the goods they make and services they 
deliver to sustain and improve life (Porritt 2007). These interactions fol-
low the same pattern as an exchange of goods and services in an economic 
system. For example, a natural resource such as an iron mine experiences 
a decrease of its iron stock when excavated. On the other hand, the exca-
vators see an increase in their stock of useful iron ore. Whereas the first 
principle conceptualises the stocks of resources, this second principle 
identifies the flows of goods and services from the capital (e.g., Tietenberg 
2000). Hence, the capital framework allows for the conceptualisation of 
the interactions between humans and Earth’s capitals as transactions.

The third and final principle that shapes our transactional perspective 
on sustainability and circularity is the ideal of limitations; there are eco-
logical ceilings and social foundations which both need to be observed 
(Raworth 2017). Each transaction must occur within the limitations of 
the capital involved regarding (i) volume of use, (ii) intensity of use, and 
(iii) structural effects. Pertaining to the volume of use, iron ore cannot be 
mined exceeding the mine’s capacity. As to intensity, farming arable land 
should not take place beyond its regenerative and restorative capacities; 
the soil needs time to recover from its use. Structural effects refer to the 
lasting implications of volume and intensity of use of a capital. The 
assumption is that, if the limitations of a specific capital are not observed 
over a long period of time, the capacity of the capital diminishes. 
Restoring this capital will require considerable investment in issue such as 
time, labour, energy, nutrients, and so on.

The three principles derived from Porritt’s (2007) five-capital frame-
work set the stage of a transactional perspective on sustainability and 
circularity which consequently enables proposing a multi-capital founded 
approach to bookkeeping. The capital approach sees the world classified 
in stocks and flows of capital. As such, this perspective identifies multiple 
actors engaging in a multitude of transactions with regard to these types 
of capital. Basically, this is what is normally referred to as ‘the economy’. 
Lastly, sustainability and circularity are framed by the idea that all of 
these types of capital are bound by specific social foundations and 
 ecological ceilings (Raworth 2017). This corresponds to the idea that 
there are ‘limits to use’ (inspired on Meadows et al. 1972). Consequently, 
sustainability and circularity should operate within an economic, social, 
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and ecological bookkeeping and accounting framework that allows for 
recording individual and collective human activities in relationship to 
each capital. Ultimately, it becomes possible to record a full administra-
tion of human activities to map out how humankind shapes the environ-
ment in which it resides. When taking capital limitations into 
consideration, this also allows for checks and balances for each type of 
capital in order to determine if we satisfy the requirements of a safe oper-
ating space for humankind (Rockström et al. 2009).

Against the backdrop of the presented transactional perspective on the 
socioeconomic challenges of sustainability and circularity, the question 
we set out to answer is what blockchain technology could contribute.1 
We do so by, first of all, typifying the characteristics of blockchain tech-
nology in section “The Epistemology of the Blockchain”. Section “Societal 
Challenges” continues with a theoretical and conceptual exploration of 
the concepts of sustainability and circularity. This enables us to make a 
comparison between, on the one hand, blockchain and, on the other 
hand, its contributions to the indicated societal challenges in the section 
“At the Crossroads Between Blockchain and Societal Challenges”. In the 
section “Discussion and Conclusions”, we conclude our debate and 
include several points for discussion and further research. We finish this 
paper with proposing a preliminary research agenda.

 The Epistemology of the Blockchain

This section aims to explain blockchain technology, not from a techno-
logical perspective but from a phenomenological perspective. We focus 
on its implications for social interactions and the transactions that follow 
from the way of framing. We aim to construe its possible role in an 
emerging debate on the changing role of organisations, systems, and 
institutions and the position that blockchain might have within. This 
debate is evidently informed by the emerging need to address issues such 
as sustainability and circularity. In order to do so, we briefly discuss the 

1 The technology of blockchain is based on energy and is, by itself, not sustainable from the perspec-
tive of eco friendliness, e.g., to perform a transaction on blockchain, the action itself and, conse-
quently, the energy consumed are not necessarily sustainable.
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various fields of the application of blockchain that have already emerged 
around the technology.

Blockchain technology has become known as the technological infra-
structure on which cryptocurrencies such as Bitcoin, Dogecoin, or the 
newer Ethereum operate (Nakamoto 2008). The essence of blockchain is 
to enable distributed transactions within a heterogeneous network while 
providing almost absolute transparency regarding the occurrence of 
transactions. Furthermore, the technology affords the possibility to make 
use of multiple transaction means (e.g., money, tokens, currency, time, 
mobility, et cetera); we term this as ‘hybridity’ (Faber and Jonker 2017; 
Jonker and Reinhoudt 2015). In the realm of cryptocurrencies, block-
chain offers functionality such as protection against double spending, 
transparency of transactions taking place, anonymity of individuals 
involved in transactions, and many more (e.g., Nakamoto 2008; Kim 
2015). Offering its financial functionality, blockchain pushes aside the 
traditional role of banks in the current centralised financial-economic 
system. Similar to normal bookkeeping systems, it keeps track of transac-
tions in a ledger. However, in this aspect, some important differences also 
exist. First, the blockchain is nothing more than a means to store infor-
mation and keep track of transactions. Its use for cryptocurrencies resem-
bles the operations of a financial ledger. The blockchain keeps accurate 
track of the ‘money’ of an individual and registers all expenses and 
incomes to it. This ‘money’ is just information; it does not exist outside 
of the blockchain. Second, the ledger does not reside with a single actor 
in the system but is distributed among all of the participants. This means 
that all users of the ledger have a complete copy of it on their local storage 
devices from the moment the ledger is initiated. The implications of this 
are (i) that all participants have a full history of all of the transactions that 
have been registered from the beginning and (ii) that they would be able 
to see how the digital currency moves around.2 Third, all transactions are 
verified automatically by the entire community. Based on encryption 
technology, ‘blocks’ are created and distributed among all of the partici-

2 The latter might imply principally that one could check the personal accounts of all of the others. 
This is resolved through encryption.
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pants in the network aligned in a non-corrupted sequence. A transaction 
only is added to the blockchain when these technical specifications are 
unconditionally met (Nakamoto 2008).

While cryptocurrency is the primary focus of application, and conse-
quently the public debate, blockchain technology is more versatile. It is a 
technology that is able to register all sorts of transactions and may be used 
as a carrier of all types of information. Considering this, Swan (2015) 
identifies three categories or generations of applications of blockchain. 
We consider these categories as different levels of development of block-
chain technology application. Blockchain 1.0 applications concern the 
use of the technology for cryptocurrencies such as the previously men-
tioned Bitcoin and Dogecoin. At present, the number of cryptocurren-
cies has exploded, and Bitcoin itself (together with other coins) has 
become the object of a speculative hype which popular media (CNN 
2017) have compared to the alleged ‘Black Tulip’-mania in the seven-
teenth century (e.g., Boissoneault 2017; Scandinavianlife 2017). 
Blockchain 2.0 extends the use of the technology to a platform for the 
registration of contracts. This may, for instance, be stocks, deeds, mort-
gages, and so forth. Such contracts in blockchain are referred to as smart 
contracts (Swan 2015). Additionally, Blockchain 2.0 recognises all sorts 
of applications that build on the concept of decentralised storage of 
information and processing of transactions. This level builds on so-called 
tokens (Atzori 2017; Crosby 2016); a token is a digital reference to either 
cryptocurrencies (e.g., Bitcoin, Ethereum) or physical or virtual objects. 
Tokens are entered into blockchain through Oracles (Swan 2015). An 
Oracle is an agent that finds and verifies real occurrences and submits this 
information to a blockchain which can subsequently be used in smart 
contracts. Smart Contracts contain a set of values and only unlock those 
values if the predefined conditions are met. The primary task of Oracles 
is to deliver those values in a secure and trusted manner. Blockchain 3.0 
concerns its use in the realms of justice, governance, and coordination. 
Central to this category is the use of blockchain to organise activities of 
people, organisations, or institutions, for example, applications of 
censorship- resistant organisations, identity verification, or governance 
services (Swan 2015; Tapscott and Tapscott 2016). Arguably, the wid-
ened scope of applications of blockchain technology might provide a 
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number of interesting features on each level in relationship to societal 
challenges, in particular with regards to sustainable development and the 
realisation of a circular economy. We propose using a slightly different 
classification of blockchain from the types that Swan (2015) identifies, 
respecting the three distinct levels of functionalities as stipulated above. 
These are (1) Blockchain 1.0: accounting, (2) Blockchain 2.0: contrac-
tual, and (3) Blockchain 3.0: community level.

 The Accounting Level

The accounting level concerns the level of the blockchain technology 
itself and thus the principal functions that are embedded within. These 
functions are transparency of transactions and underlying procedures, 
traceability, accounting, and immutability. Transparency of transactions 
is ensured through the registration of all of the details of a single transac-
tion on the ledger. Transparency regarding the underlying procedures 
concerns the complete set of checks and balances that is performed for 
each transaction. Traceability follows from the way that the blockchain is 
constructed. It holds mutations of accounts of individuals which first 
implies that, in order to know what the status of someone’s account is, all 
of the transactions on this account must be checked. Second, this means 
that a full history from the beginning of the blockchain needs to be kept 
in order to know the exact status of the entire system (i.e., all accounts of 
all participants). The accounting function implies that a transaction is 
registered on the blockchain at the moment it occurs. Finally, the func-
tion of immutability concerns the inability to make changes to registra-
tions that are already on the blockchain. This follows the accounting 
concept of journaling. Transactions are recorded in the chronological 
order in which they occur. In the event of the registration of a faulty 
transaction, a new compensating transaction must be executed.

 The Contractual Level

The contractual level concerns a level of functions that builds upon the 
accounting level. We perceive this level as a collection of functions that 
shape the attitudes and behaviours of participants and how this affects the 
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peer-to-peer interactions between them. The single function we identify at 
this level is that of system-embedded trust. Take, for example, the delivery 
of a birth certificate by means of a blockchain. The placement of the cer-
tificate on the blockchain makes this (1) accessible to all parties involved 
and (2) guarantees its authenticity beyond any reasonable doubt. This 
function extends the underlying accounting level functions such as encryp-
tion and traceability as is embedded in the blocks. Together, the entire set 
of functions from the technological angle provide a system that ensures the 
coherent validity of all of the transactions that are unfolding. Consequently, 
at the contractual level, this is considered to yield trust among participants 
that is guaranteed by the technology and without the need to include a 
trusted third party (such as banks, accountants, or solicitors) that vouches 
for each step in the transaction process (Swan 2015). The contractual level 
results in the construction of trusted processes without intermediaries 
leading to reliable contracts between two or more parties.

 The Community Level

The community level extends the contractual level. At the community 
level, we perceive functions that relate to the societal context in which the 
blockchain technology is used. This often implies that using blockchain at 
the community level will have system implications. At this level, we per-
ceive a wide variety of possible applications of blockchain among which 
include embedding entire value chains, realising coordination, establish-
ing governance systems with embedded shared values, or piecing together 
entire legal frameworks. Bear in mind that the scope of application is 
widened, while, at the same time, accountability and reliability remain 
assured. All participants in a blockchain system approach are guided by 
the same allocated values. At this level, three distinct sublevels emerge.

 1. Collective governance of common pooled resources. This sublevel 
results in avoidance of waste and spill as well as a contribution to sys-
temic governance;

 2. Collective valuation. This sublevel necessitates smart contracts that 
define values of different types. Think, for example, of the value of 
mobility or currency;
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 3. Conversion of transactional values. Under the precondition of smart 
contracts in which the conversion is specified, values of different kinds 
are exchanged. Consider, for instance, the exchange of time for energy 
or mobility.

Using blockchain at this system level affords a broad range of unexplored 
possibilities. In the end, it is inherently a system that exists and operates 
based on the premise of a community that registers its transactions on it. 
While the public eye currently mainly focuses on the first level, we con-
tend that especially the second and even more the third level offer a 
promising technological platform to address societal challenges.

 Societal Challenges

Taking a comprehensive perspective on today’s society reveals an increas-
ing number of wicked problems (Churchman 1967; Rittel and Webber 
1973). Wicked problems are complexly interlinked and have no single 
solution. This implies that problems of the wicked kind may no longer be 
solved by single disciplines, by one people or one nation, or within one 
specific geo-region. In attempting to solve one element, new problems 
arise elsewhere. Conditions that might lead to solving the specified issue 
are incomplete and contradictory, and requirements under which solu-
tions are created might appear to change over time. Problems of a wicked 
nature seem to be characteristic for our times, be it in food, politics, 
health, energy, asylum seekers, et cetera (Faber and Jonker 2015). 
Recently, an inventory of wicked problems was made by the United 
Nations leading to the identification of the Sustainable Development 
Goals (SDGs; United Nations 2015).3

3 The debate on the SDGs can be brought down to a discussion on sustainability (WCED 1987) 
that, over time, has fanned out into three separate debates on (1) circularity, (2) inclusivity, and (3) 
sustainification and the ways they are related to each other. For clarity, it increasingly boils down to 
a ‘radical’ process of sustainification, which in its turn is explained as the process in which various 
actors (governments, businesses and citizens) collectively engage in realising far reaching, impactful 
goals, or moon shots regarding sustainability (Ellen McArthur Foundation 2012; UNEP 2011; 
European Commission 2018).
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Within the SDGs and despite of the richness of the debate on societal 
challenges, we limit ourselves to the use of materials.4 We have selected 
the material perspective because the current use of material (commodi-
ties) within our global economies is such that humankind could call itself 
‘addicted to material’ (UNEP 2011; Meadows et al. 1972, 1992, 2005). 
In many of the SDG’s, material plays a central or peripheral role. Reducing 
this material addiction addresses a fundamental debate between eco-
nomic prosperity and ecological preservation. This is generally referred to 
as the ‘decoupling debate’ (UNEP 2011). In essence, this debate centres 
around two decoupling aspects. First, resource decoupling implies the 
realisation of the same or higher levels of output with the same use of 
resources. Second, impact decoupling suggests the reduction of environ-
mental, ecological, and health impacts per produced unit (UNEP 2011, 
pp. 67–68). In this context, we explore how blockchain technology might 
play a role in addressing this two-faced decoupling debate. This leads to 
three major strategic (business) perspectives on decoupling, namely: (i) 
servitisation and dematerialization, (ii) life-cycle extension, and (iii) recy-
cling leading to substitution and conversion. Each of these topics will be 
briefly elaborated.

 Servitisation and Dematerialisation

The origins of the debate on servitisation stem from the landmark publica-
tion on the ‘performance economy’ by Stahel (1982). Since then, this 
elaborated way of thinking has been developed further (Mont 2002; 
Tukker 2004; Tukker and Tischner 2006). This has led to the introduction 
and conceptualisation of the concept of servitisation; more in particular, 
this has led to a typology of product-service systems (PSS). For instance, 
Tukker (2004) recognizes eight distinct types of PSSs. The general idea 
behind servitisation is to ‘sell’ the functionality of a product while the 
producer retains ownership. This leads to contracts where clients use the 

4 Such a perspective on materials is connected to the SDGs 7 (affordable and clean energy), 8 
(decent work and economic growth), 9 (industry, innovation, and infrastructure), 12 (responsible 
consumption and production), and 13 (climate action).
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services, which is currently a common practice with, for instance, planes, 
trains, and automobiles. This implies that the use of a specific product is 
intensified and, as a result, fewer products need to be produced. Ipso facto 
this leads to dematerialisation and hence the decreasing use of materials. 
In general, this is called resources or asset pooling. This subsequently 
results in incentives for the producer to focus on optimal lifetime exten-
sion at low costs – including negative aspects of the use of specific prod-
ucts (e.g., pollution, use of spare parts, fuel consumption, etc.). In short, 
servitisation requires the accounting of services provided (e.g., a local trad-
ing system of home-made electrical power) and a bookkeeping system of 
materials invested in and used (status quo) as well as their current quali-
ties. Blockchain could provide such a system.

 Life-Cycle Extension

Organising, at least in Western society, is predominantly based on an 
industrial model geared towards steady economic growth and as a conse-
quence of high levels of consumption. Products are used for a period 
shorter than their potential lifespan. This leads to the promotion of the 
highest possible throughput speed based on the principle of ‘planned 
obsolescence’—meaning, in practice, that goods are perceived as unus-
able or obsolete after a limited period of use. In economic terms, these 
products have lost their value. However, suppose we break this cycle of 
production, consumption, and waste generation? Suppose, in 2017, a 
washing machine is designed with a life expectancy of 50 years. What are 
the implications for the design and value proposition of this machine? Is 
it the solidity and the reparability or should we focus more on the effi-
cient use of resources in its functioning such as water, electricity, and 
chemicals? So, the concept of life-cycle extension has implications for the 
way a product is designed, how it operates, and the passing of ownership. 
Regarding the latter, the product will become subject to transactions on 
first-hand, second-hand, and n-hand markets. The application of block-
chain in the process of life-cycle extension enables the tracing of the vari-
ous ‘events’ that occur during the life cycle of a product. While any 
computer may offer such functionality, the use of blockchain ensures reli-
able transparency of the total life cycle of each unique product.
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 Recycling Towards Substitution and Conversion

There is a long-standing debate in Western society about the notion of 
recycling which has been inspired by the seminal works of Stahel (1982). 
In the mid-1970s of the twenty-first century, this was fuelled by the 
introduction of the now famous trio of reuse, reduce, recycle. This triplet 
marked the beginning of raising awareness regarding the value of prod-
ucts and assets at the end of the economic life cycle. Over a period of 
almost five decades, the ‘discovery’ of material value(s) at the end of the 
life of products has steadily grown in importance. Inspired by the works 
of the Ellen MacArthur Foundation (2012, 2013, 2014) and the 
European Commission (see the circular economy package of European 
Commission 2015), the ideal of circular materiality has gained signifi-
cance leading to an emerging economic perspective on sustainability. So, 
what began as an end-of-pipe effort to gain leftover values from waste has 
now positioned itself in the centre of policy making in politics as well as 
business. As a result, recycling has matured and developed into four 
related strands. These are (1) chemical, (2) thermal, (3) mechanical, and 
(4) manual recycling. Chemical recycling concerns the decomposition of 
materials into their original chemical components. This should be done 
in closed cycles in order to assure maximum retention of the materials 
and their compounding parts and hence the sustainification of such 
 processes. It is applied in, for example, polymer, plastic, composite, and 
in the near future, possibly also in textile recycling. Thermal recycling 
implies the use of heat in various forms to bring materials back to their 
original state. It is often applied to metals of all sorts such as copper, alu-
minium, steel, or gold. There is a growing market in this respect for so- 
called ‘rare’ metals (e.g., Ayres and Ayres 2002). It should not be confused 
with extraction of the thermal value of materials through incineration. 
Mechanical recycling has gained considerable attention in the last decade 
chiefly because of the increased sophistication of the material separation 
processes that are involved. It leads to the separation of materials making 
use of a combination of e.g., weight, light, air, force, or vibrations depend-
ing on the nature of the materials at stake. Finally, manual recycling is a 
labour process in which people take apart and classify and sort materials 
by hand. This is a common form of recycling often used, for example, in 
textiles, household appliances, consumer electronics, or automobiles.
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While the recycling practice has gained momentum, simultaneously 
but on a more industrial scale, attention has been given to develop pro-
cesses enabling the conversion of materials that have previously been con-
sidered ‘dangerous’ waste such as, for instance, CO2 and related gases, 
food and kitchen waste such as citrus peels, or sewage sludge. Each of 
these waste streams is stable over time and considerable in size and thus 
permits ample opportunity for upscaling. It leads to transformation pro-
cesses creating additional or even virgin materials and components. 
Gradually, the stage of experiment is over, and the technical facilities 
move out of the laboratory into industrial installations. If, in the upcom-
ing years, such processes integrate into the concept of a circular economy, 
then the economic side of the circular economy takes shape and becomes 
mature.

Finally, the substitution concept circles around the question of choos-
ing bio-based materials when designing and constructing devices, build-
ings, vehicles, and so on. The core of this concept is based on the idea that 
materials can either be grown (e.g., plastic from corn, petrol from algae, 
or building bricks from straw) or clean ‘mono’ waste streams are created 
that serve as excellent substitutes in other sectors (e.g., tomato foliage can 
be used in the paper industry and carapaces of shrimps can be used in the 
production of drugs). It is noteworthy that the challenge of creating 
 substitutes has led to a vivid debate. The concept of the availability and 
use of natural space and the discussion of growing food versus ‘growing 
petrol’ are especially at stake (UNCTAD 2007). This leads to an ongoing 
vehement and emotional discussion between NGO’s, businesses, citizens, 
farmers, and governments.

 Talking Transition

Considering the previously introduced three strategic perspectives on 
decoupling, the three levels of the application of blockchain technology, 
and the societal challenges, it becomes apparent that we are facing a soci-
ety in transition. We understand transition as a fundamental rearrange-
ment of institutions (inspired by Geels and Schot 2007) that assure societal 
functions as a whole, such as health, safety, or energy. These functions 
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result from the combined effort of a broad range of actors that are involved. 
Transition can be juxtaposed to industrial and, subsequently, organisa-
tional change and transformation. Organisational change addresses 
changes within the context of a specific organisation or – at best – a part 
of the value chain. Transformation is a process in which available capaci-
ties and competencies are rearranged to offer a new value proposition 
(Jonker and de Witte 2013). This can be the challenge of an organisation 
or a cluster of partners. Both stand in sharp contrast to the challenge of 
transition since this deals with re-inventing and reshaping a system. This 
is not just the amalgamation of combining individual organisational 
efforts but requires a fundamental reconsideration of the premises and 
suppositions that underpin a particular functional system. Whereas an 
organisational change or a transformation generally takes between several 
months to no more than five years, a transition easily spans a period of 
various decades (Perez 2010). It is assumed here that the identified societal 
challenges will instigate a transition towards new systems encompassing 
various domains such as energy, food, mobility, healthcare, et cetera. 
Hence, it becomes intriguing to investigate how blockchain and the afore-
mentioned societal challenges meet. The underlying rationale is to investi-
gate how the technology enhances sustainability.

 At the Crossroads Between Blockchain 
and Societal Challenges

We have decided to address the identified societal challenges from a stra-
tegic business perspective leading to a decoupling from assets and their 
impact. In this debate, we investigate the possible role(s) of blockchain. 
Previously, we recognised three distinct levels of the application of block-
chain technology, specifically, (1) accounting, (2) contractual, and (3) 
community levels. The question we explore further is what level(s) of 
application of blockchain technology foster the transition and address 
the three strategic perspectives on decoupling.

Table 8.1 presents a first suggestion of how the various levels of apply-
ing blockchain technology may contribute to strategic challenges that 
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involve the decoupling of assets and impacts. At the accounting level, the 
basic functionalities of record keeping and the ability to retrace transac-
tions is offered. For servitisation, this implies that transactions regarding 
the use of services and functionalities may be registered in the block-
chain. The basic principle of servitisation is that users pay for the offered 
functionality only during the actual periods of use. Whenever an asset 
such as, for instance, a washing machine is servitised, its uses by a variety 
of users and thus the transactions imposed on it may be easily recorded 
chronologically on the blockchain accounting level. Similarly, for life- 
cycle extension, the accounting of assets around their life cycle records 
effectively on an accounting blockchain. Operations that aim to extend 
the asset’s life cycle, namely repairs and refurbishments, may subsequently 
be noted down regarding the asset on the same blockchain. Not until the 
cessation of use and possibly scrapping will the asset be stricken through 
on the blockchain. Due to the workings of the blockchain, once regis-
tered, an asset cannot be removed from it. The only way to indicate that 
an asset is taken from operation is to have it registered explicitly on the 
blockchain, for example, by marking the asset as ‘terminated’. With 
regards to decoupling through recycling, conversion, and substitution, 

Table 8.1 Strategic decoupling on crossroads with blockchain application levels

Strategic 
decoupling 
and 
blockchain 
levels

Servitisation/
dematerialisation Life-cycle extension

Recycling, 
conversion, 
substitution

Accounting Accounting of 
transactions of 
use during life 
cycle

Accounting of assets 
and parts; repair 
and refurbishment 
during life cycle

Track and trace of 
components 
leading to (virgin) 
material pools

Contractual Enables provision 
and quality of 
delivery of 
functions

Enables contractual 
transparency in 
product-service 
systems

Enables 
transparent 
substitution of 
materials (part or 
whole)

Community Collective 
valuation leading 
to accessibility

Governance of stock 
and flows of assets 
and materials

Enables the use of 
multi- 
transactional 
means
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the accounting blockchain level provides the functionality to register the 
materials and components used in products. Similar to the registrations 
underpinning life-cycle extension, tokens represent materials and com-
ponents in the blockchain. For each product produced, the materials and 
components it encompasses can thus be traced during the life cycle of the 
product. At the end of life, the materials and or components may be sal-
vaged and recycled, converted or substituted. Regarding recycling and 
conversion, changes in the quality of the materials can also be incorpo-
rated into the accounting that occurs on the blockchain. This approach is 
similar to the concept of the Madaster (2018), a central database for 
materials. However, the Madaster concept does not specify the nature of 
the technology that is used. It only stipulates the registration of materials 
and their dematerialisation over time. This may also be realised in more 
traditional database technologies. The use of blockchain technology 
inherently ensures the immutability of the registrations that are made. In 
other words, when a material or component is entered in the blockchain 
at a specific moment in time, it can no longer be erased from it.

At the contractual blockchain level, the focus shifts from the mere 
registration of ‘things’ to a level where criteria for possible and allowable 
transactions on assets are set. Regarding servitisation and dematerialisa-
tion, the contractual level arranges access and sets the quality conditions 
for the delivery of services and functions. The implications for  servitisation 
are contracts that are effectuated digitally on the basis of performance 
(Stahel 1982). Ownership remains with the service delivery agent, in this 
case, the manufacturer. This leads to a contractual arrangement in which 
the quality of the service is conditionally satisfied in a service contract 
while the user of the service does not own the asset itself. Using block-
chain in this process of servitisation leads to transparency in the quality 
of the service and the status of the assets used in the delivery of it. This 
traceability demonstrates how the conditions in the contract are being 
met. This subsequently provides transparent insights concerning the life 
cycle of assets and, therefore, it becomes feasible to maintain the quality 
of PSS. Furthermore, it enables predicting the level of maintenance that 
is required. During the life cycle, the insights in the quality of the assets 
based upon the contractual level also facilitates the timely and transpar-
ent substitution of materials and components. At the end of the life cycle, 
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the contractual level provides a ‘snapshot’ of the product quality in terms 
of the materials and components employed. Such a snapshot forms the 
basis for ‘material roundabouts’. At the end of the life cycle, the use of 
blockchain technology provides a detailed description of the materials 
and components used which enables focused processes of recycling and, 
if applicable, conversion and substitution.

The community level in relationship to blockchain is undoubtedly the 
most challenging. The reason is that experience with this technology and 
communities is relatively scarce. Blockchain is used in situations such as 
car sharing, the exchange of current, and battery capacity sharing within 
communities. On the level of the community, the strategic decoupling 
debates ultimately touch upon three interrelated topics including (i) col-
lective valuation, (ii) governance of stocks and flows, and (iii) the use of 
multi-value transactions. The latter implies that the blockchain leads to a 
debate on the exchange of values. This begins with valuation which is the 
process in which a community (or a group of people linked to each other) 
engage in determining the value of tangible and intangible assets in such 
a way that it leads to mutual consent. Furthermore, this process of valu-
ation leads to allocation of access to community services that are based 
upon collectively created stocks and flows. In turn, this necessitates agree-
ment upon a set of rules and regulations, enabling the governance of the 
values involved. The emerging governance framework should be 
 constructed in such a way that it encapsulates the life cycle of assets and 
materials involved. Some of these assets will have a life cycle of decades 
(e.g., houses, utilities, infrastructure, etc.) while others function on a 
much shorter life expectancy (e.g., household appliances, packaging, 
consumables, et cetera). Finally, on the level of the community, block-
chain enables the identification, valuation, and use of multi-transactional 
means. This implies that the value of assets or materials either resulting 
from processes of recycling, conversion, and substitution are perceived as 
valuables in so-called hybrid transactional processes (Faber and Jonker 
2017). The latter implies that transactions are not, by definition, based 
on processes of monetization (i.e., the valuation of assets in financial 
terms) but instead enable direct use of those means in transactions. In the 
blockchain, the conditions of these transactions, and thus the exchange 
of values, are set. In this respect, Oracles provide predefined conditions 
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encapsulating delivery data, such as water temperature, successful pay-
ment, price fluctuations, quality, and so on. In conclusion, taking these 
observations one step further, the use of multi-transactional means in a 
community setting requires the clear definition and construction of a 
transactional system. Blockchain contains the ultimate promise to enable 
such a system. At this specific level, currently, we only observe modest 
projects at the crossroad of hybrid means and blockchain technology.

 Discussion and Conclusions

We are coming to the close of this contribution. Admittedly, this has 
been a very conceptual treatise in which we have attempted to frame the 
crossroads at which blockchain technology meets societal challenges. 
While still in its infancy, blockchain technology offers a promising per-
spective on enhancing sustainability. We have provided a tentative explo-
ration of how the three levels of this technology may contribute to the 
strategic decoupling debates. At present, the actual practices of how to 
apply blockchain in an effective manner beyond cryptocurrencies is lim-
ited. We, therefore, would like to advocate a policy enabling the creation 
of Living Labs, Communities of Practices, Hackathons, Urban 
Experiments, Challenges, and so on to explore the full potential of this 
technology in-depth. We then can share experiences and use them to 
build a knowledge agenda that identifies research streams and educational 
programmes. Such an agenda will almost certainly need to address tech-
nological, sustainable, and societal issues. Of these three, most probably 
the societal issues will reveal a need for behavioural, social, and organisa-
tional innovation and turn out to be the most ‘wicked’ of the problems to 
address.

One disadvantage of the use of blockchain technology that has emerged 
from the greedy trading of Bitcoins is the excessive use of energy (Malone 
and O’Dwyer 2014).5 For instance, the Bitcoin application and, in 

5 It is estimated that last year bitcoin used more than 30 TWh of electrical energy. To understand 
the meaning of these kind of figures, this represents 30,000,000,000 kWH. This amount of energy 
(gas or other sources not included) is used by roughly 8.5 million households in the Netherlands.
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 particular, the mining of new cryptocurrencies on this platform exceed 
the consumption of 56 TWh per annum (Digiconomist 2018), which 
represents the electricity consumption of approximately 16 million Dutch 
households (MilieuCentraal 2018). Therefore, in order to become a tech-
nology that can be used by a broad range of parties, blockchain itself 
needs to ‘sustainify’. This is not only a matter of providing sustainable 
energy at the input side but, moreover, a re-conceptualisation of the cal-
culations that are done to operate the platform. Current calculations used 
in certain implementations of blockchain (in particular, Bitcoin) are of 
such a complex nature that they require excessive computational time 
and, consequently, energy. Finally, we presently know very little regarding 
the potential of the technology of blockchain for sustainification. We, 
therefore, need a rich variety of initiatives that enable discovering what 
might be possible. In this respect, we look at a promising future.
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9
Blockchain, Digital Identity, 

E-government

Clare Sullivan and Eric Burger

 Introduction

This chapter examines the legal and technical implications of the applica-
tion of blockchain technology to authenticate and verify identity for 
e-Government services and transactions.

On 25 September 2015, the United Nations (UN) General Assembly 
formally adopted the 2030 Agenda for Sustainable Development which 
consists of 17 Sustainable Development Goals (SDGs) and 169 specified 
targets to be achieved by member nations within the next 15 years. A 
major objective is set by SDG 16.9 is for nations to “[b]y 2030 provide 
legal identity for all, including birth registration.” This is a goal in its own 
right and it underpins seven other SDGs to be achieved by the UN 
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 member nations. This is the first time that a legal identity for all persons 
has been officially stated as a global objective. It is a development that has 
significant implications for governments and individuals.

In a digital world where nations are moving to e-government systems 
that require a digital identity to transact, the goal of a legal identity for all 
is, for all practical purposes, a digital identity for all. “Legal identity” is 
not defined in SDG16.9 and unlike the terms “legal person” and “legal 
entity,” legal identity is not a term which has legal meaning. Identity is 
not a concept traditionally recognized by the law in many countries, par-
ticularly those with a common law legal heritage. Even in civil law coun-
tries, where there is a legal concept of identity, it was developed for 
another era and does not address the nature and implications of a digital 
identity. This chapter outlines the typical composition and functions of 
digital identity and discusses its commercial and legal importance, and its 
emergent legal nature in light of SDG 16.9. This discussion highlights 
the importance of the accuracy and integrity of digital identity to both 
individuals and governments.

The application of blockchain technology to identity authentication 
and verification has the potential to fundamentally transform the way 
identity information is controlled, authenticated, and verified. This 
development has been presented controversially, as the means of creating 
an entirely new and separate virtual legal regime outside existing frame-
works and norms. However, blockchain technology can be used within 
existing national and international legal frameworks to address security 
vulnerabilities inherent in existing procedures for identity authentica-
tion, verification, and storage. This chapter examines the legal, policy, 
and technical implications of this application of blockchain technology 
to digital identity, in the context of SDG 16.9, with a focus on the pri-
vacy and security implications.

 The Evolution of Digital Identity as a Legal 
Concept

Digital identity is the unique identity assigned to an individual under a 
particular digital identity scheme, typically a government-backed scheme. 
Digital identity is composed of information that is derived primarily 
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from a person’s birth certificate which is the primary and seminal identity 
document. While the birth certificate and other identity documents are 
usually still in paper form, digital identity is stored and transmitted in 
digital form.

Historically, identity has been a nebulous notion under the law, par-
ticularly in common law countries. In contract law, for example, identity 
has largely been in the background as the law focused on whether there is 
an agreement and particularly whether there is a meeting of the minds 
necessary for a contract, informed consent, and arms-length dealing. This 
focus, which mainly developed in response to commercial practice in the 
nineteenth and twentieth centuries, led to identity being largely pushed to 
the sidelines in commercial dealings. Twenty-first century technological 
advances have created a whole new environment for interaction, includ-
ing for commercial dealings, that does not involve personal acquaintance 
or even any personal dealings. As transactions previously conducted in 
person are replaced by those without any personal interaction, the require-
ment to have and to present a digital identity for transactions has increased 
to the point that it is now a primary way an individual transacts.

Digital identity is the means by which a person is recognized and is 
able to transact in the digital age. As a consequence, digital identity has 
moved from a notion of uncertain nature, especially in the law, to an 
unprecedented level of personal, commercial, and legal significance. Now 
digital identity is poised to assume even greater importance in view the 
UN SGD 16.9 for a legal identity for all by 2030. This recognition of the 
significance of legal identity which is in effect digital identity, is a turning 
point. It makes clear the importance of digital identity to governments 
and the private sector, and especially to individual. It also strengthens the 
call for greater protection of digital identity and for recognition of indi-
vidual rights in identity under international law.

 Significance of Digital Identity

Note: in order to fit the confines of a book chapter, this section is neces-
sarily a summary of the major points raised by Sullivan (2007, 2010).

Digital identity has revolutionized service delivery for commerce and 
the way in which government transacts and interacts with its citizens. It 
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has brought many benefits by increasing the efficiency and cost effective-
ness of service delivery, but there are significant ramifications, especially 
for individuals. This is because of the architecture of digital identity 
schemes and the functions of digital identity.

Government-authenticated digital identity is necessarily based on the 
premise of one person: one identity. An individual can legitimately have 
only one, official digital identity under the scheme. This is a major devel-
opment because traditionally under the law an individual could usually 
legitimately use an assumed name. Likewise, one could create a pseud-
onymous, on-line identity, for example. The move to digitalize govern-
ment services and transactions is driven not only by the need to reduce 
costs and to increase efficiency in service delivery but most importantly, 
to reduce fraud. Uniqueness and exclusivity are therefore essential fea-
tures of digital identity and these features underpin schemes that use digi-
tal identity, especially for transactions. This is so regardless of whether a 
nation has formally established a national identity scheme and has desig-
nated it such; or whether a de-facto approach has been adopted whereby 
a digital identity is used by individuals to transact. In either case, although 
it may not be an objective, the reality is that a digital identity used for 
government services will be used for transactions with the private sector. 
That has been the experience to date and it is an outcome that is clearly 
inevitable. What this means is that the digital identity required for gov-
ernment transactions effectively becomes the individual’s digital identity 
for transactions generally, and that identity becomes the primary means 
by which an individual is recognized and can enter into transactions in 
the digital age.

Digital identity, in this context, consists of two sets of information: 
transaction identity and a larger more extensive collection of information 
which records transactions and other information about the individual, 
depending on the mandate and particular purposes of the transacting 
organization/s. Each set of information has different purposes and func-
tions and is of a different nature. The most main functions of transaction 
identity, that is the part of digital identity used for transactions, are first 
to recognize a person and then enable transactions, whereas the other 
information which makes up digital identity is more extensive and 
dynamic because it is updated to reflect transactions, and administrative 
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information. It tells a story about a person and his/her transactions and 
usually other associated information; and that is its sole purpose. This 
information is personal information which is linked to an individual by, 
and through, transaction identity. It is generally protected under data 
protection law in most nations. This is because most nations have adopted 
the EU data protection model for domestic legislation, the notable excep-
tion being the United States.

Transaction identity is the most important part of digital identity, pri-
marily because of its transactional functions. Transaction identity, that is, 
the part of digital identity required for transactions, is a small, defined, 
relatively static set of identity information, Typically, it is the individual’s 
full name, date of birth, often place of birth, and identifying information 
such as a signature and/or a unique number such as a PIN but not all this 
information is necessarily needed for every transaction. The information 
needed varies depending on the requirements of the transacting entity 
and the nature and value of the transaction. Often all that is required for 
routine transactions is full name, date of birth, gender and a hand- written 
signature or PIN. This information is largely static and is derived from 
the seminal identity document, the birth certificate.

Digital identity schemes depend on two processes which are authenti-
cation of identity at the time of initial registration under the scheme; and 
verification of identity at the time of a transaction. On registration, an 
individual is required to establish his/her identity by providing identity 
documents which usually include birth certificate, passport, driver’s and 
other licenses, marriage certificate if there has been a name change as a 
result of marriage, and other official documents such as those issued by 
government authorities, stating name and address. As mentioned, the 
birth certificate is the primary identity document from which most of the 
required documents, including other documents such as a passport, 
which are also considered primary, are derived. Identifying information 
such as signature, photograph, and biometrics such as a face scan, iris 
scans and fingerprints, are also usually recorded at the time of registra-
tion, or sometimes at the time an identity card is collected. The primary 
function of this information is to the link to the individual who pre-
sented the information and to link that person to the recorded digital 
identity.
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The document checking required for identity authentication follows 
the Know Your Customer (KYC) requirements required under Anti- 
Money Laundering/Counter Terrorism Financing (AML/CTF) legisla-
tion that was widely adopted around the world following the September 
11 attacks in the United States; and since that has been updated and 
expanded to regulate new money laundering targets and address new 
forms including use of trade in goods and services. The KYC protocols, 
also commonly referred to as the 100-point identity check, include an 
in-person interview at which time the applicant provides a range of speci-
fied identity documents that are ranked in terms of their standing to 
establish his/her identity. Originals of the identity documents are pre-
sented in person by the applicant and copies of those documents are 
made at that time by the authenticating agency for the record as required 
by the AML/CTF legislation. Much depends on the accuracy and integ-
rity of this process including whether there is robust and independent 
checking of the presented documents because the information recorded 
from these documents establishes an individual’s digital identity, particu-
larly the set of information required to transact.

After registration, transaction identity is by the individual to transact. 
Identity is verified when all the required transaction identity information 
as presented matches the information on record. Transaction identity 
operates much like a key to allow access to the system to enable transac-
tions. First, one digital identity is located from all the identities registered 
under the scheme; and then that identity is verified to enable it to trans-
act under the scheme. Irrespective of whether the transaction identity is 
presented in person or remotely, if all the information as presented 
matches the information on record, then the system automatically autho-
rizes dealings with that identity. Of course, the assumption is that deal-
ings are with the person who presents the transaction identity but the 
system in fact deals with the digital identity (Sullivan 2016).

To understand transaction identity, we need to understand who, or 
what, is a person in law. However, this is the subject of much debate. 
Central to this debate is whether the legal person must “approximate a 
metaphysical person” (Naffine 2003). The orthodox positive view is that 
legal personality arises from rights and duties rather than from intrinsic 
humanity. The most well-known example is a corporation which the law 
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has endowed with legal personality. For more in-depth discussion of the 
point, see Sullivan (2012, 234).

Transaction identity consists of information which has both meaning 
and function and arguably of a distinct legal character. The transacting 
entity deals with transaction identity, not with the individual. Invitations 
to treat and contracts are made with that identity—an identity that is 
composed of digitally stored information, which is accorded authenticity 
by the system and which arguably has legal personality, Transaction iden-
tity is a construct. It is a collection of designated information that is given 
legal status and effect by the scheme. It is information which, as a collec-
tive, has meaning and function. As such, it challenges the traditional legal 
approach on many levels and while it may seem bold to assert that it is 
endowed with legal personality, when viewed from the perspective of 
other disciplines such as computer science, the notion that information 
has function, as well as meaning, is well established (Sullivan 2016).

To illustrate these points, note that when considered separately and 
independently, the information that comprises traction identity is of lim-
ited use even in definitively identifying an individual. For example, unless 
it is especially unique, name alone will not single out an individual from 
a population. As a set, however, the information that constitutes transac-
tion identity is more likely to identify a person; but transaction identity 
does more. It enables the automated system to transact. It is these opera-
tional functions that make transaction identity important, especially to 
an individual. This identity is generally the primary means by which a 
person is recognized and is able to transact in the digital era. Although a 
general assumption is that there is a reaching behind transaction identity 
to deal with a person, the system does not operate in that way. There is 
automated machine to machine matching of data. If for example, the 
transaction identity information as presented at the time of a transaction 
does not exactly match that on record, the system will not recognize the 
identity even if it is otherwise authentic and the system will not enable 
transactions. This can have serious implications, especially for an inno-
cent individual. It underscores the point that the integrity of these sys-
tems depends on the accuracy of the information recorded at the time 
identity is authenticated, and on system integrity, particularly suscepti-
bility to fraud and error (Sullivan 2016).
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A key feature of all modern identity schemes is that the information 
needed to establish identity at the time of a transaction varies depending 
on the requirements of the transacting entity. Typically, all that is required 
for routine transactions is full name, date of birth, gender, and a signature 
or PIN. In some schemes biometrics are used though not typically for all 
transactions. Most routine transactions only involve matching a photo, 
hand-written signature, or a PIN.  In many cases, only signature and 
photo will be checked. The primary purpose of this “identifying” infor-
mation is to link the digital identity with a person but that link is rela-
tively tenuous. All the identifying information currently used have error 
rates which can result in false positives and false negatives. Photo and 
signature checks have the highest incidence of error but biometrics also 
have error rates. For example, in a study in which supermarket cashiers 
compared real people not known to them to photographs on the credit 
cards they presented, only 50 percent accurately accepted or rejected the 
cards. When the card contained a photograph resembling the person pre-
senting it, only 36 percent of the cashiers correctly rejected the card 
(Kemp et al. 1997). Also see (Hancock et al. 2000; Walker and Hewstone 
2006; Hancock and Rhodes 2008; Kerstholt et al. 1992; Stevenage and 
Spreadbury 2006) for more on biometric identification errors.

A number of features and factors make digital identity susceptible to 
fraud, misuse and mistake in the initial authentication process, and sub-
sequently when digital identity is used for verified transactions. The 
nature and functions of digital identity, and particularly of transaction 
identity, and its significance in the digital era means that the consequences 
of system error, or fraud are serious especially for the affected individual. 
Difficulty can arise in the individual establishing in both that “I am who 
I say I am” and in establishing “I am not who the record says I am.”

 Conventional Digital Identity

A conventional digital identity system is a centralized system that stores 
potentially encrypted or hashed values of identifiers and associates them 
with the digital identity. After establishing a digital identity, the individual 
can access that identity using an authentication system. Most  authentication 
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systems use one or more factors, usually derived from something you are 
(e.g., biometrics), something you have (e.g., a security token), or some-
thing you know (e.g., a password or PIN (Personal Identification Number).

There are two principal interoperable ways that digital identity systems 
extend identity beyond one system or network. For example, proprietary 
identity management systems, such as those offered by Facebook, Google, 
Microsoft, Yahoo, and others, provide digital identity within their pro-
prietary platforms, but also will extend that identity to anyone who the 
user gives permission to the identity provider. You may have experienced 
this when logging into one system that asks you to use your Google or 
enterprise credentials to access a third-party service. The specific technol-
ogy for this is known as OAuth (Hardt 2012).

This method has the benefit of reusing existing relationships the indi-
vidual might have. However, there are very few instances of such identity 
providers using strong enrollment procedures. For the most part, what 
the identity provider is attesting to is the validity of an email address. 
However, some identity providers, such as universities and the Federal 
government, will be attesting to the actual identity of the individual.

Besides the (usually) weak identity verification on enrollment, the first 
method suffers from a number of security issues. First, if the underlying 
information is stored in a retrievable format, for example, actual pass-
words, social security numbers, addresses, etc., then there is the possibil-
ity of that information leaking due to a breach. Second, the availability of 
the identity service is at the pleasure of the identity provider. They may 
choose to withhold information to an entity the subject wishes to  transact 
with. Finally, they may use or sell the subject’s personal information with-
out the subject’s knowledge or consent.

The second convention method of identity is to use public key cryp-
tography. In public key cryptography, we use mathematical functions 
that are easy to compute in one direction, but the inverse function is 
incredibly hard to compute. The conventional function we use is to take 
the modulus of the multiplication of two coprime numbers. While rela-
tively easy to do the multiplication and remainder calculation, it is 
extremely hard to factor a large number. The mathematics of the most 
common public key cryptosystem, RSA, is such that we can publish one 
of the factors as a public key and one of the factors as a private key. People 
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can use the public key either to encrypt a message for the key owner that 
only the key owner, with the private key can decrypt or to decrypt a mes-
sage from the key owner that only the key owner could have encrypted 
using their private key (Rivest et al. 1978).

One issue with public key cryptography is knowing the public key is 
really the public key of the subject. In digital commerce we do not gener-
ally assume the subject can physically meet the transacting party in order 
to exchange keys. The conventional approach is to use a Public Key 
Infrastructure (PKI). In a PKI, there will be a set of trusted Certificate 
Authorities (CAs). The public keys of this trusted set of CAs are distrib-
uted with operating systems, browsers, etc. With that bootstrap of public 
keys in devices, we then have the CAs sign the public key of the subject. 
When an entity is presented with the subject’s public key, the entity veri-
fies that a trusted CA has signed the subject’s public key.

In this manner, the CA acts as the identity provider. The transacting 
entity trusts the CA to do the appropriate level of identity validation for 
the use of the public key. For example, in order to issue a domain vali-
dated certificate, for using TLS (Transport Layer Security protocol), for 
example, for HTTPS (secure Web browsing), a CA validates the requestor 
in fact has control over the domain in question. For an enterprise vali-
dated certificate (where the green lock icon with the corporate name 
highlighted), the CA validates the existence of the company and that a 
registered agent is requesting the public key signing. The US Federal gov-
ernment, when it issues a PIV card (Personal Identity Verification card) 
or CAC (Common Access Card), or the Estonian government, which it 
issues an e-ID card, requires a face-to-face interview, often including bio-
metric collection and verification.

What distinguishes the first from second model of conventional digi-
tal identity is in the former model, the identity provider holds all of the 
information on the subject and access to verification data is under the 
control of the identity provider. In the latter model, the CA only 
vouches for the veracity of the identity by the kind of signature they 
calculate over the subject’s public key. From that moment on, the sub-
ject is in control of whom they give their public key to or uses of their 
private key.
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 Blockchain and Digital Identity

Public blockchain is best known as the technology that underpins Bitcoin, 
a virtual peer-to-peer currency and payment system that enables users to 
transact without using a traditional intermediary such as a bank or gov-
ernment department or agency. Simply explained, a blockchain is a chain 
of linked records called blocks. As data is added, new blocks ae added to 
the chain. Each block has a hashed key that links it to the preceding 
block, a timestamp for when it was added or altered, and transaction data. 
A feature of blockchain is its immutability, meaning that once a transac-
tion is recorded on the chain, data cannot be retroactively altered. With 
public blockchain, at least a majority of nodes computing the blockchain 
would have to collude to undo a transaction. This is highly unlikely to 
occur in practice. We call the distributed nature of this verification of 
blockchain “consensus based.” Unlike the conventional digital identity 
systems, where one either trusts in the organization running the identity 
provider or the organization running the CA, public blockchain is said to 
create a new trust-based system, where the trust is in the network of serv-
ers and the software system, not on any one particular company.

Public blockchain technology provides non-repudiation of events by a 
group of distributed servers, usually controlled by different people in dif-
ferent locations. A block chain is a public ledger distributed across many 
computers, using cryptography to ensure the security and accuracy of the 
information stored in the ledger. Most public blockchain systems use 
keys and signatures to control who can do what within the shared ledger. 
Blockchain nodes within the network have their own copy of the ledger, 
and transactions added to the ledger are public and broadcast to all the 
participating nodes so in effect, that transaction appears in all copies of 
the blockchain. According to rules agreed to by the network, one, any, or 
all of the participants can add transactions to the blockchain. Blockchain 
algorithms aggregate transactions in “blocks,” and blocks are added to the 
chain of existing blocks, using a cryptographic signature. For public 
blockchains, that signature includes a proof of work. This proof of work 
makes it cryptographically unlikely that anyone, including a fraudster of 
hacker, can alter prior blocks. The public and distributed nature of the 
blockchain makes it hard to get a false block accepted by the network.
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 Trust Enabled by Blockchain

From a computer science perspective, there is no difference between a 
sovereign state issuing a proprietary digital identity stored on a computer 
under the state’s control and a digital identity stored on a blockchain. 
However, there are practical differences that result in s models that are 
easier to embody on a blockchain. The issue for the conventional digital 
identity is the subject has to trust the state or agent (such as a company) 
to protect the subject’s identifying information; to only release that infor-
mation to parties with a need to access the information; to ensure the 
information is not incorrectly altered or lost; and that the information is 
available when needed. Moreover, the subject is trusting the state or agent 
to not lie about the identifier. Finally, the digital identity is “owned” by 
the state or agent: they have total control over the identity.

A public blockchain provides secure, public storage with integrity 
guarantees. Information on the blockchain cannot be maliciously altered 
or withheld (although one could argue that since the information is open 
for all to see, this is a bug, not a feature). The information is highly avail-
able, given there are hundreds of copies of the blockchain in the network. 
Most importantly, except for the organization promoting and managing 
the policy for the blockchain, the blockchain itself and the data on it is 
not owned by anyone.

Note that many blockchains being established today have concepts of 
built-in access rights. The idea is to give the subject access control to the 
data via encryption, instead of identity provider-enforced policy. For 
example, the subject can encrypt select data on the blockchain belonging 
to the subject and the subject can select who gets the appropriate key(s) 
to decrypt the data.

 Example of Blockchain for Identity Use

An example of the use of blockchain is to provide a digital identity for a 
refugee who is unable to produce documentation such as a birth certifi-
cate, which is the seminal identity document, to establish his/her iden-
tity. The refugee may have no identity documents, but the refugee may 
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have nearby family relations. Identity is important as an individuals’ 
inability to produce any identity documents can hamper the provision of 
humanitarian aid and the person’s ability to obtain employment, educa-
tion, health care, and generally build a new life. One idea is to create a 
web of trust, similar to the web of trust established by the PGP (Pretty 
Good Privacy) public key web of trust. Extending the web of trust to 
digital identity, a person who is undocumented may say his name is Jamal 
al-Assad, that he was born in a particular village, on a particular date. 
That assertion may be substantiated by other members of his family such 
as his parents and siblings and member of his village who may say for 
instance that they were neighbors at the time of his birth and know he 
was borne into the family at the asserted time. One could setup a block-
chain-based digital identity system such that individuals can “vouch” for 
the identity of others on the blockchain. With a web of people vouching 
for each other, the consensus is that this refugee is who they say they are, 
and that “fact” is substantiated by the blockchain community.

This is the basic approach used by Bitnation, one of several blockchain- 
based initiatives. Bitnation describes itself as “a decentralized, open- 
source movement, powered by the Bitcoin blockchain 2.0 technology, 
in an attempt to foster a peer-to-peer voluntary governance system, 
rather than the current “top-down,” “one-size-fits-all” model, restrained 
by the current nation-state-engineered geographical apartheid, where 
your  quality of life is defined by where you were arbitrarily born.” 
Bitnation further states that it “provides the same services traditional 
governments provides, from dispute resolution and insurance to secu-
rity and much more—but in a geographically unbound, decentralized, 
and voluntary way. Bitnation is powered by Bitcoin 2.0 blockchain 
technology—a cryptographically secured public ledger distributed 
among all of its users. As we like to say—“Bitnation: Blockchains, Not 
Borders.” (Tempelhof et al. 2017) Key to this view and these services is 
the use of blockchain to vouch for claimed identity outside existing 
legal frameworks. As noted above, rather than using strict, mostly deter-
ministic KYC procedures as required by AML/CTF legislation, identity 
is authenticated and verified by the community, using a distributed led-
ger on a global, open platform, essentially establishing a system of self-
sovereign identity.
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Bitnation gained international prominence by providing an emergency 
block-chain-based digital identity to enable access to aid for Syrian refu-
gees who cannot establish their identities to open a bank account to 
receive funds. A digital identity is established on the blockchain and 
financial aid is delivered to the refugee through a Bitcoin Visa card. 
Susanne Templehof, founder of Bitnation explains that “the Blockchain 
Emergency ID is a rudimentary emergency ID, based on the blockchain 
technology, for individuals who cannot obtain other documents of iden-
tification.” “[W]e are providing emergency ID and then this visa card 
because most refugees will be unemployed. They won’t be legally able to 
get a job for several years and they can’t open a bank account.” The block-
chain is used to cryptographically establish an individual’s existence and 
family relations to generate a digital identity. That identity then generates 
a Quick Response Code, an optical label that contains information in 
machine-readable form that can be read by a mobile phone, to apply for 
a Bitcoin Visa card which can then be used throughout Europe without 
the need for a bank account (Allison 2016).

Note that on the face of it, Bitnation could have setup a conventional 
data base and provided this service as a conventional identity provider. 
However, a question that would immediately raise is, “By what authority 
does Bitnation issue digital identity?” While blockchain does not directly 
answer that question, it does address the issue. Namely, if Bitnation used 
conventional means to be an identity provider, individuals, enterprises, 
and states would have to fundamentally trust Bitnation to properly 
account for the identities and links in its identity web of trust; one would 
have to trust the integrity of Bitnation’s data base and operations; and 
one would have to trust the integrity of the links in Bitnation’s web of 
trust. For conventional identity providers, we have this trust based on fiat 
and audit. We trust the digital identity provided by a government because 
the government asserts the identity is accurate (fiat). We (sometimes) 
trust a digital identity provided by an enterprise because beyond the 
enterprise asserting the identity is accurate, that enterprise may be subject 
to government-imposed laws (such as KYC-AML for banks) or the enter-
prise may, for example, voluntarily subject itself to audit to raise the pub-
lic’s trust expectations in the enterprise’s assertions of its customers’ digital 
identities.
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As evidenced by the quote above by Bitnation’s founder, Bitnation is 
somewhat antagonistic to traditional government sovereignty. It would 
be unlikely for any government to provide or accept Bitnation’s claims of 
data integrity or conventional third-party audits of the Bitnation system. 
By definition, Bitnation is not following conventional KYC-AML iden-
tity verification norms, as refugees do not have the means to convention-
ally prove their identity.

Bitnation uses blockchain to overcome these issues of trust. All refu-
gee’s digital identities are published, for all to see, on the blockchain. As 
the blockchain is immutable, one cannot change the information on the 
blockchain, such as a person’s name, place of birth, or family/trust rela-
tionships. Moreover, the web of trust assertions, such as “this is my son” 
or “I was the village elder and I vouch this individual was born and named 
as shown in the identity record” are all public. That means the individuals 
themselves can build up a picture of identity assertions, audit them, and 
third parties can also analyze the assertions to audit their validity. For 
example, a claimed village elder who vouches for one person in Aleppo 
cannot also vouch for another person in Homs on the same date.

The utility of the blockchain-based emergency digital identity in these 
circumstances are clear. However, the process of identity validation 
bypasses existing national and international governance and regulation 
which has been established for good reason and as a result there are 
broader consequences. The most serious possibility is the creation of a 
digital identity without lawful basis that can be used to conceal real iden-
tity and associated records. Although the digital identity created on the 
blockchain is justified as a short-term solution, for a person who is other-
wise unable to establish identity, in effect this process creates a digital 
identity for the next stages of the person’s life. Bitnation claims that it is 
unlikely that a false identity can be created because it requires collusion, 
it is certainly not impossible. The even more concerning aspect is that 
while a person’s basic identity information, that is, full name, date of 
birth, place of birth, and gender as substantiated by consensus, may be 
accurate, past history including involvement in criminal and subversive 
activities are not known nor verifiable.

According to Templehof, the broad objective of Bitnation is “to gain 
recognition for Bitnation as a sovereign entity, thus creating a precedent 
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for open-source protocol to be considered as sovereign jurisdictions.” 
(Allison 2018) In effect this will “establish a new virtual jurisdiction with 
its own rules.” In addition to the huge increase in stateless people in 
Europe from the refugee crisis, Bitnation is looking at developing mar-
kets, assisted economies and the gray economy. For example, the registry 
capabilities of blockchain are being considered as a means of recognizing 
land rights in the developing world in countries like Ghana, where 70 
percent of land is reportedly untitled and land is traded peer to peer. In 
other words, blockchain technology is seen as the basis for a new system 
for a full range of commercial applications outside existing legal gover-
nance and regulation. Templehof cites the example of marriage between 
a same sex couple which is not recognized as legal in many countries but 
can be recognized on the blockchain. “[T]o get married on the block-
chain would take you ten minutes between writing the contract and 
time-stamping it.” She points out that “you could marry as many people 
as you want, any gender.” Templehof warns, however, that “the intrinsic 
immutability of blockchain systems means it could be very hard to get a 
divorce, suggesting short term marriage contracts of four or five years at 
a time.”

There are also broader implications. The use of blockchain in this type 
of situation to create an emergency, temporary digital identity to enable 
aid to be given to an individual who is unable to otherwise establish his/
her identity may be admirable. However, it does raise security concerns 
particularly in the use of this means to create and new, false identity and 
to engage in nefarious and covert activity ranging from crimes like money 
laundering to activities endangering national and international security.

Although Bitnation may aspire to sovereignty, as an autonomous cyber 
jurisdiction, the transactions registered by Bitnation do not have legal 
standing. Nevertheless, the use of blockchain technology in this way can 
have potentially serious implications for legitimate identity and the activ-
ities it supports especially if information verified outside existing legal 
framework transitions into the real world. For example, depending on 
the rule and rigor of the checking required for registration under a par-
ticular national identity scheme, a name change as a consequence of a 
marriage recorded and recognized on the blockchain, may be used to 
register that name as part of a national digital identity scheme, thereby 
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creating a new digital identity and in effect, a new legal identity, that is 
not in fact correct or legitimate. It is this potential for cross-over into the 
real world that is the most significant risk to the integrity of digital iden-
tity. An iteration that operates entirely outside existing law can lead to 
creation and use of new, false identities and illegal use of legitimate iden-
tities as ideal vehicles for fraud, tax avoidance and laundering of money 
that subsequently can be used to fund illicit activity ranging from orga-
nized crime to terrorist activity.

Bitnation’s model of self-sovereign blockchain-based identity is prob-
lematical and is highly unlikely to gain mainstream acceptance or any 
kind of legal recognition. However, it is an example of using a public 
blockchain to record an “authoritative” digital identity for an individual 
outside the context of a sovereign state or proprietary platform. As such, 
blockchain technology has the potential to fundamentally change the 
way identity information is controlled and authenticated.

 Blockchain and E-government

What if individuals and governments and private sector organizations 
could benefit from the advantages of the use of blockchain for identity 
within exiting legal frameworks? This is an approach which is of consider-
able interest to governments.

Estonia’s use of blockchain concepts predates the Bitcoin blockchain. 
Estonia was an earlier adopter with blockchain hash publication under-
pinning its national identity scheme for citizens and permanent residents 
and for its newer international e-Residency program. Specifically, Estonia 
uses the concept of generating a one-way hash of the data it wants to 
protect, combined with prior hashes, and then publish that information 
publicly. In the early 2000s, that information was literally published in 
newspapers around the world. Today, that publication is on a blockchain- 
like chain of hashes.

Estonia’s approach is to revolutionize traditional approaches rather 
than integrate blockchain into procedures such as KYC (Sullivan and 
Burger 2017). Other countries are seriously considering integrating 
blockchain technology into their identity checking protocols including 
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the KYC requirements. The United Kingdom for example, is looking at 
the advantages of blockchain and in the United States, the state govern-
ment of Illinois is undertaking six blockchain pilot programs including 
for a blockchain-based birth registry/ID system. The idea is to create “a 
secure ‘self-sovereign’” identity for Illinois citizens during the birth regis-
tration process. The Illinois Blockchain Initiative commented, “To struc-
turally address the many issues surrounding digital identity, we felt it was 
important to develop a framework that examines identity from its incep-
tion at child birth… Identity is not only foundational to nearly every 
government service, but is the basis for trust and legitimacy in the public 
sector.” The site goes on to explain that in the proposed framework, “gov-
ernment agencies will verify birth registration information and then 
cryptographically sign identity attributes such as legal name, date of 
birth, sex or blood type, creating what are called ‘verifiable claims’ or 
attributes. Permission to view or share each of these government-verified 
claims is stored on the tamper-proof distributed ledger protocol in the 
form of a decentralized identifier… This minimizes the need for entities 
to establish, maintain and rely upon their own proprietary databases of 
identity information.” This approach is notable because it applies from 
birth and in that regard accords with both SDG 16.9 and the fact that 
digital identity is based on information which is mostly established at 
birth. The idea is to “ta[ke] the source data from the passport office, from 
the DMV, from the post office, from the utility companies, and using 
that to prove granular things about a person’s identity” (Illinois 
Department of Commerce and Economic Opportunity 2017).

Conventional KYC-AML laws require the enterprise validating the 
customer’s identity to scan and store the customer’s primary documenta-
tion, such as their passport or identity card. With a blockchain-based 
system, the source documentation can be stored off of the blockchain, 
the document hash can be compared to the hash on the blockchain, and 
the comparison can be stored on the blockchain. The benefits of this 
approach are that the enterprise need not store the source documents, yet 
the enterprise can also prove, via a ledger entry on the blockchain, they 
performed the KYC-AML validation. By not storing the source docu-
ments, the enterprise cannot lose them in a breach—it is impossible to 
lose data that one does not have.
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By leveraging blockchain technology, identity providers can enable 
identity subjects to control the use of their information. It is true that an 
identity provider can promise subjects that they will contact the subject 
before divulging their information or verifying their identity. However, 
all the subject has is the provider’s promise. With public blockchain tech-
nology, the subject can verify that only hashes of their personal data or 
encryption of their personal data with user-generated keys are stored. In 
that latter, more extreme version of data protection, the data user must 
contact the subject to obtain a decryption key to access the data. In other 
words, the user is directly in the loop for data retrieval, and the user can 
thus choose to not divulge their keys, and thus their data.

When used in this way, blockchain has clear benefits, especially in giv-
ing an individual control over his/her identity information and docu-
mentation and who has access to them. Distributed ledger technology 
like blockchain obviates the need for private sector organizations verify-
ing the originals of identity documents such as birth certificate, passport, 
and utility bills, to copy, upload, and store a scan. Instead, a person can 
place his/her identity information and documents on the blockchain and 
use the PKI, directly authenticating the source data from the passport 
office or other government departments and utility companies. Security 
is improved because copies of identity documents are not stored on a 
number of databases, and are not as susceptible to erasure, loss, unau-
thorized access, alteration and misuse. This system also assists persons in 
the situation faced by Syrian refugees who unable to obtain or verify their 
identity information from official sources because they and the informa-
tion held no longer exists. Blockchain is a comparatively more durable 
and enduring means of authenticating and verifying identity.

Security is improved because the identity documents are stored on, 
and authenticated by, the distributed ledger without the need for mul-
tiple copies to be retained on government and proprietary systems as 
part of the KYC process. Instead, a record of the authorization is stored 
in the chain. It improves security in that it eliminates multiple copies 
that increases the odds of them compromised and the blockchain pro-
vides a record of attribution and is generally a more accountable process. 
It is true that access could be tracked and proved without blockchain, 
but that requires much more work, trust, and integration with an infi-
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nite number of applications. Most importantly, blockchain could pro-
vide the individual with more control. The individual controls who 
accesses his/her identity documents and identity information and the 
timing of that access. The blockchain also provides the individual with 
timely information about who in fact accessed that information and 
when that occurred. Note that if implemented poorly, this model of 
total sunshine has a problematic feature: while it is true that anyone can 
validate that an individual’s transactions occurred and it is impossible to 
erase or modify those transactions, everyone can see the individual’s 
transactions. For example, while one could verify that an individual 
opened a bank account, got married, and purchased a house, one could 
also learn they paid a criminal debt and was admitted to a mental insti-
tution for a period of time.

Blockchain is touted as being more secure than existing systems and 
that appears to be borne out in its use for Bitcoin, but the security of its 
broader use, especially for identity documents and information is 
untested and is unknown. Moreover, blockchain is like any complex 
system in that implementation errors, as well as architectural errors, can 
result in undesired behavior (Price 2016). It is a new approach which 
may involve new security vulnerabilities. It may, for example, be found 
to have issues as to the authenticity of the documents and accuracy 
identity information placed on the blockchain and with the veracity of 
the identity authentication and verification process. The legal issues 
regarding responsibility and accountability of those who vouch for the 
accuracy of that information and the ensuing consequences, are also 
entirely undeveloped and as yet unknown. Blockchain changes the 
premise of established law. The applicable law depends on whether the 
blockchain is owned and operated by government, or whether there is 
an outsourcing arrangement with a private entity (the model being fol-
lowed in many jurisdictions), and the location and control of the block-
chain ledgers. However, for example, most data protection law is based 
around the data controller being a government or private organization 
that is processing an individual’s personal information. Public block-
chain challenges the balance of power so that in effect the individual 
becomes the data controller What is clear is that the legal implications 
are complex.
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 Blockchain, Digital Identity, E-government 
and a Right to Identity

The full legal implications of blockchain are not yet known but use of a 
distributed ledger clearly raises new legal issues regarding responsibility 
for the documents and information stored and accessed on the ledger and 
for the ensuing consequences if their accuracy, integrity, and security is 
compromised. While there is much uncertainty as to how current data 
protection and privacy law will and can apply, there is scope for develop-
ment of a much more effective individual right—the right to identity.

An individual right to identity exists under international law and is 
poised for greater recognition in light of UN SDG 16.9 and the use of 
blockchain for identity. The right to identity is a fundamental human 
right that arises at birth under the Convention on the Rights of the Child 
(CRC), which was adopted and opened for signature, ratification, and 
accession by UN General Assembly Resolution 44/25 of 20 November 
1989, entered into force 2 September 1990, in accordance with Article 
49. A right to identity is expressly included in Article 8 and the CRC 
distinguishes the right to identity from the right to privacy in Article 16. 
Article 8 was included in the CRC as the result of a campaign by the 
grandmothers of ‘The Disappeared’ in Argentina for the right to identity 
(Detrick et  al. 1992). They argued that the country’s adoption laws 
enabled concealment of children’s true identities and the creation of false 
identities. Their campaign led to Argentina recognizing a constitutional 
right to identity (Avery 2004).

Under Article 8 (1) of the CRC there is an express right to identity and 
although the CRC is confined to rights of minors, considering the nature 
of the right to identity, arguably it continues when a child becomes an 
adult. The argument that a right to identity for all be recognized has now 
been considerably strengthened by the formal adoption by the UN 
General Assembly of Sustainable Development Goal 16.9 which provides 
that member states provided a “legal identity for all, including birth reg-
istration” by 2030 (United Nations 2015).

In the EU, an international leader in the development and recognition 
of human rights, the European Court of Human Rights (European 
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Court) under Article 8 of the European Convention Protection of Human 
Rights and Fundamental Freedoms (ECHR) has recognized the right of 
both minors and adults to identity.

The right to identity can also be recognized under the International 
Covenant on Civil and Political Rights (ICCPR), which was adopted by 
the UN General Assembly Resolution 2200A (XXI) of 16 December 
1966, entered into force on 23 March 1976, in accordance with Article 
49, for all provisions except those of Article 41; 28 March 1979 for the 
provisions of Article 41 (Human Rights Committee), in accordance with 
paragraph 2 of Article 41, particularly under Article 1(1):

All peoples have the right of self-determination. By virtue of that right they 
freely determine their political status and freely pursue their economic, 
social and cultural development.

The CRC and the ECHR can provide the basis for legal action by an 
individual whose identity information is not accurately recorded or which 
has not been adequately protected on blockchain. The treaty obligations 
as standards may form the basis of legal action under national law or in 
the case of ECHR action may be taken under the treaty itself, though it 
should be noted that human rights claims have different objectives and 
standards of proof from typical damages claims. The former is designed 
to regulate state conduct and standards in upholding individual human 
rights, whereas the latter are primarily designed to compensate for dam-
age caused, though usually the is a consequential impact on conduct and 
processes. As such, the ICCPR potentially has greatest impact on state 
conduct through the monitoring of national implementation of the 
ICCPR by the UN Human Rights Committee (UNHRC).

The right to self-determination under Article 1 of the ICCPR is gener-
ally considered to be in-line with the international legal meaning of self- 
determination, and to cover both the internal and external aspects of the 
right (Sullivan 2016). Note that the HRC has not clearly defined “self- 
determination” in Article 1. Committee on the Elimination of Racial 
Discrimination (CERD) has identified an internal and an external aspect. 
The internal aspect as defined by CERD is “the rights of all peoples to 
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pursue freely their economic, social and cultural development without out-
side interference. In that respect there exists a link with the right of every 
citizen to take part in the conduct of public affairs at any level.” CERD 
states that “the external aspect of self-determination implies that all peoples 
have the right to determine freely their political status and their place in 
the international community based upon the principle of equal rights.” 
While the external aspect has in areas other than colonization not been the 
subject of analysis, arguably it can ostensibly apply to digital identity.

Self-determination under Article 1 of the ICCPR invokes protection of 
the “private sphere” as advocated by Charles Reich (Reich 1991). “The 
individual sector” according to Reich is the “ ‘zone of individual power’ 
necessary for the healthy development and functioning of the individual” 
and “absolutely essential to the health and survival of democratic society.” 
A right to identity is part of that personal sphere, and arguably it now 
includes the right to digital identity (Sullivan 2016). Digital identity is 
protected under Article 1(1) of the ICCPR because the Article protects 
individual autonomy and that is directly relevant to the use of blockchain 
for identity authentication, especially considering that it purports to give 
the individual control over his/her identity information and who can 
access it.

The UNHRC refuses to examine individual complaints based only on 
Article 1. Although it has been criticized for this view, the HRC considers 
that that only individual rights recognized in Part III of the ICCPR (arti-
cles 6–27) can be examined under the individual complaints procedure 
established by the Optional Protocol to the ICCPR, adopted and opened 
for signature and accession by General Assembly resolution 2200 A (XXI) 
of 16 December 1966. However, nations including Estonia must report 
to the UNHRC regarding implementation of Article 1 of the ICCPR 
and this reporting is the most effective part of overseeing compliance. 
Because countries that have ratified the ICCPR must report every 4 years. 
The UNHCR publishes its findings, identifying any areas of concern. 
These “concluding observations,” by the UNHRC are a significant moral 
and political obligation for a government like that of Estonia which has 
committed itself to complying with the treaty.
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 Conclusion

Digital identity, particularly digital identity established on blockchains, is 
revolutionizing the delivery of e-government. Classical identity is estab-
lished through government-issued paper documents, such as birth certifi-
cates, passports, and identity cards. Modern identity is established 
through digital identifiers such as national identity numbers and digital 
identity certificates. While a national identity number can identify an 
individual, it does not authenticate that the ‘person’ asserting they have 
that number is, in fact, that person. This is why contemporary digital 
identity systems use public key cryptography, digital certificates, and 
secure access to the private keys through the use of passphrases, biomet-
rics, and PINs.

The point of identity, especially digital identity, is to enable the indi-
vidual to conduct transactions, whether they be transactions with the 
government, such as receiving benefits, paying taxes, voting, and so on; 
or transactions with other entities, such as banking, receiving a salary, 
buying goods, paying rent, and so on. These transactions, particularly the 
commercial transactions, happen because the parties involved trust the 
credentials. Specifically, they trust the credentials do in fact represent the 
authenticated identity the claim to represent.

We have raised issues with non-governmental entities that issue digital 
identities, more especially those whom do not follow enrollment valida-
tion that are on a par with the various KYC regulations. One would 
expect that over time, such digital identities would have less and less 
value. However, we have outlined the mechanisms used by Bitnation in 
their efforts to issue digital identities for individuals for whom it would 
be impossible to do a full KYC validation, as their paper documents have 
been lost or destroyed.

For a company like Bitnation, establishing trust using conventional 
means, especially given their apparent antagonistic relationship with 
established governments, would be virtually impossible. However, by 
using public blockchain technology, they are able to establish trust in 
their crowd-sourced identity verification system. Moreover, they are able 
to establish trust in the veracity and integrity of their identity assertions 
by leveraging the immutability of the blockchain and opportunity to 
have the data on the blockchain publicly available.
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For a country like Estonia, which has a real threat of invasion from 
large, hostile nation states, using the chained hash technology of block-
chain enables them to build an electronic government infrastructure that 
can withstand electronic or kinetic attacks, as well as the seizure of com-
puter, data, and network assets.
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the Unbanked

Guillermo Jesús Larios-Hernández 
and Almendra Ortiz-de-Zarate-Béjar

 Introduction

Measured as the number of bank accounts, the World Bank’s Global 
Findex Database discovers that around 38% of the world population 
lacks formal financial services, the latter considered instrumental to facili-
tate investment and consumption among the population (Demirguc- 
Kunt et  al. 2015). Consequently, universal financial inclusion has 
developed into an aspirational goal for governments, world institutions, 
social entrepreneurs and, in general, the whole financial system. However, 
the majority of persons at the Bottom-of-the-Pyramid (BoP) who possess 
a bank account typically do not use it and continue to recur to informal 
practices (Allen et al. 2012).
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The literature lists a variety of socioeconomic factors that influence indi-
viduals in the BoP in their decisions to use or reject formal financial ser-
vices. Among others, the most relevant of these are low income (Beck 
and De la Torre 2007; Kundu 2015), lack of education (Beck and Demirguc-
Kunt 2008; Lusardi 2008; Fox et al. 2005; Hastings et al. 2013; Vázquez 
2015), risks related to cashflow limitations and credit traps (Collins et al. 
2009), geographical barriers (Beck and De la Torre 2007; Beck et al. 2008), 
high transactional costs (Demirguc-Kunt and Klapper 2013), and poor 
financial literacy (Mandell 2006, 2008; Hilgert et al. 2003), suggesting a 
sort of fundamental impossibility to access financial services. Nonetheless, 
when scholarly research extends beyond such raw barriers, other non-mon-
etary explanations that affect financial decision-making shed light on addi-
tional relevant factors at work around the incumbent financial system, 
particularly those relating to informal over formal financial practices (Keizer 
2016) and lack of trust (Ennew and Sekhon 2007), which may offer other 
approaches for building alternative financial solutions for the unbanked.

Conceptual roots for financial inclusion originate in the study of micro-
finance, an endeavor that involves small credit programs for the 
poor (Prahalad 2005), whose business model required testing and valida-
tion to develop trust among the poor (Yunus and Weber 2007). Global 
expansion of the financial system and the search for economic growth 
inspired the world’s institutional framework to plan for a more ambitious 
project, which would consider not only access to credit, but also the avail-
ability and use of a larger portfolio of financial products (Beck et al. 2007). 
However, the common sense of the institutional world appears to have 
ignored the process of trust creation that microfinancing originally revealed.

 The Blockchain Potential

Increasingly valued by entrepreneurs, practitioners and, more recently, 
scholars, blockchain is conceived of today as a promising alternative for 
financial inclusion. Entrepreneurial ingenuity has developed blockchain- 
based solution proposals for the unbanked, including money transfer, 
financing, and proof-of-asset existence, among a variety of other applica-
tions, generating an alternative structure for persons to engage in transac-
tions. As an Internet-based platform, blockchain not only is expected to 
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transform the mechanisms of value exchange, but also how and whom 
people trust (Botsman 2017).

Blockchain is not about creating an alternative currency but rather 
smarter applications, as it has been found that the usage of the technol-
ogy as money is not the rule but the exception (Sas and Khairuddin 
2017). For the creation of new applications, entrepreneurs emphasize the 
technology’s disintermediation features over centralized approaches. 
Hence, based on transactional endorsement through encrypted peer con-
sensus, blockchain encourages a type of inclusive innovation for the 
unbanked, whose main expectation relies on the development of a new 
type of trust. Essentially, Piscini et al. (2017) define blockchain as the 
gatekeeper of the emerging trust economy.

Trust appears to be at the core of the adoption of blockchain solutions, 
particularly for financial inclusion; nevertheless, the concept has more 
than one definition. In this chapter, we propose that trust-creation prop-
erties, as understood by the proponents of blockchain solutions, do not 
necessarily correspond to the type of trust with which the unbanked are 
concerned. This perspective suggests an additional effort from entrepre-
neurs and practitioners to match blockchain capabilities with the true 
trust requirements of the unbanked, which tend to be contextual and 
based on informal practices.

 Chapter Structure

The first part of this chapter deals with a concept of trust that originates 
in the realization of the practices of the unbanked. New financial services 
and the individuals using them need to be worth trusting in order to 
achieve an effective service adoption. This part elaborates on the key ele-
ments that build trust in informality, followed by an analysis of the role 
and the impact of technology. The second part reviews the concept of 
trust from the perspective of the blockchain, assessing and criticizing 
over-expectations of the technology and its decentralization properties, 
particularly in the context of the unbanked. After this evaluation, the 
third part narrows the discussion to the suggestion of situations in which 
the blockchain makes sense as a potential solution for financial inclusion, 
highlighting how the practice of the informal becomes relevant for the 
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entrepreneur interested in blockchain solutions to the financial inclusion 
problem. Finally, we provide a narrative of qualitative interviews from a 
group of Mexican unbanked persons as empirical support for the chap-
ter’s discussion, closing this chapter with concluding remarks.

 Understanding Trust in the Context 
of the Unbanked

Trust, merely defined as “the willingness to be vulnerable” (Sas and 
Khairuddin 2017), is a designation which depends on the relational and 
contextual elements involved in the system where trust is to be realized. 
There are internal factors (memory, information and perceived probabili-
ties, resistance to change, confidence, aversion to risk, emotional state, 
inability to predict the future or expectations) and external elements (social 
environment and interdependence, access to information) that influence 
individuals’ trust and decision-making processes (Rousseau et  al. 1998; 
Samson 2014) (see Fig. 10.1). Another approach finds that trust depends 
on contextual characteristics such as temporal, social, and institutional 
embeddedness, and on intrinsic properties, namely motivation, integrity, 
and benevolence (Riegelsberger et al. 2005; Sas and Khairuddin 2017).

However, the abundance of elements in the definition of the concept 
renders its measurement too complex for viable application. Although 
scholars have developed different models that attempt to measure trust or 
confidence (Mayer and Davis 1999), its intangibility hinders the possibility 
of creating a model capable of calculating trust for all approaches. Hence, 
trust has been evaluated for specific contexts and usages. For instance, the 
Edelman Trust Barometer has been designed to evaluate people’s trust in a 
variety of environments, such as institutions, social media, financial ser-
vices, markets, and technology, among others (Edelman Trust Barometer 
2018). Not surprisingly, its 2017 results emphasized the global upsurge of a 
crisis of trust, indicating the financial services sector as the least trustable.

In another example, the Financial Services Research Forum developed 
an index to measure trust in institutions, which considered four elements 
that constitute a vision of trust: risk, interdependence among stakehold-
ers, vulnerability, and future expectations (Ennew and Sekhon  2007). 
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Fig. 10.1 Understanding trust in the context of the unbanked

Although the index has been specifically designed for the financial sector, 
it is important to consider that it only focuses on persons who already 
participate in financial services, without taking into account individuals 
who do not use these services, namely the unbanked.

If the usefulness of a multifactorial definition of trust is context- 
dependent, we should be more concerned about the appropriate constit-
uents that build trust in the context of financial inclusion and the 
unbanked. This is particularly relevant since financial inclusion surveys 
indicate that trust is the most relevant factor influencing the unbanked 
(Shaw 2014; Allen et al. 2012).

 The Building of Trust

Trust plays a decisive role in the use and offer of any type of financial 
services, influencing the decision-making processes that develop in the 
minds of people that eventually lead to the use or rejection of such ser-
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vices (Schul and Peri 2015). Individuals would be eligible for financial 
services as long as transactions make sense for both the financial offeror 
(the institutions, in the case of the formal financial system) and users. For 
instance, when banks’ requirements make it inoperable for the unbanked 
to seek formalization, an indicator of constricted institutional- 
enforcement mechanisms, they encourage distrust in both parties.

Trust and enforcement mechanisms make financial transactions pos-
sible and, when enforcement is restricted, more trust is required 
(Christopher 2016), creating a wider gap between the financial system 
and the unbanked. This lack of access to financial services, specifically in 
poor and isolated areas, motivates a custom of low expectations regarding 
the formal system and low interaction with institutions. Thus, higher 
trust requirements by the formal financial system breeds distrust among 
the unbanked, prompting them to opt for alternative informal financing 
systems, which also generate their own trust-building structures.

These structures appear to follow a relational outline, as higher income 
uncertainty and risk among the unbanked engender a situation of vulner-
ability that makes interdependence, that is, trust, a key element of the 
informal system (Ennew and Sekhon 2007). Thus, informal mechanisms 
influence the building of trust, which does not necessarily respond to 
rationality (Krueger et al. 2008) and which takes place within a particular 
social framework (context). Trust also comes to evolve over time, since its 
permanence is highly volatile, as it has been shown that trust is different 
before and after an economic crisis (Shim et al. 2013), depending on the 
emotional expectations that determine people’s propensity to contem-
plate vulnerability from a favorable perspective (Colquitt et al. 2007).

Vulnerability can be more tolerable when financial offerors and users 
know each other, because it has been found that geographic proximity is 
essential to stimulate trust between both parties, creating an environment 
in which individuals can resolve doubts nearly immediately and ensure 
that commitments are properly observed (Filipiak 2016). Additionally, 
the level of trust that can be created is highly dependent on the individu-
als’ previous experiences (Shim et al. 2013), emphasizing the importance 
of the reputation that both the financial offeror and the user generated, 
as well as the context in which transactions are supposed to take place. As 
elements that characterize human confidence, past experiences, physical 
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Fig. 10.2 The blockchain trust dichotomy

distance, reputation, emotional expectations, and interdependence are 
some of the constituents that reside at the core of trust creation among 
the unbanked as well (see Fig. 10.2), which together build the systemic 
structures of informality. These constituents are context-dependent, and 
their understanding is instrumental for trust creation, especially if 
blockchain- based applications are to achieve effective acceptance among 
the unbanked.

 Trust and Technology

Technology has become an important tool for boosting the use of finan-
cial services, including digital wallets, near field communication devices, 
peer-to-peer payments, cryptocurrencies, and others, which become 
instrumental in reducing transactional costs among all users, including 
the poorest. For successful implementation, trust in the technology is 
indispensable and social processes appear to be the correct mechanisms to 
generate such trust (Sas and Khairuddin 2017). Moreover, use of the 
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Internet heightens the relevance of trust for Person-to-Person (P2P) 
transactions; hence, identity and reputation become highly valuable and 
vulnerable (Piscini et al. 2017).

As negative sentiments about banks spread online, the Internet erodes 
trust in financial institutions, and trust correlates negatively to low 
income (Fungacova et al. 2016), an effect that adds to motivational reluc-
tance to the utilization of formal services. The emergence of mobile tech-
nologies has significantly reduced transactional costs, provided that 
extended digital connectivity, open markets, and the development of 
financial alternatives constitute building blocks for an inclusive digital 
finance (Manyika et  al. 2016). However, information networks sup-
ported by Information and Communication Technologies (ICT) have 
created new economic spaces of informational flows that are typically 
dominated by a few players (Castells 1991). Existing ICT-based efforts 
for financial inclusion follow this logic of control, as they remain central-
ized in institutions that develop asymmetrical networks aimed at con-
necting the unbanked.

Therefore, the task related to developing trust in the context of digital 
financial services for the unbanked is incomplete if financial inclusion 
efforts do not seek to empower users concerning the usage of technology, 
which requires a proper understanding of the context within which the 
unbanked are immersed. In the end, people’s willingness and acceptance 
of ICT-based services determine successful financial inclusion strategies, 
and the increasing variety of solutions that have emerged (e.g., mobile 
banking) appears suitable for overcoming some of the barriers to financial 
inclusion (e.g., geography and cost); notwithstanding this, new trust 
mechanisms need to be created.

Technology cannot be trustable by itself; for financial inclusion, it 
needs to be trustable as a transactional mechanism, usable by the unbaked, 
and contextually satisfying. Even so, when technology is involved, trust 
can be understood from two different approaches: trust between users 
and the technology, which needs to be perceived as credible, easy-to-use, 
and safe, and trust among the people that interact with the technology 
(Sas and Khairuddin 2017)—see Fig.  10.2. While blockchain trust- 
related concerns refer to the former, the problem of financial inclusion 
appears to be more relevant in the latter. In other words, trust among the 
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unbanked depends on contextual social relations, which need to be 
understood and leveraged by the blockchain entrepreneur in order to 
reach an effective appropriation of the solution. This understanding of 
trust mismatches the key concerns surrounding the concept expressed by 
blockchain technology designers, as we discuss in the following section.

 Blockchain and the Demand for Trust: 
Insufficient but Necessary?

Proponents of blockchain technology indicate that traditional institu-
tional trust and its associated trusted intermediaries are being put into 
question, especially considering that new technology gives birth to new 
infomediaries, including those that develop around the distributed 
immutable ledger (Botsman 2017). As discussed in the previous section, 
ICT have certainly achieved remarkable efficiencies and continue to 
promise the attainment of many more that lead to the elimination of 
several existing intermediating activities. Additionally, we must admit 
that there are many reasons to distrust our current institutions, which 
have been associated with corruption, the erosion of social values, or the 
inability to properly manage the pace of change, among others (Edelman 
Trust Barometer 2018).

However, honest advocates of the ledger depart from a paradigm that 
vilifies centralization and intermediation as inherently contaminated, 
paying no attention to the application or context, and blockchain tech-
nology’s trust enabling notion is defined in terms of transparency, data 
integrity, and immutability (Seebacher and Schüritz 2017). These sup-
porters propose a definition of trust that originates in cryptography and 
theoretical benefits resulting from the algorithmic scattering of decision 
power.

In fact, this common appreciation of trust has been distinguished as 
the key component of blockchain technology, in the belief that as long as 
members trust the blockchain platform, peer-to-peer trust becomes 
unnecessary (Leibowitz 2016), assuming that blockchain’s disintermedia-
tion features would be a preferred option over the incumbents’ central-
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ized approach. Under such an asseveration, we are compelled to question, 
from a conceptual perspective, if trusting the blockchain platform is dif-
ferent from the placing of people’s confidence in an institution of the 
current banking system.

Advocates expect blockchain cryptology to replace third-party inter-
mediaries as the trust guarantor (Piscini et al. 2017). However, trust in 
the blockchain platform appears to be solely another form of institutional 
trust, relegating the relevance of trust in individual members (Jarvenpaa 
and Teigland 2017), where trust is being transferred from social confi-
dence to a new form of algorithmic regulation (O’Dwyer 2015). This 
interpretation might imply that blockchain technology is not really trust-
less, in that trust is placed in the algorithm itself (Christopher 2016).

Expectations surrounding the ability of the shared distributed ledgers to 
overcome the financial intermediaries’ privileged knowledge and relation-
ships appear to ignore that new information asymmetries are generated by 
the blockchain business model, particularly in the form of trust (Venegas 
2017). As shown in Fig. 10.2, Some of these asymmetries include privi-
leged miners with unique expertise and high processing resources, infome-
diaries who deal with strangers’ unknown reputation, developers’ expertise, 
password recovery, computer literacy, and so on.  As Venegas (2017) indi-
cates, trust asymmetry is only a type of information asymmetry.

Perhaps blockchain technology is to a greater extent about systemic 
versus individual control power, and not about trust (Meijer 2017). Some 
scholars have provided valid arguments that support this line of  reasoning. 
For instance, the proof-of-work consensus algorithm, such as that of 
Bitcoin, has been branded as another case of a savage, capitalistic, waste-
ful accumulation-seeking governance model that leads to centralization 
(Bacia 2018), as demonstrated by the limited number of miners that 
dominate the market. Another study finds that unelected developers 
become the decision makers behind system upgrades, acquiring a dispro-
portionate level of control over the functioning of the platform (Scott 
2016). In general, the blockchain algorithm still needs improvement and 
it has proven not to be as robust as its popularity indicates (Christopher 
2016). Trust creation for the success of the platform becomes instrumen-
tal, as in the case of many other organizational-led initiatives around 
financial inclusion.
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On the other hand, some centralized programs have proved to be 
appropriate for financial inclusion. Programs such as M-PESA in Kenya 
and G-Cash in the Philippines, which use technology to integrate the 
unbanked into the formal economy, have had great success in developing 
economies; other governments have sought to replicate these in other 
regions of the world. As branchless access mechanisms for financial ser-
vices, mobile networks are also instrumental for blockchain and financial 
inclusion; no other access technology appears to be as available, afford-
able, acceptable, and appropriate for creating awareness among the poor 
(Anderson and Billou 2007), affecting their financial behavior (Demirguc- 
Kunt and Klapper 2013) by crafting new forms of value creation and 
capture (Santos 2012).

Therefore, to reach the unbanked with solutions to the financial inclu-
sion problem, trust in the blockchain platform still needs to be generated, 
but not on the basis of its architectural design, whose featural advantages 
may be partly supported by the conjunctural inefficiencies and deficien-
cies of the incumbent financial system. Entrepreneurs would need to rec-
ognize trust far beyond what is emphasized by the proponents of the 
technology, whose algorithmic characteristics may be necessary for trust-
able platform operation and robustness, but insufficient to convince a 
sector of the population living in an alternative informal financial system. 
The building of trust between the unbanked and the blockchain platform 
poses important challenges, considering that the proposed financial ser-
vices may appear as only another commercial service offer to the potential 
users. Effective appropriation of the solution would depend on how the 
proposed financial inclusion instrument encourages contextual trust rela-
tions among the unbanked, and between the unbanked and the offerors 
of financial services.

 Empathizing with Informal Practices: The Task 
of the Blockchain Entrepreneur

As discussed at the beginning of the chapter, financial exclusion at the 
lowest socioeconomic levels can be explained by lack of access, the high 
operational costs to maintain a formal bank account, or not being able to 
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afford sufficient money to save. As such, the unbanked distance them-
selves from formal financial services, because the latter make no sense to 
them. We also indicated previously that there are other non-monetary 
reasons that may exert a greater impact on the financial decision-making 
process, independently of the socioeconomic level, that is, non-monetary 
reasons explain the existence of the unbanked in terms of a variety of 
financial services, including those related with technology. Avoiding all 
sorts of naïve stigmatizations, blockchain entrepreneurs need to acknowl-
edge the importance of context and trust-creation mechanisms that influ-
ence the financial decision-making of a particular group of unbanked 
persons (Larios-Hernández 2017).

Flood and Robb (2017) indicate that blockchain makes sense only if 
problems exist concerning fraud, intermediation services, service perfor-
mance, or the stability of data applications, leaving the overexcitement 
surrounding blockchain as solely another case of anarchy-capitalist 
dreaming. In the case of the unbanked, problems associated with fraudu-
lent situations, expensive intermediation, and deficient service perfor-
mance endure, representing an interesting opportunity for the blockchain 
practitioner. As the intended members of the blockchain network, the 
unbanked would adopt financial services as long as the solution design 
proves its usefulness according to their contextual needs, whose familiar-
ity with the practice would ease acceptance, beyond the disintermedia-
tion ideology of the blockchain proponents.

Certainly, blockchain entrepreneurs might be perceived by the 
unbanked as only another commercial organization attempting to pro-
vide them with financial services for a profit, but the former may have an 
advantage over closed-door policy banks, in that entrepreneurial business 
models can be more achievable with respect to the aspirations of persons 
with low income. As described by Tapscott and Tapscott (2016), the 
incumbent financial system has its own private blockchain proposals, 
which assign permissions to authorized ledgers; initiatives such as R3CEV 
and the Hyperledger Project are examples of banks’ efforts to enforce 
their model for blockchain.

However, the World Bank statistics demonstrated that not all indi-
viduals excluded from the financial system respond positively to existing 
institutional programs for inclusion (Demirguc-Kunt et  al. 2015). To 
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some extent, these initiatives appear to implicate certain degree of wishful 
thinking, as they overlook the banks’ refusal to place emphasis on what 
traditional financial judgment considers unattractive markets, given the 
right-end position of persons with a low income in the Pareto long tail 
curve (Serrano-Cinca and Gutiérrez-Nieto 2014). As indicated by 
Serrano-Cinca and Gutiérrez-Nieto (2014), banking systems that target 
this sector, such as microfinance, experience high administrative costs. 
Hence, a deeper characterization of financial practices and motivations 
for financial inclusion would provide insights that may eventually lead to 
the development of alternative solutions and, potentially, opportunities 
for entrepreneurship.

 Trust in the Practice of Distributed Financing 
Among the Unbanked

As discussed previously, the sole fact of possessing disintermediated archi-
tecture is no indicator that blockchain-based solutions are appropriate for 
financial inclusion. However, there are some situations, such as those 
listed by Flood and Robb (2017), in which a distributed service offer may 
prove appropriate. Usually, decentralized local interactions increase social 
trust, as has been validated by existing social media and mobile technolo-
gies, which develop social capital with potential to lead toward better 
individual capabilities and, consequently, inclusion (Wang 2015). 
Blockchain is an alternative to self-organization, potentially attractive 
among persons in informal financing systems, since self-organization is 
the process behind informality and family financing, where trust rela-
tions represent strong ties among the participants.

Based on an analysis of relevant factors that are present in cases char-
acterized by certain levels of financial exclusion, Larios-Hernández (2017) 
suggests a set of sensitivities for the blockchain entrepreneur to appreciate 
informal practices among the unbanked. Some of these factors include 
people’s source preferences for borrowing and saving, motivations behind 
their need for financial services, spending and saving habits and, natu-
rally, access infrastructure (Demirguc-Kunt et al. 2015; Larios-Hernández 
2017). In some of these practices, distributed social trust mechanisms 
sustain the functioning of the informal financing mechanisms.
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For example, informal lending is customary in nations with low finan-
cial inclusion levels. Though purposes vary, borrowing from financial 
institutions is usually perceived negatively by the unbanked (lack of 
trust), because recurring to family, friends, and private informal lenders 
for financing is a preferred practice. This situation appears to reinforce 
the negative impact of lack of access in servicing the financially excluded. 
In another case, cash preferences and the conditions involved in informal 
saving practices are preferred over bank-related services. It has been found 
that although, in some cases, people have accounts in banks, they do not 
necessarily use them, nor do they seek to expand the portfolio of bank 
products offered, in that informal means are perceived as more flexible 
and more worthy of confidence (Ranjani and Bapat 2015). Hence, infor-
mal habits for peer-to-peer interactions distributed among the unbanked 
can be facilitated by blockchain technology, providing its members with 
more efficient financing enablers, which accommodate to their context, 
practices, and trust-creation mechanisms, as in the case of WeTrust, a 
blockchain-based platform to implement trusted lending circles.

For remittances, trust in international transactions is transferred from 
banks to the blockchain platform. However, cost advantages would not 
become sufficiently appealing to remove an intermediary if trust is com-
promised (Venegas 2017); hence, trust needs to be created first. 
Distinctively, some of the blockchain solutions offer international 
 money- transfer services without imposing a bank account as a prior 
requirement (e.g., Everex, a blockchain-based remittances and micropay-
ment solution to underserved individuals), relying on existing, trusted 
informal local networks for currency exchange between virtual and fiat 
money. Blockchain may continue to capture a share of international 
transactions as long as settlement remains less expensive and virtual cur-
rencies are used as instant exchange media, avoiding volatility effects 
(Venegas 2017).

In summary, a distributed transactional architecture may provide suit-
able solutions for a financial dynamic that favor disintermediated peer- 
to- peer local transactions, which can be cultivated in existing practices 
that are today classified as informal. Thanks to smartphones, access is 
ubiquitous and blockchain can make services fast and risk-efficient, as 
long as settlement mechanisms are effective and loans can be available 
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from peers at lower transactional costs. In general, blockchain entrepre-
neurship would be an alternative route to enhancing informal financial 
services, which can be designed closer to the aspirational goals of the 
unbanked.

 Exploratory Test: Unbanked Among the 
Banked

In order to explore the confidence factor among the unbanked, we con-
ducted a series of semi-structured interviews to observe the behavior of 
the unbanked that interact on a regular basis with the banked. All inter-
views were conducted in the Spanish language in a wealthy neighbor-
hood in Mexico City, and sought for the interviewees to present opinions 
related to financial services practices and trust.

All of the interviews were recorded, and the audios and notes of each 
case were analyzed in order to arrive at the results that we present. To 
construct the interview, we appropriated elements of the Financial 
Services Research Forum survey as a base, with certain modifications that 
allowed achieving the objective of collecting data that explain the behav-
ior and confidence level of individuals who do not employ formal 
 financial services. The socioeconomic profile of the interviewees is located 
at the D + level, that is, individuals with an approximate monthly income 
of $ 350–600 dollars. These persons are found above the poverty line in 
Mexico, which means that they have overcome the monetary barriers that 
separate them from the use of formal financial services. We explored the 
confidence factor in the decision to use or not use formal financial 
services.

 Findings

For ease of presentation, we reveal the responses to four questions that we 
have selected as the most representative of the interviews that we con-
ducted, and that are useful to explain in a convenient manner what trust 
means for financial services.
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When we asked the interviewees if they trusted banks, the majority of 
the individuals responded “no”. The next question was, Do you consider 
that you need to trust a bank in order to use it? All of the interviewees said 
“yes”. It was interesting to listen to the bad experiences that persons have 
had with banks in the past:

I don’t trust them because at the beginning they offer many solutions, but once 
you become a client, they will surely abuse you.

Would a blockchain solution be more suitable for offering clear rules 
for the clients with transparent mechanisms so that an environment of 
trust can be built?

The majority of the interviewees considered that it is a good decision 
to save money in a safe place; however, a bank is not necessarily safe for 
them:

You can have all of your money in the bank, and suddenly a change in politics 
or something like that and you can lose your life savings from one day to the next.

The majority of the individuals whom we interviewed showed a posi-
tive attitude toward the services offered by banks, mainly, savings and 
credit for investments; however, the majority exhibited a lack of trust in 
the institutions, not in the services. Supposedly, they would prefer to save 
money, but not in a formal institution or a bank. Blockchain technology 
supports the creation of smart contracts that can be used to generate trust 
and transparency in rules among the unbanked.

I have savings, but I prefer to keep them at home, or give my money to my mom.

We perceived that the persons that we interviewed were reluctant to 
use banks because they did not trust them, so we explored their financial 
behavior. Blockchain technology can develop decentralized platforms to 
manage transactions amid small groups and to strengthen trust in finan-
cial transactions.

My first option to save or to ask for credit is…
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Once we distinguished that persons do not trust banks, we attempted 
to understand what people did with their money:

If I need to keep my money in a safe place, I can have it in my house. If I need 
to ask for credit, I would surely ask my mom or family members.

We observed that the majority of the interviewees preferred to save 
their money with family members, and to ask for money from people 
they knew. The main reasons were related to costs and trust, considering 
the small or null interest value that they would pay on borrowing from 
family members or friends. In addition, they chose this type of informal 
funding, which appeared more trustable for them than a bank:

Sometimes, when I need money, I become part of a “tanda.” It is the best way 
to get a credit, in a short time with no interest or surprises.

The problem with banks is that you always lose: when you save your money, you 
have to pay for the service, and when you ask for money, you pay a lot for the 
services, and it is not clear how much you will pay by the end. They always have 
small print at the end of the page. I don’t trust them.

Do you consider banks to be fair and honest?
It was interesting to see that people do not consider banks as providers 

of financial services that they can use. In general, banks are perceived as 
something that bothers them, but sometimes it is necessary to use them. 
They believe that people lose more than they earn when they approach a 
bank.

No, I consider that they are not fair because they take advantage of people at 
their time of need.

They always charge interest on interest. They (banks) should be more 
sympathetic.

When you have been at a bank, have they treated you respectfully?
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Trust is not a matter of respect. Mostly, all of the interviewees consid-
ered that they were treated with respect when they have been at banks; 
however, that does not make a difference in relation to the level of trust 
that they have toward banks.

They always treat you fine. They listen to your demands, although they don’t 
always provide a solution.

Some banks have very well-trained personnel, and they tend to be nice and 
respectful. The problem with banks is not the people who work there; they are 
just doing their jobs. The problem is the bank itself.

Based on these interviews, we have found that trust is a very important 
variable that people consider in their financial decision-making processes. 
Notably, trust is understood from a perspective that does not necessarily 
match how blockchain evangelists appreciate the concept. For the 
unbanked, trust is merely about the relationship between the financial 
offeror and the offerees. Hence, exploratorily, we endorse the importance 
of trust creation between the blockchain platform and the unbanked, 
suggesting that entrepreneurial sensitivity to the practices of informality 
is the key constituent that can boost the sense of trust among people 
using blockchain-based services.

 Conclusion

Individuals entertain different aspirational levels, and their attempts to 
reach them will depend on the possibility of satisfying them (Selten 
1988). People in poorer countries embrace aspirations that originate in 
higher thresholds of formal financial inclusion (societies at the upper 
end), which remain valid as long as aspirations are within a reachable 
distance from the actual situation of these populations (Genicot and Ray 
2017). According to the theory of governance and agency, communality 
can be an alternative governance model that influences individuals if 
resources are limited (George et al. 2012). When access to financial ser-
vices is denied due to the lack of access infrastructure or collaterals 
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(resources), individuals are forced to seek alternative solutions. In other 
words, if the current financial system cannot satisfy these aspirations, 
individuals will seek alternatives, which we recognize today as informal.

This chapter has reviewed the role and meaning of trust surrounding 
the blockchain-based services that are expected to facilitate financial 
demands for the unbanked, whose informal practices are familiar and 
customary. Low-cost access infrastructure (e.g., mobile services) is obvi-
ously essential for financial inclusion, although this fact does not neces-
sarily denote the use of financial products such as bank accounts, credit 
cards, or online services, among others; monetary and non-monetary 
motives explain the segregation of the unbanked. Similar issues may arise 
with regard to other innovative transactional technologies such as the 
blockchain if the trust-creation process and informal practices are poorly 
understood by entrepreneurs, the latter a circumstance that challenges 
entrepreneurial thinking in terms of value proposition.

If not properly designed, blockchain may follow the fate of other 
potentially disruptive technologies such as VoIP and mesh networks, 
which never really affected the highly centralized and growing cellular 
telecommunications industry (O’Dwyer 2015). The technology still 
needs to solve several technical and scalability issues (Larios-Hernández 
2017). In blockchain, reputed systems are the key factor that build trust, 
and the export of reputation acquired in one platform to others remains 
a pending improvement (Piscini et al. 2017), which would prevent plat-
form lock-in and offer fragmentation (Pouwelse et al. 2017), increasing 
compatibility and trust exchange among the unbanked. Other areas of 
opportunity include the lack of dispute-resolution mechanisms, wallet- 
owner identification, the impossibility of password recovery, and users 
fragmented as a result of a variety of alterative platforms (Pouwelse et al. 
2017; Sas and Khairuddin 2017).

For the time being, for individuals who recur to informal financial 
services, blockchain technology solutions can leverage the trust generated 
by existing local peer-to-peer transactional habits by facilitating disinter-
mediated mechanisms that enhance interactions and lower transactional 
costs. With the appropriate design of the blockchain, the ledger’s decen-
tralized approach would only be an alternative for value transfer, replac-
ing the traditional “trusted” intermediary for a type of “trusted” 
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infomediary, whose clear value proposition would prove its effectiveness 
in financial inclusion, moving away from the blockchain business model 
that produces the artificial scarcity of a socioeconomic system (Bacia 
2018).

Entrepreneurs must acknowledge at least the two kinds of trust 
involved in the blockchain value proposition: on the one hand, trust 
between the unbanked and the platform needs to be generated, which 
will offer an alternative attestation instrument based on a distributed 
architecture, replacing or complementing privileged financial intermedi-
aries. On the other hand, entrepreneurs are expected to be sufficiently 
sensitive to the systemic mechanisms of social trust created in informal-
ity, whose practices can be leveraged as long as the blockchain solution 
assimilates the context-aware service design that grants them a clear com-
petitive advantage over the status quo, encouraging financial inclusion at 
the individual aspirational level.

Given that the least developed and developing economies undergo 
higher levels of financial exclusion, innovative blockchain-based solu-
tions can be tested by taking into consideration their particular contexts. 
In the end, it was through experimentation and proper analysis of the 
people’s informal practices that Yunus and Weber (2007) was able to 
attain a sustainable model for microfinancing. Eventually, novel business 
models can reach the status of semi-formal financing, which can make 
aspirational goals attainable by the unbanked. The intention behind 
introducing blockchain technology into services for financial inclusion is 
not to bank community networks, but to socialize the financial system, 
making it more trustable, plural, and affordable for people.

Scott (2016) indicates that usually only social elites possess the 
resources to escape weak institutional environments, suggesting that par-
ticipation in the blockchain communitarian network is restricted, invali-
dating the techno-libertarian proposals that surround the potential of 
blockchain. Hence, public policy should facilitate financial inclusion 
beyond the banking system; the existing financial system’s logic hardly 
accommodates informal practices, and there are many circumstances in 
which people find it advantageous to seek peers for financial transactions. 
Entrepreneurs who acknowledge these facts would be better positioned 
to develop affordable solutions that eventually influence governments in 
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terms of public support. These alternatives may originate from entrepre-
neurship and social innovation, which would also support the state gov-
ernment agenda through strategies that encourage freedom and 
protection, apart from the particular interest and motivations of the 
banking system.
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Blockchain, as a distributed data structure ensuring trust and establishing 
consensus among participants that do not know and potentially do not 
trust each other, is expected to change businesses in many different areas. 
One of these areas is the legal industry. How blockchain can potentially 
disrupt the legal industry is in the focus of this chapter. We differentiate 
three pillars of legal systems, namely (i) intermediaries and notary ser-
vices; (ii) courts, judges, and trials; and (iii) companies and the financial 
market. We explore potential disruptions for each of them. We describe 
multiple scenarios which allow us to elaborate on the capabilities but also 
the limitations of blockchain technology.
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 Introduction

The blockchain, as the most prominent representative of distributed led-
ger technology, is expected to have the potential to disrupt many areas of 
modern societies (Tapscott and Tapscott 2016). These areas cover finan-
cial, social, and economic aspects of life. The technology has already 
proven to be an interesting and attractive system that has great potential 
to ensure trust among participants who do not necessarily know and trust 
each other (Swan 2015). A well-known success story has been its usage as 
a transaction ledger for cryptocurrencies such as Bitcoin or Ethereum.

There is strong evidence that the provided properties, especially those 
ensuring trust and decreasing transaction cost, can be used in the legal 
domain and make a significant impact there (Swan 2015). In this chapter 
we discuss the impact of blockchain technology on the legal industry and 
legal practice. To structure the discussion, to subsequently derive abstract 
principles and to determine open research directions, the field is divided 
into three different branches of legal industry and their related domains:

 1. Intermediaries and notaries: A key task of the legal industry is the pro-
vision of trusted intermediaries and notary services, which can be con-
sidered neutral roles enabling various scenarios and providing a reliable 
infrastructure for innovation. Currently, these intermediaries need to 
be compensated accordingly by the parties that consume services. For 
example, they frequently receive a share of the transferred assets.

 2. Lawyers, judges, and trials: Modern legal systems need an efficient and 
effective structure to enforce applicable laws (including, of course, 
bilaterally negotiated contracts). These systems usually differentiate 
the power between legislative, judicial, and executive branches. These 
structures are often vulnerable to fraud, for example, corruption, and 
induce legal uncertainty. Consequently, the enforcement (execution) 
of law is expensive and requires manual intervention and 
interpretation.

 3. Companies and financial markets: A backbone of prosperous societies 
are efficient companies and an efficient capital market. Therefore, 
structures as defined and accepted in corporate law ensure the required 
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stability and legal certainty. Blockchain promises to enable new means 
of financing projects (e.g., Initial Coin Offerings [ICOs]) and govern-
ing businesses (e.g., Decentralized Autonomous Organizations 
[DAOs]).

This differentiation into three layers allows for a structured approach to 
outline the status quo and potential impact of blockchain within the legal 
industry. Figure 11.1 provides an overview of the use cases that we discuss 
within this article. Based on the technology stack of blockchain and smart 
contracts, eight different use cases are presented and discussed.

The remainder of the article reflects this structure: the section 
“Challenges and Opportunities for Intermediaries and Notaries” opens 
with some fundamental remarks on the usage of the blockchain and its 
impact at the intermediaries and notaries level. The concrete use cases 
transfer of money, tokenization, and proof-of-identity are discussed subse-

Fig. 11.1 Overview of the disruption scenarios on three levels of the legal indus-
try, including “intermediaries and notaries”, “lawyers, judges, and trials”, and 
“companies and financial markets”, illustrated in eight use cases (UC I.1—UC III.2)
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quently. The section “Challenges and Opportunities for Lawyers, Judges, 
and Trials” continues with an in-depth inspection of the use cases that 
could make a significant impact on the work of lawyers, judges, and tri-
als. These focus on data provenance for evidence, the enforcement of con-
tracts and computational law, and alternative dispute settlement focusing 
on international arbitration. Finally, the section “Challenges and 
Opportunities for Companies and Financial Markets” briefly discusses 
the impact of blockchain technology on a systemically relevant part of 
our societies: corporates and financial markets. Based on the two concrete 
use cases, namely, ICOs and DAOs, the central role of technology as an 
enabler for radically new structures of corporate financing and control is 
illustrated.

 Methodological Framework for the Analysis 
of Blockchain Scenarios

To structure the analysis of blockchain usage scenarios, a methodological 
framework is required that allows for the differentiation of the contribu-
tion of value and the level of impact accordingly. This chapter has reused 
and adapted the conceptual framework of Brenig et al. (2016). Brenig 
et  al. originally proposed their framework to measure the value of a 
decentralized consensus system, that is, a data structure. We deviate from 
their original differentiation of layers but keep the distinction between 
three different layers. Brenig et al. do not—or only partially—take into 
account the interaction between the different blockchain solutions; we 
look at the interaction between those technological ecosystems more 
explicitly because the many different implementations of blockchain 
solutions differ heavily and are not interoperable without an additional 
service that allows exchanging of information. Ensuring the interopera-
bility between smart contracts in various platforms has been identified as 
a research topic in recent projects.1

1 For example: http://compk.stanford.edu/, last access on 03/27/2018.
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Based on these considerations, the three layers that structure the analy-
sis for the three different legal domains can be summarized as follows:

 1. Ecosystem: Covers mainly technological aspects about the implemen-
tation of the blockchain. This domain also includes the parameters 
and design decisions that are taken into account to create the technical 
solution that stores the data and assures consensus among the 
participants.

 2. Interaction: Addresses the means required to facilitate the exchange of 
information between blockchains and users. This includes both the 
interaction between blockchains and the blockchain and its users. 
Especially the integration of data from different blockchain solutions 
is relevant for a wide adoption in the legal industry as information 
from multiple sources will be required in various scenarios.

 3. End user: Focuses on the involvement of individuals and organiza-
tions that use the technological platform to create and develop more 
advanced and innovative use cases.

This differentiation sets the baseline for the analysis of the blockchain 
scenarios that are discussed in the next sections.

 Challenges and Opportunities 
for Intermediaries and Notaries

 General Introduction

In today’s society and economy, many services require the user to trust 
the provider. Primary examples are financial service providers providing a 
digital interface for the community to exchange money. The users them-
selves would not be able to send money digitally; therefore, they have to 
rely on a third party to ensure the transfer. However, these service provid-
ers represent a single point of failure (SOP); if they fail, the service itself 
does not work correctly anymore or is entirely unavailable. In this case, 
funds or other goods can be lost.
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These services, called intermediaries or notaries, are likely to be dis-
rupted by blockchain and distributed ledger technologies (DLT). 
Required as a third party for providing confidence among the partici-
pants, they can be replaced partially by blockchain because the technol-
ogy solves the issue of lack of trust among users. The literature (Bailey and 
Yannis 1997) defines four different types of functions of intermediaries:

• Provide market information
• Provide trust relationships
• Integrity assurance
• Match buyer and seller

Especially to establish trust and integrity assurance, blockchain and 
DLT are likely to be used in the future. To understand the ways in which 
blockchain achieves this functionality, we have to look into the properties 
of blockchain technology. In general, distributed ledgers are systems that 
enable parties who do not fully trust each other to form and maintain consen-
sus about the existence, status, and evolution of a set of shared facts (Brown 
2016). Thus, a third party is likely to be redundant and will be eliminated 
due to cost. Furthermore, the blockchain provides transparency about all 
relevant processes to all involved users: besides achieving a consensus 
among the participants, the blockchain records all actions and steps in 
such a way that everyone to understand what steps taken by whom led to 
which outcome. Transparency is a crucial point, as processes of trusted 
third parties (e.g., decisions in dispute) are mostly not transparent or not 
comprehensible to other involved parties. This additionally increases the 
confidence in own choices and the results produced in such systems. 
Moreover, blockchain and DLT can offer significantly lower transaction 
fees in comparison to traditional intermediaries. Also, with the further 
standardization of trust processes within blockchain technology, the over-
all usage of such systems will increase, and intermediaries will be pushed 
out of the market. This implies that service providers and notaries have to 
restructure their business model and shift their focus to other possible 
value creation potentials. For example, there will be a need for all sorts of 
advisory services within this new ecosystem of blockchain and DLTs.

Objective variables which factor in the decision in case of disputes and 
the digital-only platform makes it easy to implement intermediary-like 
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smart contracts2 on the blockchain. In order to fully exploit the potential 
of the blockchain and to understand its disruptive nature, we discuss 
three concrete levels on which intermediaries play a significant role and 
possible ways they can be replaced by or supported through blockchain.

 1. Exchange of goods
 2. Tokenization of goods
 3. Proof of identity

The design and implementation of self-governing systems always 
lacked a trusted infrastructure. Without an immutable, distributed sys-
tem, no single entity can create a service where users can trust in the code 
itself, as a single entity is always able to manipulate the integrity of the 
software for its benefits. This of course leads to the intermediary concept 
itself, in which the platform provider is the trusted third party. Blockchains 
provide these services in a distributed and decentralized manner, and no 
one can modify the contents or the source code of the software running 
on the blockchain.

 UC I.1: Exchange of Goods

Transferring assets, goods, ownership, or money requires some form of 
intermediary. The intermediary ensures the exchange between the partici-
pants so that no party can gain an unfair advantage. Regarding the inter-
mediary, there are different factors to consider. In general, the trusted 
intermediary controls the ownership of exchanged goods. Traditionally, 
both transaction parties send their product or money to the intermediary 
which forwards them to the other participant. Of course, the  intermediary 
benefits from a successful exchange as it wants to gain or maintain repu-
tation, but the risk that it intentionally misbehaves or teams up with one 
side cannot be fully eliminated. In some cases (i.e., banks) asset owner-
ship even remains at the bank fiduciary. In case of money, there is an 
additional layer of intermediaries: central banks issuing the money are 

2 A smart contract is software running in a blockchain. As long as the blockchain itself remains fully 
functional, the smart contract cannot be altered or stopped.
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responsible for the stability of the currency. The intermediary is always 
involved, increasing the transaction costs and slowing down the process.

Blockchain and DLTs can partly mitigate these factors. The technology 
plays a vital role in transfer of ownership, assets, or money. We provide a 
simple example to give an insight into how blockchain increases the 
transaction speed and minimizes the cost and involvement of the inter-
mediary. In cases in which an intermediary is needed still (because one 
good of the transaction cannot be transferred via blockchain), the mon-
etary good could be transferred via a simple multi-signature wallet.3 The 
first party (the buyer) sends the money to the wallet, the second party 
(the seller) sends the goods to the first party. If the goods are transferred 
correctly, only buyer and seller need to approve the transaction from the 
wallet to the seller. If the transaction fails, the intermediary has to resolve 
the issue and has to take sides, transferring the money to the seller or the 
buyer. Note, that if the transaction goes according to plan, the intermedi-
ary has no involvement at all. Using the blockchain, the seller receives the 
money without having to go through the intermediary, enhancing the 
process by reducing costs and transaction time. If all parties accept the 
blockchain-based virtual currencies, this process is feasible today.

 UC I.2: Tokenization of Goods

However, other values or goods are not per se available on a blockchain 
where only a native virtual currency, such as Bitcoins or Ether4 (Swan 
2015) is usable by design. Tokenization is a new approach to use smart 
contracts for mapping goods onto the blockchain (Lemieux 2017). Users 
can create tokens with different purposes, technical foundations, legal 
status and underlying value. In this example, we focus on the asset-backed 
token, which is linked to a good in the real world. In the following exam-
ple, one has to bear in mind that there are multiple layers of intermediar-
ies. Consider buying real estate: the process of buying a house involves 

3 A multi-signature wallet is a contract which defines that n out of m parties are required to move 
funds from this wallet (in this case: n=2, m=3).
4 Ether is the currency of the Ethereum Blockchain.
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various intermediaries.5 At first, real estate property is registered in a 
cadaster which acts as an intermediary, providing trust and the guarantee 
and proof of ownership. The second intermediary is the notary who func-
tions as a witness and gatekeeper to the transaction and exchanges money 
for real estate, giving notice to the cadaster that the owner has changed. 
If the two intermediaries should be replaced with blockchain technology, 
first the land register has to be replaced by a distributed ledger.6 This 
tokenizes the real estate. With tokenization of land, the blockchain can 
arguably provide a minimum level of trust among the citizens, as pro-
cesses and data inside the network are transparent to all participants. As 
soon as the land register is fully tokenized on the blockchain, the notary 
becomes replaceable, too, as the blockchain handles the atomic transac-
tion between money and real-estate-backed tokens. One of the parties 
sets up a smart contract which awaits both the payment and the transfer 
of real estate and exchanges them as soon as both goods are received. As 
the blockchain guarantees the execution of the smart contract, both par-
ties trust the smart contract and execute it to carry out the trade.

Most certainly, not every asset can be tokenized on a blockchain. It can 
get complicated to register products of small value, as it is not cost- 
efficient anymore. Also, further aspects have to be considered: the notary 
provides other services besides trust and attestation. For example, he 
advises about legal consequences of transferring real estate. As the register 
itself has to be legally recognized as such on the blockchain, convincing 
the state and the public can be challenging if the traditional processes 
work very well.

 UC I.3: Proof of Identity

Identification and authentication is daily business for many companies 
that operate under regulation and are required to implement KYC (know 
your customer) and AML (anti-money laundering) processes. This regu-
lation applies to most banks and exchanges, because money is involved 

5 Assuming German law.
6 Note, that different countries are testing Blockchain for land registry, e.g. Sweden (Rizzo 2016).
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and the danger of money laundering or tax fraud is present. In these 
cases, companies have to identify the user according to the regulations 
that apply. This process is usually complicated and time-consuming, as 
the company has to make sure that individuals are who they claim to be. 
Verifications over the Internet often involves the usage of video-chat. A 
picture of an ID is not sufficient, as it could be easily stolen or faked. 
Offline verifications are time-consuming and not available in every city. 
Additionally, depending on the business, the process has to be repeated 
every time for regular customers. However, additional steps are time- 
consuming and costly. Missing standardization in authentication services 
(e.g., in identity documents) leads to a high effort in the industry.

Blockchain technology can support identification processes, as the 
blockchain has identity management built into its core. Every transaction 
created in the system is signed by an entity with a private key which is 
only known to the signing identity. All other entities can verify a transac-
tion using the public key. Therefore, the combination of public and pri-
vate key can be seen as an identity which can express its will within the 
network. In the core protocol, there is no linkage between a real-world 
identity of a user and a key-pair, users stay pseudonymous.7 With block-
chain, it is possible to link the real-world identity to a key-pair in a decen-
tralized manner. The basic idea of many proposals and projects 
(Fromknecht et al. 2014; Vogelsteller 2017; Civic Technologies 2018)8 
are identical in their approach. There are three entities in the system:

• The users (who want to authenticate themselves)
• Identity partners (which attest identity of the users)
• Identity requesters.

By authenticating themselves against the identity partners, over time 
users gain credibility from many different partners such that identity 
requesters can verify the claims the user is making. This does not only 

7 The first blockchain, namely Bitcoin, only supports pseudonymous identities, as all actions of one 
key-pair are visible in the system. The user acts under a pseudonym. If a key gets somehow linked 
to a real-world identity, all actions are traceable.
8 A list of projects and companies working on blockchain and identity can be found here: https://
github.com/peacekeeper/blockchain-identity
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create a standard and increases speed, but also return control over their 
data to users, as they only have to reveal parts of their identity to the 
identity requesters, such as the age for online gambling.

However, a standard has to be created first. At the moment, many 
platform providers are not big enough to be considered a general pro-
vider, lacking identity requesters who accept them. Many identity 
requesters also are very slow in adopting new methods of KYC and AML, 
as these processes are manifold. Nonetheless, we will see increased usage 
of blockchain identity providers due to the benefits for users and compa-
nies shortly.

 Research Challenges

Considering all three use cases, it becomes obvious that there are many 
advantages, but also limitations in the usage of blockchain technology for 
intermediaries and notaries. These limitations have to be carefully 
addressed to enable a broader usage of this technology in the future. The 
advantages and disadvantages of blockchain technology are summarized 
in Table 11.1 and future research areas can be derived from it.

Based on the differentiation as introduced in the section 
“Methodological Framework for the Analysis of Blockchain Scenarios”, 
we structure the main research challenges as follows:

Ecosystem and technology: In the ecosystem surrounding DLT and block-
chain, the importance of software engineering increases. A key problem 
is the immutability of smart contracts. To guarantee that the software 
on top of blockchain runs as intended, software developers have to be 
very careful with deploying smart contracts, as bugs cannot be fixed 
later on. Additionally, storing smart contracts in the blockchain and 
the execution of smart contracts is very expensive. Therefore, software 
engineers have to consider how to divide up the information and busi-
ness logic between blockchain and traditional server infrastructure.

Interaction: An oracle is an entity which inputs data from the real world 
into the blockchain. It behaves in some sense similar to an intermedi-
ary, since, in case there is only one oracle, the user has to trust that the 
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Table 11.1 Pros and cons of blockchain usage for intermediaries and notary 
services

Pros Cons

UC I.1 Payment between peers without 
trusted third party

Law transactional costs
High availability
Lightweight approach

No trapdoor for “lost” money
Currency fluctuation
Trust in community and network

UC I.2 Cost reduction
Simple and effective for digital 

assets
Decentralized management of assets
Direct exchange of money and 

goods
Increased transparency

Public faith required
Challenges for realizationand 

implementation
Legislative requirementsand 

legal framework

UC I.3 Cost reduction
High process automation
Self-sovereign identity management
Privacy-enhancing techniques

Reservations from users
Legislative requirementsand 

legal framework
Lack of standards

oracle inputs the correct data.9 That said, if a good is placed or repre-
sented on the blockchain by a token, an oracle has to describe its prop-
erties (e.g., diamonds10) precisely. If these oracles are flawed, so is the 
data on the blockchain. Therefore, the linkage between the real good 
or information and the blockchain has to be improved. At the moment, 
there are different approaches to create better oracles. However, none 
of them provides a sufficient level of security.

End user: From the perspective of an end user, there are many open ques-
tions regarding regulation of blockchain technology. If the community 
wants to reach the general public with blockchain technology, these 
questions have to be answered—for example, how different tokens are 
classified in a legal sense, say, how are they treated if they represent 
company shares or are backed by some good. Also, from a regulatory 
standpoint, standards have to be created at an international level. There 
are already working groups standardizing blockchain and DLT, namely 
the ISO/TC 307 (ISO 2016).

9 This could be anything from weather data to stock market prices.
10 https://www.everledger.io/
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 Conclusion

In the end, blockchain is a technology with high potential to replace 
intermediaries or at least optimize their processes. Intermediaries are 
going to shift their business models to a more service-oriented approach, 
offering both sides of the transaction, enhanced and more transparent 
processes with additional consultation. As legislation continues to regu-
late blockchain and set standards, increased usage of the technology is to 
be expected.

 Challenges and Opportunities for Lawyers, 
Judges, and Trials

 General Introduction

Blockchain technology is expected to impact and revolutionize a large 
part of the legal practice dealing within litigation and transactions of the 
legal domain. This part includes the daily work of legal knowledge work-
ers such as lawyers, judges, and courts. In expensive, complex, and long- 
lasting trials and disputes, functionalities of the blockchain could 
contribute significant improvements to efficiency and effectivity (Koulu 
2016). However, the improvements might only be made in the most 
complex tasks of litigation and transactional processes but also in trivial, 
straightforward tasks that can easily be automated (Zheng et al. 2016). In 
both, the expensive, complicated tasks and the straightforward proce-
dures, replacing or at least partially automating them using modern tech-
nology is an attractive prospect.

Legal procedures have been established as central mechanisms within 
modern and fair societies to ensure the enforcement of the law, avoid 
abuse and separate the legislative and jurisdictional power within democ-
racies. Luhmann summarizes the necessity for these procedures based on 
the basic principle of legitimation by procedure (Luhmann 1983). These 
processes are required to ensure that the decision regarding justice does 
not depend on one individual and personal opinion but on a standard-
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ized and commonly accepted procedure in which individuals fulfill pre-
defined tasks assigned to them via roles.

This separation of responsibilities and the ex ante definition make legal 
procedures well suited to be, at least partially, automated and executed via 
predefined routines, such as smart contracts. This section discusses the 
capabilities of automation with regard to three different use cases:

 1. Transparency of evidence and provenance of data
 2. Enforcement of the law and contracts
 3. Settlement of disputes

Up to now, the digitalization of these scenarios lacks proper infrastruc-
ture services that adequately ensure trust among participants not trusting 
each other unconditionally (for various reasons). From a game theoretical 
perspective, most of the parties do have a rational argument to not act 
truthfully but self-interested (Jolls et al. 1998), because unilateral devia-
tion can be beneficial (moral concerns neglected). Control instances are 
required to regularly check facts and procedures with regard to their cor-
rectness, immutability, and consistency. The ubiquitous penetration of 
technology in combination with decentralized data structures, which 
guarantee the correctness, immutability, and consistency of records, lower 
the technological barrier that has always existed and prevented innova-
tion in the legal industry.

 UC II.1: Quality Assurance of Evidence and Facts

Currently, the assessment of evidence, facts, and data quality is crucial for 
different legal procedures, such as litigation and transaction. As more and 
more analogous tasks, such as the quality assurance or provenance inves-
tigations of evidence, can be performed by technology at low, or even 
zero, cost, the tasks that need to be performed by humans drastically 
change. The digital ledger nature of blockchain technology ensures the 
immutability of records and also the reconstruction of the origin and 
flow of information. In a fully digitalized environment, such as Bitcoin, 
the origin of each coin in each wallet can be fully and easily be recon-
structed. As there is no chance to generate new coins by any mechanism 
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that was not intended in the conceptualization and creation of the envi-
ronment from the beginning, the Bitcoin as payment system is fully 
transparent. The intrinsic property of transparency makes the blockchain 
technology ideal for tasks that are related to the provenance of data and 
the reconstruction of data flows within a complex organization, such as a 
society. Serious crimes, such as money laundry, bribery, robbery, tax eva-
sion, or other forms of financial corruption, causing damages that easily 
reach billions of Euros to national and international economies could be 
prevented to a large degree. Public blockchain data is easily accessible and 
can be used by courts during trials in order to avoid costly expert reports 
that take a lot of time. Digital evidence is already widely used and 
accepted within trials but assuring the quality and reliability is done by 
certified authorities, such as IT-Forensics department of the Federal 
Criminal Police Office in Germany (BKA).11 With immutable block-
chain technology at hand, the information could be retrieved more easily 
and with far fewer costs.

The same mechanism can be applied to any other digital asset and is 
not limited to the domain of cryptocurrencies. For example, the tracing 
of mobility information, such as positional information of smartphones 
or radar and speed information in traffic, and the safe and immutable 
storage could be used to detect the presence or absence of someone who 
is accused of a crime. This could also be extended by recording not only 
the value data of sensors but also their configuration and certificates to 
ensure their proper functioning and calibration. Additionally, this mobil-
ity information must not necessarily be used to trace and monitor human 
beings, which would cause severe issues for data protection, but could be 
used to trace the life cycle of physical goods or (digital) items. A main 
challenge for the logging of the provenance of physical items is the transi-
tion from the real, and offline world to the digital world of the block-
chain. Although there are mechanisms which increase the likelihood of 
reliability12 the touchpoint of the offline and online world remains a vul-

11 https://www.bka.de/DE/UnsereAufgaben/Ermittlungsunterstuetzung/Technologien/
ITForensik/itforensik node.html, last access on 26/03/2018.
12 For example: PUFs—Physical Unclonable Functions.
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nerable spot and can be considered to be an intrusion point for security 
breaches. Blockchain technology can only guarantee the consistency of 
the data stored within, but cannot validate whether data is inserted cor-
rectly or not.

 UC II.2: Enforcement of Contracts and Computational 
Law

The usage of blockchain technology in combination with smart contracts 
to enforce legal and contractual obligations has a high potential to change 
the legal profession significantly. Once the formalization of legal obliga-
tions is done, which is a non-trivial task (Bench-Capon et al. 2012), the 
executable representation can be stored in an immutable form, which can 
be publicly accessed. Due to the fact that that these rules cannot be 
manipulated unilaterally makes it attractive to be used in laws and con-
tracts alike. Consequently, it affects the relationship between private per-
sons, such as civil law and contracts, and also the relationships and duties 
between governments and private persons, such as public law. Trivially, 
not every domain of the law is equally well suited to be formalized into 
an executable representation. Surden (2012) discusses different prerequi-
sites that need to be fulfilled by contracts and laws in order to be  processed 
and executed by computers. A main requirement thereby is the absence 
of vagueness and the existence of clear and unambiguous conditions. 
Consequently, different domains of the law differ in the applicability for 
formalization. Domains such as tax law, or service level agreements 
(SLAs), where numbers and values are central items of regulations and 
the semantics of terms is well-defined, are more suitable than very abstract 
legal domains, such as constitutions, or penalty law, or contracts (includ-
ing international treaties).

The blockchain is an attractive medium to immutably store executable 
representations and keep track of changes. Ideally, smart contracts repre-
sent the will of two (or more) contracting parties by being designed and 
implemented such that the business requirements are properly fulfilled. 
Once the parties agreed on the requirements and on an implemented 
smart contract, it is stored and signed on the blockchain, where it cannot 
be changed and manipulated unilaterally. This would be an analogy to 
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the provision of eSignatures for which software services are already estab-
lished, for example, DocuSign.13 The creation of such a contract demands 
additional capabilities than the creation of traditional contracts. The 
implementation requires the presence of software engineering skills, 
which cannot be expected to be provided by lawyers (Sillaber and Waltl 
2017). However, once the smart contract is stored in the blockchain, it 
can easily be retrieved and executed at very low cost. Consequently, the 
enforcement of the contract is available at a very low price. In addition, 
the execution of consequences is performed automatically. In the analo-
gous world, this would require an execution party, such as the police or 
government. Using blockchain technology the enforcement is much 
cheaper and faster. These scenarios could include the (temporary) dis-
abling of user accounts, suspension of insurance coverage, freezing of 
bank accounts, or enabling of security measures such as locks. Again, the 
enforcement is constrained to measures and devices that can be accessed 
digitally. If changes within the offline world need to be taken, an offline 
enforcement party, such as police or debt collection agencies, need to be 
involved.

Besides the enforcement of contracts, which is in many contracts the 
very last measure, smart contracts allow for the easy detection of non- 
compliant behavior. For companies and enterprises, this is already a very 
valuable information which cannot be determined by lawyers as effi-
ciently and cheaply as it could be done by algorithms executing a smart 
contract. Companies want to know to which degree an SLA is fulfilled 
and whether a service is provided as agreed within the binding smart 
contract. If the execution engine is constantly provided with monitoring 
data, the execution of the smart contract would allow to determine the 
compliance infringement and take adequate responses.

This enforcement and automated detection of non-compliant behav-
ior changes the role and responsibilities of lawyers. The creation of these 
contracts requires additional skills and capabilities to specify the require-
ments of smart contracts, which are most likely implemented by com-
puter scientists and software engineers.

13 https://www.docusign.de/, last access on 26/03/2018.
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 UC II.3: Alternative Dispute Resolution

The resolution of disputes between parties is an integral part of modern 
legal systems. Disputes must not necessarily be resolved in lawsuits by 
official courts, that is, litigation, but can also be resolved outside courts, 
that is, arbitration. The latter is a specific form of alternative dispute reso-
lution (ADR) and includes mediation and other types of agreements 
between parties and their advocates. It is highly relevant in the legal 
industry, especially in the field of economy and commerce. The main idea 
behind ADR is the definition of predefined rules that structure the pro-
cedure of resolving a conflict before the conflict actually occurs. It is 
important to agree on a set of rules that defines the procedure that is 
going to be followed by the conflicting parties. In terms of the blockchain 
ecosystem this can be considered as some form of smart contract that 
formalizes a workflow that is binding for every involved party and which 
cannot be changed by one party only. The formalization of these rules in 
the analogous world is done by prestigious institutions, which serve as 
trusted third parties. For example, the UNCITRAL Arbitration Rules,14 
or the International Chamber of Commerce15 that holds the International 
Court of Arbitration16 since 1923. Especially in the international arbitra-
tion related to economic affairs, ADR plays a very prominent role. The 
WTO also offers a dispute resolution court.17 Also, the GATT 194718 
contains principles for the management of disputes. What makes ADR 
so attractive is foremost that it addresses current problems of litigation, 
such as the high cost, and long duration of the process, the execution of 
judgments and the overall procedural complexity.

In many cases, disputes are due to broken promises and their resolution 
requires abiding of agreed procedures. The WTO, as many other tools and 

14 http://www.uncitral.org/uncitral/en/uncitral texts/arbitration/2010Arbitration rules.html, last 
access on 26/03/2018.
15 https://iccwbo.org/about-us/who-we-are/dispute-resolution/, last access on 26/03/2018.
16 https://iccwbo.org/dispute-resolution-services/arbitration/icc-international-courtarbitration/, 
last access on 26/03/2018.
17 WTO https://www.wto.org/english/thewto_e/whatis_e/tif_e/disp1_e.htm, last access on 
26/03/2018.
18 General Agreement on Tariffs and Trades from 1947.
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mechanisms for ADR, proposes a structured process with clearly defined 
stages during its procedure to ensure four main principles equitable, speed, 
effectiveness, and mutually acceptability. At least in two of these main 
principles, a trusted and reliable blockchain technology could provide sup-
port and add even more value at very low costs: speed and effectiveness.

Manual labor is still required to track the current process and ensure 
the observance of the predefined rules. Having a set of predefined rules of 
arbitration formalized, such as smart contract, creates trust among the 
conflicting parties and allows proceeding without additional input from 
a trusted third party, which is expensive and time-consuming. Using 
blockchain technology for dispute resolution has already attracted start- 
ups that provide technological solutions.19,20 The benefits of the block-
chain are again the avoidance of a trusted third party in executing a 
predefined procedure. The procedure is transparent to every party and 
can only be changed if both parties agree, which usually only happens 
before a dispute. This also allows parties to react to changes in laws or 
economic settings, such as a financial crisis or bankruptcy. Blockchain 
gives companies the tools to make (legally binding) agreements without 
the overhead of a trusted third party, and simultaneously provides them 
with enough certainty on the agreements and the structured settlement 
of disputes. The role of lawyers whose business model relies on time- 
intensive, long-lasting, and expensive court trials is competing with a set 
of predefined rules stored in the blockchain and that ensures a structured 
and fair process to settle a dispute.

 Research Challenges

With respect to the three use cases as described above the usage of block-
chain technology as a digital ledger comes along with limitations that 
need to be addressed proactively in order to enhance a wider adoption in 
industry. Table 11.2 summarizes the main pros and cons along the men-
tioned use cases.

19 https://confideal.io/, last access on 26/03/2018.
20 https://jury.online/, last access on 26/03/2018.
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Table 11.2 Pros and cons of blockchain usage for the legal profession

Pros Cons

UC 
II.1

Immutable records
Distributed access
Failure tolerance
Transparent data
Low transactional costs

Restricted to digital assets
Transparent data (privacy issue)
Digitization of analogous data reward and 

incentive for nodes and miners

UC 
II.2

Low cost of execution
No unilateral changes in 

data
Transparency of decision- 

making process
Easy to test and 

distributed

Assurance of validity and correctness
Handling of vague terms
Formalization as software implementation
Handling of exceptions and errors

UC 
II.3

Clear rules for ADR
Transparent ADR process
No unilateral changes in 

process
Low transactional costs

Handling of vague terms
Structured input data required
Verification of input data
Handling of exceptions and errors

Based on the methodology introduced in the section “Methodological 
Framework for the Analysis of Blockchain Scenarios”, we structure the 
main research challenges along this separation:

Ecosystem: A key challenge to technologically support the legal domain as 
an ecosystem is the diversity among different areas of the law. For 
example, criminal law and tax law have—at least in civil law jurisdic-
tion—different methods for execution of rules and the apportionment 
of the burden of proof. From these different methods, different require-
ments for blockchain solutions will be derived. It is not likely that 
there is a one-size-fits-all blockchain solution. However, data which is 
contained in one blockchain might be used in the blockchains of other 
domains, thus interoperability becomes a central aspect (see further in 
this chapter). In addition, growing blockchains face the problem of 
efficiency and performance in terms of energy usage and transaction 
rates. If the system should become central for modern societies, these 
problems need to be solved to an acceptable level, which might differ 
according to domains and use cases.
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Interaction: Based on the considerations for the ecosystem and technol-
ogy, the main considerations for the interaction with blockchain sys-
tems can be divided into the blockchain-to-blockchain interaction and 
the blockchain-environment interaction. The interaction between 
blockchains requires interoperability between them. This does not 
only apply to the stored data assets but also to the formalized smart 
contracts. It demands compatible interfaces to properly test input and 
output and to safely exchange data among the different implementa-
tions. Besides these technical challenges, the interoperability between 
(inter-)national initiatives needs be considered. Contracts are mainly 
local and bilateral agreements, whereas laws are (inter-)national and 
interfere with the contractual agreements. Having a technological 
solution that allows the handling of these different levels of agreements 
and potentially conflicting executions is a very challenging task that is 
far more difficult than providing a feasible technological 
implementation.

End user: In order to involve end users, either as individuals or in organi-
zations, challenges with regard to the benefits arise. End users could 
consider the blockchain as a data structure easily outperformed by 
modern databases. This requires the application of use cases in which 
the benefits are much higher than the actual costs, for example, dis-
pute resolution platforms or benefits from decreasing transaction/exe-
cution costs. In order to maintain the desired properties, the 
involvement of miners is necessary, and the incentive for the miners 
needs to be clarified in advance. Outside of cryptocurrency use cases, 
in which money is generated, the incentive has to be attractive enough 
for miners to contribute their resources. Additionally, the question of 
what happens if one of the end users, such as an organization, does not 
join the blockchain ecosystem needs to be answered. How should these 
cases be handled? An expensive solution would be to maintain the 
complete legal infrastructure for the analogous parties. The involve-
ment of end users is again a field that is much more complex than the 
creation of smart solutions and therefore requires an in-depth analysis 
and further research.
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 Conclusion

With regard to the potential of blockchain technology, the impact on the 
legal industry, especially for lawyers, judges, and trials, can be enormous. 
But based on the considerations above, it can be concluded that using 
blockchain technology does not eliminate the work of lawyers. Blockchain 
has the potential to change the legal profession as it operates today, and 
this is a great chance toward a more efficient and reliable legal system, in 
which lawyers and legal tasks, litigation, arbitration, dispute resolution, 
or others are adequately supported by technology.

The use cases discussed above will still need the justification of evi-
dence and facts that is not a digital asset, such as human witnesses. The 
digitalization, the shift from analogous to digital data, is still a potential 
security breach for blockchain environments. Mediation and dispute 
settlement is and will remain a complex process that is more than just the 
formalization and automated execution of dispute resolving rules. These 
tasks will still need a high degree of human input and labor, although—
or especially because—blockchain technology is used. However, legal 
professionals need to proactively adapt and ask themselves which services 
they can offer and provide to customers. This has, however, always been 
an intrinsic property of the legal profession and is not specifically tied to 
blockchain technology.

 Challenges and Opportunities for Companies 
and Financial Markets

 General Introduction

It has frequently been claimed that blockchain technology impacts how 
companies work, collect funding, and coordinate among themselves 
(Hampton 2016; Tapscott and Tapscott 2016). In current discussions, 
opportunities for change have been identified across the entire life cycle 
of companies; from their funding to managing daily operations.

Raising money in capital markets to ensure long-term success has been 
at the heart of the companies of any economy. While traditionally this 
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has been driven by highly centralized market makers, today there are 
many opportunities to introduce blockchain technologies to remove or 
replace existing intermediaries (Zhao et al. 2016). A tokenization of busi-
nesses (“shares”) has already happened and the buying and selling of 
shares has been long ongoing. The idea that tokens, managed and 
exchanged through blockchains, could represent a share of a company, 
entitling its owner to a share of the profits or giving the owner with vot-
ing rights, does not seem too outlandish. This section discusses the capa-
bilities of automation with regard to two different use cases: raising 
money through ICOs and decentralized corporate governance.

 UC III.1: ICOs—Initial Coin Offerings

Much of the hype behind cryptocurrencies is fueled by financial applica-
tions built on top of these currencies that stand to potentially change 
crowdfunding and investment markets (Adhami et al. 2018; Fenu et al. 
2018). The so-called ICOs (initial token sales, token emitting events) have 
raised the equivalent of more than $3 billion, with individual projects col-
lecting more than $200 million. In these offerings, entities sell cryptoassets 
on a blockchain in exchange for fiat currency or other cryptoassets. Most 
notably, the ERC20 Token implementation (Vogelsteller and Vitalik 
2016) allows for the creation of tradable tokens on the Ethereum block-
chain. Stakeholders willing to participate in the trade receive tokens that 
can be understood as cryptographically-secured coupons (Hacker and 
Thomale 2017) that embody a bundle of rights and obligations. Depending 
on the specific details of the implementation of the token and the struc-
turing of rights and obligations, such tokens can be subject to a broad 
variety of rules and regulations (e.g., security regulation).

The fungibility and tradability of the tokens, combined with the 
potential for trading of the tokens in secondary markets, make ICOs an 
attractive alternative to classical crowdfunding. So, too, does the rela-
tively low cost of an ICO as compared to IPOs, which can cost up to 
several hundred thousands of dollars (Ritter and Welch 2002).

This perceived ease of raising money has already attracted many mali-
cious actors in a field where the regulators have been mostly observant. 
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However, as several exit and bump-and-dump schemes can be observed 
and have led to fraud and an increased negative perception of the crypto 
economy, increased regulatory enforcement can be expected.

 UC III.2: The DAO and DAOs—Decentralized 
Autonomous Organization(s)

National and international corporate law defines the rights, relations, 
structuring and conduct of corporations, their stakeholders as well as the 
exchanges between them and other entities (Venegas 2017). These laws 
are the foundation on which the governance structure of a corporate entity 
and all additional shareholder agreements, bylaws, and other private con-
tracts are built. Corporate rules, however, can be broken (on purpose or in 
negligence) or misinterpreted and their execution is rarely transparent.

This “black box” nature of corporations has been frequently abused in 
a variety of ways, such as for tax evasion purposes orponzi schemes 
(Bartoletti et al. 2017; Vasek and Moore 2018). Furthermore, a corpora-
tion leadership might be wrongfully accused of, for example, mismanage-
ment by shareholders if the leadership’s interpretation of rules deviates 
from the stakeholders’ interpretation.

The ability of some blockchains to execute arbitrary programs, some-
times referred to as smart contracts, could be used to automate large parts 
of corporate governance structures. This would allow participants to con-
trol the organization in real-time and would require all rules to be formal-
ized and automatically enforced. The most prominent and earliest DAO, 
“The DAO” (Decentralized Autonomous Organisation), was the world’s 
first decentralized investment fund (Jentzsch 2016; Wright and De 
Filippi 2015). Despite showing a high level of decentralization, in the 
end it set back the development of decentralization and the “code is law” 
principle for the recovery of stolen assets via blockchain modification.

 Research Challenges

Capital market actors need to be increasingly aware of Bitcoin and other 
blockchain powered cryptocurrencies as their relevance for financial 
transactions increases.
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Table 11.3 summarizes main advantages and disadvantages related to 
the use cases mentioned above.

A key challenge for a broader adoption of blockchain technology lies 
in the difficulty of aligning the scope and interests of local laws with the 
global blockchain system that was developed without regard for juridical 
boundaries. This is outlined in various discussions on the legal nature of 
cryptoassets (Hacker and Thomale 2017). In addition, a broad adoption 
of the technology in capital markets might also raise scalability, security, 
and interoperability issues (Karame 2016).

Furthermore, as the value of cryptoassets increases, so does the impor-
tance of keeping them save. As the technology matures, security incidents 
are bound to happen and many (preventable) vulnerabilities threaten 
broader adoption (Atzei et al. 2017).

Based on the differentiation as introduced in the section 
“Methodological Framework for the Analysis of Blockchain Scenarios”, 
we structure the main research challenges along this separation:

Ecosystem: A key challenge to technologically supporting the funding and 
governance of businesses through blockchain-based technologies is the 
question of regulatory compliance. Most jurisdictions have a long his-
tory of building laws around highly centralized entities within clear 
jurisdictional boundaries. For example, the EU GDPR assumes cen-
tralized data processors, an assumption bound to break once decentral-
ized, blockchain-based ecosystems emerge (e.g., Pesch and Sillaber 
2017). The same decentralized nature of blockchains also (re-)enables 
fraud and raises regulatory issues related to AML.

Table 11.3 Pros and cons of blockchain usage for capital markets

Pros Cons

UC III.1 Low cost of execution
Transparency of decision-

making process
Enhanced fairness

High impact for security incidents
Formalization of business rules 

difficult
Potential of lack of governmental 

oversight
Potentially unwanted transparency

UC III.2 Low cost platform
Transparent data

Erosion of privacy
Potential for fraud and abuse

 Blockchains and Smart Contracts: A Threat for the Legal… 



312

Interaction: Besides obvious issues of blockchain-to-blockchain and 
blockchain-to-the-real-world (e.g., fiat settlement), the use and appli-
cation of blockchains raise interesting challenges for the legal system. 
For example, bugs and vulnerabilities in smart contracts raise yet to be 
answered questions of liability.

End user: As exemplified by the amounts of money raised by various 
ICOs, end users have already begun to embrace new forms of project 
financing and are willing to participate in blockchain-based services. 
However, due to the fast-paced nature and overall system risks attached 
to the ecosystem, it remains to be seen how consumer and investor 
protection can be enforced.

 Conclusion

Although the market capitalization of cryptocurrencies is still small com-
pared to traditional asset classes (Hacker and Thomale 2017), the tech-
nology can bring fundamental change to capital markets and the way 
businesses raise, use, and distribute value. The often cited de- 
intermediarization of capital markets has yet to be seen. Decentralized 
technology seems to be the layer on which new intermediaries build their 
business models.

 Summary

This chapter discusses eight use cases and scenarios of blockchain technol-
ogy and their impact on the legal industry. At first, the large field of the legal 
industry is subdivided into three representative pillars, namely, (I) “interme-
diaries and notaries”, (II) “lawyers, judges and trials”, and (III) “companies 
and financial markets”. From a methodological point of view, the article 
differentiates into three levels of impact, of which each of the three pillars of 
the legal industry is going to be analyzed. These three levels of impacts, or 
value creation, are (i) ecosystem, (ii) interaction, and (iii) end users.

For each pillar of the legal industry, different use cases are identified 
and discussed. Thereby, these use cases range from very technical topics 
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relevant for the infrastructure, such as the transfer of money (UC I.1), 
including other digital assets, and proof-of-identity (UC I.3) to advanced 
topics at the intersection of the legal domain and the financial market, 
such as ICOs (UC III.1).

The first contribution of this article can be considered as a method-
ological framework for the analysis of use cases and disruption scenarios 
of blockchain technology, including smart contracts, for a particular 
domain. The differentiation of different layers on which value  proposition 
can be expected is suitable for a comprehensive perspective on the com-
plex field. The second contribution is the identification and illustrative 
discussion of different use cases throughout the legal industry. We iden-
tified potential starting points for disruptions by blockchain technol-
ogy; however, there are still open research challenges that need to be 
addressed and solved in prior to a broad and potentially non-threaten-
ing adoption.
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12
A Critical Examination 

of the Application of Blockchain 
Technology to Intellectual Property 

Management

Kensuke Ito and Marcus O’Dair

 Introduction

Below, we set out the major challenges related to managing intellectual 
property in the digital era, before going on to examine ways in which 
supporters have suggested that blockchain and distributed ledger tech-
nologies could contribute to solving these challenges. Key technical terms 
are also explained.

 Intellectual Property Management in the Digital Era

‘Intellectual property’ (IP) refers to the protection of the application of 
ideas and information of commercial value (Cornish et al. 2013, p. 6). 
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Cornish et al. (2013, p. 7) identify three central types of IP: ‘patents for 
inventions, copyright for literary and artistic works and associated prod-
ucts, and trademarks and names for the goodwill attaching to marketing 
symbols’. This chapter focuses in particular on copyright : ‘a right given 
against the copying of defined types of cultural, informational and enter-
tainment productions’ produced by authors, playwrights, composers, art-
ists and film directors (Cornish et al. 2013, p. 8). Copyright is conferred 
automatically to literary and artistic works but only when written down or 
recorded: critically, ‘it is the particular expression making up a work which 
is protected, rather than the idea behind it’ (Cornish et al. 2013, 9).

While digital technology is far from the first challenge to copyright, it 
may prove the most significant, since ‘digitisation has made unauthorised 
access and distribution of copyrighted work easy and ordinary’ (Klein 
et al. 2015, p. 3). Indeed, some scholars have suggested that IP, as cur-
rently understood, may not survive the current era (Cornish et al. 2013, 
p. 11). As Cornish et al. (2013) assert, IP is essentially negative: although 
there may be positive entitlements, IP rights are primarily an attempt to 
prevent particular activities, such as piracy. In practical terms, however, 
lawsuits and threats have achieved limited results (Klein et  al. 2015, 
p. 31), since peer-to-peer file-sharing sites, for instance, have proved dif-
ficult to shut down. Digital technology has stretched copyright ‘to break-
ing point’, resulting in ‘a gulf between copyright law and everyday 
practices’ (Klein et al. 2015, p. 1). There are problems with royalty pay-
ments, which are slow, inefficient and opaque, and it is difficult to assess 
whether labels, publishers or collection societies are processing payments 
efficiently (O’Dair et al. 2016).

 The Possible Role of Blockchain Technology

Some have suggested that a solution could lie in distributed ledger tech-
nologies (DLTs), such as blockchain technology. A ‘distributed ledger’ 
can be understood as a type of distributed database; its aim is to over-
come the presence of malicious users or nodes (Hileman and Rauchs 
2017, p. 11). A blockchain is a particular type of distributed ledger: one 
that is ‘composed of a chain of cryptographically linked “blocks” con-
tained in batched transactions’ (Hileman and Rauchs 2017, p. 11).

 K. Ito and M. O’Dair
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For reasons of space, we do not include a detailed discussion of the 
technical aspects of DLT in this chapter; such information is readily avail-
able elsewhere (Nakamoto 2008; Buterin 2014; Antonopoulos 2015; 
Swan 2015; Narayanan et al. 2016). The pertinent point for this chapter 
is that Bitcoin, proposed in 2008 and implemented the following year, 
was radical in its removal of third parties (in that instance, banks). 
Crucially, this disintermediation was achieved not only through technol-
ogy but also through a deep understanding of game theory and incen-
tives. However, Bitcoin can be understood as simply the first innovation 
in this space. Gupta (2017, p. 2) identifies subsequent innovations, of 
which the first is ‘the realisation that the underlying technology that oper-
ated bitcoin [the cryptocurrency] could be separated from the currency 
and used for all kinds of other interorganisational cooperation’. With this 
innovation came the understanding that blockchain technology, which, if 
not quite immutable, is certainly extremely robust since it has no single 
point of failure, could be utilised for more than Bitcoin transactions. 
With ‘metacoins’ came the notion that Bitcoins could be augmented, its 
functionality extended; with ‘altcoins’ came entirely new cryptocurren-
cies, and new blockchains. The subsequent innovation identified by 
Gupta, closely linked to one of these new blockchains, is the ‘smart con-
tract’, ‘embodied in a second-generation blockchain system called 
Ethereum, which built little computer programs directly into blockchain 
that allowed financial instruments, like loans or bonds, to be represented’, 
rather than only Bitcoins (Gupta 2017, p. 2). A ‘smart contract’, then, is 
a self-executing computer programme that automatically performs a 
given function (Hileman and Rauchs 2017, p. 11). Smart contracts have 
enabled the emergence of DApps, or decentralised applications with 
backend code running on decentralised, peer-to-peer networks.

While it is the global prominence, and fluctuating value, of Bitcoin that 
hits media headlines, Morabito (2017, p. vii) suggests we should under-
stand blockchain as more than a financial technology or ‘fintech’ phenom-
enon; it is being deployed in a range of domains and across a number of 
industries. Blockchain technology, in other words, can be used to as a 
register of intellectual property. In essence, this works through the use of 
‘hashes’. A ‘hash’ is a unique string of alphanumeric characters that repre-
sents a given content file; it can be understood as a kind of ‘digital finger-

 A Critical Examination of the Application of Blockchain… 



320

print’ (Antonopoulos 2015, p. xx). Crucially, it is short enough to be 
included in a blockchain transaction; ‘via the hash, the original file con-
tent has essentially been encoded into the blockchain’ (Swan 2015, p. 39).

Proponents identify three advantages of blockchain technology for cre-
ating a distributed IP database (O’Dair and Beaven 2017). Firstly, they 
claim that it guarantees authenticity: metadata can be inextricably bound 
to the relevant data file, be it a song or a film. Secondly, proponents state 
that blockchain technology allows for provenance: usage and ownership 
can be recorded. Thirdly, champions of the blockchain state that it can 
facilitate the faster and more efficient payment of royalties, in some cases 
by removing trusted intermediaries and facilitating a direct-to-fan model. 
These advantages may seem compelling, and they are propounded by a 
number of start-ups, funded either by traditional venture capitalists or by 
means of token sales, also known as initial coin offerings or ICOs. A 
token sale can be akin to a Kickstarter-style crowdfunding campaign, 
which allows the general public to participate in an early-stage project; 
the important difference, however, is that most tokens are tradeable 
(Chen 2017). Token sales offer the possibility of raising significant sums 
of money at speed: millions of dollars can be raised in seconds, even by 
companies yet to produce a product (Sahdev 2017). At the same time, it 
is important to recognise that token sales vary wildly, with only a minor-
ity of tokens offering fractional ownership in the value of the underlying 
organisation (Conley 2017, p. 1).

Having examined both the challenges of contemporary intellectual 
property management and the claims made for blockchain and DLT as a 
solution to these challenges, we now go on to critically examine limitations 
of the technology—first from an operational perspective, sub- divided into 
authenticity, provenance and royalty stability, and then from the perspec-
tive of implementation, sub-divided into files, metadata and licensing.

 Review from an Operational Perspective

This section covers potential problems of using blockchain technology 
for IP management from an operational perspective. Specifically, we here 
examine each use case in order, from simple to complex, and classify their 
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limitations in terms of authenticity, provenance and royalty stability. 
Having identified a number of challenges, we then go on to suggest pos-
sible solutions which we could consider under a current environment.

 Authenticity Problem

In almost all blockchain-based intellectual property management sys-
tems, we first have to convert some IP information into a hash and record 
it in a distributed ledger. This is a relatively simple task but it is valuable 
in providing assurance that a protected work existed at a certain point in 
time (Proof of Existence) because blockchains are robust—even 
‘immutable’.1 By adding information on rights holders, it would be pos-
sible to go a step beyond proof of existence—to what we might call proof 
of ownership.2 A number of related services have already been proposed, 
such as a digital certificate that makes use of blockchain ‘timestamping’ 
(e.g. Binded) and a common protocol for IP metadata (e.g. Coala IP, 
SPOOL on Ascribe). However, a fundamental problem in this first step is 
that, for information that is not native to the blockchain we cannot guar-
antee its authenticity at the moment of registration: this is sometimes 
referred to as the ‘garbage in, garbage out’ problem. If copyright owner-
ship information is entered incorrectly, either deliberately (by a bad actor) 
or mistakenly (due to human error), it is unclear how conflicts would be 
resolved without a trusted third party (TTP). Although it can store infor-
mation in a robust and immutable manner, blockchain  technology alone 
cannot confirm the authenticity of the registered information.

Unless and until we can address this authenticity problem, practical 
operations will be restricted to a public but permissioned network that 
can contain only information authorised by a TTP. This corresponds to 
the example of the academic journal where the process of reviewing 

1 More precisely, blockchain is pseudo-immutable because the accumulation of sequential blocks 
just makes tampering difficult (not impossible) through computational complexity, and we can roll 
back the stored record when blockchain is managed by a TTP.
2 This extension has a novelty in that we can prove existence or ownership without disclosing the 
data on the contents by adopting a hash function.
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submitted papers is recorded on a blockchain, rather than a centralised 
pre- print server (e.g. Ledger). In this case, even though the data can be 
preserved in a secure environment, only the authorised editors are respon-
sible for its input. If a solution requires governance by a TTP, it is not 
based on the innovation achieved by Bitcoin, and it also contradicts our 
goal of facilitating IP management by disintermediation.

 Provenance Problem

If, for the sake of argument, we assume the authenticity problem is some-
how solved, the next challenge concerns recording transfers of ownership. 
There is an expectation that blockchain can facilitate the transfer of IP 
without requiring a TTP, and that it can overcome the problem of ‘piracy’ 
through issuing a digital certificate or a secret key to access digital con-
tents (e.g., Ascribe, CopyrightBank). Here, however, we face another 
problem related to provenance: blockchain cannot prevent ‘double- 
spending’ and unauthorised replication outside the network (O’Dwyer 
2017, p. 306). Physical assets such as paintings, for example, can easily be 
transferred between owners without updating the information stored in 
a ledger; moreover, even digital assets are replicable for a temporal owner 
who has the private key. Needless to say, once IP is transferred outside the 
network, records in the ledger no longer provide a reliable certificate of 
ownership.

Until this provenance problem is solved, practical operations will be 
restricted to issuing transferable ownership certificates, where the rights 
to exclude unauthorised use depends not on blockchain but on the power 
of TTPs such as government representatives or collection societies. This 
corresponds to the example of the digital certificate (e.g. Ascribe) that 
embeds terms of service compliant with local laws in order to be used as 
evidence in court to resolve ownership disputes. As with authenticity, this 
solution would not contribute to the disintermediation and efficient IP 
management because it is costly to settle ownership disputes after the 
fact, by relying on a TTP, rather than preventing such problems before-
hand by incentive design.
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 Royalty Stability Problem

If we assume both the authenticity and the provenance problems are 
solved, then disintermediated IP management would finally become fea-
sible. As stated above, a number of intermediaries currently exist to mon-
itor the secondary use of intellectual property, as manifest in both physical 
and digital works, and their high management costs diminish royalty 
payments to creators. In order to improve such a situation, a variety of 
online platforms are being developed that aim to directly connect artist 
and consumer by using blockchain to store royalty payment records in 
addition to contents transaction. This is evident especially in the music 
industry, where monitoring costs are high (e.g. Ujo Music, Peertracks, 
Bittunes).3 However, one final challenge remains: we cannot use stable 
payment methods for decentralised royalty management. Although cryp-
tocurrencies provided a new payment method that does not rely on a 
TTP, their price has thus far not been sufficiently stable as to use as a store 
of value. Instead, many cryptocurrencies are volatile in the extreme. It 
would be more practical for intellectual property management to use 
DApps,4 for instance on Ethereum; specifically the DApp could circulate 
internal reward tokens associated with ownership transfer and thereby 
manage the transactions of both IP ownership and royalty payments on 
the same network. However, this would make the royalties paid to artists 
even more unstable, because there is fluctuation in the value of reward 
tokens within the DApp, as well as at the Ethereum network level.

As long as we cannot solve this royalty stability problem, practical 
operations will be restricted to a service whose royalty payment confronts 
the trade-off between efficiency and stability; we must accept significant 
price fluctuations in return for efficient payment with no intermediaries, 
or, conversely, must rely on costly intermediaries and legal currencies in 
return for stable royalty payments. Therefore, even if we could solve the 

3 At the time of writing, the authors are not aware of platforms that have decentralised all three 
service layers identified in the implementation section below.
4 Decentralised applications: an app with the backend code running on a decentralised peer-to- peer 
network, rather than a centralised server.
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problems of authenticity and provenance, the system needs to set an opti-
mal boundary on to what extent royalty management should be decen-
tralised in order to maximise royalty payments to creators.5

 Tentative Solutions

We have thus far investigated several use cases concerning IP manage-
ment by blockchain technology, and have discussed three cumulative 
obstacles: authenticity, provenance and royalty stability. The consistent 
challenge is that IP is not native to the blockchain, and can have an inde-
pendent value even outside the network.6 In the case of cryptocurrencies 
represented by Bitcoin, we can trace the precise history of transaction and 
issuance because the numbers recorded in the ledger serve as the only 
evidence of asset value. In the case of intellectual property, by contrast, 
we face a number of challenges in keeping IP data consistent with the 
actual asset, because the value of the asset exists separately from the led-
ger. In other words, DLT can make the data robust and immutable, but 
only once it is correctly registered —and it cannot accurately validate the 
condition of external entities. IP management may, then, need a new 
technology or incentive design which addresses assets with independent 
value, rather than simply applying to IP management a system developed 
for cryptocurrencies. How, then, can we overcome these challenges? 
Below, we consider some tentative solutions for each challenge in turn.

In regard to the authenticity problem, similar discussions have already 
been made in Oracle, a system that acquires information outside the 
blockchain network as a condition for executing smart contracts. If we 
consider the example of a prediction market, one of the most common 
applications of Oracle, users need to reach consensus on the outcome of 
predicted events (about weather, the stock market, sports matches and so 
on) in order to trigger payments. Thus, this shares the same challenge as 

5 Note also that the realisation of decentralised payments needs additional fees as an incentive to the 
validators, such as transaction fees on Bitcoin and GAS on Ethereum. Thus, more precisely, we 
need to consider this cost as well as the price fluctuation risk in order for artists’ royalty 
maximisation.
6 We therefore can apply the three problems to other assets that have similar characteristics, such as 
real estate, jewellery and even supply chain management.
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intellectual property management: how to prove the input data are truly 
correct. While most of the implemented oracles adopt a centralised solu-
tion relying on a TTP (typically information providers), some propose a 
decentralised solution to the problem. For example, Peterson et al. (2018) 
describes a unique Oracle for Augur that delegates the outcome determi-
nation to some internal users named ‘reporters’. Reporters in this system 
are incentivised to act honestly by the mechanism that each reporter 
stakes tokens against an option they believe as most likely and then all 
staked tokens are redistributed to those reporters who chose the option 
consistent with consensus.7 In addition, Brey (2017) deals with an 
attempt to design a decentralised reputation network formed through 
token-based incentives and to trade the reputation data in its own Oracle 
for Tru. These approaches, namely token staking and reputation systems, 
will also be useful in addressing the authenticity problem for IP manage-
ment, by helping to achieve decentralised consensus.

The provenance problem could in part be solved by the fact that we 
have an incentive to maintain the chain of provenance to avoid decreas-
ing the value of a given asset (De Filippi et al. 2016, p. 5). Furthermore, 
the provenance problem could be addressed through tokenisation, a 
method that divides the value (or associated rights) of a work into tokens 
whose management can be internalised in the ledger. Unfortunately, 
effective tokenisation is currently limited to goods with a source of value 
that is traceable on the ledger or transferrable by tokens; the former cor-
responds to an example of online ticket (e.g. Aventus), while the latter 
corresponds to tokens issued in a creator’s name (e.g. Tokit on 
SingularDTV). In other words, even if an asset is tokenised under the 
status quo, this will not overcome the provenance problem without the 
existence of TTP, because IP can still be copied or double-assigned behind 
the token holders’ back. Nevertheless, tokenisation has a great potential 
to solve this problem, in two broad ways. In the first scenario, which we 
might call the internal method, the tokens denote IP rights; this method 
represents an attempt to make IP rights traceable, and could be successful 
as long as we can prove the connection of value between tokens and cre-

7 See Peterson et al. (2018) for more details of the consensus-building. Although it is not explicitly 
mentioned in the original paper, Augur’s Oracle is often called ‘distributed fact stream’.
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ative works.8 The second scenario is the external use of tokens, in which 
tokens are a form of compensation, or reward, for creators of IP. This is 
an approach to mitigate the provenance problem by incentivising cre-
ators even when works are not protected by exclusive copyright; anyone 
can freely access and copy them. Externalisation therefore has a synergy 
with digital content which we can duplicate with almost no additional 
costs. For example, Everpedia, a kind of decentralised Wikipedia, already 
issues tokens to users who contribute by editing articles, and Steemit 
adopts a similar reward system towards blog posts and their evaluation.

Regarding the royalty stability problem, a straightforward but effective 
solution would be to adopt ‘pegged cryptocurrencies’, whose value is 
backed by stable assets. Tether, Nubit and BitUSD, for example, are 
examples of cryptocurrencies pegged to US dollars, and there is also a 
project to issue the tokens pegged with gold such as DigixDAO. These 
attempts can bring both value stabilisation and efficiency to payment 
methods. In particular, the Dai Stablecoin System by MakerDAO is 
noteworthy in that it aims to stabilise token prices in a decentralised 
manner. The system uses two main protocols in order to achieve stabilisa-
tion without a TTP holding vast amounts of US dollars in reserve: users 
have to deposit an appropriate amount of ether as collateral before issuing 
a token, and the amount is calculated based on the price of US dollars 
acquired from the outside by the distributed Oracle. Since this token 
allows an integrated application to maintain the characteristics as DApps, 
the Dai Stablecoin System will be effective on the stable and disinterme-
diated IP royalty management.

 Review from an Implementation Perspective

In this section, we investigate the methods and challenges of blockchain- 
based applications for IP from an implementation perspective. This is 
important because a system for efficient IP management generally requires 

8 Note that some projects try to tokenise the external (non-native to the blockchain) assets by 
assuming a TTP responsible for custody of the assets (e.g. Latoken). Although this is partially 
contrary to the elimination of intermediaries, it will make a certain contribution to the provenance 
problem and the liquidity on the registered assets.
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the implementation of multiple service layers, each with a different 
method for decentralisation. For simplicity, we here divide the layers into 
three: files, metadata and licensing. We examine these three layers in 
turn, in each case analysing examples of existing services.

 Files Layer

When implementing a system aiming for disintermediation of IP man-
agement, the most fundamental layer we can consider decentralising 
would be file storage: the layer that contains original digital content such 
as music, movies and images. Before the emergence of blockchain tech-
nology, decentralisation of this layer can be understood as essentially an 
extension of the use of peer-to-peer file sharing systems for the high- 
speed transfer of large volume data. Resilio Sync (formerly BitTorrent 
Sync), for example, provided a system to synchronise files in local storage 
among multiple devices based on BitTorrent—one of the most popular 
peer-to-peer file transfer protocols. More recently, Benet (2014) extended 
this idea to a browser-based file system named IPFS (InterPlanetary File 
System) and proposed a web page that works even without a server. 
However, these systems themselves lack Bitcoin’s unique incentive 
design—only more recently have they started to integrate token-based 
rewarding to promote the autonomous working of the distributed stor-
age network. Nodes in these new systems all lend and borrow their stor-
age space via tokens and store the hash values of segmented data as Merkle 
tree format along with the original data, but the methods are slightly 
different to prove without a TTP that the data are correctly stored.9 For 
example, Storj is designed to reward storage providers if they can return 
a hash value consistent with the regular requests by clients, and the 
Merkle tree of hashes is preserved in the Ethereum blockchain (Wilkinson 
et  al. 2016).10 In Sia, while storage providers similarly obtains reward 
tokens when they successfully return a valid hash list of a part of the 

9 Additionally, the approaches for redundancy (a design to handle the situation that a part of nodes 
is offline) are also slightly different. See each whitepaper for detail.
10 Storj changed its underlying blockchain from Bitcoin to Ethereum in 2017.
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stored data in predetermined frequency, the Merkle tree is preserved in its 
original proof-of-work blockchain (Vorick and Champine 2014). 
Furthermore, Filecoin, proposed for usage with IPFS, links storage proof 
and the influence over its original blockchain: a node can generate the 
next block with a higher probability if it is proved to store the client’s data 
for a specified time (Protocol Labs 2017).

With these systems, creators will be able to store original IP data in an 
environment that is neither entirely self-contained nor dependent upon a 
TTP.  On the other hand, we can point out two main problems with 
regard to decentralising the files layer. Firstly, the decentralisation of the 
files layer does not make a very significant contribution to the goal of 
efficient IP management through disintermediation. Most of the argu-
ment on inefficiency has been made against a number of intermediaries 
for the management of IP rights and royalties, not for the storage of origi-
nal files. Considering that we also need additional costs (tokens) in order 
for the file storage to function autonomously, it would be more reason-
able in many cases to use existing services relying on TTP such as cloud 
storage, rather than attempt to decentralise this layer.11 Secondly, as far as 
the authors know, all peer-to-peer storage systems with Bitcoin-inspired 
incentive design (e.g. IPFS with Filecoin) are currently under develop-
ment, so that there are no practical applications for IP management based 
on them. Although implementation plans have often been announced in 
the music industry, for instance, we are not aware at the time of writing 
this chapter of any projects that have successfully achieved  decentralisation 
of the files layer.12 The risks and benefits of using such new file storage 
systems, therefore, remain uncertain.

 Metadata Layer

Many applications use the database management system (DBMS) for effi-
cient data control. Unlike storage and file systems, such a database gener-
ally stores the structured metadata which correspond to the original data, 

11 It should also be noted that while the decentralisation of storage layer will reduce the risk of data 
loss, it does not solve the problems of authenticity and provenance.
12 For example, Ujo Music is now using Amazon S3 while developers mentioned future implemen-
tation of decentralised (and autonomous) storage systems.
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and DBMS frees us from the programming task for stipulating data loca-
tion and access authority. This convenient middleware is adopted for IP 
management as well—for example, the metadata of registration rights 
such as trademarks and patents are all published on the database by man-
agement authorities (e.g. EUIPO, EPO). Decentralisation of this layer has 
already been popular as distributed databases which were implemented for 
the main purpose of resolving the large-scale data management problems 
by making distributed processing easier and more efficient (Özsu and 
Valduriez 2011, p. 3). Blockchain technology is, as Hileman and Rauchs 
(2017, p. 11) stated, often referred to as DLT while being treated as a kind 
of distributed database. This is to emphasise several different aspects of 
blockchain, such that it is decentralised for robustness, rather than effi-
ciency, and is proposed originally as a component of the peer-to-peer sys-
tem that did not assume central management (Nakamoto 2008; Pinna 
and Ruttenberg 2016). It would be a natural approach to apply such 
blockchain-specific characteristics to existing distributed database man-
agement system (DDBMS). For example, BigchainDB aims to balance 
scalability and decentralised management through a hybrid method that 
the system uses DDBMS for both data storage and transaction recording,13 
while the communication between them requires the voting by the group 
of assigned nodes.14 BigchainDB has especially a potential to have an 
influence on the future of IP management since it is being developed by 
many of the same individuals who developed Ascribe, a company dealing 
with digital certificates for IP ownership.15

The point we would like to emphasise here is that existing distributed 
databases can achieve much of what can be achieved by blockchains. For 
example, as with other append-only databases, CouchDB can make data 
uneditable once inputted, while Apache Cassandra eliminates single 
points of failure from its network by peer-to-peer data management based 
on consistent hashing.16 Considering that we can ensure something 

13 The latter has a similar structure to blockchain.
14 See McConaghy et al. (2016) for detail. Note that this whitepaper is no longer a living document 
according to the project members, and they are now writing a new updated version which is 
unavailable at the time the authors are writing this chapter in March, 2018.
15 McConaghy and Holtzman (2015), the whitepaper of Ascribe, already mentioned the outline of 
BigchainDB.
16 See Lakshman and Malik (2010) for detail.
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approaching immutability and a reasonable degree of robustness even in 
existing mechanisms, the new achievement by blockchain (in combina-
tion with proper incentive design) would be limited to the decentralised 
and autonomous management of the data recorded on the ledger by peo-
ple with different interests. However, this has not yet been completely 
realised in a general-purpose DBMS. Even in BigchainDB, clients need 
to trust the nodes and the consortium as long as its consensus depends on 
the voting system. Other barriers to creating a decentralised autonomous 
management still remain too, such as the aforementioned authenticity 
problem and the Sybil attack problem, a risk typically faced by online 
voting. Therefore, we need to be cautious in claiming blockchain tech-
nology can transform the metadata layer—not only in the case of IP 
management.

 Licensing Layer

A significant proportion of the blockchain-based IP management appli-
cations we introduced in the previous section intend to record the transfer 
of the rights and values accompanying the registered contents. Such a 
layer for storing the history of status transition of the target files or meta-
data is referred here to as the licensing layer. A number of applications are 
being developed in this layer, because licensing is one of the most explicit 
extensions to the core concept of Bitcoin—a peer-to-peer transfer of the 
data stored in the ledger. In case of performing a simple proof of existence 
and certificate transfer, it would be sufficient to store the hash value cor-
responding to creative work in the Bitcoin blockchain (e.g. Ascribe, poex.
io).17 However, in order to execute wider and more flexible functions, 
including licensing and payment, we need to use blockchain as a plat-
form which is able to develop DApps. In Ethereum, for instance, we can 
realise behaviours much more diverse and complicated than those 
required for a coin transaction by the following two sequential methods: 
creating a transaction to define and deploy a ‘contract account’ equivalent 
to an object in the context of programming, and sending another type of 

17 See Roselfeld (2012) for further detail of this approach called ‘colored coin’.
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transaction containing the variables necessary for contract execution to the 
defined account (Buterin 2014, pp. 13–17). It should be emphasised that 
Ethereum blockchain is not designed to hold the files or metadata; it 
recorded only the state transition of both user and contract accounts.18 
Accordingly, at least under the existing circumstances, a single blockchain 
cannot manage IP consistently from original file storage to licence transfer.

The fact that a number of projects are being developed on the licensing 
layer suggests a confidence that implementation challenges can be over-
come; certainly, the challenges are mild compared with those presented 
by the files and metadata layers. The real challenge in decentralising roy-
alty management is to integrate licensing with these files and metadata 
layers—yet existing DApps focus on the licensing layer alone. In IP man-
agement, Ujo Music is an example of a platform attempting to address 
this issue: the company plans to decentralise multiple layers, including 
the licensing layer. In addition, needless to say, the problems from the 
operational perspective that we have discussed in the previous chapter 
still remain. Provenance and royalty stability are especially critical issues 
that should be dealt with through the design of the licensing layer, since 
we cannot solve them even if original files or metadata guarantee 
 authenticity. Despite these challenges, licensing is the layer where appli-
cation development is so active as to have a high possibility of making 
useful DApps for IP management ahead of other layers.

 Conclusion

The excitement surrounding the potential of blockchain technology for 
managing IP is understandable. Yet existing blockchain design, which is 
optimised for cryptocurrencies, should not and cannot be simply applied 
to the management of IP, since assets are not native to the blockchain. 
Significant operational challenges remain. In respect of authenticity, we 
must address the ‘garbage in, garbage out’ problem. In respect of prove-
nance, we must consider our inability to prevent off-chain transfers. In 

18 User is defined as ‘externally owned account’ in the context of Ethereum.
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respect of royalty stability, finally, we must face the challenge of crypto-
currency volatility. Tentatively, we have suggested ways in which the vari-
ous operational challenges might be overcome—for instance through the 
use of token-based incentives, and through pegging cryptocurrencies to 
fiat currencies. There are also, however, challenges from an implementa-
tion perspective—at the file, metadata and licensing layers. We are, as yet, 
not aware of use cases for the decentralisation of the file layer, so talk of 
using blockchains for managing actual files remains somewhat abstract. 
In regard to metadata, the case for the use of blockchains as opposed to 
other forms of distributed database has yet to be made. In regard to 
licensing, finally, we are not as yet aware of a single blockchain that can 
manage IP consistently from original file storage to license transfer.

It is also important to note that, even if we overcome the barriers to 
adoption identified in this chapter, not to mention additional concerns 
relating from the technical (scalability) to the legal and regulatory, the use 
of blockchains for IP management is not without risk: ‘smart contracts’ 
could replicate the worst aspects of digital rights management (De Filippi 
et al. 2016, p. 3), while the censorship-resistance of distributed systems 
could make it very difficult to remove illegal content (O’Dair 2017, 
p.  22). Finally, not all commentators agree that the use of distributed 
ledgers for the management of IP necessarily results in a decentralisation 
of power in the interests of creators: for Zeilinger (2016), decentralised 
technologies will, on the contrary, simply reinforce models of centralised 
finance. Further examination of such risks is beyond the scope of this 
chapter, but the need for further research is clear.

The conclusion of our own research is that blockchain is a highly 
innovative technology that could transform the management of IP. A 
narrow focus on the technology itself, however, can result in a tech-
utopian ‘solutionism’ that ignores significant challenges from both oper-
ational and implementation perspectives. The effective use of blockchain 
technology for IP management will be dependent upon the proper 
design of incentives, at both operational and implementation layers. 
The incentive structure, after all, is precisely what was so innovative 
about Nakamoto’s original proposal back in 2008. We should not forget 
that history.

 K. Ito and M. O’Dair
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13
Blockchain: Basics

Aljosha Judmayer, Nicholas Stifter, Philipp Schindler, 
and Edgar Weippl

Over the last decade, the principle of blockchains has risen from relative 
obscurity in what was at the time a comparatively small community of 
Bitcoin users to worldwide prominence. The recent success of Bitcoin 
has led to extensive news coverage in mainstream media and widespread 
interest from the general public. Reports, videos and myths surrounding 
Bitcoin show how difficult the fundamentals are to understand for non-
expert users, not to mention the fact that there is still very little aware-
ness or understanding of systems other than cryptocurrencies that rely 
on the principle of blockchains. We hope this chapter will help demys-
tify the concept and provide a sound introduction to the  underlying 
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technologies and consensus mechanisms of the blockchain. Although 
the term blockchain is closely linked to Bitcoin (to the point where many 
laypeople consider them quasi-synonymous), the term was not intro-
duced by Satoshi Nakamoto in the original paper that presented Bitcoin 
(Nakamoto 2008) as a prototype for a decentralized cryptocurrency.1 
The term emerged in the Bitcoin community to describe the principle of 
the new cryptocurrency, and is therefore not standardized terminology. 
Therefore, there are two common spelling variants: blockchain and block 
chain. Although the latter was used by Satoshi Nakamoto in a comment 
in the original source code,2 the former is more frequently used in aca-
demic literature, for example, in publications such as Croman et  al. 
(2016) and press reports, and can be regarded as a de facto standard. 
Therefore, we will use the spelling blockchain.

Although the wider public generally associates the term blockchain 
with cryptocurrencies (especially Bitcoin), and it is true that most cryp-
tocurrencies use mechanisms and principles derived from the originalBit-
coin protocol, distributed consensus approaches like the blockchain or 
other proof-of-work (PoW) algorithms have a much wider area of 
application.

The fundamental objective in the creation of Bitcoin was that it should 
function as a decentralized virtual currency that is not dependent on 
trusted third parties. This was achieved by combining an innovative dis-
tributed consensus approach with incentive engineering and suitable 
cryptographic primitives—an approach whose feasibility has been dem-
onstrated by the success of Bitcoin and other cryptographic currencies. 
However, the principle has applications far beyond cryptocurrencies, in 
such diverse domains as the energy sector or the music industry. The 
underlying technology, generally referred to as blockchain, is being 
increasingly studied in the scientific community, along with increased 
research into other security problems of distributed systems, such as 
secure timestamping, distributed name spaces, and so on. As Bonneau 

1 The Bitcoin whitepaper was self-published by Nakamoto in 2008, and soon followed by the cre-
ation of the genesis block of theBitcoin protocol on January 3, 2009.
2 https://github.com/trottier/original-bitcoin/blob/master/src/main.h##L795-L803
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et al. (2015) see it, “Bitcoin is a rare case where practice seems to be ahead 
of theory. We consider that a tremendous opportunity for the research 
community to tackle the many open questions about Bitcoin ...”. Despite 
the growing interest in academia, the private sector, and the general pub-
lic, there are still many unsolved problems in terms of finding a balance 
between performance, scalability, security, decentralization, and ano-
nymity in such systems. This chapter will first look at the fundamentals 
of blockchain technology through the lens of an analogy. The example 
introduces the main concepts of blockchains and can explain the func-
tioning of Bitcoin and other blockchain systems to people with no tech-
nological background. This will be followed by a brief discussion of the 
cryptographic primitives that are the building blocks of the technology.

 The Analog Stone Block Chain

It can be difficult to explain the fundamental principle of Bitcoin and 
other blockchain applications to novices, especially if they have no tech-
nical background. Many explanations for laypeople, which have prolifer-
ated with the rise of Bitcoin, falter when it comes to explaining the ideas 
behind complex concepts and terminology like consensus algorithms and 
cryptography. We have therefore attempted to create a fully analog exam-
ple that may be helpful in trying to explain the basic mechanisms of 
blockchain technologies to people lacking the necessary technological 
background. Our example of a stone block chain uses simple analogies 
that are easy to visualize. While it may not be able to explain every detail, 
it should be able to present the basic ideas behind Bitcoin’s complex com-
ponents in a way that makes it easy to understand without technological 
knowledge. We hope that this—admittedly not entirely practical—exam-
ple will help illustrate the fundamentals of blockchains. In the example, 
the blockchain is used to create a currency, but the general principles 
apply to other uses of blockchain technology as well.

Our setting is a prehistoric village called Nakamotopia. Much of the 
life and culture of this village revolves around stone: the Nakamotopians’ 
love of stone blocks borders on obsession, and the town is famous for its 
stonework and is home to numerous skilled stonemasons. Until recently, 
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they used small, intricately carved round rocks as a kind of currency. This 
came to an end when it was discovered that someone had found a way to 
carve new rocks much easier and faster than previously. The new rocks 
flooded the market, the currency lost its value, and the villagers lost their 
trust in it. In view of the damage this was doing to trade, the village coun-
cil met to discuss what could be done. The solution was elegant, combin-
ing the villagers’ love of stone blocks with their enthusiasm for lotteries. 
They decided to involve the entire community in the creation and man-
agement of the new currency system. The block creation ceremony, as 
they call it, has three steps:

Miner Selection Every morning, all Nakamotopians assemble next to 
the quarry outside their village. Each of them places a small stone token, 
engraved with their (unique) name, into a large wooden box. The box is 
placed on top of a geyser located there, which erupts at regular intervals. 
When the hot stream of water shoots from the geyser, the wooden box is 
propelled into the air and scatters its contents on the ground. The villager 
whose stone lands closest to the geyser is the winner: they become the 
miner of the next block. If the result is not clear, the stones that are closest 
are placed back into the box and the process is repeated until one miner 
has been chosen.

Transaction Processing In the second step of the block creation cere-
mony, the person selected as miner for the day sets out their tools next to 
an enormous stone block. All the villagers who want to make a transac-
tion queue up to inform them of the transactions so that they can be 
included in the stone block chain. With each transaction, a certain 
amount of virtual currency units is transferred from one person to 
another. The miner carves this information into the stone block, thereby 
transferring ownership of the currency to the recipient. Of course, this is 
only possible if the sender actually has at least as many units as they want 
to transfer (that information is available on the previous stone blocks). 
There is only one exception to this rule: the very first transaction engraved 
into the block credits the miner with a certain number of currency units 
as reward for their work. This is also the only way of creating new  currency 
units. This means that all information about currency units in circulation 
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is recorded on a block. The miner adds all transactions they want to 
include onto the stone block. They may decide not to include a particular 
transaction. If that happens, the person who wanted the transaction to be 
recorded has to wait for the next day when a new miner is chosen and 
hope they will include it. At the end of the day, the stone block contains 
all the transactions the miner has included, each with the name of the 
sender, the name of the recipient, and the number of currency units 
transferred. Finally, the miner engraves the holy termination symbol 
0x00 in the remaining space underneath the last transactions. This way, 
nobody will be able to sneak to the village square at night to engrave 
additional transactions onto the block: it would be easy to detect. Because 
all stone blocks have exactly identical dimensions, it is also not possible 
for someone to polish off the surface of the stone block and engrave a 
new set of transactions—everyone would notice the block had been tam-
pered with, and they would reject it.

Chaining Once the stone block has been completed and terminated 
with the holy termination symbol, it is taken to the village square. Due 
to its enormous weight and size, moving it even a short distance requires 
the combined effort of a large number of villagers. The villagers have a 
vested interest in the stone block being correct, and make sure it is. 
Should the miner have incorporated invalid transactions or in any other 
way violated the rules of the elders, no honest villager would help them 
move the block, and the miner would not receive their mining reward, 
because they only get it if their block becomes part of the chain as proof 
of their work. If the villagers decide the transactions on the stone block 
are correct, they move it into the town center and lift it on top of the 
towering stack of blocks already located there. Only once it is placed onto 
this stack is it considered valid, and the transactions take effect. The 
stacking process ensures that transactions are in chronological order, but 
it also makes it much harder to tamper with blocks that are further down 
the chain. If someone wanted to modify a block further in the past, for 
example, to engrave a transaction on it that would credit them with a 
large amount of currency units, they could not do it on their own. They 
would need the help of a large number of Nakamotopians to start remov-
ing the blocks from the top with significant effort. This would take a long 
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time and would not remain unnoticed by honest villagers for long. 
However, if a sufficient number of villagers realize that there has been a 
mistake or an attempt at fraud, and they conclude that a block should 
not be part of the chain, they can get together to remove that block and 
replace it. In this way, the majority consensus decides what is a valid part 
of the stone block chain.

 Security Features of the Stone Block Chain

This subsection examines the security guarantee of the stone block chain 
in our analogy and how they relate to the security features of crypto-
graphic currency and other blockchain technologies.

Public Transaction Ledger All transactions that take place in 
Nakamotopia can be viewed at any time in the chain of blocks in the vil-
lage square. This public transaction ledger, or public record of transac-
tions, also exists in actual blockchain systems. The main difference is that 
the Nakamotopians use their real identities in their transactions, while-
Bitcoin uses pseudonyms.

Proof-of-Work A Proof-of-Work (PoW) is a way of proving that you 
have invested (computational) resources into a task. The requirements for 
a PoW are that it should be difficult to generate but easy to verify.

In Nakamotopia, stone blocks are difficult to generate: you have to 
create the blank blocks to exact measurements, inscribe transactions into 
them, and then transport them to the village square and place them on 
top of the stack. The stone blocks are easy to verify: once they have been 
placed onto the stone block chain in the village square, anyone can verify 
them by reading the transactions inscribed on them, and measure them 
to make sure they have the right dimensions.

In Bitcoin, PoW also functions as a mechanism that randomly selects 
a new creator for the next block. In Nakamotopia, this function is ful-
filled by the geyser.
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Immutability The data in the blockchain must be immutable. In 
Nakamotopia, this is achieved by means of enormous stone blocks with 
precisely defined dimensions: attempting to polish a correct transaction 
off a block’s surface to replace it with a fraudulent one would easily be 
noticed—either during the process or when verifying the dimensions of 
the blocks. If someone were to create a new stone block with the exact 
right dimensions that includes fraudulent transactions, the effort of 
removing the previous blocks, replacing an older block with the fraudu-
lent one, and putting the other blocks back would require so much effort 
it is highly unlikely to go unnoticed by several honest villagers—not to 
mention the effort of moving the stone blocks would require the help of 
too many dishonest villagers to be in any way feasible.

In Bitcoin and other blockchain systems, the blocks are chained 
together by including a cryptographic hash of the previous block in each 
new block’s header. A client can check the previous blocks and verify the 
final block hash.

Honest Majority For the stone block chain to work, there has to be an 
honest majority of villagers who agree on each block of the chain. If we 
assume that is the case, then a majority of the blocks in the chain will 
have been made by honest villagers, and there is little risk of them being 
changed by dishonest villagers. If none of the honest villagers are paying 
attention (e.g., because they are out hunting for mammoths for the com-
munity), dishonest villagers could have an opportunity to add fraudulent 
blocks to the chain or replace blocks. Moving the blocks takes a lot of 
time and effort, so if previous blocks were to be replaced, they could only 
be ones near the top, because the process would have to be completed 
before the others come back from the hunt to avoid discovery. But even 
if enough dishonest villagers were to get together to add or replace a 
block, the honest majority would quickly notice that something was 
wrong when they verified the chain. They could then set about removing 
the invalid blocks and replacing them. The more stone blocks are stacked 
on top of a particular block, the longer it would take to remove them. As 
the dishonest villagers would need days or even weeks, such an attack 
would be unlikely to succeed. This means that if a stone block is far 
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enough down the chain (i.e., has been in the chain long enough), it can 
be considered agreed upon: it cannot have been placed there recently by 
an attacker, and enough honest people have seen it and confirmed its 
validity by continuing to place blocks on top of it.

If a large number of Bitcoin blocks has been appended to a given 
block, it is considered to have a high number of confirmations. It is 
unlikely that changes will be made after a certain point, so the block is 
then considered agreed upon. While the number of confirmation blocks 
depends on the value of the transaction in question, six confirmation 
blocks are generally sufficient to consider a past transaction valid and 
secure (Eyal and Sirer 2014).

 Proof-of-Stake

To address the issue of very high resource demands in PoW-based block-
chains as well as other concerns such as scalability, latency, throughput 
and centralization risks (Gervais et al. 2014), alternatives to PoW are pro-
posed. In this thesis, we focus on one of the most promising ones called 
Proof-of-Stake and refer the reader to, for example, Bentov et al. (2016) 
for a more general discussion. Proof-of-Stake aims to establish similar 
security guarantees as PoW, but in comparison uses only a negligible 
amount of computational resources.

As a key difference, Proof-of-Stake does not rely on solving crypto-
graphic puzzles as part of its consensus algorithm. Instead of consuming 
electricity as a physical resource, virtual resources in form of digital coins 
are used. Leaders, which produce new blocks in Proof-of-Stake based 
systems, are typically selected at random based on the amount of coins 
they stake. Unfortunately, obtaining and agreeing on the involved ran-
domness is a difficult problem by itself, as any introduced entropy is 
subject to potential manipulation by an adversary (Kiayias et al. 2016).

The idea of Proof-of-Stake was first discussed in Bitcoin forums in 
2011,3 later independently discovered and described with Peercoin (King 
and Nadal 2012), and is already used in various other cryptocurrencies 

3 https://bitcointalk.org/index.php?topic=27787.0
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such as BlackCoin, Nxt and ShadowCash. Moreover, there is ongoing 
discussion to consider Proof-of-Stake as a replacement for PoW in 
Ethereum4 which is the second largest blockchain system with a market 
capitalization of about 700 Mio. USD (approx. 6% of Bitcoin)5 in 2016.

In a PoW-based system the creator of the next block to be added to the 
blockchain is selected in a race finding a solution to a cryptographic puz-
zle. The more computational power a miner has, the more likely it is to 
be elected for him. Proof-of-Stake proposes an alternative, where the 
nodes run a random selection process which is not based on the compu-
tational power of the nodes. Instead this process depends on the share of 
coins a participating node possesses. In this way, the drawback of the high 
power consumption required by mining in PoW-based systems can be 
eliminated. As a further consequence, the group of stakeholders and min-
ers collapses into a single group maintaining the blockchain (Kiayias 
et al. 2016; King and Nadal 2012).

 Proof-of-Stake in Peercoin

As an early example, we now introduce Peercoin as the first cryptocur-
rency implementing Proof-of-Stake. In fact, Peercoin uses a hybrid sys-
tem of PoW and Proof-of-Stake. The initial distribution of coins is based 
on PoW similar to Bitcoin. In order to sustain the network and to cover 
the miner’s expenses for electric current, as soon as the mint rate slows 
down and transaction fees increase, the creation of new blocks is more 
and more shifted toward the Proof-of-Stake approach (King and Nadal 
2012). The concept of a hybrid approach is already considered in an 
increasing number of research work such as Bentov et  al. (2014); 
Mackenzie (2014); and Duong et al. (2016).

Although Peercoin’s approach shares many ideas with Nxt, Peercoin is 
based on the concept of coin age which is not used in Nxt. Coin age is 
defined as the amount of coins one possesses times the holding period. 

4 https://www.reddit.com/r/ethereum/search?q=proof+of+stake&restrict_sr=on&sort=relevance 
&t=all
5 https://coinmarketcap.com
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The holding period is simply the amount of time a set of coins has not 
been spent. For example, if Bob received 10 coins and does not spend it 
for a period of 90 days, this can be seen as an accumulation of 900 coin- 
days of coin age. The calculation of coin age is made possible by introduc-
ing a timestamp field for each transaction (King and Nadal 2012).

A Proof-of-Stake block in Peercoin includes a special transaction, 
called a coinstake transaction. The creator of the block consumes his coin 
age by this transaction and gets to pay himself a block reward. The privi-
lege of being selected to generate a block depends on a part of the coins-
take transaction called the kernel. This kernel has to meet a certain hash 
target. This is similar to Bitcoin, where block hashes have to be lower 
than a difficulty target. Coinstake transactions with a higher coin age are 
proportionately more likely to match the hash target. However, there is 
an important difference: in Bitcoin the search space for the hash is only 
bounded by the amount of resources a miner is willing to invest, while in 
Peercoin the protocol only permits one hash per second per unspent 
transaction output. As a consequence, the resource usage in Peercoin is 
insignificant (King and Nadal 2012).

Conflict resolution between two competing blocks is achieved by the 
rule that the block containing more coin age is to be included in the main 
chain. A block’s coin age is simply calculated by the sum of the coin age 
of its transactions. Furthermore, a centralized checkpointing mechanism 
is introduced to protect the blockchain history (King and Nadal 2012).

 Proof-of-Stake: Casper

One of the newest ideas for a Proof-of-Stake consensus mechanism is cur-
rently researched and developed for the second largest blockchain system 
Ethereum. The consensus mechanism is named “Casper” as it adopts 
some principles previously described in the GHOST protocol 
(Sompolinsky and Zohar 2015). As of April 2018, Casper is not imple-
mented as part of the Etherium protocol yet. Currently, Casper is consid-
ered work in progress. Different variants have been proposed by Vitalik 
Buterin (2017) (“Casper the Friendly Finality Gadget”) and Vlad Zamfir 
(2017) (“Casper the Friendly Ghost: A Correct-by-Construction 
Blockchain Consensus Protocol”).
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Today Etherium is running on top of a PoW-based consensus algo-
rithm. Different reasons why a switch to a new system is desirable have 
been stated6,7,8:

• lower costs: In Bitcoin the costs of attacking the system are equal to 
the expenses to run the system. In Proof-of-Stake, honest participants 
have low costs compared to attackers.

• improved scalability.
• reduced vulnerability to selfish-mining attacks.
• reduced centralization risks.

However, those arguments and in particular the argument of a higher 
degree of security for a given amount of money in a Proof-of-Stake based 
system in comparison to, for example, Bitcoin is subject to different 
opinions.9,10

 Challenges for Proof-of-Stake

We now discuss one of the most fundamental issues that need to be 
addressed by any Proof-of-Stake-based system: a problem called Nothing 
at Stake. The Nothing at Stake problem can be summarized as the fact 
that a node might choose to build new blocks on top of every fork he 
sees. There are two incentives for this approach:

• no additional costs
• additional chances for mining rewards

First, in contrast to PoW, where an attacker actually has to spend com-
putational power on each fork he chooses to mine on, there are no addi-

6 https://github.com/ethereum/wiki/wiki/Proof-of-Stake-FAQ
7 http://ethereum.stackexchange.com/questions/9/why-does-ethereum-plan-to-move-to-proof-of-
stake
8 https://blog.ethereum.org/2014/07/05/stake
9 http://www.truthcoin.info/blog/pow-cheapest
10 https://www.youtube.com/watch?v=rsLrJp6cLf4
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tional costs involved in a Proof-of-Stake-based system. And second, 
building blocks on all forks increases the opportunity of getting mining 
rewards independent of the fact which fork becomes the main chain.11,12,13

In the original Peercoin paper, the Nothing at Stake problem is not 
addressed. However, a centralized checkpoint mechanism was already 
introduced with the first Peercoin version. Centralization in this case is 
considered acceptable until a distributed solution is available (King and 
Nadal 2012). More recently, the problem is addressed at the Peercoin 
Wiki.14 The event of a successful attack is considered very unlikely. In 
addition to a similar economic argument, the concept of coin age pro-
tects against ongoing attacks due to the fact coin age is consumed by an 
attacker.15

The Casper consensus mechanism is designed to protect against 
Nothing at Stake attacks. Although the same economic argument might 
apply, Casper’s protection is built into the protocol. Betting on multiple 
forks of the same height in Casper results in loses, as upon detection of 
this equivocation the node’s staked funds are destroyed (slashed) (Buterin 
2017).

 Cryptographic Primitives

Although the example of the stone block chain is a good analogy for the 
fundamentals of blockchain technology, a more concrete understanding 
of the principles of PoW-based cryptocurrencies requires some discussion 
of the cryptographic primitives used. The two most important primitives 
for PoW-based cryptocurrencies are cryptographic hash functions and 
asymmetric cryptography. We will look at the basic properties that 
cryptographic hash functions must have and the constructions that can 

11 http://wiki.nxtcrypto.org/wiki/Whitepaper:Nxt
12 https://wiki.peercointalk.org/index.php?title=Myths\#Nothing-at-stake
13 https://blog.ethereum.org/2014/11/25/proof-stake-learned-love-weak-subjectivity/
14 https://wiki.peercointalk.org/index.php?title=Myths\#Nothing-at-stake
15 https://wiki.peercointalk.org/index.php?title=Myths\#Nothing-at-stake
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be built on them, for example, Merkle trees, but not go into much detail 
regarding the security behind them. We also assume that the reader has a 
general understanding of public key cryptography, as most cryptocurren-
cies rely on established algorithms and parameters. For further details as 
well as the mathematical foundations of the topics mentioned here, please 
refer to Hoffstein et al. (2008); Katz and Lindell (2014); Menezes et al. 
(1996); Bos et  al. (2014); Hankerson et  al. (2006); and Cohen et  al. 
(2005).

Hash Function A hash function H takes data x of arbitrary (but finite) 
size and returns a value h of a fixed size, called hash, hash value, or digest.

Cryptographic Hash Function To be considered a cryptographic hash 
function, a hash function has to have four additional properties (Menezes 
et al. 1996).

 1. Easy to compute: It must be easy to compute the hash of any given 
finite message.

 
h H h, is of fixed lengthx Where= ( )

 
(13.1)

 2. Preimage resistance: It is infeasible to generate an input value that 
has a given hash value. Infeasible in this context means that it cannot 
be achieved by an adversary during the time that the message must 
remain secure. In terms of complexity theory, this equates to not being 
possible in polynomial time. As a result of this property, cryptographic 
hash functions are also called one-way functions.

 

Given a hash it is infeasible to find any message such thath x h H x= (( )
 

(13.2)

 Blockchain: Basics 



352

 3. Second preimage resistance: It is infeasible to find a second input 
that produces the same output as a specified first input (referred to as 
collision).

Given a message it is infeasible to find another message

suc

m m’

hh that andm m H m H m≠ ( )= ( )’ ’
 

(13.3)

 4. Collision resistance: It is infeasible to find any two different inputs 
that produce identical hash values.

 

It is infeasible to find any two messages  

where  

m m

m m

, ’

’≠ aand H m H m( )= ( )’
 

(13.4)

Merkle Tree Merkle trees, or hash trees, allow the verification and authen-
tication of large sets of data. They are binary trees in which each leaf node 
is labeled with a value to be authenticated, and each non-leaf node is 
labeled with the hash value of the labels of its child nodes. The concept 
was introduced by Merkle in 1987 as a one-time signature scheme based 
on an “infinite tree of one-time signatures.” Later, it became known as a 
Merkle tree, hash tree or authentication tree (Menezes et  al. 1996). 
Figure 13.1 gives an example of a Merkle tree with n = 4 values and the 
resulting root hash or Merkle tree root r. To authenticate a value v1 and 
prove that it was part of a Merkle tree with a root hash r, the values h2 and 
h6 are needed. For more information on Merkle trees see Becker (2008).

Some properties of such a tree structure are as follows:

• The distance from any leaf to the root of a (balanced) binary tree with 
n leaves is approximated by log2(n).
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u1 u2 u3 u4

1110

r = H (h5||h6)

h5 = H (h1||h2) h6 = H (h3||h4)

0100

0 1

h4 = H (u4)h3 = H (u3)h1 = H (u1) h2 = H (u2)

Fig. 13.1 Merkle tree with n = 4 values. Nodes are labeled with a binary string 
referencing their position, for example, node h2 is labeled 01 

• Given a root hash r and a value v, approximately log2(n) hash computa-
tions are required to prove whether v is a leaf of a (balanced) binary 
tree.
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