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1 Introduction

The recent proliferation of data is revolutionizing the practice of power system mon-
itoring and control. With the Smart Grid initiative, more than two thousand multi-
channel phasor measurement units (PMUs) [37] have now been installed in North
America [35]. PMUs can directly measure GPS-synchronized bus voltage phasors,
line current phasors, and the frequency, at a rate of 30 or 60 samples per second per
channel. Compared to the conventional Supervisory Control and Data Acquisition
(SCADA) systems that only provide measurements every 2–5 s, which are not accu-
rately synchronized in time, PMUs can drastically improve the system visibility and
enhance the situational awareness.

The data abundance imposes significant challenges on the power industry. Cur-
rently, the transmission grid operators decide control actions based on the output of
state estimation, which is carried out at multi-second intervals in correspondence
to the data acquisition rate of the SCADA system. Moreover, control actions are
mostly computed offline and are not optimized for diverse real-time situations. With
the recent data wealth, an important and urging question is how to convert the mas-
sive amounts of data to reliable information quickly so as to facilitate the following
real-time control decisions.

PMUs are envisioned to improve wide-area situational awareness and prevent
blackouts [1, 7]. Ever since the initial installation, many research efforts have been
devoted to exploiting the PMU data in various applications, and the continued inves-
tigation is still ongoing. The applications include but not limited to state estimation
[50], oscillation detection and electromechanical mode identification [17, 29], dis-
turbance detection and location [28, 32], and dynamic security assessment [8, 21].
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Data quality is an inevitable issue for the control-room incorporation of PMUdata.
Because of the communication networks that were not designed to carry high-speed
PMU data and the early deployment of older PMUs, data losses, and data quality
degradations happen quite often in practice, especially in the Eastern interconnection
[41]. Current PMU-based applications usually assume that the measurements are
available and reliable. To incorporate PMU data into real-time operations, a data-
conditioning component is needed to reconstruct missing data [12] and correct bad
measurements. Alternatively, data analysis methods that are robust to data quality
degradation are worth investigation. Moreover, different applications have diverse
requirements on the data quality. The trust scores of the obtained and the recovered
measurements should be computed and incorporated into the design of the control
actions.

Developed when the measurements were scarce, conventional methods usually
require the modeling of the power system. The proliferation of PMU data enables
the development of data-driven methods for feature extraction without power system
modeling. Data-driven methods are much investigated, especially for applications in
which accurate and explicit models are difficult to obtain. Despite all the nice prop-
erties, the output of data-driven methods might lack a clear physical interpretation.
In contrast, physical models of the power systems are well studied, and conven-
tional methods are usually accompanied with clear physical intuitions. Moreover,
data-driven methods usually require parameter tuning, and the computational time
of these methods could be of concern for real-time applications.

Cyber data security cannot be ignored. Cyber operations have been integrated
into smart grids to enhance control performance; however, such integration also
increases the possibility of cyber attacks. Although attacking the control laws of
the operator is relatively difficult, an intruder could alter the measurements to mis-
lead the operator, resulting in wrong control actions. The detection of these cyber
attacks requires efforts in both the communication level through the development of
advanced encryption methods and the signal processing level through the develop-
ment of methods that can detect these cyber data attacks based on the abnormality
in the measurements.

2 Data Quality Improvement

Data losses happen due to network congestion or PMU malfunctions. The missing
data rate is reduced in recent years, but data losses still happen. When the measure-
ments were scarce, the missing data points were interpolated using observations in
the same measurement channel. Another way was to run the state estimator on the
partially obtained measurements and compute the missing data points based on the
estimated system state.

Now with the large amounts of data collected by many PMUs, the missing points
can be directly and accurately estimated from the data without modeling the power
system. The idea is to exploit the correlations in the spatial–temporal blocks of



Signal Processing in Smart Grids: From Data to Reliable Information 175

Fig. 1 Six PMUs in the Central NY Power System (reproduced from [12] c©2016 IEEE and used
with permission)
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Fig. 2 Current magnitudes of PMU data (9 current phasors out of 37 phasors) (reproduced from
[12] c©2016 IEEE and used with permission)

PMU data. In fact, the data correlation could be easily characterized by the low-rank
property of the PMU data matrix.

Let M ∈ C
m×n contain the phasor measurements (represented by complex num-

bers in rectangular form) from m PMU channels in n time instants. Then, M can be
approximated by a low-rankmatrix with a negligible error. For example, the recorded
data of sixmulti-channel PMUs in the Central NewYork (NY) Power System (Fig. 1)
were analyzed in [12]. M contains 37 voltage and current phasors in 20 s at a rate of
30 samples per channel per second. Figure2 shows the current magnitudes of PMU
measurements. Figure3 shows the singular values of M . The largest 10 singular val-
ues are 894.5942, 36.8319, 20.7160, 8.3400, 3.0771, 2.4758, 1.9705, 1.3543, 0.5930,
and 0.2470. We can approximate M by a rank-eight matrix with a very small error.
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Fig. 3 Singular values of a
600 × 37 PMU data matrix
(reproduced from [12]
c©2016 IEEE and used with
permission)
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Table 1 RecoveryperformanceofOLAPonNYISOdata that contains disturbances.Computational
time is the total time to recover missing points in 5-min data on a normal desktop. Relative recovery
error is the ratio of recovery error to the actual value (both measured in �2-norm) [45]

Voltage
magnitude

Voltage angle Frequency Current
magnitude

Current angle

Computational
time (s)

1.305 1.327 1.239 8.121 9.113

Relative recovery
error (%)

0.02 0.005 0.0015 0.24 0.05

The low-rank property enables computationally efficient methods with theoretical
guarantees for various data analysis tasks. For instance, recovering missing points in
a low-rank matrix M can be formulated as a convex optimization problem

min
X∈m×n

‖X‖∗ s.t. Xi j = Mi j , for all (i j) ∈ Ω, (1)

where Ω denotes the locations of the observed entries, and the matrix nuclear norm
‖ · ‖∗ is the sum of singular values. The original matrix M is proved to be the optimal
solution to (1) under mild assumptions [5] and thus recovered in polynomial time.

We connected PMU data analysis with low-rank matrix theory and obtained
promising results for missing PMU data recovery [9, 11, 12, 44]. We proved that
the missing PMU data points can be correctly recovered under very mild assump-
tions [12]. The numerical evaluations of our developed online missing data recovery
method, called OLAP, on recorded PMU datasets from NYISO are shown in Table1
[45]. This 5-min dataset contains 53 voltage phasors, 53 frequencies, and 263 current
phasors, with 8% missing data. Figure4 shows the data recovery of consecutive data
losses in one channel by OLAP. A capacitor-switching event during the data losses
is recovered by utilizing the measurements in other channels, and this recovery is
impossible by single-channel interpolations.
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Fig. 4 Data recovery in one
channel [45]

Besides missing data recovery, the low-rank property could also be exploited
to detect and correct bad data. Bad data detection and identification has been an
important issue for power system state estimation. It is usually integrated with the
state estimation, which requires power systemmodel. The measurements that are not
consistent with the currently estimated system state are considered as bad data and
removed. With the abundance of PMU data, bad data can be detected and identified
directly from the data, see e.g., [10, 30, 48].

If we impose the assumption that the number of bad data is much less than the
total number of measurements, the bad data detection problem can be formulated
as a matrix decomposition problem. The obtained data matrix M is viewed as the
sum of two matrices L∗ and C∗, where the low-rank matrix L∗ denotes the actual
data without errors, and the sparse matrix C∗ denotes the additive errors in the bad
measurements. A matrix is sparse if it only has a small number of nonzero entries,
while most entries are zero. The goal of matrix decomposition is to obtain L∗ and
C∗ from M . Under mild assumptions [4], it can be achieved by solving a convex
program

min
L ,m×n

‖L‖∗ + λ
∑

i j

|Ci j | s.t. L + C = M, (2)

where λ is a predetermined weighting factor.
The above problem formulation has been exploited to detect bad data, including

injected false data by cyber attackers [10, 30]. Note that this formulation does not
require any information about the system topology and the line impedances. Thus,
bad data detection can be separated from state estimation. Moreover, it is shown in
[10] that the topology information can be incorporated easily with minor changes to
(2), resulting in a provable enhancement of the detection performance.

The above methods for data quality improvement only use PMU data. One inter-
esting question is how to incorporate PMU data with other formats of data. For
instance, conventional SCADA data provide information about power injections and
power flows every 1–5 s. Is it possible to use the SCADA data to enhance the accu-
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racy of the data recovery and error correction of PMU data? How shall we handle
the different sampling rates of these data?

Another important question is how to differentiate data anomalies and system
events.When a system event just starts, the affectedmeasurementswould be different
from the nearby measurements. They might be treated as bad data if we directly
apply (2). How shall we determine whether these measurements are bad data or
resulting from system events? Is it possible to achieve this separation mostly based
on data without much modeling of the system?

3 Model-Based and Data-Driven Analysis

Power system monitoring is conventionally model-based to compensate for the lack
of measurements, as in dynamic state estimation [14, 43]. These methods degrade
significantly when the model is inaccurate, which is a long-standing issue due to
the complexity of power systems. Recent data abundance fosters the development of
data-driven methods that do not require power system models.

Data-drivenmethods can extract information directly from data without modeling
the power systems; however, completely ignoring the underlying dynamical system
also has some limitations. First, data-driven methods might not perform as well as
model-based methods when the model is correctly specified. Second, the computa-
tional complexity ofmachine-learning-basedmethods usually increases significantly
when the data size increases. Lastly, the analyses are often lack of physical under-
standings of the power systems. An interesting research direction is how to incorpo-
rate the domain knowledge and engineering intuitions about the power system into
the data-driven analyses.

Take disturbance identification as an example. Both model-based identification
methods (see e.g., [42, 51]) and data-driven methods [3, 6, 15, 47] have been devel-
oped to identify different types of events in the system. Data-driven methods extract
features (including direct features like a frequency [6] or its derivative [3], as well
as indirect features like wavelet coefficients [19]) from measurements and classify
those with similar features as resulting from the same event type.

We also developed a data-driven method to identify and locate events without
modeling the power system [26, 27]. The key idea is to characterize an event by a
low-dimensional row subspace spanned by the dominant singular vectors of the data
matrix that contains spatial–temporal blocks of measurements from multiple PMUs.
This subspace characterization is robust to initial system conditions and captures the
system dynamics. Then an event is identified by comparing the obtained data with
a pre-computed event dictionary with each dictionary atom corresponding to a row
subspace of an event. The location of an event is determined based on the magnitudes
of changes. Figure5 shows the overview of this approach.

One distinctive feature of this approach is that a dictionary atom has a clear physi-
cal interpretation. It is the subspace spanned by a few dominantmodes in the observa-
tion window. The subspace can be computed through Singular Value Decomposition
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Fig. 5 Dictionary construction from historical datasets and real-time data identification through
subspace comparison (reproduced from [27] c©2018 IEEE and used with permission)

Table 2 Identification results
of 380 events (reproduced
from [26] c©2017 IEEE and
used with permission)

Type of event IAR (%) ELAR (%) ALAR (%)

Line trip 100 85 94 (among 3
buses)

Short circuit 100 77 90 (among
top 3 buses)

Load change 100 46 90 (among
top 5 buses)

(SVD) [18].Moreover, the dictionary size ismuch smaller than those of the dictionar-
ies of time series [47] or other computed features [20]. That is because all the events
will be compactly represented by a few row singular vectors to reduce the dimen-
sionality. The reduction of the dictionary size reduces the computational complexity
of both the offline training and the online event identification. The method identifies
events shortly after the event starts (e.g., within 1–5 s) and can be implemented in
real time, while existing methods are mostly designed for past event analysis (e.g.,
30 s of data are needed in [47]).

The method is evaluated on the IEEE 68-bus test system (details see [26]). We
simulate 380 events, including 160 line trip events, 100 load change events, and 120
short circuit events at different locations and with different pre-event conditions.
Only one second of data is used for event identification. The constructed dictionary
includes 33 events. Each event is represented by a subspace spanned by 30 × 6
matrix, where 30 is the number of time steps in one second and 6 is the number of
dominating singular vectors.

Table2 records the identification and location results under three criteria:

Identification Accuracy Rate (IAR): The ratio of the number of accurately identi-
fied events to the total number of events;
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Approximate Location Accuracy Rate (ALAR): The ratio of the number of events
with actual locations1 among the top k buses with the most significant changes to
the total number of events.

Exact Location Accuracy Rate (ELAR): A special case of ALARwhen k = 1, i.e.,
the event location is exact.

The above disturbance identification method is one initial effort in incorporating
physical understandings into the data-driven analyses for power system monitoring.
One future direction is to extend these efforts to other aspects of power system
monitoring such as state estimation and disturbance location.

4 Resilience to Cyber Data Attacks

Cyber operations have been integrated into power systems to enhance control perfor-
mance; however, such integration also increases the possibility of cyber attacks. In
early 2016, hackers caused a power outage for the first time inUkraine during holiday
season [36]. The development of a trustworthy power system requires developing
new technologies in various aspects, such as a secured communication infrastructure
and protected sensing and control devices. Here we focus on data security from a
signal processing perspective.

Cyber data attacks can change the measurements obtained by the operator such
that the operator would obtain a wrong estimate of the system state, resulting in
harmful control actions and potential failures. These data attacks may also lead to
significant financial impacts in the electricity market [49]. A malicious intruder with
sufficient system configuration information can manipulate multiple measurements
simultaneously, and the resulting injected false data can be are viewed as “the worst
interacting bad data injected by an adversary” [25, 31].

State estimation in the presence of false data injection attacks has attracted much
research attention recently. These attacks are carefully selected, and the interacting
erroneous measurements cannot be detected by conventional bad data detections
that only use measurements at one time instant. Many efforts have been devoted to
studying the requirements to launch a cyber data attack [39] and preventing these
attacks by protecting criticalmeasurement units [2, 24]. A few recentworks proposed
detection methods for cyber data attacks [10, 30, 40]. Since the attacks cannot be
detected only using measurements at one time instant, these methods exploit the
temporal correlations in the data and detect the attacks as anomalies in time series.

Eavesdropping attacks are another form of security concerns [34]. An adversary
might obtain sensitive information about the grid by monitoring the network traffic.
The gathered information could be used for future crimes. Data privacy [23, 33]
is an emerging issue in smart grids. PMU data are owned by regional transmission
owners and considered to be private and sensitive. Privacy-guaranteed PMU data

1The location of line trip events are considered as successful if one of the two related buses are
correctly identified.
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communication has not yet been seriously investigated. Besides enhancing the data
privacy by improving communication technologies for smart meter data [16, 22],
the tools at the signal level to increase data privacy need to be developed. One
can enhance data privacy by adding random noise [46] or applying quantization
to the measurements [38], usually at a cost of data distortion. Some initial efforts
have been devoted to developing data recovery methods from noisy and quantized
measurements with a small data distortion for large amounts of PMU data [13].

Since cyber attacks can happen in various aspects of power system monitoring
and control [34], it is very important to be precautious and develop the corresponding
protection schemes in advance. The vulnerabilities of individual components of the
system against cyber attacks should be constantly estimated, and attack prevention
and detection methods should be incorporated into power system monitoring.

5 Conclusion

In summary, the data wealth bringsmultidisciplinary research opportunities of power
engineering, signal processing, andmachine learning.Data-oriented approaches, ide-
ally incorporated with physical understandings of the power systems, can extract
information from the data and enable real-time control operations. Data quality
enhancement is a necessary pre-conditioning step to recover missing points and
correct bad measurements. Data security issues should be taken into account in the
design of these methods.
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