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Abstract. Automotive SPICE ® represents an assessment model which is used
world-wide in mechatronic automotive projects where software is an essential
part of the control system. In November 2018 a new version Automotive SPICE
3.1 has been published. This new version comes with an additional Automo-
tive SPICE Guideline 1st Edition 2017 from VDA (available from Jan. 2018)
which serves as a guideline to correctly interpret Automotive SPICE® 3.1. This
Automotive SPICE Guideline for the interpretation of Automotive SPICE ® 3.1
includes rating rules and rating recommendations for agile projects. This article
analyses these new rules and recommendations and illustrates how Automo-
tive SPICE assessors will evaluate agile projects.
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1 Automotive SPICE 3.1 and Automotive SPICE Guideline
Background

Figure 1 illustrates the VDA (Verband der deutschenAutomobilindustrie - German
Automotive Association) scope based on Automotive SPICE® 3.1 [1] which defines a
set of processes for which an assessment is planned and performed.

For each process there is a set of base practices at capability level 1. Base practices
contribute to process outcomes which help to achieve a process purpose (see MAN.3
example in Fig. 3).

In an assessment of capability level 1 (process attribute “process performance” in
Fig. 2) the base practices (see Fig. 3) are rated with N (Not), P (partially), L (Largely)
and F (Fully). The Automotive SPICE Guideline [2] provides rating recommendations
and rating rules that are to be considered when performing the N/P/L/F ratings. The
Automotive SPICE Guideline [2] also describes rating rules and rating recommenda-
tions for the higher capability levels 2 and 3.
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Fig. 1. Automotive SPICE 3.1 and VDA scope
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Fig. 2. Capability levels and base practices for level 1
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The Automotive SPICE Guideline includes a chapter about agile developments [3,
4, 6, 17-21] and rating rules and rating recommendations in case of agile development

[2].

Rating Scale: The ISO 33020 norm describes the rating scale N, P, L, F. Assessors
rate at level 1 base practices and at higher levels (from level 2) generic practices and
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assign evidences and comments to each indicator (base practice at level 1 and generic
practice at level 2).

Figure 3 below shows all base practices of the MAN.3 process because later in the
paper many of the agile relevant rules and recommendations reference some of these
base practices.

Process ID MAN.3

Process name Project Management

Process purpose | The purpose of the Project Management Process is to identify, establish,
and control the activities and resources necessary for a project to produce
a product, in the context of the project’s requirements and constraints.

Process As a result of successful implementation of this process:

outcomes 1) the scope of the work for the project is defined;

2) the feasibility of achieving the goals of the project with available
resources and constraints is evaluated;

3) the activities and resources necessary to complete the work are sized
and estimated;

4) interfaces within the project, and with other projects and
organizational units, are identified and monitored;

5) plans for the execution of the project are developed, implemented and
maintained;

6) progress of the project is monitored and reported; and

7) corrective action is taken when project goals are not achieved, and
recurrence of problems identified in the project is prevented.

Base practices MAN.3.BP1: Define the scope of work. Identify the project's goals,
motivation and boundaries. [OuTcoME 1]

MAN.3.BP2: Define project life cycle. Define the life cycle for the project,
which is appropriate to the scope, context, magnitude and complexity of the
project. [OUTCOME 2]
NOTE 1: This typically means that the project life cycle and the customer’s
development process are consistent with each other.

MAN.3.BP3: Evaluate feasibility of the project. Evaluate the feasibility
of achieving the goals of the project in terms of technical feasibility within
constraints with respect to time, project estimates, and available resources.
[OuTCOME 2]

MAN.3.BP4: Define, monitor and adjust project activities. Define,
monitor and adjust project activities and their dependencies according to
defined project life cycle and estimations. Adjust activities and their
dependencies as required. [OUTCOME 3, 5, 7]
NOTE 2: A structure and a manageable size of the activities and related work
packages support an adequate progress monitoring.

NOTE 3: Project activities typically cover engineering, management and
supporting processes.

MAN.3.BP5: Define, monitor and adjust project estimates and
resources. Define, monitor and adjust project estimates of effort and
resources based on project's goals, project risks, motivation and
boundaries. [OUTCOME 2, 3, 7]

NOTE 4: Appropriate estimation methods should be used.

Fig. 3. MAN.3 process capability levels and base practices for Level 1.
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NOTE 5: Examples of necessary resources are people, infrastructure (such as
tools, test equipment, communication mechanisms...) and hardware/materials.

NOTE 6: Project risks (using MAN.5) and quality criteria (using SUP.1) may be
considered.

NOTE 7: Estimations and resources typically include engineering,
management and supporting processes.

MAN.3.BP6: Ensure required skills, knowledge, and experience.
Identify the required skills, knowledge, and experience for the project in line
with the estimates and make sure the selected individuals and teams either
have or acquire these in time. [OuTcomE 3, 7]
NOTE 8: In the case of deviations from required skills and knowledge trainings
are typically provided.

MAN.3.BP7: Identify, monitor and adjust project interfaces and agreed
commitments. Identify and agree interfaces of the project with other (sub-
) projects, organizational units and other affected stakeholders and monitor
agreed commitments. [OuTcomE 4, 7]
NOTE 9: Project interfaces relate to engineering, management and supporting
processes.

MAN.3.BP8: Define, monitor and adjust project schedule. Allocate
resources to activities, and schedule each activity of the whole project. The
schedule has to be kept continuously updated during lifetime of the project.
[OuTcoME 3, 5, 7]
NOTE 10: This relates to all engineering, management and supporting
processes.

MAN.3.BP9: Ensure consistency. Ensure that estimates, skills, activities,
schedules, plans, interfaces, and commitments for the project are
consistent across affected parties. [Outcome 3, 4, 5, 7]

MAN.3.BP10: Review and report progress of the project. Regularly
review and report the status of the project and the fulfillment of activities
against estimated effort and duration to all affected parties. Prevent
recurrence of problems identified. [OuTtcomE 6, 7]
NOTE 11: Project reviews may be executed at regular intervals by the
management. At the end of a project, a project review contributes to identifying
e.g. best practices and lessons learned.

Fig. 3. (continued)

Rating Rules: A rating rule [2] provides rating principles which are valid for the
majority of assessments. This rule might be sometimes infringed, in this case the
assessment report has to include an explanation of the deviation of the rating rule.

Rating Recommendation: A rating recommendation [2] provides a guidance for
rating. However, if an assessor decides to not follow the recommendation there is no
need to document the deviation in the assessment report.

Traceability and Consistency: Like all previous Automotive SPICE ® assessment
model versions ASPICE 3.1 also highlights the importance of a traceability and con-
sistency model. Applying the model in Fig. 4 assures that all requirements are traced
throughout the entire development life cycle, e.g. tracing system requirements to
system test specifications to system test results (bidirectional).
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Fig. 4. Traceability and consistency

Once this framework has been set the paper discusses in the next chapter the agile
specific rating recommendations in the Automotive SPICE Guideline for the inter-
pretation of Automotive SPICE 3.1.

2 Analysis of the Agile Related Rating Recommendations
in the Automotive SPICE Guideline of VDA

The following rating recommendations are described in the VDA Automotive SPICE
Guideline.

Planning in Agile Environments

Recommendation AGE.RC.1: If evidences from project planning (e.g. backlog,
burndown chart, and/or sprint planning) show gaps regarding release planning and this
aspect is significant in the context of MAN.3.BP4, MAN.3.BP9, and SPL.2.BP1, the
indicators MAN.3.BP4, MAN.3.BP9, and SPL.2.BP1 should be downrated.

Project Life Cycle

Recommendation AGE.RC.2: If the defined project life cycle does not fit to the
project scope, requirements, deliveries, etc. the base practice MAN.3.BP2 should be
downrated.
Interpretation of the Recommendations Above

In Automotive projects there is a feature based release plan. Features (vehicle
functions) have to be mature (design, tested, released for vehicle testing etc.) at a
certain functional integration release. A manufacturer agrees functional integration
releases and delivery dates at project start.
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Therefore the Change Requests (CR) in the backlog should be grouped into fea-
tures, features are assigned to integration releases and the planning method for selecting
CRs for sprints should consider the planned releases.

In practice there are risks to be managed when applying agile methods in embedded
automotive projects. Risk example 1: If the average velocity of sprints (how many CRs
per sprint in average are implemented?) is too low the target dates of functional inte-
gration releases will not be achieved.

Example 1: In an assessment of an agile automotive project each sprint was
reported green/successful. However, in the assessment it was found out that the project
was not measuring the size of the backlog. The assessor then measured the size and it
contained about 800 CRs which were not considered so far. And the assessor then
looked at the average speed of solving CRs in sprints and the full implementation of the
backlog would then end 2 years after SOP.

Conclusion to example 1: Even if agile methods are used the release planning in
automotive projects still applies.

Risk example 2: If due to the missing velocity of sprints (how many CRs per sprint
in average are implemented?) issues remain in the backlog and are not delivered
this will be an issue of product liability law if the project is functional safety relevant.

Example 2 additional: In the same project like in example 1 only CRs selected for
sprints were analysed, so that the 800 issues in the backlog had not been analysed.
A quick review showed that 200 of them were safety relevant [5, 7, 8].

Conclusion to example 2: Even if agile methods are used there must be a release
strategy assuring that all relevant features are really implemented. Cars that have not all
(e.g. safety relevant or cybersecurity relevant) features [9-16, 26] included are an issue
for compliance and the product liability law.

In automotive projects each CR runs through certain phases of the V-model, rep-
resented by the SYS and SWE processes in Fig. 1. In Sprints CRs therefore run
through the V-Cycle of requirements analysis, architectural design, detailed design,
construction, unit testing etc.

Impact of Recommended Rating

If the recommendation AGE.RC.1 is not complete then

e MAN.3.BP4: Define, monitor and adjust project activities.

e MAN.3.BP9: Ensure consistency.

e SPL.2.BP1: Define the functional content of releases. Should be downrated (see
Figs. 5 and 6).
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If the recommendation AGE.RC.2 is not complete then

MAN.3.BP2: Define project life cycle. should be downrated (see Fig. 7).
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Management of Project Requirements (see Fig. 8)

Recommendation AGE.RC.3: If the project development is based on change man-
agement without a complete and consistent overview of all project requirements and
this aspect is significant in the context of SWE.1.BP3 (for software) and SYS.2.BP3

(for system), then the base practices SWE.1.BP3 (for software) and SYS.2.BP3 (for
system) should be downrated.
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Fig. 8. Agile in automotive needs requirements and not only CRs
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Impact of Recommended Rating
If the recommendation AGE.RC.3 is not complete then

e SWE.1.BP3: Analyze software requirements.
e SYS.2.BP3: Analyze system requirements should be downrated (see Fig. 7).

Risk Management

Recommendation AGE.RC.4: If risk management is required for the project but not
integrated in the agile project, the base practices MAN.3.BP5 and MAN.3.BP1 should
be downrated.

The risk examples 1 and 2 described below Fig. 5 above form typical risks which
are observed in agile projects in the automotive embedded systems development.
Especially leaving not analysed CRs which might be safety critical and legal issues not
analysed in the backlog is a reason to assume that risk management is not properly
done.

Testing

Recommendation AGE.RC.7: If the test level software unit verification is not con-
sistently integrated into the agile life cycle, the base practice SWE.4.BP1 should be
downrated.

Recommendation AGE.RC.8: If the test level software integration test is not con-
sistently integrated into the agile life cycle, the base practice SWE.5.BP1 (note: there is
a mistake in the Automotive SPICE Guideline, it should be SWE.5.BP2) should be
downrated.

Recommendation AGE.RC.9: If the test level software qualification test is not
consistently integrated into the agile life cycle, the base practice SWE.6.BP1 should be
downrated. This means that (see the V inside the sprint in Fig. 7) all different test levels
must still be covered.

Impact of Recommended Rating
If the recommendation AGE.RC.7 is not complete then

e SWE.4.BP1: Develop software unit verification strategy including regression
strategy should be downrated (see V-Cycle in Fig. 7).

If the recommendation AGE.RC.8 is not complete then

e SWE.5.BP2: Develop software integration test strategy including regression test
strategy.should be downrated (see V-Cycle in Fig. 7).

If the recommendation AGE.RC.9 is not complete then

e SWE.6.BP1: Develop software qualification test strategy including regression test
strategy.should be downrated (see V-Cycle in Fig. 7).

If one of these above mentioned base practices is downrated then further process
specific rating rules apply (not agile specific). For instance, if a test strategy related
practice is downrated there are rating rules (not just recommendations) to downrate
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further practices. e.g. SWE.4.RL7: If the strategy related activities in SWE.4.BP1 are
not performed according to the defined strategy, the indicators SWE.4.BP2 and SWE.4.
BP4 shall be downrated.

Software Architecture

Recommendation AGE.RC.5: If no software architecture is developed and main-
tained, the base practice SWE.4.BP1 should be downrated.

Recommendation AGE.RC.6: If the software architecture is modified/updated
incrementally including impact analysis, this should not be used to downrate the
indicator SWE.2.BP1 Impact of Recommended Rating: If the recommendation AGE.
RC.5 or RC6 is not complete then SWE.2.BP1: Develop software architectural design
should be downrated (see V-Cycle in Fig. 7). If the base practice SWE.2.BPI is
downrated then further process specific rating rules apply (not agile specific). For
instance, if SWE.2.BP1 is doenrated the entire SWE.2 practices on level 1 shall be
downrated. e.g. SWE.2.RL.8: If the development of SW architectural design is
downrated PA1.1 shall be downrated as all indicators (SWE.2.BP2 to SWE.2.BP9) are
affected (Fig. 9).
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Features and . .
assigned to Linked with
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Backlog @ W

Featurel ﬂ - —|_\|\»

CR, \/
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Fig. 9. Agile in automotive needs an incrementally updated SW architecture

Independent Quality Assurance

Recommendation AGE.RC.10: If the project does not ensure that work product and
process quality assurance is performed at project level independently and objectively
without conflicts of interest, the base practice SUP.1.BP1 should be downrated.
Experience with agile projects in Automotive shows that additional quality metrics
are needed. Standard Automotive SPICE ® based metrics (customer requirements
coverage, system requirements coverage, software requirements coverage, test
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coverage of requirements at all test levels, etc.) have to be enriched by agile based
metrics [6].

e Size of the backlog

e Velocity of development (number of CRs per sprint with e.g. monthly sprints)

e Velocity of problem correction (number of CRs of type problem per sprint with e.g.
monthly sprints)
Projected time to solve the backlog
CRs in different states based om phases (see Fig. 7).

Also the role of quality assurance has still to demonstrate an appropriate level of
independence.

3 Expected Impact and Outlook

Automotive SPICE 3.1 ® together with the VDA Automotive SPICE Guideline pro-
vides a number of rating recommendations and rating rules that is to be applied by all
assessors. There are above 1200 Automotive SPICE assessors active and working in
the market. Major manufacturers developed and supported the guide. Therefore a large
impact is expected.

The Automotive SPICE Guideline includes a section of how to assess agile
development projects in the automotive area. This means on the one hand that agile is
accepted but also clearly documents now the requirements and conditions under which
agile projects are accepted for embedded automotive systems development.

It is interesting to note that the Automotive SPICE Guideline only considers
software architecture, there are no recommendations for systems architecture. How-
ever, there are adaptations of the agile manifesto for the systems and product level [20,
21, 27]. This could be included for systems level in future versions of the Automo-
tive SPICE Guideline.

4 The SPI Manifesto Revisited

The SPI manifesto [28—30] describes values and principles which need to be consid-
ered to make improvements work in an organisation. One of the approaches is to start
with an assessment and to derive an improvement list. This is then used to set up an
improvement program [22-25].

The principle “Use dynamic and adaptable models as needed” means that
depending on the need of organisations specific models can be adapted. The agile
manifesto and principles describe such a model.

The principle “Ensure all parties understand and agree on process” means that
all stakeholders support the improvement project and established processes. An agile
approach including sprints and daily stand-ups creates continuous communication in
the ream and acceptance by all team members.
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An additional principle proposed of the SPI manifesto is: “Observe new trends
and state of the art practices on the market and adopt”. Agile principles became
popular in the automotive domain in the last years.

Acknowledgements. We are grateful to iNTACS (www.intacs.info) and VDA for the devel-
opment of the Automotive SPICE ® 3.1 and the Automotive SPICE Guideline as a guideline to
interpret the assessment model.
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