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Abstract. Botnets, groups of malware-infected computers (bots) that perform
cybersecurity attacks on the Internet, pose one of the most serious cybersecurity
threats to many industries, including smart infrastructure [9, 10], Internet based
companies, [11] and Internet of Things (IoT) [8]. There are many unconven-
tional methods of organizing bots that are potentially advantageous to attackers.
“Botnet”, as a technical term, cannot effectively describe these methods. With
the vast amounts of Internet traffic data collected by security appliances, it is
possible to reveal novel behavior of bots using data analysis algorithms. In this
paper, we propose a concept called IP Gang to describe groups of bots from the
perspective of the attacker’s business – we define IP Gangs to be groups of bots
that often perform attacks together during a period of time. Crucially, we
developed a fast, high-compatibility detection algorithm that can be deployed in
wide-scale, industrial applications to effectively defend against IP Gangs. The
detection algorithm is inspired by single-linkage clustering and optimized for
large quantities of data. A test on a month (1.5 GB) of real life DDoS log data
detected 21 IP Gangs, with 13916 bots in total. To analyze the behavior of the
Gangs, we visualized the activity of each Gang with diagrams named “attack
fingerprints” and confirmed that 15 of the detected Gangs displayed behavior
that the concept of “botnet” alone cannot describe.
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1 Introduction

Botnets, groups of malware-infected computers (bots) that perform cybersecurity
attacks on the Internet, pose one of the most serious cybersecurity threats to many
industries. Smart infrastructure such as power grids have been attacked to deny hun-
dreds of thousands of people basic services [9, 10]. Internet-based industries have been
hit with massive Distributed Denial of Service (DDoS) attacks that can render large
websites inoperative for entire hours [11]. Internet of Things (IoT) devices such as
webcams are regularly hijacked to form bots [8], disabling them in their original
purpose and severely disrupting IoT industry operations. With vast amounts of Internet
traffic data collected by security appliances, it is possible to reveal novel behavior of
bots using data analysis algorithms. Many aspects of botnets have been researched
quite thoroughly [1–3], such as detection of botnets and communication patterns
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between bots and command/control (C&C) servers, but these are all technical studies,
while few researches consider the perspective of the thriving botnet industry, which
conducts cybersecurity attacks as a service.

The botnet industry seeks a high volume of DDoS attacks botnets can perform at
any given time, low cost, and resistance to detection algorithms. These goals can be
better achieved by organizing bots with unconventional methods, such as flexible
organization.

Here are several scenarios that demonstrate the advantages of flexibly organizing
bots from the point of view of the botnet industry: (1) Bots can be controlled as
multiple small botnets with distinct technical properties – such as separate C&C servers
and different C&C protocols – to evade detection. Many detection algorithms classify
large groups of confirmed bots with identical technical properties as a botnet, so these
small botnets with distinct properties are much harder to completely detect, and
therefore have much better survivability. One way of implementing this is through the
“super-botnet” structure proposed and analyzed by Vogt et al. [3]. (2) An attacker can
utilize deceitful, advanced attack strategies, which are much more costly and
time-consuming to defend against. Botnets could take distinct roles in a composite
attack strategy. A known composite strategy is the usage of DDoS attacks as smoke-
screens [4, 5] to draw defenders’ attention and cover up other attacks. (3) Bots in places
where it is night may be turned off. Making bots in places where it is day attack
together allows for maximum guaranteed attack volume.

We recognize that the term botnet is not enough to describe the organization of
bots. The definition of botnets is from a technical perspective, yet these advantageous
scenarios of organizing bots can be achieved in many technical ways: by creating a
network of small botnets each with its own C&C server, by dividing a large botnet into
separately managed portions, and more. Therefore, the concept “botnet” is ill-suited at
describing these new methods.

This necessitates a new, broad, industry-oriented concept that describes these ways
of organizing bots. We propose the concept of IP Gang to meet this demand.

Analyzing IP Gangs allows for smarter, strategic defences. Analysis from the
perspective of the cyber-crime industry allows defenders to study, truly understand, and
most importantly strategically defend against the behaviors of the attackers. For
example, attackers have threatened to launch attacks unless a ransom is paid [7], and
the defender can decide to pay or not in a more informed manner thanks to the
additional knowledge on the IP Gang. In another situation, if some bots belonging to an
IP Gang starts attacking, it would save precious time to immediately quarantine other
bots of the IP Gang.

In this paper, we proved the existence of IP Gangs in real life Internet traffic, and
developed a fast, high-compatibility detection algorithm that can be deployed in wide-
scale, industrial applications to effectively defend against IP Gangs.

For compatibility, we only use the start time, source IP address, and target IP
address describing events in easily-obtainable Internet event log data, which widely
deployed network security appliances generally output. Other parameters describing
the events (such as bytes per packet) are optional, and may help with accuracy if
present.
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The algorithm is based on the principle of single-linkage clustering [6], but with an
additional “packaging” step that reduces the number of nodes to be clustered to
increase speed. The detection algorithm outputs each detected IP Gang as a list of IP
addresses. The complexity of the algorithm is O(n2) with a small constant, where n is
the number of events in the data. Our test on one month’s events from a DDoS attack
log detected 21 IP gangs, and showed that our algorithm is fast enough to be used to
detect and help defend against IP Gangs on a large scale.

The rest of this paper is structured as follows. Section 2 presents previous work on
botnet structure and botnet detection with Internet traffic. In Sect. 3, the formal defi-
nition of IP Gang is introduced and its relationship to botnets is analyzed. The principle
and algorithm used to detect IP Gangs are detailed in Sect. 4. Next, the test results on
real data are presented. We conclude by discussing future work.

2 Related Work

Botnet structures that may provide advantages similar to those of IP Gang’s have been
studied. Most notably, Vogt et al. [3] proposed the “super-botnet”, a network of small,
centralized botnets that can perform coordinated attacks, and provided detailed tech-
nical analysis of super-botnets. Individual botnets in a super-botnet can be detected, but
it is very hard to detect the entire super-botnet. This additional resilience allows
attackers to accumulate enough bots to perform very large-scale attacks. However,
Vogt et al. did not provide experimentation on real life data. The concept of
super-botnet is possibly related to the concept of IP Gang, but is still fundamentally
different - it is still a technical definition, while the definition of IP Gang is
business-oriented.

There had been a lot of researches on the detection of botnets based on Internet
traffic. Gu et al. [1] was one of the first to propose and test on real life traffic data a
clustering-based botnet detection model, which provides a variety of advantages over
previous models that detect botnets by scanning for Command and Control (C&C)
traffic between bots and the attacker. Gu et al. provided experimentation on real life
data and analysis of the results.

3 Definition of IP Gang

As discussed in Sect. 1, the concept of IP Gangs and botnets are not comparable. IP
Gangs and botnets consider the business and technical perspectives of groups of bots
respectively. The former is concerned with how the attacker organizes his bots to his
advantage, while the latter is instead mainly concerned with how the bots communicate
with each other and with the controller.

Definition: An IP Gang is a group of malware-infected computers (bots) that are
controlled by the same attacker and often launch attacks directed at the same target
within a short period of time t.
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A botnet is a group of bots that are organized by a certain network architecture and
controlled by the same C&C (Command and Control) protocol by a logically cen-
tralized C&C server. Usually, the bots in a botnet have the same behavior from a
technical point of view.

It is worth noting that, by definition, all the bots in a botnet always receive the same
command, while bots in an IP Gang are not subject to such constraint.

The concept of IP Gang is suitable for describing the spatial and temporal features
of organized bots, which could be in a same botnet or belongs to different botnets
(Fig. 1). IP Gangs can be intentionally formed by attackers, or unintentionally formed
due to logistic conditions. Bots of a botnet that are located in the same time zone may
frequently be available to attack at the same time, thereby qualifying as an IP Gang.

4 IP Gang Detection Algorithm

4.1 Overview

The target of the algorithm is to cluster the IP addresses of bots based on cybersecurity
event log data to detect IP Gangs. We designed the method to meet the following
challenges:

(1) Speed: the method must be fast enough to be deployed on networks which produce
large volumes of log data.

(2) Use as little information as possible: to ensure compatibility, the method must use
only the most basic attack event information found in virtually all event logs: start
time, source IP address, and destination IP address.

At the core of the detecting algorithm is a clustering algorithm inspired by
single-linkage clustering. Clustering algorithms are inherently time-intensive, and ours
yields a complexity of O(N2), where N is the number of nodes to be clustered. Sub-
sequently, reducing the number of nodes is crucial to the speed of the detection
algorithm, and we add a packaging step before the clustering step to accomplish this.
The algorithm consists of three steps, as illustrated in Fig. 2.

(1) Packaging: Events reported by security devices are grouped into Organized
Attack Events (OAEs).

IP Gang

Botnet1 Botnet2
Botnet

IP Gang1
IP Gang2

Botnet1 Botnet2

IP Gang

Fig. 1. IP gang and botnet
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(2) Clustering: OAEs are clustered using a method inspired by single-linkage clus-
tering with each finished cluster, named OAE cluster, representing a Gang.

(3) Analyzing: OAE clusters are analyzed to find Gangs of IP addresses. This can
also be seen as a “de-packaging” step, extracting IP addresses from OAE
clusters.

Each step of our procedure is analyzed in greater detail in the rest of this section,
and the performance of the procedure when run on real life data is discussed in the
experimentation section.

4.2 Packaging: Constructing Organized Attack Events (OAEs)
from Original Data

To decrease the number of nodes that need to be clustered in the clustering stage, we
designed a way of packaging individual events with the same target IP address and
starting in a time interval t into entities called Organized Attack Events (OAEs), which
will be nodes in the clustering step.

The definition of an OAE is:
Given that A is a group of attack events, A.IP is the set of all of the source IP

address in A. A is an OAE iff

Events from original data:
Start me
Source IP-IP that performed the event
Target IP-IP being targeted by event, possibly vic m of a ack
Op onal parameters

OAE:
Time,
Par cipant IPs
Op onal 
parameters

OAE 
cluster

IP gang:
IP addresses of bots 
of gang

Packaging

Clustering

Analyzing

OAE:
Time,
Par cipant IPs
Op onal 
parameters

OAE:
Time,
Par cipant IPs
Op onal 
parameters

OAE:
Time,
Par cipant IPs
Op onal 
parameters

OAE:
Time,
Par cipant IPs
Op onal 
parameters

OAE:
Time,
Par cipant IPs
Op onal 
parameters

OAE 
cluster

IP gang:
IP addresses of bots 
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Fig. 2. Procedure of IP gang detection algorithm
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8a1;a2 2 A;

a1:starttime � a2:starttimej j � t

& a1:targetIP ¼¼ a2:targetIP
& A:IPj j �min size

ð1Þ

The set A.IP contains the IP addresses of all the bots that launched this set of
Organized Attack Events (OAE).

The optimal value of time t varies between log data types.
Generally, attackers will simultaneously utilize a large number of bots in each

organized attack for maximum effectiveness. Here we use this property to keep
organized attacks – which are of use to us – and discard unorganized, individual attacks
by filtering out OAEs with less than min_size events in them.

The pseudocode for the packaging process is:

At the start, the set of current OAE, cur_OAE, is initialized to contain only the first
event.Afterwards, if theeventbeingprocessedstartswithin tofcur_OAE, andhas the same
target IP address, it is added to cur_OAE. cur_OAE is added to the list of OAEs if the
numberof events it contains exceedsmin_size.Otherwise, it is discarded and re-initialized.

This step has linear time complexity, and therefore is insignificant in terms of
runtime. However, by using OAEs, instead of individual events in the clustering step,
we decreased the number of nodes to be clustered by a very large factor, without
sacrificing accuracy.

4.3 Clustering: Clustering OAEs to Form OAE Clusters

The OAEs formed in the packaging step are then clustered to form OAE clusters. Given
A1, A2 are two OAEs, A1.IP as the set of all of the source IP address in A1, A1 and A2

must be put in the same cluster if:
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s ¼ A1:IP \A2:IPj j
A1:IPj j � combining threshold;

assuming A1:IPj j � A2:IPj j
ð2Þ

In (2), s measures the normalized similarity of bots in two OAEs. Two OAEs with
similarity larger than combining.threshold should be put in the same OAE cluster.

The clustering algorithm is inspired by single-linkage clustering, but is different in a
crucial way. Single linkage clustering merges the two most similar clusters in each
merge step, and stops performing merge steps when a reasonable total number of
clusters have been reached. In contrast, we perform all possible merges of OAE clusters
satisfying Eq. (2). In words, the clustering algorithm merges pairs of clusters that
contain OAEs with a similarity score higher than the combining threshold but not yet in
the same cluster. We proceed until no such pair exists.

The clustering algorithm is performed with a disjoint set data structure. For each
OAE, the clustering algorithm computes the similarity scores between this OAE and all
other OAEs. If the similarity score of two OAEs is higher than the combining threshold
and the two OAEs are not yet in the same OAE cluster, the OAE clusters of the two
OAEs are merged with a union operation.

The pseudo code is as follows:
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In short, the clustering step puts OAEs that are performed by bots of the same gang
into the same OAE cluster. This is achieved through computing the percentage of
participating IP addresses two OAEs have in common and then merging the clusters the
two OAEs are in if the percentage is higher than a threshold.

A NOSQL database is integral to our clustering method, as it greatly speeds up our
method. With a relational database, the query at line 4 is very time-consuming, but
NOSQL databases can perform this in a near constant time.

The complexity of this implementation is O(n2), where n is dataset size – the
number of individual events in the log data. The number of iterations in the for loop in
line 1 is p, the total amount of OAEs. The for loop in line 3 is independent from data
size. The number of iterations in the for loops of lines 14 and 21 are both q, the average
number of OAEs an IP address contributes to. Therefore, the overall complexity is
O(pq). It is apparent that p / n, as the average number of events in each OAE does not
change. We expect q / n, though the correlation between the two is less strong.
Therefore, pq / n2, and the complexity is O(n2).

4.4 Analyzing: Identifying Gangs by Analyzing OAE Clusters

After OAE clusters are formed in the previous step, we analyze the OAE clusters to
identify gangs of bots, with each bot represented by an IP address. We collect all the IP
addresses that have participated in an OAE of an OAE cluster, and only retain IP
addresses that have participated in enough OAEs of that cluster.

In words, for each OAE cluster, we calculate the percentage of OAEs in the cluster
each IP address contributed to. IP addresses that only contribute to a very small
percentage of OAEs may be treated as noise, as they are generally not worthy of
studying. A threshold named validation.threshold is set in Sect. 5 of this paper and
only the IP address with a contribution percentage larger than the threshold is retained
into a gang.

5 Experimentation on Real Life Data

5.1 Overview

The data we used for experimentation is a DDoS log consisting of individual DDoS
attack events collected from January 1st, 2016 to January 31st, 2016. The reports of
DDoS attacks are collected from several dozens of NSFOCUS Network Traffic Ana-
lyzers (NTAs) and Anti-DDoS Systems (ADSs). NTAs and ADSs are deployed at the
sites of the customers of NSFOCUS, and construct the DDoS log by analyzing netflow,
an industry standard type of metadata.

Our algorithm was written in Python, used the Neo4j graph database, and was ran
on a 2012 Thinkpad X230i laptop with hyper-threading disabled. The clustering step
took 48 h with the full 1.5 GB of data, and the other steps were insignificant in terms of
runtime.
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With a validation.threshold of 0.05 and a combining.threshold of 0.6, our algorithm
detected 17350 OAEs and 21 IP Gangs that has at least 10 OAEs. In total, there are
13916 valid bots in all these gangs.

On average, each OAE contained 183 individual events. This means that the
packaging step decreased the runtime of the clustering step by a factor of 1832.

5.2 Discussion of the Parameters

In the “packaging” step, the optimal time t in Eq. (1) for our data is found to be 1 min.
We observed in our log data that large groups of events that have the same target IP
address typically have start times within 1 min of each other. Running the packaging
step on our data with several different t values confirm t = 1 min as the optimal value.
We determined the optimal value of min_size in Eq. (1) to be 50 with a similar
procedure. In fact, we conducted tests with t = 1, 3, 5 min and min_size = 20, 30, 50,
achieving very similar results in each test. We therefore chose t = 1 min and min_-
size = 50 to maximize accuracy.

In the “Analyzing” step, the value of validation.threshold greatly influences the
final output of IP addresses in an IP gang. As shown in Fig. 3, different values of
validation.threshold resulted in large variations in the total number of IP addresses in
these 21 gangs. Validation.threshold provides a mechanism to look into an IP gang in
different levels of granularity. For example, a larger validation.threshold will only
output core members of an IP gang so that the defender could monitor the IP gang more
efficiently. On the other hand, a smaller threshold will help the defender to get more
detailed information on an IP gang.

5.3 Visualization and Discussion

We developed a type of diagram that visualizes the attack patterns of IP Gangs, which
we denote the “attack fingerprint”. Each attack fingerprint represents a Gang, and each
red dot on attack fingerprint represents an individual attack event by a bot of the Gang.
The ID numbers of OAEs are assigned in time order, so the Y-axis is practically a
relative measure of time. The X-axis is the ID of the bot, so each column of the figure
represents the temporal behavior of a bot. The fingerprints in Fig. 4(a), (b), and (c) have
validation.threshold = 0.05, while the one in Fig. 4(d) has validation.threshold = 0.1.

In 6 of the 21 fingerprints, we see that all the columns have nearly the exact same
appearance. This tells us that each bot in the gang participated in almost the same
OAEs. The attack fingerprints in Fig. 4(c) is an example. This kind of fingerprints can
be explained with the conventional concept of botnets, because all the bots are
behaving in the same way.

The other 15 fingerprints are difficult to describe with only the concept of botnets,
because the behavior of bots often differ from each other. As shown in Fig. 4(a) and
(b), the columns take a small number of distinct but still similar appearances. In certain
rows, all columns have red dots, but the columns take several distinct patterns in other
rows. This shows that the bots are not always behaving in the same way. Notably,
different values of validation.threshold allows for different parts of the Gang to be
analyzed in detail. Figure 4(d) demonstrates this, as it describes the same Gang as
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Fig. 3. Influence of validation.threshold

Fig. 4. Fingerprints of gangs (Color figure online)
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Fig. 4(b), but is drawn with validation.threshold = 0.1. Clearly, the bots with id
between 100 and 300 are omitted from the graph, while the other parts are preserved.
There are several plausible explanations for this phenomenon. For example, in Fig. 3
(a), there may be two botnets, one with bots ID < 280, and another with bot ID > 280.
Sometimes they attack together as shown by the dense horizontal lines, and sometimes
they attack separately as shown by the upper part of the fingerprint with OAE ID >
12000. Another explanation is that these bots belong to the same botnet, but some-
times only part of the botnet are able to successfully carry out the attack.

6 Conclusions and Future Work

We demonstrate that IP gangs exist on the internet and are actively being used by
attacker to perform DDoS attacks. They are detectable using clustering-based algo-
rithms and can be distinguished from conventional botnets.

Analyzing the behavior of IP gangs will be highly beneficial. Doing so can make
for a better understanding of the operation, structure, and performance of IP gangs.
A more thorough understanding of these is necessary to accurately assess the threat that
IP gangs pose to cybersecurity, and to defend against IP gangs. For defenders, knowing
more about the behavior of Gangs can allow for smarter, strategic defences against
Internet attacks.
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