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Abstract. This is a work in progress in which we are interested in test-
ing security aspects of Internet of Things for Smart Cities. For this pur-
pose we follow a Model-Based approach which consists in: modeling the
system under investigation with an appropriate formalism; deriving test
suites from the obtained model; applying some coverage criteria to select
suitable tests; executing the obtained tests; and finally collecting verdicts
and analyzing them in order to detect errors and repair them.

Keywords: Internet of Things - Smart cities - Security models
Generation - Coverage + Test - Security * Verdicts

1 Introduction

Internet of Things (IoT) is a promising technology that permits to connect every-
day things or objects to the Internet by giving them the capabilities to sense the
environment and interact with other objects and/or human beings through the
Internet.

This evolving technology has promoted a new generation of innovative and
valuable services. Today’s cities are getting smarter by deploying intelligent sys-
tems for traffic control, water management, energy management, public trans-
port, street lighting, etc. thanks to these services. Nevertheless, these services
can easily be compromised and attacked by malicious parties in the absence of
proper mechanism for providing adequate security.

Recent studies have shown that the attackers are using smart home appli-
ances to launch serious attacks such as infiltrating to the network or sending
malicious email or launching malicious actions such as Distributed Denial of
Service (DDoS) attack. Therefore, security solutions need to be proposed, set up
and tested to mitigate these identified attacks.
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In this work, we aim to adopt a Model-Based Security Testing (MBST) app-
roach to check the security of IoT applications in the context of smart cities. The
MBST approach consists in specifying the desired IoT application in an abstract
manner using an adequate formal specification language and then deriving test-
suites from this specification to find security vulnerabilities in the application
under test in a systematic manner.

The work introduced here is a piece of a broader approach dealing with the
security of IoT applications for smart cities and consisting of the following steps:

— Identify and assess the threats and the attacks in smart cities IoT
applications.

— Design and develop security mechanisms for standard protocols at the appli-
cation and the network layer.

— Evaluate the performance and the correctness of the proposed security pro-
tocols using simulation and implementation on real devices.

The rest of this paper is organized as follows. Section?2 introduces some
preliminaries about IoT and smart cities. Section 3 discusses main threats and
challenges related to these two fields. Section 4 presents our approach. Section 5
reports on related research efforts dealing with IoT security testing. Finally
Sect. 6 concludes the paper.

2 Preliminaries

2.1 Internet of Objects

Recent advances in communication and sensing devices make our everyday
objects smarter. This smartness is resulted from the capability of objects to
sense the environment, to process the captured (sensed) data and to communi-
cate it to users either directly or through Internet. The integration of these smart
objects to the Internet infrastructure is promoting a new generation of innova-
tive and valuable services for people. These services include home automation,
traffic control, public transportation, smart water metering, waste and energy
management, etc. When integrated in a city context, they make citizens’ live
better and so form the modern smart city.

2.2 Smart Cities

In October 2015, ITU-T’s Focus Group on Smart Sustainable Cities (FG-SSC)
agreed on the following definition of a smart sustainable city: “A Smart Sustain-
able City (SSC) is an innovative city that uses information and communication
technologies (ICTs) and other means to improve quality of life, efficiency of
urban operation and services, and competitiveness, while ensuring that it meets
the needs of present and future generations with respect to economic, social and
environmental aspects”.
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3 Threats and Challenges

3.1 Threats

Indeed, connecting our everyday “things” to the public Internet opens these
objects to several kinds of attacks. Taking the example of a traffic control system.
If the hackers could insert fake messages to these traffic control system devices,
they can make traffic perturbations and bottlenecks. Another example related to
home automation, if attackers gain access to smart devices such as lamps, doors,
etc., it could manipulate doors and steal the house properties. The main security
threats in the IoT are summarized and they can be summarized as follows: 1.
Cloning of smart things by untrusted manufacturers; 2. Malicious substitution of
smart things during installation; 3. Firmware replacement attack; 4. Extraction
of security parameters since smart things may be physically unprotected; 5.
Eavesdropping attack if the communication channel is not adequately protected;
6. Man-in-the-middle attack during key exchange; 7. Routing attacks; 8. Denial-
of-service attacks; and 9. Privacy threats.

3.2 Challenges
Due to its specific characteristic, new issues are raised in the area of IoT:

— Data collection trust: If the huge collected data is not trusted (e.g., due to
the damage or malicious input of some sensors), the IoT service quality will
be greatly influenced and hard to be accepted by users.

— User privacy: In order to have intelligent context-aware services, users have to
share their personal data or privacy such as location, contacts, etc. Providing
intelligent context-aware services and at the same time preserving user privacy
are two conflicting objectives that induce a big challenge in the IoT.

— Resource Limitation: Most of IoT devices are limited in terms of CPU, mem-
ory capacity and battery supply. This renders the application of the conven-
tional Internet security solutions not appropriate.

— Inherent complexity of IoT: the fact that multiple heterogeneous entities
located in different contexts can exchange information with each other, fur-
ther complicates the design and the deployment of efficient, inter-operable
and scalable security mechanisms.

4 Proposed Approach

In this section, we define a workflow that covers the different steps of a classical
model based testing process, namely: Model Specification, test generation, test
selection, test execution and evaluation activities as depicted in Fig. 1.
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Fig. 1. Model based security testing process.

4.1 Modelling Issues

We use timed automata [2] with deadlines [4] to model the applications under test
and the security aspects of interest. A timed automaton over the set of actions
Act is a tuple A = (Q, qo, X, Act, e), where: @ is a finite set of locations; go € Q
is the initial location; X is a finite set of clocks; e is a finite set of edges. Each
edge is a tuple (q,q’, %, r, d,a), where: q,q¢' € Q are the source and destination
locations; 1 is the guard, a conjunction of constraints of the form x#c, where
x € X, cis an integer constant and # € {<,<,=,>,>}; r C X is a set of clocks
to reset to zero; d € {lazy,delayable, eager} is the deadline; a € Act is the action.

4.2 Test Generation and Selection

The used test generation technique is based on model checking. The main idea
is to formulate the test generation problem as a reachability problem that can
be solved with the model checker tool UPPAAL [3]. However, instead of using
model annotations and reachability properties to express coverage criteria, the
observer language is used.

In this direction, we reuse the finding of Hessel et al. [7] by exploiting its
extension of UPPAAL namely UPPAAL CO,/ER!. This tool takes as inputs a
model, an observer and a configuration file. The model is specified as a network
of timed automata (.xml) that comprises a SUT part and an environment part.
The observer (.obs) expresses the coverage criterion that guides the model explo-
ration during test case generation. The configuration file (.cfg) describes mainly
the interactions between the system part and the environment part in terms of

! http://user.it.uu.se/~hessel /CoVer /index.php
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input/output signals. It may also specify the variables that should be passed as
parameters in these signals. As output, it produces a test suite containing a set
of timed traces (.xml).

Our test generation module is built upon these well-elaborated tools. The key
idea here is to use UPPAAL CO+/ER and its generic and formal specification
language for coverage criteria to generate tests for security purposes.

4.3 Test Execution and Verdict Analysis

For the execution of the obtained security tests, we aim to use a standard-
based test execution platform, called TTCN-3 test system for Runtime Testing
(TT4RT), developed in a previous work [9]. To do so, security tests should be
mapped to the TTCN-3 notation since our platform supports only this test lan-
guage. Then, test components are dynamically created and assigned to execution
nodes in a distributed manner.

Each test component is responsible for (1) stimulating the SUT with input
values, (2) comparing the obtained output data with the expected results (also
called oracle) and (3) generating the final verdict. The latter can be pass, fail
or inconclusive. A pass verdict is obtained when the observed results are valid
with respect to the expected ones. A fail verdict is obtained when at least one
of the observed results is invalid with respect to the expected one. Finally, an
inconclusive verdict is obtained when neither a pass or a fail verdict can be
given. After computing for each executed test case its single verdict, the proposed
platform deduces the global verdict.

5 Related Work

In this section we give a very brief overview on contributions form the literature
and from our previous work related to Model-Based Security Testing (MBST)
for IoT Applications in Smart Cities.

Authors of [6] propose a good survey on more than one hundred publications
on model-based security testing extracted from the most relevant digital libraries
and classified according to specific criteria. Even though this survey reports on
a large number of articles about MBST it does not contain any reference to
ToT applications or Smart Cities. Contrary to that the authors of [1] propose
a model-based approach to test IoT platforms (with tests provided as services)
but they do not deal with security aspects at all.

In this work we aim to combine these two directions namely: Model-Based
testing and Security Testing for IoT applications in Smart Cities. For that pur-
pose we will take advantage of our previous findings [5,8-10] related to these
fields. In [5] a survey about Secure Group Communication in Wireless Sensor
Networks is proposed. We will extend the notions proposed in this survey to
the case of IoT applications. We will also exploit our previous results about test
techniques of dynamic distributed systems [8,9]. Finally we will adopt the same
methodology as in [10] to combine security and load tests for IoT applications.
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6 Conclusion

Our work is at its beginning and a lot of efforts are needed at all levels on
both theoretical and experimental aspects. First we need to deal with modelling
issues. In this respect we need to extend our modelling formalism and to iden-
tify the particular elements of IoT applications to model (using extended timed
automata). Models must not be big in order to avoid test number explosion. For
that purpose we need to keep an acceptable level of abstraction. As a second
step we have to adapt our test generation and selection algorithms to take into
account security requirements of the applications under test. The new algorithms
must be validated theoretically and proved to be correct. In the same manner
we need to upgrade our tools to implement the new obtained algorithms. Finally
we need to validate our approach with concrete examples with realistic size.
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