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Abstract. Internet of Things provides connectivity and interoperability between
transport entities, transported entities and product entities in Industry 4.0 concept.
The market requirements are changing on daily basis and for the business pro-
cesses of manufacturing organizations to be successful, itis necessary to link all the
supply chain stakeholders and ensure their real-time informing, by forming an
ecosystem for connecting stakeholders of Industry 4.0 concept. By implementing
contemporary information and communication technologies in the production line
it is possible to ensure the flexibility of production and adaptation of product
entities to end user requirements. The problem of providing real-time information
to all participants in supply chain has been identified by analyzing the traditional
supply chain in the manufacturing industry. Based on the analysis of information
and communication technologies in Industry 4.0 concept, the aim of this research
is to propose optimal information and communication technologies for connecting
stakeholders of logistic production chain. This extends the opportunity for all
logistic production chain participants to inspect the stage of product entities from
the stage of the development of product materials to the delivery stage of the
product to the end users.
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1 Introduction

Contemporary Information and Communication Technologies (ICT) and concepts such
as wireless sensor networks, Internet of Things (IoT), Big Data, and Cloud Computing
(CC) are used in the manufacturing environment. With the development of Industrial IoT
(IIoT) and Industry 4.0 concept, it is possible to link automated remote control of man-
ufacturing machines and enable rapid response to incident situations in real-time, to
provide real-time information to users or to ensure smart inventory tracking in manu-
facturing organizations, automated resource ordering and automated production. This
research is focused on exploring the possibilities of using IoT in the manufacturing
industry. The possibilities of ICT in Industry 4.0 concept were analyzed based on the
available scientific literature and research. The aim of the research is to select the optimal
ICT to connect all the stakeholders in the logistic production chain. The purpose of the
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research is to increase the efficiency of manufacturing organizations by linking all logistic
production chain stakeholders. To provide customers with quality informing service it is
necessary to monitor their activities and needs.

2 Literature Review

By analyzing the available scientific literature and previous researches, information
about the contemporary ICT which are used in Industry 4.0 concept was obtained.
Customer requirements and needs change daily, and for this reason it is necessary to
adapt the production of manufacturing organization to meet their needs, thereby to
increase the profit and reduce the costs of manufacturing organizations [1]. Market
requirements and the development of new ICT change the way of manufacturing
organizations’ business activities. The previous research on ICT and technological
solution areas related to processing, data storage, information delivery, automation of
business processes, supply chain and information transfer between stakeholders who
are a part of logistic production chain were analyzed.

Industry 4.0 concept is the fourth generation of the manufacturing industry and
includes the processes of automation and data exchange in manufacturing organizations.
The integral parts of Industry 4.0 are IoT and smart manufacturing which refer to the
ability of manufacturing machines to collect data and forward them in real-time [2]. Nine
technological solutions in the field of automation of business processes, data collection,
processing, storage and delivery, security of information and communication (IC) system
and the abilities of remote control are as follows: autonomous robots, simulations, hor-
izontal and vertical integration systems, IIoT, cybersecurity, CC, Big Data, Additive
Manufacturing and Augmented Reality [3, 4]. Autonomous robots will become repre-
sented in the manufacturing industry and will have a great impact on customer expec-
tations that are aimed at delivery of orders [4, 5]. The available research indicates that
autonomous decisions can improve business processes within the organization, reduce
the probabilities of risk appearance, improve the way data are collected from the envi-
ronment, and reduce long-term costs [6]. 3-D product and material simulations are already
used in manufacturing organizations, and it is expected to be used in other areas of
operational processes of organizations [7]. With it, it will be possible to test business
processes before their implementation in a physical environment [8]. This will affect
product quality and optimization of production process. Horizontal and vertical inte-
gration of the system involves connecting all system participants and manufacturing
business processes. Its implementation will have a great impact on the currently existing
problems related to the responsibility control, safety, confidentiality, standardization and
infrastructure configuration [9]. By adopting Industry 4.0 concept into the manufacturing
process and business, the functions they perform and the features they provide will
become more coherent [1]. IIoT is often compared with Industry 4.0 concept but it needs
to be analyzed separately. I[IoT implies the use of Big Data, data collection using sensors,
Machine to Machine (M2M) communication and automatization technologies within the
industrial area [10, 11]. Industry 4.0 concept is focused on the manufacturing while the
IIoT refers to all elements, objects, devices that can be connected to Internet and that can
provide feedback and increase the business efficiency [12]. When connecting all parts of
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the manufacturing organization, it creates space for cyber-attacks on all data that are
constantly transmitted through the entire IC system [13]. For this reason, cybersecurity
strategies must ensure secure and reliable communication across the entire IC system.
According to 2016 Symantec Internet Security Threat Report, the manufacturing sector is
among the top three industries that have most frequently executed spear phishing attacks
[14]. Latency can represent a problem for systems that require quick responses on col-
lected data [15]. In Industry 4.0 concept, CC is used for data processing and storage,
meeting the conditions of network requirements so that the collected data could be
analyzed in real-time and provide the necessary feedback [16, 17]. Fog Computing has
features which can solve problems that arise within CC environment, regarding latency
and traffic congestion which occur during the transmission of data over Internet. Big Data
represents the amount of data that can not be processed by using simple database tools.
Manufacturing organizations need to analyze different types of data from different sources
to benefit from the implementation of IoT within their business processes. Based on the
collected data, manufacturing organizations need to make quick decisions to increase
their productivity [18, 19]. With implementation of Big Data into manufacturing orga-
nization business processes, it is possible to improve the product development and market
expansion, operational efficiency, market demand forecasting, and improved customer
experience [20]. The key components of Industry 4.0 concept are devices which can
produce fast, flexible and accurate parts/materials that are important for production [21].
These devices are a part of Additive Manufacturing, and 3D printing is one of them. 3D
printing enables creation of new product solutions and solutions for the supply chain [22].
This implies a faster delivery of the product and their reduced number in the warehouse.
Apart from the above, it affects new business models in terms of changing the supply
chain participants and integration of users [23, 24].

3 Research Methodology

By analyzing technical characteristics of CC and Fog Computing, improvement by
implementing Fog Computing into manufacture organizations business in Industry 4.0
concept has been noticed. Fog Computing influences on efficiency and flexibility of
business as well as on resource management, and the advantages compared to CC are
shown in Table 1. One of the advantages of Fog Computing is that it can be accessed
by Wi-Fi, mobile network, Bluetooth and ZigBee network which provides support on

Table 1. Comparative analysis of Cloud Computing and Fog Computing.

Cloud Computing Fog Computing

Client and server Multiple hops Single hop

distance

Latency High — 5 [s] Low — 1.5 [s]

Delay jitter High Very Low

Real time Yes Yes

interaction

Mobility Limited support Supported

Access Wi-Fi, Mobile Network, Wi-Fi, Bluetooth, Mobile Network,
Ethernet Ethernet, ZigBee
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many devices. According to Gartner, 25 billion of devices will be connected and
demand data processing by 2020 [25]. In total, 600 [ZB] of IoT data will be generated
by 2020 which will require a sufficient data processing speed for avoiding latency in
delivering data and information [26].

In Fog Computing, the data is sent directly from the client to the server, while in
CC it passes through several points, thus affecting the slower response to the forwarded
data and information. Due to the amount of generated data, Fog Computing is more
efficient for the business environment to collect and process the data and forward it to
CC environment [27].

ZigBee technology, in comparison to Wi-Fi and BLE technologies, can work on
868 [MHz] and 915 [MHz] which lowers the possibilities of interference of other
devices that work on 2,4 [GHz] and is shown in Table 2. It is suitable for use at
moment when low power consumption and transfer of collected sensor data are
required. Automated manufacturing processes require communication for monitoring
the work progress. ZigBee can provide low power consumption and low communi-
cation costs and increase overall control over the working processes. Implementation of
Industry 4.0 concept into manufacturing organizations can provide interoperability,
transparency of information, decentralization of business decision making and tech-
nical support. It is also possible to plan to increase or reduce the production output,
thereby affecting the optimum and efficient production. Real time informing requires
high reliability and availability of information which can provide Wi-Fi communication
network. The biggest advantage of Wi-Fi technology is availability, and the biggest
disadvantage is high power consumption. It is advisable to combine Wi-Fi technology
with other ICT to ensure business efficiency in terms of low latency, power con-
sumption and high reliability. BLE technology is suitable for usage because of low
energy consumption. It can be used in form of BLE transmitters and tags placed on
transported and product entities, but also for marking indoor areas. Barcodes require
more time to scan of each delivered transported entity and do not have the ability to
provide information about their real-time location. RFID devices do not have the
mentioned ability, require more finances for installing the infrastructure and require
workers to come on each floor and each part of warehouse area to collect data on RFID
tags about transported entities. For this reason, Beacon transmitters and BLE tags have

Table 2. Communication and AIDC technologies

Wi-Fi BLE ZigBee NFC RFID Barcode
Frequency 2,4 GHz, |2,4 GHz |2,4 GHz, 13,56 MHz | 125-134,2 kHz, —

5 GHz 868 MHz, 13,56 MHz,

915 MHz 860-960 MHz
2,45 GHz

Range Up to 100 | Up to 77 | 10-100 [m] Up to 10 Up to 20 [m] Upto 15

[m] [m] [cm] [m]
Two-way data | Yes Yes Yes Yes Yes No
transfer
Power High Very low | Low Very low | Very low -
consumption
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the advantages over above mentioned technologies in terms of scalability of service and
cost efficiency. BLE Gateway collets data from BLE tags and forwards them to Fog
Computing or CC environment. User device connects to CC or Fog Computing and
reads data on BLE tags. BLE technology is better in comparison to RFID and barcodes
because it can provide greater coverage within the warehouse. NFC technology is
suitable for mobile transactions, which affects security and time savings when making
payments [28, 29].

4 Results

Optimal communication technologies provide users to reduce costs in power con-
sumption and ensure real-time communication between required entities. Figure 1
shows communication technologies used for communication between entities in
logistic production chain.

Mobile Network (2G/
3G/LTE),
Ethernet

Bluetooth
and ZigBee “ |Fog Computing
" 101 Gateway

Bluctooth
and ZigBed 717

Mobile

Wi-Fi,
Mobile Network Ethernet
(GHBGLTE)

. s -

. . Warchouse

Fig. 1. ICT for communication between entities in logistic production chain.

Entities in manufacturing organizations and warehouses are connected via ZigBee
and Bluetooth technologies and collected data is sent to Fog Computing. The data is
processed there and forwarded to CC environment if needed for providing information
to end user (consumers or business organizations). Fog Computing is used to link
manufacturing facilities and warehouses, so that collected data could be processed
before CC environment to reduce the latency in providing required information. Zig-
Bee technology is used because of low power consumption for communication
between sensors, indoor vehicles and production line. Transported entities are marked
with BLE and RFID tags so that they could be detected while entering the warehouse.
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While the transportation entity is in the field of warehouse, data is sent to Fog Com-
puting via Wi-Fi technology. Locating transported entities within the warehouse area is
possible because of BLE tags and transmitters. During the delivery of transported
entities, mobile phone devices inside transporting entities can be used for location of
(GPS technology) transported entities. Communication to CC environment is realized
via Mobile Network. End users can, in real-time, check the information about the
location of their product by using mobile phone which can connect to CC via Wi-Fi,
Ethernet or Mobile Network, and computers/laptops which are connected via Ethernet
or Wi-Fi.

Figure 2 shows proposition of optimal ICT for each stakeholder of logistic pro-
duction chain and required information. The palette of production resources, within the
procurement phase, which are brought to manufacture organization, are marked with
BLE tags and placed in warehouse. Wi-Fi technology is used for sending information
about storage changes to CC database. This provides real-time access to information
about development of production entity. Temperature, humidity, fire, proximity and
distance sensors located inside the warehouse communicate via ZigBee technology, but
LoRa and Zwave technologies can also be used. This enables M2M communication
between sensors and ZigBee Gateway if ZigBee communication technology is used.

Cloud Cloud
- . Computing, Fog Computing, Fog Cloud
Computing, Computing, Computing, Computing, GPS, Ethernet, Wi-
(Elish (ERh ) ZigBee, Wi-Fi, ZigBee, Wi-Fi, GSM, BLE Fi, GSM/3G/
3G/AG, BIF BLE transmitters BLE transmitters transmitter and 4G, Cloud
transsmiten and tags, RFID, and tags, tag, RFID Computing
and tag tempefature and production

humidity sensors, sensors, LoRa,

1.oRa, Zwave Zwave

Cloud

Fig. 2. Optimal ICT for stakeholders of logistic production chain.

5 Conclusions

Industry 4.0 concept offers possibility to change the way manufacturing organizations
do business with the use of contemporary ICT. The available literature and scientific
research were used to analyze possibilities of using ICT within Industry 4.0 concept.
The traditional supply chain analysis has identified a problem in used ICT for
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managing business processes which affected efficiency and effectiveness of manufac-
ture organizations’ business. By using contemporary ICT, CC and Fog Computing
concepts, it is possible to connect all stakeholders of logistic production chain to ensure
the delivery of information without delays. By connecting the stakeholders, it is pos-
sible to influence their distribution in new business activities.
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