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Abstract. Whereas some application domains show a certain consensus
on the role of system factors, human factors, and context factors, QoE
management of multimedia systems and services is still faced with the
challenge of identifying the key QoE influence factors. In this chapter,
we focus on the potential of enhancing QoE management mechanisms
by exploiting valuable context information.

To get a good grip on the basics we first discuss a general frame-
work for context monitoring and define context information, including
technical, usage, social, economic, temporal, and physical factors. We
then iterate the opportunities and challenges in involving context in QoE
monitoring solutions, as context may be, e.g., hard to ascertain or very
situational.
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The benefits of including context in QoE monitoring and management
are demonstrated through use cases involving video flash crowds as well
as online and cloud gaming.

Finally, we discuss potential technical realizations of context-aware
QoE monitoring and management derived based on the SDN paradigm.

1 Introduction

With the ever increasing availability of media-rich, personalized, and context-
aware services delivered over today’s networks, service and network providers are
constantly battling to maintain a satisfied customer base. In addition, a paradigm
shift is being witnessed in Internet service delivery, whereby we see a transition
towards what has been referred to as an Internet of Services (IoS), envisioning
everything on the Internet as a service [44]. Such a transition will potentially
lead to new services being realized as large-scale service chains, combining and
integrating the functionality of (possibly many) other services offered by third
parties (e.g., infrastructure providers, software providers, platform providers).
Key aspects and challenges to address will include the reliability and Quality of
Service (QoS) delivery, which inherently relies on monitoring, quality estimation,
and prediction mechanisms.

In light of the very competitive market, end-user Quality of Experience (QoE)
will be one key differentiator between providers. In order to successfully manage
QoE, it is necessary to identify and understand the many factors that can—and
the specific factors that actually do in a given scenario—affect user QoE. Result-
ing QoE models dictate the parameters to be monitored and measured, with the
ultimate goal being effective QoE optimization strategies [23]. The majority of
QoE-based management approaches to date are primarily based on either net-
work management (facilitated through monitoring and exerting control on access
and core network level) or application management (e.g., adaptation of quality
and performance on end-user and application host/cloud level) [52]. For example,
many Web services (e.g., YouTube or Netflix), which are transparently run over
various Internet Service Provider (ISP) networks, commonly implement QoE
control schemes on the application layer by adapting the application to the con-
ditions found in the network. The network and service management approaches
of today’s networks are often designed to operate solely in the domain of a single
stakeholder. Consequently, due to a lack of information exchange and coopera-
tion among involved parties the effectiveness of such approaches is limited [6].

Going beyond QoE management, additional information may be exploited
to optimize the services on a system level, e.g., by considering resource allo-
cation and utilization of system resources, resilience of services, but also the
user perceived quality. While QoE management chiefly targets the optimization
of service delivery and currently running applications, the exploitation of con-
text information by network operators could lead to more sophisticated traffic
management, a reduction of the traffic load on the inter-domain links, and a
reduction of the operating costs for the ISPs. Context monitoring in its broadest
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sense aims to obtain as much information about the current system state as
possible. For example, the popularity of video requests could be monitored, or
the consequences of events (such as soccer matches) could be foreseen based on
data collected from different sources, such as social networks (e.g., the popularity
of videos could dictate caching/bandwidth demands). Such a holistic viewpoint
offers the necessary input for providing enhanced service control and resource
allocation functions, with clear potential for improving QoE. To date, there is still
a limited understanding of the potential business models, technical realizations,
and exploitation benefits of extending “traditional” QoE monitoring solutions
(e.g., monitoring of network conditions, device capabilities, application specific
parameters, and user-related factors) with context monitoring.

The goal of this chapter is to provide further insight into the potential of
exploiting context monitoring for QoE management, both in terms of increas-
ing QoS and QoE (by managing individual flows and users), and also in terms
of improving the resilience of services (by making available information about
network state to these services). We also acknowledge the fact that today’s Inter-
net traffic mix is extremely diverse, with traffic from numerous services fused
together. Context monitoring is discussed from the perspective of a single service
(or class of services), as those fundamentals are important to us. The interac-
tions of concurrent QoE management efforts in a single network are extremely
interesting as well but not in the scope of this paper.

This chapter is organized as follows. Section 2 lays out a generic framework for
context monitoring by proposing a classification scheme for context information
and discussing the potential involvement of this information in QoE monitoring
and management solutions. For demonstration purposes, example scenarios are
depicted in Sect. 3 illustrating the benefits of exploiting context information in
actual use cases that can ultimately lead to overall QoE improvements. Section 4
then discusses a technological solution path for enhancing QoE with Software
Defined Networking (SDN) that utilizes context monitoring data. Finally, con-
cluding remarks and future work are given in Sect. 5.

2 Generic Framework for Context Monitoring

A generic framework for context monitoring provides the means to utilize context
information in order to improve a networked system. To this end, the term
context information is defined in Sect.2.1. A classification scheme of context
information is proposed which provides the means for systematically identifying
useful context information for various use cases. Section 2.2 describes how to
model QoS and QoE as input for any improvement strategy. Different approaches
for involving context in QoE monitoring are introduced in Sect. 2.3.

2.1 Definition and Classification of Context Information

The term context is very broad and several definitions exist in literature. Those
definitions vary depending on the actual system under consideration. Goals that
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involve context could, for example, be end user QoE improvements, QoS improve-
ments, or cost reductions. Consequently, on one hand, context is defined to be one
of three QoE influence factors in [50]. In a similar manner, the authors of [48] define
context as “anything that can be used to specify or clarify the meaning of an event”.
This kind of context information may be deployed directly during measurements,
modeling, or an improvement process of QoE, as done for mobile TV [8].

On the other hand, context also relates to information that allows to deter-
mine the current state of a system. The authors of [1] define context as “any
information that assists in determining a situation(s) related to a user, network
or device”. Such information may be indirectly utilized in order to improve QoE.
Additionally, it allows for direct measurements and improvements of the QoS.
Since there is a strong relationship between QoS and QoE, e.g., as [18] notes,
transitioning between different types of context factors is straightforward and we
do not need to distinguish between them. The utilization of context information
is of course strongly dependent on the actual use case.

A context space model is proposed by [42] where situations are determined
from context attribute values, e.g., sensor data. First, these context attribute val-
ues are used to infer context states defined as “the current state of a user, appli-
cation, network or device being modeled at a time instant based on the context
attributes”. The context states are combined to determine an overall situation.
In our view, the proposed context space model is not required to integrate con-
text into QoE monitoring and management. The context information directly
influences QoE, therefore the intermediate step to map the context attribute
value to a context space is not always necessary.

This notion of context factors as QoE influence factors is also in line
with recent works described in [50,56]. The work in [56] considers four multi-
dimensional spaces: Application, Resource, Context, and User space, together
dubbed “ARCU model”. Context is thereby composed of dimensions that indi-
cate the “situation in which a service or application is being used”. In a simi-
lar manner, [33,50] describe context influence factors as “factors that embrace
any situational property to describe the user’s environment in terms of physical,
temporal, social, economic, task, and technical characteristics. These factors can
occur on different levels of magnitude, dynamism, and patterns of occurrence,
either separately or as typical combinations of all three levels”.

Based on the classes of context factors that influence QoE, as defined in
[50], we generalize the classification by additionally integrating context factors
from a system’s point of view as well. Thus, context information may be used
to determine the user or the system situation and may be directly or indi-
rectly mapped to QoE and QoS. Figurel visualizes the taxonomy of context
factors and includes several examples as instantiations of those classes. Here,
we divide context factors into five broad categories, with further refined—albeit
non-exhaustive—sub-classes of context. Section 3 will depict different use cases
that consider context factors from multiple classes. Further examples can also
be found in [33,48,50,56].
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Fig. 1. Classification of context factors involved in QoS and QoE monitoring. Examples
are denoted in light grey.

2.2 Towards Context-Aware QoE Modeling and Estimation
Strategies

Following the overview of different categories of context factors influencing QoE,
we discuss QoE modeling concepts and the potential of enhancing the quality
estimation process with context awareness.

The main aim of QoE estimation models is to mimic the quality assessment
process performed by the end user of a corresponding service as accurately as
possible. The main output of the model is thus an estimation of the quality
as perceived by the end user in the specific scenarios of interest. The aim is to
achieve a high correlation between estimated quality scores and subjective scores
in these scenarios. Quantifiable influence factors are mapped to quality scores
commonly expressed by Mean Opinion Score (MOS) values. To this end, the
data obtained from subjective quality tests is required in order to find mapping
functions that best resemble the human perception of quality. Different types of
quality models are currently in use for service quality estimation, quality mon-
itoring, or even service design. We refer the prospective reader to [53], which
provides a comprehensive review of different types of quality models. Reduced
reference and no-reference models are generally deployed for real-time service
monitoring, as they do not require access to a complete reference signal in the
assessment process. In principle, both reduced reference models as well as no-
reference models can be applied at different points in the network in order to
better quantify the impact of packet loss and other important network parame-
ters on QoE.

As QoFE is a multidimensional concept influenced by a number of system,
user, and context factors, it is important to keep in mind that QoE is highly
dependent on QoS. According to [23], QoS parameters represent one of the most
business-relevant parameters for network and service providers. The mathemat-
ical dependency of QoE on QoS parameters at both the network and application
level can usually be characterized by logarithmic or exponential functions as they
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best mimic the corresponding user quality perception. Logarithmic relationships
were studied in [47,49] and described in terms of the Weber-Fechner law [60].
In principle, this law traces the perceptive abilities of the human sensory sys-
tem back to the perception of so-called “just moticeable differences” between
two levels of a certain stimulus. For most human senses, the just noticeable dif-
ference can be represented by a constant fraction of the original stimulus size.
Exponential relationships can be described by the IQX hypothesis [18,24], which
describes QoE as an appropriately parametrized negative exponential function of
a single impairment factor (QoS parameter). A main assumption behind the IQX
hypothesis is that a change in QoE depends on the actual level of QoE. There-
fore, the corresponding relationship can be described by a differential equation
with an exponential solution. Both types of relationships confirm the general
observation that end users are rather sensitive to quality impairments as long
as the actual quality level is good, whereas changes in network conditions have
less impact on their quality perception when the quality level is low. However,
they differ in terms of their basic premise. The Weber-Fechner law links the
magnitude of the QoE change to an actual QoS level, whereas the IQX hypoth-
esis assumes that the magnitude of change depends on the actual QoE level.
Furthermore, the law is mostly valid when a QoS parameter of interest relates
to a signal or application level stimulus directly perceivable by the end user
(e.g., delay or audio distortion), while the IQX hypothesis was derived for QoS
impairments on a network level, which are not directly perceivable by the end
user (e.g. packet loss) [53].

At a general level, the process of estimating QoE involves relating network- and
system-level Key Performance Indicators (KPIs) (e.g., delay, loss, throughput, or
CPU consumption) to end-to-end application level Key Quality Indicators (KQIs)
(e.g., service availability, media quality, reliability), cf. also Fig. 2. QoE estimation
models may then be derived as a weighted combination of KQIs as

QOE = f(wl, KQIl, LWy KQIl)

It should be noted that the weights wy to w; differ as the KQIs have different
levels of impact on QoE. In other words, the weight represents a strength of the
impact of the particular KQI on QoE.

As an example, consider a video streaming service whereby transmission
parameters such as loss or delay result in video artifacts impacting the media
quality, which may in turn be translated to QoE. In certain cases a QoE model
may directly incorporate KPIs, e.g., QoE estimation modeled in terms of network
delay or packet loss. Going beyond a “basic” view of the QoE estimation process,
additional input to a QoE estimation model may be provided by user or context
influence factors [49]. We refer to an “enhanced” context-aware QoE estimation
model as potentially incorporating context data on three different levels:

(a) Context data on system state that directly impacts KPIs and thus also
indirectly QoE, e.g., network load, traffic patterns, offloading support, end
user device processing capabilities.
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Fig. 2. Context-aware QoE estimation process, adopted with modifications from [4].
User perceivable KQIs are derived from KPIs and show a root cause relationship, while
KQIs and KPIs are further mapped to QoE using QoE estimation models. Additional
context data (typeset in bold) may be integrated into the process on three different
levels and lead to more reliable and accurate QoE estimations.

(b) Context data that directly impacts KQIs and in turn QoE, e.g., public events
or flash crowds in a specific geographic region.

(¢) Context data that impacts the choice of QoE model, KQIs, and weight fac-
tors. Based on context data certain KQIs may or may not be included in the
QoE model.

In practice, QoE monitoring applications usually run on top of general net-
work monitoring systems that provide input QoS parameters together with a
certain amount of context information. As the monitoring system is supposed
to work in real-time, computational efficiency and data reliability represent the
most important performance indicators. Moreover, as most of the current QoE
monitoring systems also require application-specific parameters as their input
to allow a reliable estimation of QoE, additional monitoring techniques, such as
Deep Packet Inspection (DPI), are commonly implemented, but they can also
negatively affect the system’s performance. The availability of context informa-
tion not only provides the opportunity to use enhanced QoE models as discussed
previously, but also provides more reliable data and improves QoE estimation
accuracy. In other words, complex context information provided to a monitoring
system in well-defined frequent intervals can fine-tune the reliability and accu-
racy of QoE estimation. As QoE estimation models and context monitoring tools
are usually part of the same monitoring system, they are aware of each other.
If this would not be the case, system complexity would greatly increase, with
only marginal QoE estimation improvements in terms of the reliability as well
as accuracy to be had. Consequently, given that QoE monitoring represents a
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Table 1. QoE monitoring insights for each context factor class. The given examples
are non-exhaustive.

Phystical | Information source: User, device, network
Techniques and tools: Sensors, DPI, user feedback, GPS
information, prediction techniques
Ezamples of opportunities: | Pre-allocate network resources based on
the user’s daily life pattern, location or
device capabilities
Temporal | Information source: Network
Techniques and tools: Operator databases, DPI
Ezxamples of opportunities: | Reconfigure the routing process based on
historical information about the traffic
load per hour of day
Economic | Information source: ISP, operator
Techniques and tools: Data repositories (subscriber databases)
Ezxamples of opportunities: | Differentiate gold subscribers over
best-effort ones
Social Information source: ISP, operator, CDN, OTT, media, social
networks, user
Techniques and tools: Data analytics, prediction techniques
Ezamples of opportunities: | Video flash crowd
Usage Information source: User, device
Techniques and tools: User feedback, application monitoring,
DPI
Ezamples of opportunities: | Prioritize foreground versus background
applications
Technical | Information source: Device, network
Techniques and tools: DPI, sensors, actuators, probes, embedded
agents, network elements
Ezamples of opportunities: | Control the cell selection based on the
current device battery level

crucial part of QoE management systems, this leads to more efficient and reliable
adaptation strategies that specify how to change parameters at different layers
in order to improve QoE.

We direct the interested reader to the chapter on QoE management
approaches—dealing specifically with QoE management in Future networks—
and to [57,63].

2.3 Involving Context in QoE Monitoring

Specifying the QoE modeling and estimation process is an essential prerequi-
site to QoE monitoring. We have recently been witnessing a paradigm shift
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from “traditional” QoS monitoring to QoE monitoring procedures [35]. Various
approaches can be used for QoE monitoring, namely on end-user or device level,
network level, or a combination of the two, see, e.g., [53]. QoE monitoring may
run on the network layer to capture QoS parameters, requiring the existence of
mapping functions between QoS and QoE, but also on application layer in order
to obtain relevant information directly from the application in question.

Including additional context data, potentially gathered from a broad range
of sources, can significantly enrich QoE monitoring by providing better infor-
mation about a system’s current and future properties and state. For example,
monitoring social networks’ text streams with natural language processing algo-
rithms and machine learning approaches [28] can provide a valuable source of
information regarding short-term trends in popular content or potential “high-
profile” future events which allows for better caching strategies to avoid stalling
in video streaming [55].

While QoE-based management is already a novel procedure when compared
to traditional QoS-based management, its performance can still be enhanced
further with context awareness. Therefore, in order to reap all the benefits that
stem from the possibility of context-awareness in a network, viable and fea-
sible context monitoring mechanisms need to be devised. It is expected that
these mechanisms will differ per use case, to better reflect the requirements and
idiosyncrasies of each scenario (as it will be also explained in Sect. 3). However,
often a trade-off has to be made between the amount of information collected
and the processing time required to use them properly.

In Table1, we provide some insights about QoE monitoring in a high-level
way. Specifically, following the context factor classification proposed in Sect. 2.1,
we present the potential sources of information per class, the techniques or tools
to extract information from the appropriate sources, and finally some new oppor-
tunities, that will arise if context monitoring, and subsequently, context- and
QoE-aware management are realized. Possible sources of context information are:

(a) The end-users themselves,

(b) The users’ device characteristics, ranging from the device’s hardware/
software up to the application layer,

(¢) The network, i.e., any intermediate network nodes in the core or the access
network that are capable of providing context-related information,

(d) The operator’s or ISP’s proprietary infrastructure,

(€) Third party information, namely feedback from any players who do not con-
trol the information flow, but only its content and format (e.g., content and
“Over-The-Top” (OTT) service providers, social channels such as Facebook,
Twitter, etc., provisioning their services over the operator’s or ISP’s infras-
tructure).

Regarding the acquisition of technical context factors, some insights may be
found in [15].

The main concerns and challenges in implementing QoE monitoring proce-
dures on top of the already available network mechanisms mainly have to do
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with the complexity and signaling overhead that would be inevitably imposed in
the network. Context awareness does not come without a cost. Thus, it is impor-
tant to employ it only when and where it is meaningful. A crucial point is to
avoid turning the context monitoring procedure into another negative QoE influ-
ence factor, e.g., by introducing a higher congestion to the network, or draining
the user device’s battery faster, or even persistently requesting user feedback.
Therefore, the extent of the influence of each context factor on QoE needs to
be established. A further challenge in capturing the context and consequently
in validating QoE monitoring techniques is the fact that these studies have to
be conducted in the field. The controlled laboratory environments, which are
conventionally used for QoE monitoring and modeling purposes, do not allow
for capturing the diversity of the various context factors and the plethora of use
cases. Some best practices for acquiring context information are provided in [51],
although the focus there is mainly on user experience studies and not QoE.

It should be emphasized that context monitoring requires models, metrics,
and approaches that capture the condition of the system on a network and
service layer, application and service demands, and the capabilities of the end-
user device. Assuming, however, that context monitoring can be realized, then
the exploitation of context information may lead to more sophisticated system
and traffic management, traffic load reduction on the inter-domain links, and
reduction of operating costs for ISPs. However, before this can occur, effective
methods need to be determined in order to incorporate the monitored context
parameters into an enhanced cross-layer QoE management. A promising option
might be based on SDN [31] as discussed further in Sect. 4.

3 Context Factor Examples, Use Cases and Literature

To demonstrate the potential benefits of context information in QoE monitoring
and management, this section presents some practical examples, with varying
involved parties and services. Table 2 also highlights the relevant factors for some
scenarios. As outlined in Sect. 2.1, context is a very broad umbrella term that
encompasses a wide range of elements, many of which are interrelated. To get a
grasp of their influences, a general overview and related research that illustrates
the idea of context factors is presented here for individual factors first, before
moving on to more specific use cases.

3.1 Usage Examples for the Context Factor Categories

Usage Context Factors. The interactivity required for a certain task to be
conducted in a satisfactory fashion is another usage context factor that can be
essential in certain scenarios. Besides gaming this especially concerns conver-
sational applications. In [7], the extent to which interactivity requirements of
Real-time Communications (RTCs) and specifically voice applications impact
QoE is examined. Of particular note is the ITU-T E-Model [29], a telecom-
munications planning tool that generates a QoE score. Thus they developed a
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Table 2. Overview of context factors and their relevancy to the usage scenarios dis-
cussed in Sect. 3.

Phystical | Video Flash Crowd: Devices and sensors detecting crowds
Online and Cloud Gaming: | Type of Device and Input devices
Contezt-Aware Billing: Wireless Channel state (SINR, ...)

Temporal | Video Flash Crowd: Diurnal patterns, prior knowledge of events
Online and Cloud Gaming: | Amount of time played in session, total;

load at time of day, week
Context-Aware Billing: Period: peak or off peak hour

Spatial Video Flash Crowd: Prior knowledge of crowd events
Online and Cloud Gaming: | Stationary, on the move
Context-Aware Billing: Ambient free Internet access

Economic | Video Flash Crowd: Announced/advertised events/content and

expected popularity

Online and Cloud Gaming: | Data-center location and capacity, game
charging model

Context-Aware Billing: Used up quota of the user

Social Video Flash Crowd: Popularity of content, social relationship

of video users

Online and Cloud Gaming: | Playing solo, cooperatively, or
competitively

Context-Aware Billing: Social events for device-to-device
communication

Usage Video Flash Crowd: Estimating popularity and crowds through

individual usage history
Online and Cloud Gaming: | Player’s skill level and previous
experiences with game and genre
Context-Aware Billing: Charging based on usage patterns
Technical | Video Flash Crowd: Specific service implementation and ability

to handle crowds

Online and Cloud Gaming:

Game features, graphic fidelity, specific
game mechanics, genre

Context-Aware Billing:

Charging based on device properties

delay impairment function that depends on the nature of the conversation. For
example, a conversation with strong interactivity requirements is modeled by
a curve that returns a low impairment up to the 150ms level, then increases
rapidly between 150ms to 300 ms and levels out thereafter as the conversation
has essentially become half duplex anyway. The authors in [38] also examine this
issue, introducing the concept of “Tasks”. These tasks each describe a specific
set of requirements, e.g., in terms of the conversation’s interactivity. Examining
individual users’ behavioral patterns and from that extrapolating the actions
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of a larger crowd in order to enhance, e.g., network-wide video streaming QoE
management is also an enticing aspect of this type of context factors.

Noise and Vibration Context Factors. Research by Wilk et al. [62] presents
a prototype that measures smartphone background noise and screen vibration
in real-time for users on the move. These factors are then used to decrease
downloaded video and audio quality in order to reduce bandwidth. This strategy
is based on the premise that delivering high quality audio and video under such
conditions represents a waste of bandwidth and perhaps money, illustrating the
potential inter-relatedness of context factors and economics.

Charging and Billing Context Factors. With usage-based pricing in mobile
networks being a reality in many countries, users are incentivised to sparingly use
their alloted data volume. Pursuing this line of thought, context monitoring could
open up several opportunities for interactions between the operator, the network,
and the user in this regard. Data-cap-aware video adaptation is examined in
[10]. The work proposes to choose the best video resolution that still enables the
client to stay below its data cap. Another approach presented in [21] evaluates
the case of shifting elastic traffic to off-peak periods. Alternatively, one can
postpone delay-tolerant traffic until it can be offloaded to free-of-charge Wi-Fi
networks. With the upcoming 5G mobile networks it could also be feasible to
offload certain traffic using direct device-to-device communication with someone
willing to transfer the data for free assuming sufficient resource availability [9].
In this case, context information can be utilized to predict when such a suitable
connection will be available. Finally, a channel-aware pricing model could also be
an opportunity, such as is discussed in [19]. Herein, the operator sets the prices
to a value that fits the currently available radio and network resources.

Mobility Context Factors. With the evolving mobile architectures, users
increasingly expect service and application availability whilst on the move.
Returning to the aforementioned ITU-T E-model [29] the advantage of appli-
cation accessibility on the move is modeled by an advantage factor defined as
“the compensation of impairment factors when the user benefits from other types
of access”. However, this is specifically designed for voice communication and
does not necessarily apply to the same extent to other applications such as
online video games or non-RTC applications, thus further research is required.
A more recent example is provided in [40]. Here, the scenario of adaptive video
streaming on the move is highlighted, especially the challenges surrounding the
prediction of outage events through context and appropriately modifying the
buffering behavior to avoid playback stalls.

Location Context Factors. Usually location relates specifically to user loca-
tion. However, for applications that are hosted remotely in the cloud could be
extended to include where the application is hosted, keeping in mind the relative
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distance between host and client and the impact on latency. With the growing
importance of cloud services this raises an interesting interdependence of spatial,
physical, and economic context factors and can have a significant impact on the
QoE of RTC-applications such as communication and gaming.

A 2011 study [34] suggests a Data Center (DC) energy consumption ratio
of 1.5% of the global production. This share may continue to rise as public and
private cloud adoption is growing steadily. About 70% of the power usage is
directly proportional to the server load, making efficient usage of the existing
servers a must. The principal underlying technology, which facilitates manage-
ment of workload in a DC, is virtualization. Rather than each server hosting
a single application instance, a number of Virtual Machines (VMs) are running
concurrently on a single physical server. These VMs may be migrated to a differ-
ent local host or across the Wide Area Network (WAN) depending on a variety
of strategies with significant impact on QoE.

A good example is the follow-the-sun-strategy that helps minimizing the
network latency during office hours by placing VMs close to where they are
requested most often. Such a strategy can improve QoE, with the trade-off of
increased energy costs as they are typically higher during daylight time. Where
latency is not a primary concern or where other factors are given precedence,
there are a number of different strategies which can be applied in addition. These
generally involve VMs getting shifted to locations with cheaper resource costs,
for example to places where less expensive cooling is required, exploiting lower
power costs during night times (“follow-the-moon”), or following fluctuating
electricity prices on the open market [46].

A final reason for monitoring spatial context factors in DC environments
is that of data safety. Operations related to fault tolerance, mirroring, mainte-
nance, or disaster recovery can be the cause of VM migrations. Regardless of the
motivation, migrating VMs can greatly impact application response times and
thus QoE. If detailed Service Level Agreements (SLAs) are negotiated and in
place, QoS parameters can be contractually covered. However, users without an
SLA may then suddenly find greatly increased delays during or after a migration.

3.2 Use Case: Video Flash Crowd and QoE

The potential of context monitoring for video streaming was assessed, e.g., in
simulation studies in [22,25] on which this section is based. In the papers’ sce-
nario, a flash crowd of users watching the same video is examined. This sudden
increase of popularity is a typical phenomenon of video platforms with user-
generated content like YouTube. Video cascades can often emerge due to new or
popular content being spread through social media challenges. Those phenom-
ena, dubbed flash crowds, may be temporarily limited because of event-related
content, spatially limited because of regional interests, or socially limited due
to grouping effects in social interests [12]. The simulation provides a model
for the effects of flash crowds on adaptive streaming and compares different
approaches to Content Distribution Network (CDN) load balancing and video
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adaptation strategies to each other to study the benefits of context information
in the approaches that support it.

The context-unaware strategy has no knowledge of flash crowds and reacts
too slow to such events. Hence, some users experience stalling even though
enough capacity would be available to serve all users and stalling should be
entirely avoidable. HTTP adaptive streaming (HAS) is necessary in order to
adapt to the current network situation and to reduce the number of stalling
events. If many of the users unaware of the flash crowd event request the video
at its highest quality, most of the users will suffer from stalling, leading to a
worse overall QoE. This topic is also covered under the term QoF fairness [26].

The utilization of context information by the CDN as well as by HAS
improves QoE. It is difficult to properly configure the context-unaware load bal-
ancing strategies as the exact values strongly depend on the actual flash crowd.
Therefore, a proper information exchange mechanism is required to make the
information available across layers. The earlier the flash crowd scenario is rec-
ognized by the load balancer the better the overall system performance will be.

The results are very sensitive to the dynamics and interactions of the HAS
control loop and the CDN load balancing. Thus, in practice, realistic tests and
input models are required to quantify the results and to derive reasonable config-
urations. This serves to demonstrate the potential of exploiting relevant context
data. In the given use case, the contextual information regarding the formation
of a flash crowd is collected by a third party. Other studies have also addressed
related improvements, such as the approach proposed in [37], which suggests a
video control plane that can dynamically adapt both the CDN allocation and
video bitrate midstream based on global context knowledge of network state,
distribution of active clients, and CDN performance variability.

Other video scenarios addressed in related work draw similar conclusions.
For example, significant work has addressed the challenges arising from multi-
ple concurrent clients accessing HAS video in a given access network, thereby
competing for bandwidth across a shared bottleneck link. Problems arise due to
individual clients making adaptation decisions based on local observations, hence
clients’ adaptation behaviors interact with each other, which results in quality
oscillations. Solutions proposed in literature involve centralized network-based
solutions deployed using SDN [20], enhanced client-side adaptation to improve
fairness among flows [32], and server-based traffic shaping [2]. However, in all
these cases context information (in this case network state data including over-
all resource availability and global resource and traffic demands) could likely be
utilized to control quality adaptation decisions (on a domain-wide level), conse-
quently reducing oscillations and improving QoE.

The flash crowd scenario can illustrate the benefits of employing SDN as a
centralized technological solution. With traditional IP networks, decisions are
made based on local knowledge, so even if a server that conducts data mining
on social networks could foresee a high download rate, it will be challenging to
perform load balancing. This task would require changing the routing policy at
the Border Gateway Protocol (BGP) level but may also have an impact on the
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Interior Gateway Protocol (IGP) which is confined to its autonomous system.
Even if the propagation of the routing updates would be implemented by a gossip
algorithm, the time it takes will make the network topology change irrelevant.
However, with SDN, this very complex and time consuming task is simplified.
The forwarding decision is taken higher up by the central controller, so an update
to the routing decision at the controller implements the load balancing. From
a technical perspective, further insight is needed in regards to the information
exchange between SDN controllers that are responsible for different domains, and
between SDN controllers and other entities that can provide context information.

3.3 Use Case: Online and Cloud Gaming

Context monitoring can play a huge role for video games, specifically for online
and cloud games. Compared to videos and watching video streams, video games
add a high degree of user interactivity to the mix, which limits and alters the
type of eligible evaluation and management approaches.

In the case of cloud gaming, the game server executes the game logic, ren-
ders the scene, and sends an encoded video stream to the client in real-time
[27,41]. The client is responsible for decoding the video and capturing the player’s
commands. Two network-level factors are critical: the bandwidth required by the
video stream (influencing image quality and frame rate) [58], and the Round-
Trip Time (RTT) (influencing the game’s responsiveness to input commands)
[13,14]. For online games, the throughput is much less important when compared
to the RTT. Nonetheless, the network path is influenced by numerous kinds of
context factors, most prominently technical (type of access), spatial (user on the
move), and economic (data center location and amount of available processing
and GPU resources).

Speaking of the economic factor, service providers are inclined to either use
a centralized (to achieve a maximum multiplexing gain especially of the costly
GPU resources) or a follow-the-moon strategy on their active server locations
to save energy and processing costs. However choosing a too-distant data-center
location would introduce additional latency to the system, negatively impacting
the player’s experience. The amount of concurrent players can be deduced by a
diurnal temporal context factor. Proper trade-offs between these three context
factors (namely economic, spatial, and temporal) have to be determined.

Besides network aspects, the type of device used for the gaming client and its
input methods play a significant role in evaluating cloud gaming. The device’s
native resolution determines the game’s optimal rendering quality setting and
the capture resolution as well as the required bandwidth to transmit the video
stream. Likewise, but maybe not as obvious, the available input methods deter-
mine the effect size latency has on the game. This especially concerns touch
controls, which typically lack in accuracy as well as immediacy that can be
especially felt in fast-paced games such as first-person-shooters.

This argument can additionally be extended to consider the type and genre
of a game as a further context factor. The range of interactivity in games is very
large and diverse, sometimes even in a single game. While some games require
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decision-making and inputs on a millisecond-scale (e.g., first person shooters
like Counter-Strike: Global Offensive or DOOM), some games might require
hundreds of input decisions every minute (StarCraft II), while others require
only a single input every few seconds or even minutes with very wide timing
windows (take turn-based strategy games or adventure games with logic puzzles
such as the classic Monkey Island series). This technical context factor repre-
sents itself well in the way QoE management can be conducted in online and
Cloud games. If the specific characteristics of a game are known in advance, the
timing constraints can be determined without further measurements and put to
use for management of the transmission. Also, if a game with an online com-
ponent is played through a cloud gaming service, the game’s lag concealment
mechanisms (that are in place for almost any kind of online multiplayer game)
could additionally encompass the cloud gaming service and provide telemetry
on the streaming latency to the online game’s server in an effort to capture the
actual end-to-end latency and improve the gaming experience.

A further player-level temporal and social context factor might also be inter-
esting for management purposes: the duration players have been playing the
same game in one session as well as the total time. Both metrics might either
heighten the player’s sensitivity to deviations from the expected playing expe-
rience or might make her more tired and thus ignorant of quality degradations.
Depending on the direction of the interaction, QoE management can either be
lenient or become more stringent during the course of a game session. Previ-
ous studies have shown the link between network performance and game play
duration [11]. Further studies have shown that player experience and skill are
important QoE influence factors which may clearly impact a player’s tolerance to
performance degradations [43,59]. Hence, experienced players could be treated
differently to novice or unexperienced players by the responsible mechanism.

4 Discussion on Technical Realization Approaches
of Context Monitoring

Thus far we have discussed a generic framework for context monitoring and
provided use cases which outline the opportunities for exploiting concrete context
data in QoE monitoring, estimation, and management solutions. In this section
we discuss novel technical realization approaches and challenges.

In recent years, concepts like SDN and Network Functions Virtualization
(NFV) have become key drivers of network innovation. With their emergence,
the importance of software in networking has grown rapidly. This trend is lead
by open-source initiatives like the OpenDaylight! project, the Open Network
Operating System (ONOS)? project, or the Open Platform for NFV (OPNFV)3
project. The introduction of these technologies paves the way for new possibilities
to control and centrally orchestrate the network in a more flexible fashion in

! https://www.opendaylight.org.
2 http://onosproject.org.
3 https://www.opnfv.org.
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order to achieve and maintain a high QoE standard for the users. SDN involves
decoupling the data plane from the control plane [39] where the decision on how
to forward a packet is taken.

One of the goals of SDN is the creation of a network OS which abstracts the
network complexity and allows operators to specify a network policy based on
data analytics and other sources without having to take care of the implemen-
tation details. Similarly, SDN can enable applications and services to express
the required QoS expected from the network and let applications on top of the
controller translate this algorithmically into optimized forwarding decision in
order to satisfy QoE demands. SDN increases flexibility and efficiency by allow-
ing the information to be aggregated at a single logically-centralized location
(global SDN controller) to be subsequently accessed by multiple applications.
SDN can enable a global or domain-wide view of a network and its usage, which
includes network-level QoS and topology, user and application QoE, and context.
Information from multiple sources can enhance the correlation and prediction
of traffic demand. SDN allows the creation of dedicated monitoring solutions.
The programmability of these kinds of flow-based monitoring functions sup-
ports a fine-grained adaptivity (e.g., per user, per application) of monitoring
and enforcement procedures. These features can enable real-time application-
aware network resource management. Combined with new distributed cloud
approaches, like fog or mobile edge computing, this can bring services much
closer to the user, thereby reducing latency and improving quality. Information
gained from context-based QoE monitoring can thus not only be used to steer
traffic, but also to dynamically instantiate edge cloud capabilities.

It should be noted, that SDN is, by far, not the only solution to context
monitoring. But it might be the most prolific one in the future when speak-
ing about operator-wide orchestrated monitoring. Other solutions might include
more network-independent, end-to-end, application-layer, as well as cross-layer-
focused approaches, e.g. in the fashion of [3]. While these are out of scope for
this work, they merit their own separate investigations in the future. Moreover,
this section should be understood of a high-level discussion of the benefits and
obstacles of the SDN-based approach and not as an instruction manual on the
actual implementation of context monitoring.

4.1 Monitoring with SDN

One of the benefits of SDN is that it facilitates data collection through standard-
ized vendor-independent interfaces and makes the monitoring task more scalable
by not having to place isolated monitors in multiple locations. Rather, QoS, QoE,
and context information can be collected at a logically centralized location (for
example the SDN controller). The interface between the controller and the net-
work forwarding devices is generally referred to as Southbound Interface (SBI),
enabling the controller to know what is going on in the network. Several SBI pro-
tocols have already been proposed (e.g., “ForCES” by IETF) although the most
famous is OpenFlow (OF). While in principle the OpenFlow protocol enables
monitoring, its main purpose is the control of traffic flows. Therefore, usually
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dedicated monitoring protocols such as “sFlow” are used to gather information
for the SDN controller.

At this stage a couple of issues already arise. These are mostly present in
classic monitoring solutions as well, as long as they act as an intermediary
and not on an end-to-end basis. First, application QoE measurements and con-
text information require communication and information exchange between SDN
controllers and end-user devices or content providers. Monitoring protocols are
however typically designed to communicate with network elements, but for the
envisaged scenario, metrics are also needed from user devices, such as terminal
capabilities (e.g., CPU) or buffer state. Generally, the concept where a global
SDN controller has relevant information from the full end-to-end infrastructure
(core/access/end device) is tied to emerging research on time-aware applications
and systems [61]. This initiative is investigating the opportunities and challenges
that are presented by having precise time synchronization demands on all inter-
connected devices. One key benefit of this approach is in the area of QoS/QoE
whereby the SDN controller will have access to precisely timestamped network
information. This is especially important for delay-sensitive applications, such
as multiplayer online games or teleconferencing.

Context information includes, amongst others, the available Wi-Fi networks,
user and subscription information, and provider policies. For this reason, inter-
working and communication of SDN with entities such as 3GPP’s Access Net-
work Discovery and Selection Function (ANDSF) and Policy and Charging Rules
Function (PCRF) can be important. The PCRF and the accompanying Policy
and Charging Enforcement Function (PCEF), which are traffic management and
DPI nodes located in the core network, have access to all the policy and charg-
ing information related to subscribers. Having this knowledge, they control the
provisioning of the QoS for each flow through the concept of bearers (a network
tunneling concept). These two entities are therefore also a good candidate for
controlling and enforcing QoE-based policies. A future, enhanced PCRF should
then be able to enrich the bearer selection and management process based on
the specific QoE requirements of each service data flow.

Accurate SDN-based QoE monitoring requires measurements from multiple
domains, which in turn necessitates communication between SDN controllers
(between their “westbound” and “eastbound” interfaces). In [54] different hierar-
chies and topologies for the deployment of controllers are proposed. The ONOS
project [5] is a good example of efforts to tackle the challenge of providing a
centralized coordination while avoiding performance degradation at the control
plane. ONOS maintains a global view of the network while the SBI is physically
distributed among multiple servers.

4.2 QoE Management with SDN

Overview of Existing Approaches. Initial commercial applications that
combine QoE management with SDN already exist (e.g. for mobile nets?). This is

* https://www.nokia.com/en_int /news/releases/2014/09/02 /nokia-networks- big-
data-innovation-promises-dynamic-experience-management-networksperform.
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reflected in literature as well. In [36] the SDN architecture is leveraged in order
to introduce a “QoE-service” specifically for OTT providers. This QoE-service
takes advantage of network QoS metrics, application QoE metrics or user feed-
back, and by combining them with the global resource view of the network it
enables elastic traffic steering with the objective to enhance the performance of
OTT applications or for premium users.

The work in [45] considers a framework where the QoE of streaming video
is measured at the video player running at the destination node, informing the
network of the achieved QoE. If the video QoE is low, the SDN-based network
identifies bottlenecks on the delivery path and assigns a new video server to
deliver the requested video to the end-node. A similar approach is taken in
[30] on the example of YouTube video streaming. An agent at the end devices
measures the amount of buffered video data of the video and notifies an appli-
cation controller if it drops below a certain threshold. The application controller
instructs an SDN controller to temporarily relocate the YouTube flows of this
user to a less congested link. When the video recovers, the relocation is reversed
to conserve resources.

The work in [17] proposes an in-network QoE measurement framework.
Unlike the previous approach, the QoE is measured inside the network and based
on the video fidelity and representation switching. This is achieved by SDN repli-
cating the video stream to a QoE measurement agent. The QoE measurements
are collected by a measurement controller, which can modify the forwarding
paths using SDN in order to improve the delivered QoE. Moreover, the measure-
ment controller exposes an API to allow other applications to obtain information
on the delivered QoE. The work in [16] proposes a QoE management framework
for SDN-enabled mobile networks and consists of three modules: QoE monitor-
ing, QoE policy and rules, and QoE enforcement through network management.

Example Context Monitoring Solution with SDN. Previously discussed
metrics (network and system-level KPIs, application-level KQIs, context infor-
mation) may be accumulated at the controller and provide input to the man-
agement plane. This information can be used by an application on top of the
Network operating system (NOS) to perform optimization and control. This
information is forwarded by the controller via the Northbound interface (NBI).
There are several ways this information can be leveraged to perform efficient
management of resources. For example, in the context of the video flash crowd
use case presented in Sect. 3, it could be used at the CDN level to make the
CDN aware of expected congestion and perform proactive rather than reactive
load balancing. In the latter case this means that another dedicated application
at the CDN will change the resource allocation through a dedicated controller.

Assuming some decision is taken, this decision has to be forwarded to the
controller via an NBI, and finally from the controller to the device via the same
SBI that has been used before. As such, both the NBI and SBI are used for
monitoring in the uplink as well as management in the downlink. In Fig. 3 we
illustrate a use case, namely a video service provider communicating with the
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Fig. 3. An example of performing context monitoring in an SDN environment, adapted
from [31] and extended to illustrate a context monitoring scenario. Other scenarios
may also utilize APIs bound to different directions, e.g., context monitoring can also
be conducted through the NBI.

NOS (controllers) via NBI which in turn gather the monitored data or provide
the rules (i.e., how to handle the traffic) to the involved virtual and physical
network elements.

5 Conclusions

This paper has provided detailed insights into how context monitoring can be
beneficial for QoE management with the goal to improve both QoS and QoE. A
context information classification scheme has been proposed to serve as a generic
framework, which has further been applied to different context monitoring use
cases with various types of services involved. The use case scenarios were selected
to demonstrate the significance of context factors and the ways in which they
can interrelate. The video streaming use case illustrates the benefits of having
access to context data prior and during the formation of a flash crowd, and
how such an event could be combated with CDN load balancing strategies. The
benefits and potential exploitation of context data are further discussed in the
case of on-line and cloud gaming, representing a highly demanding real-time
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interactive scenario. Further use cases have highlighted some opportunities of
how context monitoring can be deployed to improve QoE in future wireless and
mobile networks.

Key issues to address with respect to deploying context-aware QoE moni-
toring and management solutions are the technical realization challenges. We
focus our discussions on the SDN paradigm as it can offer a promising technical
solution. We are also aware of the potential implications to and conflicts with
user privacy. This topic was specifically omitted here, as it very much merits a
separate discussion.

In the growing Internet of Services, QoE management will play an important
role. It can be proliferated, e.g., through SDN, especially when the variety of
service providers, monitored metrics and SDN controllers is considered. Finally,
underlying business models will play a key role in putting an effective QoE
management scheme based on enhanced monitoring into practice.
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