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Abstract. A recent paper by Costello and Hisil at Asiacrypt’17 presents
efficient formulas for computing isogenies with odd-degree cyclic kernels
on Montgomery curves. We provide a constructive proof of a general-
ization of this theorem which shows the connection between the shape
of the isogeny and the simple action of the point (0,0). This generaliza-
tion removes the restriction of a cyclic kernel and allows for any separable
isogeny whose kernel does not contain (0, 0). As a particular case, we pro-
vide efficient formulas for 2-isogenies between Montgomery curves and
show that these formulas can be used in isogeny-based cryptosystems
without expensive square root computations and without knowledge of
a special point of order 8. We also consider elliptic curves in triangular
form containing an explicit point of order 3.

Keywords: Vélu’s formulas - Montgomery form - 2-isogenies - SIDH
Post-quantum cryptography

1 Introduction

Ever since their introduction to public-key cryptography by Miller [Mil86] and
Koblitz [Kob87], elliptic curves have been of interest to the cryptographic com-
munity. By using the group of points on an appropriately chosen elliptic curve
where the discrete logarithm problem is assumed to be hard, many standard
protocols can be instantiated. Notably, the Diffie-Hellman key exchange [DH76]
and the Schnorr signature scheme [Sch89] and its variants [Acc99,BDL+12] allow
for efficient implementations with high security and small keys. The efficiency of
these curve-based algorithms is largely determined by the scalar multiplication
routine, and as a result a lot of research has gone into optimizing this operation.

However, the threat of large-scale quantum computers has initiated the search
for alternative algorithms that also resist quantum adversaries (which the clas-
sical curve-based systems do not [Sho94]). Building on the work of Couveignes
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[Cou06] and Rostovsev and Stolbunov [RS06], in 2011 Jao and De Feo [JF11]
proposed supersingular isogeny Diffie-Hellman (SIDH) as a key exchange proto-
col offering post-quantum security. Being based on the theory of elliptic curves,
SIDH inherits several operations from traditional curve-based cryptography. As
such, it has immediately benefited from decades of prior research into optimiz-
ing their operations. In particular, the Montgomery form of an elliptic curve has
resulted in great performance. Initially proposed by Montgomery to speed up fac-
toring using ECM [Mon87,Len87] and having been used for very efficient Diffie—
Hellman key exchange (eg. Bernstein’s Curve25519 [Ber06]), the current fastest
instantiations of SIDH also employ Montgomery curves [CLN16b, KAK16]. But,
although the optimizations for scalar multiplication immediately carry over, the
work on computing explicit isogenies on Montgomery curves is more limited.

For isogeny computations one commonly uses Vélu’s formulas [Vél71]. How-
ever, if the elliptic curve has a form which is less general than (or different from)
Weierstrass form, the formulas from Vélu are not guaranteed to preserve this.
As isogenies are only well-defined up to isomorphism, one can post-compose
with an appropriate isomorphism to return to the required form, but it may not
be obvious with which isomorphism, or the isomorphism may be expensive to
compute. A more elegant approach is to observe some extra structure on the
curve model and require the isogenies to preserve this. For example, Moody and
Shumow [MS16] apply this idea to Edwards and Huff curves by fixing certain
points. Moreover, since the isogeny is invariant under addition by kernel points,
there is a close connection between the isogeny and the action (by translation)
of some chosen point. We make this more explicit in Theorem 1 for curves in
Weierstrass form.

So far the approaches for obtaining formulas for isogenies on Montgomery
curves have been rather ad hoc. In [FJP14], De Feo, Jao and Plat apply Vélu’s
formulas and compose with the appropriate isomorphisms to return to Mont-
gomery form. As noted in [FJP14, Sect.4.3.2], this approach fails to produce
efficient results for 2-isogenies. That is, either one has to compute expensive
square roots in a finite field (see eg. [CJL+17, Sect. 3.1]), or one relies on having
an appropriate point of order 8. However, this point of order 8 is not readily
available for the final two 2-isogenies. As one suggested workaround in [FJP14]
they derive formulas for 4-isogenies between two curves in Montgomery form and
propose to compute 2°-isogenies as a chain of 4-isogenies. As a result, optimized
SIDH implementations [CLN16a, KAK16] have employed curves where e is even
so that 2°-isogenies can be comprised entirely of 4-isogenies. In [CH17], Costello
and Hisil present elegant formulas for isogenies between Montgomery curves, but
their theorem covers only the case of odd cyclic kernels and subsequently also
does not address the case of 2-isogenies. Moreover, there is no justification for
the derivation of these isogenies (except for showing that they work).

We bridge this gap by providing a more thorough analysis on isogenies
between Montgomery curves. We show that the isogenies arising in [CH17] are
exactly those fixing (0,0). Since we enforce the isogeny to fix (0,0), this point
cannot be in the kernel. We show in Proposition 1 that this is the only restric-
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tion, and as a result present a generalization of [CH17, Theorem 1]. As a special
case, we obtain formulas for 2-isogenies for 2-torsion points other than (0,0).
We then show that this point can be naturally avoided in well-designed isogeny-
based cryptosystems (see Sect. 4.3), and discuss the application of the 2-isogeny
formulas to isogeny-based cryptosystems.

Finally, although currently it does not give rise to faster isogeny formulas,
we consider it worthwhile to point out that the same techniques immediately
apply to other models. In particular, models derived from the Tate Normal
Form [Hus04, Sect.4.4], where one could expect to get simple f-isogenies for
£ > 3. We work out the case ¢ = 3, also known as the triangular form [BCKL15],
and derive isogenies by again fixing the action of the special point (0, 0).

Organization. We begin by recalling some background on elliptic curves, iso-
genies and SIDH in Sect. 2. We state a theorem in Sect. 3 that allows to describe
an isogeny in terms of the abscissas of its kernel points and their translations by
a chosen point ). We apply this to Montgomery curves in Sect. 4 and to curves
in triangular form in Sect. 5, in both cases using @ = (0,0).

2 Preliminaries

An elliptic curve E defined over a field K is by definition [Gall2,Sil09] the curve
E/K :Y?Z+aXYZ +a3YZ% = X3+ aaX?Z + auXZ? + a6 2%, (1)

where a1, ag, a3, a4, as € K such that E is non-singular. It is embedded into P?
with a single point O = (0 : 1 :0) on the line Z = 0. This form is commonly
referred to as Weierstrass form and the specified base point (implicitly) is Og.
On the open patch defined by Z # 0 we can set * = X/Z and y = Y/Z and
work on the corresponding affine curve inside A? given by

E/K : v + a2y + agy = 2° + asx? + aux + ag.

We can move back to the projective curve by mapping (z,y) — (x :y : 1).
Therefore, although many equations are given in affine coordinates, they can
easily be transformed into projective ones. For any extension L/K, the set of L-
rational points E(L) forms a group with identity O [Sil09, Proposition 2.2(f)].
A subgroup G' C E(K) is said to be defined over K if o(P) € G for all o in the
Galois group Gal(K/K).

Isogenies. Let E and E be elliptic curves. An isogeny ¢ from FE to E is a sur-
jective morphism such that ¢(Op) = Oz [Sil09, Sect. IIL4]. The (finite) degree
d of an isogeny is its degree as a morphism, and we say an isogeny is separable
if # ker(¢) = d. In this paper every isogeny that appears is assumed to be sepa-

rable. Given a finite subgroup G C F(K) defined over K, there exists a curve E
and an isogeny ¢ : E — E such that ker(¢) = G [Gall2, Theorem 9.6.19]. The
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curve E is unique up to isomorphism (over K) and the isogeny ¢ is unique up to
post-composition with an isomorphism. The isogeny ¢ can be made explicit by
using Vélu’s formulas [Vél71] (for some fixed choice for the isogeny).

Montgomery Form. Setting a; = a3 = ag = 0 and a4 = 1 gives a curve in the
form E : y? = 23+az?+x. We also consider curves in the form by? = z3+az?+z,
better known as Montgomery form. Over K these two curve forms are isomorphic
via (z,y) — (x,yV/b), but this isomorphism is only defined over K if vb € K.
In particular, if K = F, and vb ¢ K then we call this curve a (non-trivial)
quadratic twist. An easy check shows that @ = (0,0) is a K-rational point of

order 2, while for any Q4 € E(K) we have that [2]Q4 = Q if and only if
Qs e {(L, £V (a+2)/b),(=1,£V/(a —2)/b)}

If P is any point of order 2 other than @, then 2% + azp + 1 = 0.

Tate Normal Form. Suppose we are given a curve E/K containing a point P
of prime order ¢ > 3. We can move P to (0,0) and its tangent line to the line
y = 0. This transformation is completely K-rational and puts the curve in Tate
Normal Form [Hus04, Sect. 4.4]

v +axy+by =23 +cx?, abceK.

In Sect.5 we focus on the case where ¢ = 3, in which case ¢ = 0 and b # 0.
Moreover, if b = (33, then the transformation (z,y) — (x/8% y/3%) lets us
assume that b =1 and thus gives the form

B/K :y* +axy +y = 2°.

Note that 3 is not necessarily defined over K. However, Proposition 4 shows
that once we start on such a curve, the 3-isogenies will preserve this form. It has
discriminant A(E) = a® — 27 and has a subgroup {Og, (0,0), (0, —1)} of order
3. The point (0,0) acts on points outside this subgroup by

_ (7Y Y
(z,y) +(0,0) = <x2) 333> .
This curve is known as a triangular curve [BCKL15] and is isomorphic to
the twisted Hessian curve [BCKL15, Theorem 5.3]

(a® —27)2® + ¢ + 1 = 3axy.

SIDH. Let eq,ep, f € Z>o such that p = (5477 f — 1 is prime. For K = [,
we can then find a supersingular curve E over K [Bré09] such that

#E(K) = (p+1)?,
B[] = 260 X /650,
B(K)[5P) = Z)ISP T x L)L,
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By having the two parties compute isogenies of degree £4* resp. £7° and compos-
ing we can define a key exchange algorithm [FJP14, Sect. 3.2] similar to Diffie—
Hellman. Since these degrees are exponentially large, they cannot be computed
directly by polynomial evaluation. Instead, we decompose an ¢%*-isogeny as a
sequence of e 4 isogenies of degree ¢4, which are efficiently computable for small
L4 [FIP14, Sect.4] (typically €4 € {2,3}). Focusing on one of the sides, the
secret key is a tuple (v, 0) € Z/l5}Z x Z /45 Z where not both «y and ¢ are divis-
ible by £4. Fixing a basis E(K)[¢%'] = (P,Q), this corresponds to an isogeny
with kernel ([y]P + [0]Q). As the kernel is determined by its generator up to
some invertible scalar multiple, and since at least one of the two scalars must be
invertible, all keys can either be put in the form (1,6) or (v, 1).

3 Isogenies on Weierstrass Curves

We begin by stating a straightforward, but rather useful theorem. By assuming
to have knowledge on the action of an isogeny on a single point (), we can
translate this point by elements of the kernel to obtain a simple description
of the isogeny. Many curve models have a natural choice for this point (eg.
Q@ = (0,0) in Montgomery form, see Sect. 4).

Theorem 1. Let K be a field and E/K an elliptic curve in Weierstrass form.
Let G C E(K) be a finite subgroup defined over K and

¢ (2,y) = (f(2), couf' () +9(2)), o € K7, (2)

a separable isogeny such that ker(¢) = G. Let Q € E(K) such that Q ¢ G. Then

fx) =c(z —zq) H M—kf(xcg), for ¢y € K*.
TeG\{Or}

Proof. First note that the existence of ¢ follows from Vélu’s formulas [VéI71],
while a standard result [Gall2, Theorem 9.7.5] shows that it can be written
in the form of (2) (where f’(x) is the formal derivative df /dx of f(x)). More
explicitly, following the notation of [Gall2, Theorem 25.1.6], there exist functions
u,t: G\ {Op} — K such that

fay =t Y (“T) T “<T))2),

T—x _
TeG1UGs T (z—ar

where G2 C G is the set of points of order 2 and Gy C E(K) is such that
GZ{OE}UGQUGlLJ{—T:TEGl}.

Moreover, u(7T) = 0 if and only if T has order 2. Collecting denominators, it
is then immediate that there exists a function w € K[z] such that deg(w) = |G]|
and

where v(z) = H (x — 7).

’U(l‘) TeG\{OE}
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Now define

h@) = w(z)v(aq) - wzg)u(@).

Note that clearly h(xg) = 0. Since the value of f is invariant under the action
of points in G, we in fact have that h(zgir) = 0 for all T' € G. Therefore it
follows that (z — zg4r) | h(z) for all T € G. If for all 71,75 € G such that
T, # T, we have that zg11, # £g+1,, then it immediately follows that

[ @ —2qir) | h(x).

TeG

Otherwise', assume we have 77,7, € G such that 7y # T, and TQ+Ty =
TQ+T,- Since any z-coordinate corresponds to at most 2 points on F, it follows
that Q + T» = £ (Q + T1). However, Q + T» = Q + T; implies that 71 = Ty,
which contradicts our assumption. Therefore @ + 7> = — (@ + 11) and

2]0(Q + T1) = ¢(Q +T1) + ¢(Q + T1)
(Q+T1)+d(Q+T)
(Q+T) —¢(Q+Th)

E

¢
Y
Oz

Moreover,

2IQ+T)=0r <= Q+T1 +Q+T1 =0
< Q+T1—(Q+T2) = 0Og
— T = TQ,
which contradicts the assumption that T} # T5. Thus ¥2(Q 4+ T1) # 0 and by

Lemma 1 we can conclude that f'(zgyr ) = 0. Since away from the zeros of v
we have

h(z) = (f(z) = fzq))v(z)v(zq),

it follows from the fact that f'(zg4+7,) = f(zo+r ) —f(zg) = 0 that ' (xg1r,) =
0. That is, h has (at least) a double root at zg+7,. In other words,

(x —zQ+1)(® — 2Q+1,) | M(T).
It is then clear that indeed
I &= zqir) | h(2).
TeG

! This proof is quite elementary. An alternative method (which is perhaps more illu-
minating) is to consider the divisor of z — f(zg) on E/G and to pull it back via ¢.
We can then use the fact that div(f(z) — f(zq)) = ¢* div(z — f(zg)).
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As deg(h) < max(deg(w), deg(v)) = |G|, there exists a constant ¢ € K* such
that

hiz)=c H (x —zo47)-

TeG
Thus,
_wl@) - =)
M=) = vetag) T
The result follows by setting ¢1 = ¢/v(zg). O

Lemma 1. Let the setup be as in Theorem 1 and let R € E(K)\ G. Then
2]6(R) = O <= a(R)f'(zr) =0,
where Py is the 2-division polynomial.

Proof. Firstly note that R ¢ G and thus ¢(R) # O. Therefore, by definition of
the 2-division polynomial on E = E/G it follows that

2]p(R) = O <= 2y4r) + @174y + a3z =0,

where @; and @3 are Weierstrass constants of E conform (1). Using the definition
of ¢ and by recalling that (see eg. [Gall2, Theorem 9.7.5])

29(vr) = co(arzr + a3)f'(xr) — a1 f(xr) — as,
a straightforward computation shows that
2yg(r) + A1Ty(r) + 3 =0 <= ¢ (2yr + a1zr + a3) f'(zr) = 0.
Finally observe that ¥9(R) = 2yg + a12r + a3 and ¢ # 0. |

Remark 1. Theorem 1 shows the connection between ¢ and the action of the
point @ on abscissas of kernel elements, as ¢ is given by a product of functions
T —TQ4+T
T —xr
If this action is simple (eg. in Montgomery form where (g 0)47 = 1/27) then
we can expect simple formulas for isogenies.

Remark 2. By relying on Theorem 1 we simplify the proof compared to earlier
works [CH17,MS16]. Whereas those works present rational maps and prove them
to be isogenies, we turn this argument around. We use the existence of the
isogeny (by Vélu’s formulas) and apply appropriate isomorphisms to enforce
some structure to be maintained (eg. (0,0) — (0,0) in Montgomery form). We
can then apply Theorem 1 to get formulas for the isogeny up to some constants.
Finally we also use the formal group law. However, as opposed to proving that
the rational functions defining the isogeny satisfy the curve relation of the co-
domain curve, we can assume them to vanish and therefore extract the constants
and the coefficients of the co-domain curve. This significantly simplifies the proof
compared to earlier works (eg. [MS16, Theorem 2] and [CH17, Theorem 1]).
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4 Montgomery Form and 2-Isogenies

In [CH17, Theorem 1] Costello and Hisil present rational maps which they prove
to be isogenies between Montgomery curves. These isogenies are not unique,
and are for example different from the formulas directly derived using Vélu’s
formulas. It is immediate that the isogenies in [CH17] have the property of
fixing (0,0). In Sect.4.1 we show that this fact, together with the co-domain
curve being in Montgomery form, characterizes their formulas (up to some sign
choices). This generalizes the theorem by Costello and Hisil, by removing the
restriction of kernels being cyclic and having odd order. In particular, in Sect. 4.2
we present formulas for 2-isogenies determined by points of order 2 other than
(0,0). Until now these had not appeared, and were considered to require the
computation of a square root. In Sect.4.3 we show how one could apply these
formulas in an implementation. Although it requires only a modest change to the
parameters, this does require care and can simplify the implementation. Finally
in Sect. 4.4 we comment on a comparison to the state-of-the-art.

4.1 The General Formula
We begin by stating Proposition 1, which is the analogue of [CH17, Theorem 1].

Proposition 1. Let K be a field with char(K) # 2. Let a € K such that a® # 4
and E/K : y?> = 23 + ax® + x is a Montgomery curve. Let G C E(K) be a
finite subgroup such that (0,0) ¢ G and let ¢ be a separable isogeny such that
ker(¢) = G. Then there exists a curve E/K : y* = 23+ Az? 4+ x such that, up to
post-composition by an isomorphism,
¢o: E— E
(z,y) = (f(2),coyf'(x))
where
ey — 1
O Ve
TeG\{Op} r

Moreover, writing

T = H T, o= Z (xT_1>’

T
TeG\{Og} TeG\{Og}
we have that A = m(a — 30) and ¢ = .

Proof. Over K we can always move E/G to Montgomery form. Let P € E(K)
such that zp = 1. Then [2]P = (0,0), hence [2]¢(P) = ¢([2]P) # O ¢ while
[4]¢(P) = [2](0,0) = Op/g. Thus ¢(P) is a point of exact order 4, and we apply
an isomorphism such that z4py = (=1)IG1=1 (see eg. [FIJP14, Sect.4.3.2]). In
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particular this assures that ¢ : (0,0) — (0,0). We then twist the y-coordinate
via another isomorphism to set the coefficient of 42 to 1 and have

E=E/G:y* =21+ Az? + .

Now apply Theorem 1 with @ = (0,0). We obtain that

H (z — $(0,0)+T)

(@ — 1) + f(z0,0)

f(x) =ci(z — 55(0,0))
TeG\{Og}

PR | =2

TEG\{Or} (z—7)

As we set up E such that f(1) = (=1)I%1=, we find that

(G H xT.

TeG\{Og}

Feeding c¢; back into the equation for f puts it in the right form. At this
point it only remains to find A and ¢o (observe that ¢ = 0 in Montgomery
form [Gall2, Theorem 9.7.5]). To this end we utilize the formal group law, similar
to [CH17,MS16].

Let t = x/y be a uniformizer at O and write s = 1/y. By observing that
s = t3 +at?s +ts? we can recursively substitute s into itself to get an expression
s(t) € Z[a][t] as a power series?

s(t) =t +at® + (a® + 1)t" + O(t")
This is well-defined, see for example [Sil09, Sect.IV.1]. As a result we can write
1/s(t) =y(t) =t —at™ + O(1),
ty(t) = z(t) =t7> —a+ O(t?).
Let X (t) = f(z(t)). Then
X(t) =7t + (0 —a) +O(t?),
dX/dt = —2mt™3 4+ O(t),
dz/dt = —2t7% 4+ O(t),
(dz/dt)™" = —t3/2 + O(t").
Now define
Y (t) = coy(t) - (df /dz)
= coy(t) - (dX/dt) - (dz/dt) ",

2 We denote by O(t™) a series whose coefficients of t™ are zero for all m < n.
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so that
Y (t) = comt™® — coant™ + O(t).
Writing

F(t)=Y(#)? - (X()®+AX () + X (1))
it follows that
Fit)y=F -t °+F 4, t*4+0(t?),
with
Fo=n%(c§—m), F_q=n"3r(a—0)—2ac—A).

Now since by assumption ¢ is an isogeny with co-domain curve E‘, and since
F' is precisely the equation defining E, we must have F' = 0. Solving F_g = 0
and F_, = 0 simultaneously leads to the desired equations for ¢2 and A. Note
that this way we have only defined ¢y up to sign. However, the sign choice
merely induces a composition with [—1] and therefore does not affect ¢ up to
isomorphism. O

Remark 3. It is perhaps not immediately obvious that Propositionl is a gen-
eralization of the result by Costello and Hisil [CH17, Theorem 1]. Our result
assumes the domain curve E to be of the form y? = 22 4+ ax? + x, while their
theorem also accounts for curves Ey : by? = x> 4+ ax? + x. Moreover, the map
itself looks slightly different. However, it is straightforward to check that if one
pre-composes with the isomorphism

’l/)o : EO — F
(z,y) = (,yVb)
and post-composes with the isomorphism

wl:E—>E1:By2+x3+Ax2+m,

(2

then one recovers the theorem from Costello and Hisil in the case of odd-degree
cyclic kernels. Ignoring these twists in Proposition 1 simplifies the proof. For
example, see Proposition 2.

Remark 4. If K =F is a (large-characteristic) finite field, then possibly 7 is a
non-square in . As a result ¢ is not defined over F,. However, in that case the
map

(@,y) = (f(2), yf'())
is defined over I, with co-domain curve E® . my? = 2% + Az? + x. This is
the quadratic twist of E. Since E and its twist have the same Kummer line, we
eliminate this issue by projecting to P! (ie. by using x-only arithmetic).
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Remark 5. If we set up an SIDH instance with £4 = 2 and ey > 2 then the
z-coordinates of points of order 2 are in fact squares. This follows from [Hus04,
Chap. 1, Theorem4.1] combined with the doubling formulas for Montgomery
curves, as noted in [CJL+17, Sect.3.2]. Since all z-coordinates of points with
orders other than 2 appear twice in the equation for =, it follows that = is
actually a square. Therefore ¢ is defined over )2, and in particular we always
have #E(F,2) = #E(sz). This is (implicitly) used in formulas for public-key
compression [CJL+17,ZJP+17].

4.2 2-Isogenies

As an immediate consequence of Proposition 1 we obtain formulas for 2-isogenies
for 2-torsion points other than (0, 0).

Proposition 2. Let K be a field with char(K) # 2. Let a,b € K such that
b#0 and a®> # 4, and E/K : by? = 23 + ax® + x is a Montgomery curve. Let

P € E(K) such that P # (0,0) and [2]P = Og. Then

¢:E— E/K:By* =2+ As® +
(@,y) = (f (@), yf"(x)),
with B = xpb and A = 2(1 — 22%) is a 2-isogeny with ker(¢) = (P), where

xrp — 1
fla) =a- 22—

r—Tp

Proof. This is exactly the statement in Proposition1 composed with the iso-
morphisms ¥y and 1, from Remark 3. The result follows by using the identity
axp = — (2% + 1) to derive A. O

We also compute the kernel of the dual of ¢, which will be helpful in Sect. 4.3
for larger degree isogenies.

-~

Corollary 1. Let the setup be as in Proposition 2. Then ker(¢) = ((0,0)).

Proof. Let ¥ be a separable isogeny with domain E and kernel ((0,0)). Then
certainly E[2] C ker(¢ o ¢), and since deg(¢) o ¢) = 4 we in fact have E[2] =
ker(y o ¢). Thus ¢ = a up to isomorphism by uniqueness of the dual isogeny,
and hence ker(cg) = ker(v)). O

The statement and proof of Proposition 2 does not explain why we are able
to compute 2-isogenies without explicit square roots, while earlier works [CH17,
FJP14] could not. We provide a more direct computation in Remark 6 to show
why this is the case.
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Remark 6. In [FJP14, Sect.4.3.2] the authors describe a 2-isogeny with kernel
(0,0) as

0:E—F:by* =2+ (a+6)2> +4(2+a)x

o (5 0o ).

The coefficient of z can be removed by computing 2v/a + 2 and composing
with the isomorphism

(z,y) — <2\/;ﬂ2\/5ﬂ)

putting F' in the desired form. This requires computing a square root, which
could be avoided by having knowledge of a point Pg = (2\/(1 + 2,—) of order 8
above (0,0). Instead, we observe that we can compose with the isomorphism

b 9 3 2a

PG — =23 — 2%+
v a2—4y a? —4
oo (022, 2

’ Vaz—4 'Vaz—4)’

which moves the kernel of ¢ to (0,0). This requires computing va? — 4 and
therefore also relies on a square root. However, if P, = (x,0) is a point of order
2 on E with x5 # 0, then #3 + axy + 1 = 0. Therefore it is immediate that

Va2 —4=2x9+a,

allowing us to compute the isomorphism efficiently. We have such a point by
assumption in Proposition 2. We can now compute ¢ as i o ¢ o x, where x is an
isomorphism mapping P» to (0,0) (eg. [FJP14, Eq. (15)]).

To provide explicit operation counts® we move to projective space and project
toPl. Let P = (Xp :0: Zp) be a point of order 2 on E : bY?Z = X3 +aX?Z +
X Z? such that Xp # 0. Then by Proposition 2

¢:E— E:BY?*Z=X%+ AX?Z + X 72
(X:—:2)—~ (X(XXp—ZZp):—: Z(XZp — ZXp))

is a 2-isogeny with kernel (P). We have
A=2(Z} - 2X})/Z},
and to avoid inversions we represent it projectively as
(A:1) = (2(2} - 2X3) : Z3).

3 We denote by M, S resp. a the cost of a field multiplication, squaring resp. addition
or subtraction (which are assumed to have equal cost).
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However, the doubling formulas on Montgomery curves use (A4 2)/4 instead
of A, and we see that

(A+2:4)=(—X3:73).

This can be computed in 2S + la, but one can easily integrate the negation
into the doubling formulas to reduce the cost to 2S. Moreover, we observe that

X(XXp—Z2Zp) =X {(X — 2)(Xp + Zp) + (X + Z)(Xp — Zp)},
Z(XZp — ZXp) = Z|(X = Z)(Xp + Zp) — (X + Z)(Xp — Zp)|.
This can be computed in 4M + 6a via the sequence of operations

Thy=Xp+Zp, T1=Xp—Zp, Th=X+2Z,T3=X~-72,T,=T13-Tp,
Ts=T0- T, T =Ty + 15, Tr =Ty —T5, Ts = X - T5, Ty = Z - T7.

If we assume Xp 4+ Zp and Xp — Zp to be pre-computed, the cost reduces
to 4M + 4a. This would for example apply if we require multiple evaluations of
the isogeny (eg. in SIDH).

4.3 Application to Isogeny-Based Cryptography

In the general setting it is not true that the kernels appearing in the compu-
tations cannot contain the point (0,0), so it is not clear that the 2-isogenies
can immediately be used. In a similar fashion, it is not true in general that
kernels of 4-isogenies cannot contain (1,++/(a+2)/b) or (—1,%+/(a — 2)/b).
In [CLN16a, Sect.3] and [CH17] this assumption is used without justification
(implicitly by replacing ¥, with @4). This is dealt with by using a separate
function first_4_isog for the first 4-isogeny, which is the only kernel that can
contain such a point (a proof of which does not appear). However, Lemma 2
and Corollary 2 show that we can avoid these points with only a minor restric-
tion on the keyspace. Applying this restriction to [CLN16a] makes the function
first_4_isog redundant, simplifying the implementation.

Lemma 2. Let e, f € Z>p and let p = 2¢3f — 1 be prime. Let E/F,: be a
supersingular elliptic curve in Montgomery form such that #E(F,2) = (p+1)2.
Let P,Q € E(F,2) such that E[2¢] = (P,Q) and [2°7']Q = (0,0). Let o € Zge.
Then (0,0) ¢ (P + [a]Q).

Proof. Tt is clear that (P+[a]Q) can only contain a single point of order 2, namely
[2¢71)(P+[a]Q). But by assumption on @ we know that [2¢~!](P+[a]Q) # (0,0),
hence the result follows.

By Lemma 2 we know that we can compute the 2°-isogenies as defined in Proposi-
tion 1. However, as the degrees grow this will quickly be impractical. Instead, we
do the computations as a sequence of 2-isogenies (ie. as in Proposition 2) [FJP14,
Sect. 4]. Therefore we must show that none of these intermediate isogenies has
a kernel generated by (0,0).
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Corollary 2. Let the setup be as in Lemma 2 and write R = P + [a]Q. Let ¢
be an isogeny such that ker(¢) = (R) and suppose that we compute

¢ = e_10--"0 o,
ker(¢o) = (27" R),
ker(¢;) = <[2€7i71} Gi—1-Po(R)), (for1<i<e—1)

as a sequence of 2-isogenies, each one computed as in Proposition 2. Then (0,0) ¢
ker(¢;) for all0 <i<e—1.

Proof. We apply induction on i. The statement for i = 0 follows from Lemma 2.
Let ¢ > 0. Then ker(¢;_1) = ((0,0)) by the inductive hypothesis and by Corol-
lary 1. But since the walk determined by ¢ is non-backtracking, it follows that
ker(¢;) # ((0,0)). As #ker(¢;) = 2, we conclude that (0,0) ¢ ker(¢;).

The keyspace is determined by tuples (y,d) which define kernels of the form
([v]P + [0]@), where not simultaneously v = 0 mod 2 and § = 0 mod 2. We can
divide the space into the three disjoint sets (of equal size)

Kajy = {(7,0) : v =imod 2,6 = j mod 2},

for (¢,7) € {(0,1),(1,0), (1,1)}. The restriction on the keyspace then corresponds
exactly to disallowing /C(g 1y, removing 1/3 of the keyspace. It is easy to see
that these keys define the isogeny walks for which the first 2-isogeny has kernel
((0,0)). Note that this depends on the choice of 2¢-torsion basis { P, Q}, where we
choose @ to lie above (0,0). A similar argument applies to the use of 4-isogenies
in [CLN16a].

Remark 7. The initial proposal to use curves in Montgomery form [CLN16a,
Sect. 4] suggested taking P as an Fj,-rational point on the curve Ey/F, : y? =
2% + o with j(FEp) = 1728 and Q as the image of P under the distortion map
(z,y) — (—=x,iy). This allows a compressed representation of {P, Q}. Although
this does not work for the basis as chosen in Lemma 2, it only results in a small
increase in the size of public parameters (which never need to be transferred).

4.4 Relating 2-Isogenies and 4-Isogenies

It is easy to see that the 4-isogenies from [CH17, Appendix A], which are cur-
rently the fastest formulas, can be derived by applying the 2-isogenies from
Sect. 4.2 twice. That is, since they have equal kernel they are equal up to com-
position with an isomorphism. Both isogenies have a Montgomery curve as co-
domain, of which there are at most six per isomorphism class (by looking at
the formula for the j-invariant). Also, in both cases the dual is generated by
a point P € {(1,£+/(a+2)/b),(—1,4£+/(a — 2)/b)}. Therefore we can trans-
form one into the other by possibly composing with the simple isomorphisms
(2,9) — (z,—y) and (x,y) — (—m,iy), where i € K such that i = —1. As a
result, applying the 2-isogenies twice will not have more efficient formulas than
the 4-isogenies. Indeed, if this were the case we could use the above transfor-
mation to obtain equally fast 4-isogenies. We summarize the costs in Table 1.
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Table 1. Comparison of the costs of evaluating 2-isogenies and 4-isogenies.

Operation 2-isogeny | 2 X 2-isogeny | 4-isogeny [CH17]
Compute (A+2:4) 28 48 4S + ba*

First evaluation 4M + 6a | 8M + 12a 6M + 2S + 6a
Subsequent evaluations | 4M + 4a | 8M + 8a 6M + 2S + 6a

*Many of these additions are not needed to compute (A + 2 : 4), but are used as
pre-computation for the isogeny evaluation. We provide the counts as is to align
with [CH17] since it does not affect our comparison of the costs of large degree
isogeny evaluations.

Besides their theoretic value, there are some small upsides to using 2-isogenies
in an implementation. Firstly, the computation leaks only a single bit as opposed
to two [FJP14, Sect.4.3.2]. Instead of leaking the dual of the final 4-isogeny, it
would only leak the dual of the last 2-isogeny. Also, in some cases one may be
able to select smaller parameters for a certain given security level. Primes of
the form 237 — 1 where e =~ log, (3/) are somewhat sparse, and depending on
one’s requirements restricting e to be even could result in a (much) larger prime
than hoped for. Alternatively, one could of course achieve this by doing a single
2-isogeny followed by a chain of 4-isogenies. However, this does come at the
cost of having to implement more algorithms, increasing the size and complexity
of an (already complex) implementation. Finally, having worked out formulas
for isogenies of even degree and by showing how to avoid (0,0), we are able to
straightforwardly write down formulas for 2¢-isogenies with e > 3. It remains
to be seen if these can be made more efficient than repeated applications of
4-isogenies.

5 Triangular Form and 3-Isogenies

Given the generality of Theorem 1, an obvious question is whether there are other
classes of curves which could possibly give rise to simple formulas for isogenies.
In this section we analyze curves in triangular form E/K : y? + axy +y = 23
containing a point (0,0) of order 3. Most of the ideas from earlier sections apply
and in particular we get analogous statements for computing 3-isogenies (see
Sect. 5.2). Although these allow to compute the co-domain curve very efficiently,
the evaluation of the isogeny is not as efficient as its Montgomery counterpart.
Moreover, since tripling formulas are currently slower, at this point Montgomery
form still performs better with respect to 3-isogenies.

5.1 The General Formula

We start by presenting formulas for triangular curves that work for any separable
isogeny whose kernel is an odd order subgroup. It is possible to include groups
of even order, but this creates a case distinction which makes the proof more
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tedious. Since having (enough) rational points of even order would enable us to
go to Montgomery form and reduce to Sect. 4, we discard that case here.

There are a couple of (minor) complications compared to the proof of Propo-
sition 1. Firstly, we cannot assume that g = 0. If we work on P! this will not
affect the efficiency, but we will have to take it into account in the proof. Sec-
ondly, the action of (0,0) does not involve only z-coordinates. To eliminate the
y-coordinates that arise, we group the kernel points into sets {7, =T} (similar
to [CH17, Theorem 1]).

Proposition 3. Let K be a field with char(K) # 2. Let a € K such that a® # 27
and E/K : y?> + axy +y = 2 in triangular form. Let G C E(K) be a finite
subgroup of odd order such that (0,0) ¢ G and let ¢ be a separable isogeny such
that ker(¢) = G. Let

X = {CUP

Then there exists a curve E/K cy? + Azy +y = 3 such that, up to post-
composition by an isomorphism,

PEG\{OE}}.

¢ EF— E
(z,y) = (f(), coyf'(z) + g(x))

where

f(x)sz x4z —x(az—i—l)—z.

_ 2
zeX (17 Z)

Moreover, writing
I1- > (22
T = o= = +--
) 22 P )
zeX zeX
we have that A? = 7%(a® + 120) and co = (—1)Xl7.

Proof (sketch). This proof is almost completely analogous to the one of Propo-
sition 1. That is, we put E/G in triangular form by moving the image of (0,0)
under ¢ to (0,0). We then apply Theorem 1 with @ = (0,0) and use that

Yry_r = —a::%, and yr+y_r = —axy — 1.
By observing that ¢ : (0,—1) — (0, —1) we find that
cop = (—l)lx‘ 7 /ey,

and finally we apply the formal group law to find expressions for ¢; and A. O
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5.2 3-Isogenies
We work out explicit formulas for 3-isogenies.

Proposition 4. Let K be a field with char(K) # 2. Let a € K such that a® # 27
and E/K : y* + axy +y = 2 in triangular form. Let P € E(K) a point such
that [3]P = O and xp # 0. Then

¢:E—>E/K:y2+Axy+y:x3

(#,y) = (f(z), —zpyf'(x) + g(z))
with A = =3 (2 + axp) is a 3-isogeny such that ker(¢) = (P), where

2?24 — z(azp + 1) —zp

(¢ —zp)

fla) =

Proof. This is Proposition3 with X = {zp}. Using the division polynomial
¥3(z) = z (32° + a®2* + 3az + 3)

it follows that 9 (2+azp)? = 72 (a® 4 120). Hence A = £3 (24-azp) and the only
remaining uncertainty is the choice of sign. However, setting A = —3 (2 + azp),
a direct computation shows that

((z —zp)® — (62% + a’zp + a)z + 2% + 1)

(w —ap)’

fla) = ah-

)

while

) = 1173 . ((3+al‘p)x%x+x?}—) + 1)
g(x) —— :

For X = f(z) and Y = —zpyf'(z) + g(z), a straightforward calculation
shows that Y2 4+ AXY +Y = X3, It is then clear that ¢ is an isogeny and that
ker(¢) = (P). O

Again, as a consequence of fixing (0,0) the dual will be generated by it.

o~

Corollary 3. Let the setup be as in Proposition 4. Then ker(¢) = ((0,0)).

Proof. Since (0,0) € E has order 3 and is not in ker(¢), it follows from pod = 3]
that ¢ ((0,0)) # O, while (q/i)\o #) ((0,0)) = Og. Hence ¢ ((0,0)) € ker($), and

-~

since deg(¢) = 3 we have that ker(¢) = (¢ ((0,0))). The result is now immediate
by observing that ¢ ((0,0)) = (0,0). O
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5.3 Application to Isogeny-Based Cryptography

By doing an analogous analysis as in Sect. 4.3 it is straightforward to see that
it is theoretically possible to use the triangular form as above in isogeny-based
systems. More specifically, by choosing a basis E(F,2)[3°] = (P, Q) such that
[3¢71]Q = (0,0) and by only allowing secret kernels of the form (P + [a]Q), we can
always apply the isogeny from Proposition 4. However, to be seriously considered
for implementations the efficiency must be at least on par with those coming from
the Montgomery form. Although the computation of A can be done with only two
multiplications, we have not been able to reduce the cost of the 3-isogeny evalua-
tion far enough to be considered as efficient as its Montgomery counterpart. More-
over, the z-only tripling formulas (which can for example be obtained by using the
3-isogenies from [BCKL15, Theorem 5.4]) are significantly slower.
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