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Abstract

Clinical health informatics is a new innovation in health-
care systems to transform paper-based systems to elec-
tronic systems. Health information is enhancing care
coordination, quality and efficiency, but there are concerns
related to protecting security and confidentiality of data.
The main aspect of using a different electronic package in
hospitals depends on important factors such as confiden-
tiality, integrity and availability of health data.

This paper is an integrative review of the evidence
to compare the Confidentiality, Integrity and Availability
(CIA) model in different Electronic Health Records [1]
and identify the contributing factors in selecting differ-
ent vendors in hospitals. The Johns Hopkins Nursing
Evidence-Based Practice model was used to appraise the
quality of studies related to health informatics. Forty-
five titles were reviewed and, after reviewing 27 abstracts
and contents, seven papers were included in this study.
According to the reviewed evidence, a health information
framework includes “Confidentiality, Integrity and Avail-
ability Triad, MEDITECH, Cerner and EPIC were the
most popular hospital software packages because of being
user-friendly, accessibility, lower cost and high security.
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97.1 Introduction

Transition from paper-based medical records to electronic
were initiated over the past few years after hospitals found
out about the risk of penalties for not improving their
care coordination. The Centers for Medicare and Medicate
Services (CMS) mandate that healthcare leaders engage in
change strategies for EHRs, which increases the cost and
improves patient safety.

Electronic Health Records [1] develop the quality of
patient care by increasing the integrity and availability of
information for providers; however, the security of health
records is still one of the main concerns in healthcare
systems.

The US Health Insurance Portability and Accountability
Act (HIPAA) privacy rule mandates that users and providers
protect patients’ information. EHRs contain sensitive patient
data along with their identifiers such as diagnosis, past
medical history [2].

Healthcare providers must support confidentiality rules
while generating multiuser access to EHRs across different
settings. There are many vendors to provide EHRs to clinics
and hospitals, but according to KLAS in 2014, only three
vendors grew this market in clinical health informatics field:
Cerner, Epic and MEDITECH [3].

The main characteristics of their suggested information
system include Confidentiality, Integrity and Availability [4].

This paper explores some aspects of EHRs based on the
evidence and present an integrative review of the advantages
of using different electronic records in hospitals.
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97.2 Methodology

A comprehensive search of five major databases was con-
ducted: Scopus, PubMed, CINAHL, Cochrane Library, and
Embase. Based on the nature of EHRs, no time frame was
entered as an exclusion criterion. The goal was to develop a
search strategy and capture a broad match of articles.

Initially, 64 articles were found. After reviewing titles,
abstracts, and contents (Fig. 97.1), seven studies met the
inclusion criteria and were reviewed in their entirely.

The main approach to appraising the strength and quality
of the articles’ synthesizing and translating evidence into
practice was the “Johns Hopkins Nursing Evidence-Based

Fig. 97.1 PRIMS flow chart for screening of searched studies

Practice Evidence Rating Scales.” [5] The initial search
article types included comparative studies, meta-analyses, re-
search support, observational studies, reviews, and systemic
reviews of CIA in EHRs. The majority of retrieved articles
were classified in level three and four with good quality.

The inclusion criteria for reviewing studies was defined
as [3] English language or at least available in an English
version of the article, and [5] related to Electronic Health
Records.

97.3 Findings

97.3.1 Situational Analysis

About 99% of U.S. hospitals use EHRs and it is really
improving compared to 31% in 2003 [1]. Using paper-
based health records has declined to 1% percent but, accord-
ing to the American Society of Health-System Pharmacists
(ASHP), some departments in hospitals continue to expand
their paperless improvements. Since health records present
variable aspects of human needs, there are some challenges
to maintaining this system [1]. Computerized prescriber-
order-entry [1], using barcode scanners for administrating
medications, rapid access to radiology pictures, electrocar-
diogram (EKG), and fetal heart rate monitoring are part of
EHRs, in which some still use paper-based reports.

According to “2017 best in KLAS: software & services”
report, Epic was awarded in 2017 for the best physician
practice vendor and earned the top ranking for the seventh
consecutive year [6].

97.3.2 Electronic Health Records: Effective
Progress

Transition of paper-based health records to electronic health
records improves the quality of healthcare and accessibility
[2, 4, 7–13]. The majority of articles showed the positive
consequences of implementing EHRs in patients’ outcomes.
A clinical study compared the average of lab errors after
using interfaced HER and it showed that it decreased from
2.24 to 0.16 per 1000 specimens (p < 0.001) [14].

Based on the reviewed studies, the ultimate clinical out-
comes of using EHRs includes improving the patient out-
comes, decrease in medical errors, and less mismanage-
ment of patients. It also helps healthcare providers retrieve
patient information in a convenient, timely manner. The
EHRs provides a cost-effective method for enhancing patient
safety [14].
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97.3.3 Confidentiality

The main and important rule of EHRs vendors is protecting
patient information. Security is the main key in both Epic and
Cerner software. The primary purpose of changing paper-
based records to electronic records is to support confiden-
tiality with protected accessibility [15]. Patient information
cannot be released to others without the patient’s permission
and it is a priority for every clinician to preserve confidential-
ity and recognize the authorized persons in the patient plan
of care.

97.3.4 Integrity

The ultimate approach in EHRs is to extend the integration
between different hospitals across the country, but there are
some deficiencies in having unity to use the software. More
than 65% of hospitals use computerized prescriber-order-
entry [1] instead of hand-written medication orders.

Healthcare providers are willing to focus on integrating
EHRs in healthcare system. Both Epic and Cerner have
the capabilities to connect different databases and facilitate
networking (Fig. 97.2).

97.3.5 Availability

Health information must be available for different clinicians
simultaneously. Both Epic and Cerner allow providers
to review the information and record their interventions
[15]. The information can be stored in EHRs in many
different forms: lab reports, radiology pictures, identification
data or video files, etc. Thus Epic and Cerner are
designed in a way to organize and stratify all this
information. Finding the files is not difficult in both Epic
and Cerner. It seems both of these software programs
need complementary software to store continuous fetal
monitoring and the strips of patients who are on cardiac
monitoring.

97.3.6 Patient Safety

One of the important goals of implementing EHRs is
providing effective patient care and supporting patient
safety. Barcode-assisted medication administration systems
is one of important feature of using EPIC, CERNER and
MEDITEC.

Fig. 97.2 Care manager, program administrators, and clinicians ranking reportSource: [16]
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97.3.7 Clinical Intervention

Providers must record all their interventions in EHRs. The
left side bar of both software programs help clinicians
quickly find their intended tab. In addition to writing orders
or progress notes, there are other features such as medica-
tion administration, access to previous records and sending
patients’ prescriptions to the requested pharmacy.

97.3.8 Future Expectation

The most imperative concern to implement EHRs is main-
taining privacy of individuals’ information in healthcare
system [7]. Several security strategies and techniques are
recognized that are identified as administrative, physical and
technical safeguards [7].

A systematic review study addressed the importance
of organizational strategies to protect health information
[12].

97.4 Conclusion

The integration between EHRs and outcome improvement
was reviewed. The evidence on the EHRs implementation
shows improvement in the quality of services and accessibil-
ity, but some details need to be clarified more. For instance,
unity in implementing the same EHRs in different hospitals
or different aspects of networking to improve the availability.

Confidentiality, integrity and availability are the main
framework for protecting health data and services. The main
security threats include lack of safeguards, configuration
weakness, organizational policy and staffing error. Some ev-
idence suggested to use daily database monitoring strategies
for protecting information.

Since healthcare staffing plays a significant role in pro-
tecting EHRs, it will beneficial for clinicians to know more
about the different safety methods and periodical education
to enhance the importance of maintaining confidentiality in
healthcare systems.
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