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Abstract

The Internet of Things (IOT) has become an attractive
and inviting technology that enables gathering informa-
tion about all interconnected devices on real-time. These
interconnected physical devices have a unique identifiers
and the ability to communicate each other using its sen-
sor technology and transfer data over a network. The
collected information also provide significant opportunity
for different businesses to have insight about these data
by applying effective data analytics on them. Internet of
Things have also revealed a huge security vulnerability
that range from its authentication to its trust management,
and a threat to its embedded devices. This research paper
explores and discusses the challenges of Internet of things
(IOT) that includes: its vulnerability, security and Privacy
of IOT, current analytics of IOT, Imminent ownership
threat, trust management, IOT Models, its road map, and
make recommendation on how to resolve its security
challenges.
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16.1 Introduction

Since its inception during 1991, the idea of interconnecting
objects and sharing information has been advanced a great
deal. Electronics devices with embedded smart technologies
has become more appealing and being attractive for both
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business community and both home and business owners.
Many different types of IOT platforms could be observed
both in private and business sectors. IOT devices in smart
home environment includes house appliances like dryer,
washer, dish washer, TV, heating, and cooling, refrigerator.
The business sectors include health care, transportation,
digital city, vehicles, and agriculture.

Internet of things (IOT) is an interconnected environment
of physical devices to exchange information among them
and collect information from them and apply IOT analytics
to take the right action. Internet of things also includes
different communication such as Things to Things, Human to
Things, and Human to Human interactions [1]. Information
technology experts have already starting talking about nearly
fifty billion smart devices would be available in 2020 and
most of our household objects would be interconnected. An
individual could also start managing at least ten devices.
Some of these interconnected IoT devices are mobile devices
and could lose connectivity due to vulnerability of wireless
outages. Some of them could also run out of the battery life
time to operate. The use of these heterogeneous intercon-
nected devices in IoT platform could bring both security and
interoperability issues [2].

The internet of things deployed on intranet environment
for different purposes, and the information collected from
these devices are monitored from the remote. The advance-
ment in high speed connectivity has also brought certain
progress in the deployment and performance of current IOT
devices. The key indicators of the IOT system that is the
way its different parts, including the devices and the services
where the information are get analyzed, combine to generate
new value or better performance.
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16.2 Background Information

16.2.1 Security and Privacy of IOT

Internet of things could provide an interconnected easily
managed computing environment by enabling the individual
users to control their digital household items, and also the
businesses to enhance the capacity, security, and other related
functionalities of these interconnected items by gathering
information and applying different IOT analytics operation.
The security vulnerabilities of these devices has been the ma-
jor and critical issue for the researchers around the globe. Be-
cause IOT is dealing with number of interconnected devices,
any security vulnerability associated with each individual
physical device could pose a security threat to the whole
interconnected devices. Moreover, as we are also managing
and controlling these devices from remote location, the other
major security concern is the internet itself, which is always
vulnerable and could cause another security threat. Internet
is the most widely used data communication route and any
access to the information which are carried out via Inter-
net using many types of smart devices, could cause users’
identity easily hacked. Other security related issues also
include authentication, privacy, trust relationship among the
interconnected devices, access control. Researchers reviewed
thoroughly the existing authentication techniques used with
IOT devices by discussing the existing limitation of those
currently available authentication tools. By using their in-
depth survey, they further detailed how cryptography could
contribute in securing the IOT devices, and provided a well
refined summary on the weakness and strength of the existing
IOT security tool performances [3].

A cloud based identity framework for resolving some
of the security issues associated with IOT has also been
proposed [4]. This proposed frame work identified the major
components like the physical environment that host the
sensors and transmitters that interact with each other and
the cloud services. This proposed framework also has two
components: service manager that handles the authorization
module that provides access to the sensors and receivers, and
identity manager that handle the authentication module. An-
other researchers [5] also applied the two mostly popularly
used keys [6, 7] with the wireless networks, by integrating
them in IOT computing environment to mitigate and prevent
the malicious attacks.

Other security threats related to privacy due to the in-
volvements of those many number of interconnected devices
have been identified [8]. Some middleware layers were
recommended to enforce the security of the interconnected
devices and the integrity of the data communicated among
these devices.

16.2.2 Modelling of Internet of Things

The internet of things has been a huge interest of the business
world provided that more billions of devices are expected
to be interconnected through the internet in the next few
years; and it brings people, data, and process to be more
interconnected. The IoT is getting everywhere and its impact
on the internetworking business is growing tremendously.
Businesses are planning and investing much to have an adapt-
able and scalable infrastructure that could handle all what it
takes to deploy what the IOT computing environment needs.
The major capability requirements of modelling the internet
of things include model construction, representation across
scales, broad accommodation for multiple formalisms, in-
tegration and aggregation across models, model evolution,
flexibility and modularity, scalability [9].

16.3 IOT Challenges

The number of interconnected devices at every household
and every organization are getting too big, the amount of data
communicating through the internet is also exploding, the
number of smart devices used by every human is getting high
in number, and the need for scalable and adaptable computer
networking architecture is not only a much more needed
but a must considered investment plan. Most importantly,
the number of people who will join the computing world
could make the internet traffic and the network connectivity
more exploded. The interconnected devices with IOT com-
puting environment are very different, the data generated
by these different devices are also computed differently,
and most importantly the location of this devices could be
different. The security of this very complex interconnected
network infrastructure is always a concern. The security of
the communication and connectivity among these devices is
the major threat and a paramount concern. Any attack aimed
at one of the interconnected devices could be a security
threat for all other devices. Networking systems must be
built to reliably route information at rest and in motion.
Security should be a major factor while designing the IOT
environment. Most of currently available off the shelf IOT
devices lacks security requirements and are vulnerable to
get easily compromised. Moreover, IOT devices deployed
on public network and accessed wirelessly are also subject
to malicious attacks. The major security challenges of the
IOT include Authentication, Trust, Privacy, Mobile Security,
Confidentiality, Secure Middle ware, policy enforcement,
and access control. Among the above mentioned security
requirements, the three major three key security requirements
are Authentication, confidentiality, and access control [9].
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The trust level among the interconnected devices should be
considered to enhance the IOT security. A dynamically trust
management protocol among the interconnected physical
devices have been proposed that could adapt and adjust its
parameter setting for any real time changing environments.
[10]. This protocol deals with physically connected devices
that acts differently called malicious nodes and provide the
required behavioral resolution by validating the changes in
behavior and adapt on real time.

16.4 IOT Analytics

The changing and advancing nature of technology is bringing
many changes in our daily life and working environments.
Every household is getting smart by getting its major items
interconnected. Every devices in the hospital is getting in-
terconnected and provide any patient related information as
required. Automobiles are also getting their devices intercon-
nected with different sensors and are making driving easier
and somehow safe. All these Interconnected IoT devices are
handling the data analysis in a dynamic environment on
real time. In most cases these analytics computations are
done in cloud computing environment. The elasticity, ease
of use, and scalability nature of cloud make it more attractive
and convenient except the security issues associated with its
service models, deployment models, and its’ major charac-
teristics.

Sensors and system logs are critical in order to collect data
from each interconnected devices and execute the required
data analytics. Among the requirement to analyze the data,
the sensor life time and cost are the most critical elements.
This is because of its major contribution in detecting and
responding to inputs from the other interconnected device
in the IOT platform it belongs to. The characteristics of
different internet of things data types including streaming,
high volume, semi structured, and non-structured data types
have been discussed and mentioned that the vast majority
of IOT data streams are not useful in broader context [11].
Moreover, it was noted and explained how streaming data
analytics play a greater role in unlocking value from the inter-
connected devices, and present the main difference between
IOT analytics and big data analytics.

As the number of interconnected devices is increasing,
the amount of data collected and exchanged within the IoT
platform is also increasing at the higher rate. Processing and
analysis of big data has been a huge issue for researchers
as it demand big investment requiring big memory, high
level performing infrastructure, and high level of security.
To resolve these issues, different analytical algorithms has
been proposed to handle applying streaming and batch data
feed approach. The existing big data analytics frameworks
present the problem associated with big data analytics as a

map reduce problem. Incremental algorithm approach using
autoregression has been used to improve memory reduction
by increasing and allowing each participating devices to
handle the request at its node [12]. Even though the autore-
gression works well to handle the high level memory needs,
the security and the performance issue are still continuing
and remains to be resolved.

The other very challenging task in IoT is the non-
existence of any form of standards that govern how the
interconnected devices exchange information and operate
at the cloud computing environment. The security of the
cloud operation and the information exchange medium
(Internet) are the most known unsecure and vulnerable
cases while trying to implement the IoT Analytics. Some
form of standards like Message Queue Telemetry Transport
(MQTT) and Advanced Message Queuing Protocol (AMQP)
was proposed which only could handle lightweight message
oriented middleware [13].

Some of those interconnected smart devices have dif-
ferent limitations that include sensor lifetime, bandwidth,
battery life, etc. Moreover, the performance and availability
of wireless infrastructure to support the required information
handling and IoT analytics, is not reliable and remains to be
a high level research project to be considered. These issues
could result in a catastrophic consequences in Health-IoT
infrastructures. For example, a Hadoop-based intelligent care
system (HICS) [14] that demonstrates IoT-based collabora-
tive contextual Big Data sharing among all of the devices in a
healthcare system was proposed. This proposed system have
shown a very positive and promising results in leveraging
the capacity and performances of sensors, coordinators, and
being flexible based on intelligent building that performs the
collecting the IoT data from the interconnected devices and
do the analytics. But the security of the proposed system has
number of vulnerability mainly with its’ confidentiality and
user authentication.

16.5 Conclusion

The rapid and dynamic presence of IOT has brought a
new direction of computing environment. The number of
interconnected devices at every household is increasing at
alarming rate, and the needs for having a more secured
and powerful infrastructure to handle its data collection and
analytics has been very critical. Hospitals, Cities, electrical
grids and power systems, automobile systems, are among
those already implementing the internet of things technology
by deploying as many interconnected devices as needed. In
addition to their performance issue during IOT analytics,
currently existing IOT frameworks infrastructures and appli-
cations are exposed to high degree of security vulnerabilities
and lacks the required security assurances. The insecurity
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of cloud operation where part or all the information are
stored, and the insecurity of internet media through which
the information exchange is taking place, are the major
and critical problems that required an immediate attentions.
Security issues associated with the sensors, which are the
main source of data about the interconnected devices that
requires advance enhancement to leverage both its security
vulnerability and performance issues is also another major
areas of security problems.

The business communities is embracing the IoT success
and are investing a lot. More and more other promising
and enhanced IoT platform solutions are well ahead of us.
Its’ application is limitless. The performance issues are well
getting covered. But the IoT-security issue remains to be
a big challenge. Different cybersecurity attacks like DDoS,
Data Integrity, Information theft, are among the major cyber-
attacks that could be launched and result in severe damage
in any IoT platform. In our research, we will present our
detailed analysis with regard to IoT and its operation in cloud
computing environment.
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