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Abstract

As the number of cyber-attacks continue to increase, the
need for data protection increases as well. Deep Packet
Inspection is a highly effective way to reveal suspicious
content in the headers or the payloads in any packet
processing layer, except when the payload is encrypted.
DPI is an essential inspector of packet payloads as it
is applied to many different layers of the OSI model.
The DPI tasks include intrusion detection, exfiltration
detection and parental filtering. This can be a great ad-
vantage as layer-independent attacks are becoming more
prevalent. It allows for inspection of all layers for attacks.
However, there are challenges that come with Deep Packet
Inspection. Some include the decrease of throughput of
the system, attacks through the Secured Socket Layer and
intrusion fingerprint matching. These challenges do not
constitute as grounds to eliminate DPI as a method, but
instead obstacles to be aware of in case difficulties with
implementation prevails.
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14.1 Introduction

In approaching the investigation of network attacks, the use
of Deep Packet Inspection (DPI) must be analyzed. This
technique is used to closely examine packets and its fields
that flow within the network. This will allow for anomaly
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detection within the network flow. The anomalies can be
used to determine important information for dealing with and
responding to security incidents. This could be in the form
of IP addresses involved, the type of attack, the time of the
incident as well as the incident duration. With all of the data
from this inspection as well as what is gathered during the
incident, security professionals are then able to mitigate risks
and consequently, incidents [1].

At this point in time, the use of DPI is limited to end-
host. This is because the edge and core routers do not have
the processing power needed to inspect the entire content
of a packet at wire speed. The edge router typically only
examines the head of that packet, whereas the core routers
examine the packet’s destination address for forwarding. The
problem arises when these routers perform at such high line
speeds that this leaves very few nanoseconds to analyze the
entire packet content. As the line rates increase between an
edge router and a core router, the task becomes more difficult
as the time to process each byte of the packet decreases
[2]. Usually, an intrusion detection system for Deep Packet
Inspection consists of two different parts. The first is a
header rule that includes a 5-tuple packet classification being
performed on the packet’s header. The second focuses on
content at given points within the packet’s payload. However,
only 60–80% of instructions are executed in the fraction of
time of 40–70% with network intrusion detection [3]. Any
type of design for improving network security must have
efficiency in mind. A high throughput is very prevalent and
cannot be the solution of throwing more processing power at
string matching due to other restrictions in the network. This
would cause an increase in cost as the need for cooling would
increase with maintenance expenses.

Deep Packet Inspection must be implemented in such a
way in order to avoid the main problems that come with
it. DPI is quite complex and is extremely difficult to cus-
tomize. Without a team directly working on implementation
of a custom network intrusion detection system, users ought
to depend on commercial products to perform the actions
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needed within DPI. However, one of the biggest concerns is
DPI of the Secure Socket Lay (SSL). Due to the encryption of
the HTTPS packet, SSL creates a blind spot for the firewall.
This occurs because the firewall inspects the data broken into
packets and a traditional firewall cannot inspect encrypted
traffic on its own—and anything behind that encryption will
enter the network untouched [4]. As the need for encrypted
services like HTTPS increases, unfortunately the security
risks also increase due to the level of insecurity behind the
secure socket layer.

14.2 Literature Review

The goal of this research is to explore solutions to the obsta-
cles with Deep Packet Inspection. DPI has been implemented
in many workplace settings to aid in the security of the
network. However, there is not one solution that results in
100% accuracy regarding network monitoring through DPI.

14.2.1 Pattern Matching Algorithms

The standard function of a Network Intrusion Detection Sys-
tem (nIDS) is based on a set of signatures, each describing
one known intrusion threat. The nIDS examines the net-
work’s traffic for any matches to known intrusion attempts.
NIDS’s rule set is a two-dimensional data-structure chain
that tests chain headers against packet header rules. When the
packet header rule is matched, a pattern matching algorithm
begins. However, this is the most financially detrimental
operation of the nIDS [3]. No single algorithm performs
best in all conditions, however a possible hybrid of multiple
algorithms may be the best solution for such an obstacle.

14.2.1.1 The Boyer-Moore Algorithm
The Boyer-Moore Algorithm is the most well-known pattern
matching algorithm for examining an input against a single
pattern. This algorithm starts at the rightmost character of
the search pattern and analyzes leftward. When a mismatch
occurs, both heuristics are triggered. The bad character
heuristic is the first one triggered. This heuristic operates
by shifting the search pattern to the rightmost position of
where it appears if the mismatching character appears in
the search pattern. However, if the mismatching character
does not appear in the search pattern, then it is shifted to
one position past that character. The good suffixes heuristic,
when triggered due to a mismatch in the middle of the search
pattern, shifts the search pattern to the next occurrence of
the suffix in the pattern [3]. The Boyer-Moore algorithm
has been adjusted many times, whether it was reduced to
its bad character heuristic solely, or a modified version of

the algorithm then integrated and tested with an enterprise
internet connection.

14.2.1.2 TheWu-Manber Algorithm
The Wu-Manber algorithm is used in some variant in the
nIDS known as Snort. This algorithm is based on the bad
character heuristic of Boyer-Moore but uses up to two-byte
bad shift tables. These were created to process the entirety of
the patterns instead of just one at a time. This creates a table
similar to that of a rainbow list that can then be used to detect
intrusion threats. The Wu-Manber algorithm “performs a
hash on the two-character prefix of the current input to index
into a group of patterns, which are then checked starting
from the last character, as in Boyer-Moore” [3]. Although
this algorithm performs well on large sets, it struggles with
short patterns in rules.

14.2.2 Hardware

The A10 network middlebox is not only praised for the
throughput that it can handle, but also the additional tools
and operations that can be utilized. A10 allows for visibility
and security in the form of hardware, software or in the
cloud. This network analyzer has both the ability to scan
for intrusions and DoS attacks, as well as scan through the
SSL. This hardware can decrypt packets to further analyze
their contents and therefore better secure the network they
are passing through [5]. Many federal contractors use this
hardware because of its protection against their highest threat
of intrusion through the SSL.

The FortiGate is a similar solution to the A10 network
middlebox. However, FortiGate’s hardware is known as a
Next Generation Firewall (NGFW). This hardware also has
the ability to decrypt the SSL for further security. The
NGFW can be combined with pattern-matching algorithms
to perform at its best and create a secure and intrusion-free
environment [6]. Both of these hardware solutions are ones
that can be implemented in any size organization or network
due to their flexibility.

14.2.3 Software

Although hardware is a great permanent DPI solution, soft-
ware can also help an organization test out what they may
need in a DPI tool. For example, SolarWinds is a network
managing tool that can analyze network performance as
well as track network traffic. SolarWinds offers performance
monitors that would assist in finding anomalies within the
network [7].

A second software option is Snort, an open source nIDS.
This free software can help sort out where possible vul-
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nerabilities are. This software can also perform real-time
traffic analysis and packet logging on IP networks as well as
protocol analysis to detect anomalies within the network and
catch intrusions [8]. Although each of these software systems
are not permanent solutions, they can assist in quick scans
of the network to then perform a more intense evaluation of
vulnerabilities.

14.3 Proposed Solution

To begin, the highest vulnerabilities must be assessed. Across
the board, one of the greatest vulnerabilities is the SSL.
Although this allows for information to be encrypted and
protected, it also causes a blind spot in network detection.
HTTPS and other encryption protocols have grown rapidly
over the past years and therefore protected the private data in
those encrypted packets from eavesdroppers. However, this
category also includes middleboxes, like the A10 network,
which are also, by definition, eavesdropping on the network
traffic. Therefore, malicious encrypted packets are not in-
spected and are able to accomplish their malicious tasks.
However, many middleboxes “mount a man-in-the middle
attack on SSL and decrypt the traffic at the middlebox”
which is an incredibly insecure way of attempting to support
HTTPS [9]. However, HTTPS must be supported through
some available method. Below is a diagram of how middle-
boxes interact with the SSL and their rules detailed in the rule
generator.

Different DPI tools perform different tasks. This be-
ing established, one must know and understand the com-
pany’s needs prior to being able to choose the tool that
best suits them. A company must have an organization-wide
security assessment to accurately install what is needed.
For example, if throughput is not a major concern due to
the fact that it is a different network than what customer-
facing employees use, then throughput does not need to
be analyzed as heavily. The organization must make sure
they are not using too many resources with DPI and SSL
inspection. Therefore, it is important to know the traffic
primarily.

14.3.1 Know the Traffic

In understanding the traffic, it is worth noting how much
traffic is expected and how much of that traffic is encrypted.
From here, the allowance of encrypted traffic can be edited
and customized [4]. The first step in DPI implementation is
testing out open source software to see if the data produced
on the user interface is what is imperative for the organiza-
tion. The Fortigate user interface details the IP address of the
source as well as the destinations in which they are headed.

Besides the source, this interface also shows the amount of
data sent and received. This is the most significant step in
remaining aware of the traffic in the network.

14.3.2 Be Selective

Secure Socket Layer inspection should only be placed where
it is needed. This will not only assist the throughput in the
system, but also the policy limitations that are caused by such
an inspection [4]. This selectivity could also be related to the
amount of customization added to any type of hardware used.

14.3.3 Use Hardware Acceleration

For most SSL security with DPI, a hardware accelerator is
the best step in inspection. However, with this accelerator,
it is important for customization that matches the business
needs of the company. This is where custom or known
algorithms can be added for the greatest amount of security
[4]. Depending on the company, the algorithm needs as
well as the hardware needs may vary. Once these needs are
determined, implementation can occur.

14.3.4 Test Real-World SSL Inspection
Performance

Using the hardware accelerator, the best way to enforce
this policy would be to gradually deploy SSL inspection
to test SSL inspection performance. The SSL Inspection
performance test would need to be managed like any other
security protocol. This inspection may cause a decrease of
the allowed throughput during the actual process, but it
would become alike to any other scan made on a default
schedule.

Security Information exchange programs can help explore
algorithms just as many do with patches when attacks hap-
pen on the firewall. However, creating continued algorithms
customized to the organization can be the greatest factor for
SSL inspection [10].

14.4 Conclusion

When all of the above steps are performed, DPI can be
properly initiated and SSL will no longer be as serious of
a security issue now that the proper controls are in place. Al-
though many DPI tools were tested throughout our research,
we were not able to test every DPI tool. We also met with a
representative from SolarWinds, but decided it was not the
right solution due to the lack of possible uses with DPI and
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SSL inspection. With the increase of ecommerce throughout
the workplace, SSL inspections are more necessary than they
have ever been. Luckily with the progressive technology of
DPI, encrypted data is able to be decrypted, pattern matched
and then re-encrypted and sent wherever needed.
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