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Abstract

Password cracking tools have given hackers the ability to
solve hashes in minutes. These same tools can also be
used for penetration testing to determine weak passwords
within our own infrastructure. In using products, such
as, Cain and Abel or Ophcrack, organizations can gain
insight and awareness that could be the stronghold in
keeping accounts and personal health information (PHI)
safe. Cain and Abel, and Ophcrack, which are the two
password cracking tools tested, can be both useful and
very dangerous at the same time. While many can learn
from these products, so can their adversaries. In using
these products to test our own password strengths we can
foresee vulnerabilities that we may have been overlooked.
As new software is created, passwords will become eas-
ier to crack. Technology knows no boundaries in many
aspects, which is why securing our networks, strength-
ening our physical and logical security, and mitigating
every risk possible, becomes of utmost importance in this
technology-ridden world.
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1.1 Introduction

Technology is ever-advancing and constantly creating new
avenues for vulnerabilities in our information systems to
be exploited. Midyear 2016, 60% of data breaches were
attributed to hacking [1]. An organization’s duty to protect
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their patients’ PHI should remain top priority. With a more
comprehensive security posture, organizations can barri-
cade these vicious avenues from negatively impacting their
patients.

The CIA triad refers to the confidentiality, integrity, and
availability of information—in our case, PHI. The confi-
dentiality of information is protected by a system’s access
controls. Those who require access to the system are granted
it, and those who do not are denied. The confidentiality
of information is pertinent because it ensures that patient
and employee information have not been compromised. The
integrity of information is backed by encryption procedures.
Per HIPAA Security Rule, medical facilities should be en-
crypting PHI when deemed appropriate [2]. For many, this
means when it is static, or stored in file systems, and while
in transmission. While these HIPAA guidelines are address-
able, organizations should stress this to employees who
handle PHI frequently and implement organizational policies
identifying proper procedures. The availability of PHI is
maintained by Disaster Recovery and Business Continuity
Plans [3]. By making this information constantly available
the CIA triad is being enforced.

1.2  Proposed Work

In order to effectively control unauthorized access, the iden-
tities of individuals should be validated. It is not enough to
impose partial security standards. Multiple methods should
be in place to protect the failure of any one of them. For
example, if password requirements are that the key must be
14 characters in length, include upper and lowercase letters,
and numbers—that’s a great first step. Given enough time,
passwords could still be compromised via password cracking
tools. However, if an account lockout policy were in place
after three incorrect attempts, the chances of a brute force
attack could be mitigated.
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Fig. 1.1 Cisco’s recommended
network topology for
medium-sized clinics

The issuance of identification badges that dual as common
access cards (CACs) are perfect examples of authentication.
Two-factor authentication is a method of authentication that
requires two of the following: something you have, some-
thing you know, or something you are (i.e. biometrics). The
combination of CAC and password mitigates the risk of los-
ing a badge and systems automatically being compromised.
A CAC alone would not be enough to breach the system.

Authorization is the method of permittance to a system.
Often times, authentication and authorization are seen as one
entity. Authorization is the process in which users are granted
or denied access based on their permissions. Controlling
access to systems assists in solidifying one’s security posture
as a whole. Organizations that are partially enforcing these
measures should implement multiple methods. Thus, the
failure of just one method does not permit access.

Access control lists (ACLs) determine who is authorized
access to a network. As opportunity arises through open

Clsoo 8021180
WLAN Acoess Points

Halpst Swictes
Derbafion and Acreds)

Aternate WAN
Connection

Confralied
Naragemert a
S balisd

pace”

ports, even settings, such as, access lists can protect against
unauthorized traffic. With the settings deny and allow, ad-
ministrators can dictate who is granted access. Additionally,
unused ports should always be turned off to prevent intruders
from gaining access to the network (Fig. 1.1).

Role-based access controls (RBAC) are set based upon
the role or position an employee holds. If they are a nurse
or a doctor, they have access based on what their position
requires access to. For example, nurses should be permitted
access to levels of PHI that are relevant to the care that they
give. In turn, doctors are authorized greater access to view
entire records, so that they may better diagnose health issues.

With the influx of mobile platforms, hospitals have be-
come more productive as they can work on the go. However,
with easier access for users comes easier access for intruders.
Mobile devices are more difficult to secure as they have
weaker protocols without being hard wired, not to mention,
that wireless access is never as secure as a wired connection.
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Nonetheless, mobile devices and their connectivity has be-
come essential to the welfare of patients. This means strong
passwords, CAC readers connected via USB or built-in, and
implementing protection displays and locks. In 2016, 78% of
data breaches in U.S. hospitals were due to the loss or theft
of information [1]. These devices, although they are made
to be portable, should have emergency procedures in place
in the event of loss or theft. Remote wipe should certainly
be considered an option. Encrypting PHI is the most secure
method in providing confidentiality to this information [4].

The importance of having strong password requirements
is paramount. Passwords that are alpha-numeric and short,
or contain words from the dictionary are easily guessed
and cracked using password cracking tools. Tools, such as,
Ophcrack, and Cain and Abel are specifically designed to
figure out passwords in as little time as possible. Even more
concerning, the word lists that are used to perform dictionary
attacks are a dime a dozen.

1.3  Findings and Results

Cain and Abel, and Ophcrack, two password cracking tools
tested in this case study, can be both useful and very dan-
gerous at the same time. While organizations can learn
from these products, so can our adversaries. In using these
products to test internal account password strengths, orga-
nizations can foresee vulnerabilities that perhaps may have
been overlooked.

Dictionary attacks can be debilitating for users who use
full words in their passwords. Word lists can be uploaded to
password cracking programs, making it almost effortless to
solve hashes. Ensuring that password policies do not allow
for words that can be found in the dictionary, this threat can
be mitigated. While it may be difficult to remember complex
passwords, users can also spell out words using various
characters. For example, the password floridagators could be
turned into a more secure one by substituting characters that
look similar; FIOR!d@G@t0RS. It does take some extra steps
to make a password secure, but if this is what an organization
requires to keep PHI safe, users will become more skilled in
creating stronger passwords.

“A brute-force attack is a method of defeating a crypto-
graphic scheme by trying a large number of possibilities”
[4]. In simpler terms, brute force attacks occur when multiple
password entries are sent to overload a system. Sometimes a
correct password is guessed, or sometimes a system becomes
overloaded. In both scenarios, neither one is particularly
good. Limiting the amount of times an incorrect password
can be entered before the account locks is one way to keep
these types of attacks from debilitating our systems. The
most common is the number three—after three incorrect

attempts, an account should lock, and administrators can
now control access to the user’s account. In many cases
users are required to verify their identity either in person, via
video teleconferencing, or by giving identifying information
about themselves. Organizational policies should provide
more than one way of validating an individual’s identity and
should be approved by the Chief Security Officer.

The speed in which these programs cracked passwords
was impressive. For simpler passwords, such as xmen and
MO0n, both programs almost immediately solved the hashes.
Ophcrack was easier and faster to use, but only performs
by using Rainbow tables. Whereas, Cain and Abel can use
a variety of attacks. Cain and Abel was precise in solving
hashes when the correct attack was chosen. Being that not
all passwords include dictionary words in them, a dictionary
attack can certainly be unsuccessful. The good news—Cain
and Abel attacks in more than one way. Rainbow tables are
easily found for use in Ophcrack and make it easier to solve
multiple account passwords in one function. However, for
passwords that the hash is unknown, Ophcrack will not be
able to find it on its own.

Password strength was the most determining factor for
cracking account passwords. The longer the password, the
more time consuming it becomes. Likewise, the more diffi-
cult a password is by including not just letters and numbers,
but also symbols, can be the saving grace or end all in these
situations. Requiring passwords to be at least 14 characters in
length, with two uppercase letters, two lowercase letters, two
numbers and two symbols makes solving them more difficult
and time consuming for hackers.

Both programs were successful in solving for simple
hashes, dictionary words and short passwords. Essentially,
if the password was weak, these programs could crack them
in under a minute. While both programs differ in ability, they
both can be useful to our organization.

1.4  Conclusions

Both programs were successful in solving for simple hashes,
dictionary words, and short passwords. Essentially, if the
password was weak, these programs could crack them in
under a minute. While both programs differ in ability, they
both can be useful to an organization. It is my recommen-
dation that both programs be used for penetration testing.
Because they are open source products, this comes at no
cost to organizations, but with a plethora of benefits. In using
these programs, they will be flagged as malware. The simple
solution would be to advise the IT department to download
the programs and leave their testing lab equipment offline
when not in use. During penetration testing, these machines
can be connected to the network to perform their duties,



scanning for weak security and then once again disconnected
so that they are not constantly flagged on the network.
Deploying both tools on networks for penetration testing
will significantly decrease the ability of intruders to hack
networks effortlessly. In keeping machines that house these
tools offline until weekly testing is done, the chances of false
positives in anti-virus software can be mitigated. The ability
to know what hackers can do and where the faults lie, will
strengthen security posture to the best of our ability. Most
importantly, this will show patients that we care about their
personal information and we will continue to keep it secure.
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